s & N
Knaccudukanus moJITHOMOYHM

[Mpunoxenue k qokymentaiuu ViPNet CUSTOM 4.x

ViPNet

Virtial Privale Nelwirk

——

infotecs’



1991-2013 OAO «MuboTeKCx», Mocksa, Poccust
®PKE.00068-03 90 04

10T JOKYMEHT BXOUT B KOMIUICKT IIOCTAaBKHU IPOI'PaMMHOI'0 06ecneqe}mﬂ, 1 Ha HET'O pacnpoCTPaHAIOTCS BCE yCIOBUA
JIMICH3UOHHOI'O COTrJIAIICHMSA.

Hu onna U3 gacTeit 3TOro JOKyMeHTa He MOXeET ObITh BOCHPOU3BE/ICHA, OMyOINKOBAaHA, COXPAHEHA B 3JICKTPOHHON 0a3e TaHHBIX
W TIepeiaHa B JIT000# (hopMe MITH TIOOBIMU CPEICTBAMH, TAKHMH KaK JIEKTPOHHBIE, MEXaHNYECKHeE, 3alICHIBAIOIIIE MIIH HHAYE,
[utst 110001 1enu 6e3 npeaBapuTeabHoro miuckMernoro pasperienust OAO «UudoTeKCy.

ViPNet siBisieTcst 3aperncTpUPOBaHHOI TOProBOM MapKoii mporpaMMHOro obecreuenusi, paspadarsiBaemMoro OAO «UupoTeKCy.
Bce Toproeeie Mapku U Ha3BaHUS IPOTPaMM SIBILTIOTCSI COOCTBEHHOCTBIO MX BIIAJIEIIBLEB.

OAO «MupoTeKC»

127287, r. Mocksa, Crapsrii [TerpoBcko-PasymoBckuii mp., nom 1/23, ctpoenue 1

Ten: (495) 737-61-96 (hotline), 737-61-92, daxc 737-72-78

Caiit kommanun «MuapoTeKCx»: http://www.infotecs.ru

DneKTpOoHHBIH afpec ciryxO0bl mopaepxku: hotline@infotecs.ru


http://www.infotecs.ru/

Conepxanue

BBEIIEHIE...........cvuviiiiiriiirirereeeresererererereresesebebesebesebessbebebebebebebebebebebebebebebe b e be b e bebebebebebebebebebebebebebebebebernres 5
O JTOKYMEHTE .....veuveeveteente st steestesbeaseesbesaeesbesbeaseesbe et e esbesbe et e e besbe e s e e ebe e st e nbesbeenbesbeebeenbesneas 6
O momHOMOYHSX TOMB30BATEIST VIPNEL....c.viiiiiiiiiic e 6
OOPATHAST CBBD -v..vevvereiresresseessesreassessesseesneasesseesseaseenesreaseennesreesneanesseesnesneennesreaneenresneas 7
I'naBa 1. UHTepnpeTanust MOJTHOMOYHMI MOJB30OBATEII .....oveveenreieaseiresseessesseesnessessnessesseessessenns 8
OCHOBHBIE Pa3TUUUS YPOBHEH MOTHOMOUHM ....vvevierieireesiee et 9
WuTepmnperanus noarHoMounii mporpaMMoil ViPNet MOHHTOP .......covvervveiienieeieenieene 11
YpoBeHb TOTHOMOUUN «MUHUMAITBHBIFD ..vecvviivieirieriesieesieesiee e sneesnee e 11
YPOBeHb TOTHOMOTHN «CPEITHIID . ....veeuveerreeeeesieesineasseesteesieesieesnessessseesseesseessnens 12
YpoBeHb TOTHOMOYUN «IMAKCHMAITBHBIIDY .....vvivvieiveesreesieesiiesieesnesneesteesieeseeesnnens 12
CriennanbHbIN YPOBEHB MOMHOMOUMM 3 ....viiiviiiiiiii i 12
CrienManbHBIN YPOBEHB TOTHOMOUHMH N..oovvviiiiiiiiiciice e 13
Wnrtepnperanyst monHomounii mporpamMoii ViPNet JIenoBast HOUTa.........ccvveevvenienneee 15
YpoBeHb TOTHOMOUUN «MUHUMAITBHBIFD ..vvovviivieirieriesieesieesiee e sneesnee e 15
YPOBEeHb TOTTHOMOUHN «CPEITHIID . ....veeuveenreereesieesireasseesteesieesiessnessessseesseesseessnens 15
YpoBeHb NOJTHOMOUUN «IMAKCUMAIBHBIHD ...ocvviiiiiiiiiiie st 16
WuTeprniperanus noaHoMmounii mporpammoit ViPNet KoHTpostb puiioxkeHuid ............... 17
YpoBHU nomHOMOYNH «MUHUMABHEINY, «CpETHUAN» U CTICTIHATBHBIN
VPOBEHD 3 ..teiutiitiiateiaitteteesteesttesitesab e et e be e be e sb et et e e e s et e s bt e nbe e ebe e she e eaneen b e beenbeenreennne s 17
YpoBeHb TOTHOMOUUN «(MAKCHMAITBHBIIDY .....vviviiiiiiiieiii s 17
Criena bHBIA YPOBEHB MOTHOMOUMH N...eovviiiiiiiiiiieic e 17
Wntepnperarys noasHoMounii B okHe «HacTpoiika napamMeTpoB 6€30IaCHOCTH ......... 18
YpoBHU TOTHOMOUNH «MUHUMATBHBIA» U KCPEITHIIDY ...covevvviiriiieeieesiee s 18
YpoBeHb NOJTHOMOUUN «IMAKCUMAIBHBIH ...ocvvviiiiviiiiiie st 18
CrienuanbHbII YPOBEHD MOTHOMOUMM 3 .....oiiiiiiiiiiii e 18
Criena bHBIA YPOBEHB MOTHOMOUMH N...oovviiiiiiiiiiieie e 19
WuTeprniperanus noaHoMmounit mporpaMMoit ViPNet METP ... 20
YpoBHU noTHOMOYNH «MUHUMAITBHEINY, «CPETHAN» U CTICTTHATBEHBII
VPOBEHD 3 ..ttt ettt sttt r et r e nnee s 20
YpoBeHb TOTHOMOYUN «MAKCHMAITBHBIIDY ....vvivvieiveeeriesieesieesiee e nnee e 20

Criena bHBIA YPOBEHB MOTHOMOUMM N...oovviiiiiiiiiicicic e 20



Ipuio:kenue A. Yka3zareib



BBenenue

O moxymeHre 6

OO0patHas cBs3b 7

Knacenpukanus nonnomounii. Ipuiokenne k nokymentamun ViPNet CUSTOM 4.x 5



O DOKyMEHTE

JlaHHBIN JOKYMEHT OMUCHIBACT OTpaHUueHHS ()YHKIIMOHAIBHBIX BOZMOXXHOCTEH B IpOrpamMmax
ViPNet MounuTop, ViPNet JlenoBas mouta, ViPNet Kontpons npunoxenuit u ViPNet MFTP, a
TaKXe orpaHuueHus (yHKuIMoHaNbHOCTH B okHe HacTpoiika napamerpoB 0e3omacHoCTH, B
3aBUCHMOCTH OT YPOBH:I TOTHOMOYHIA TIOJIb30BaTeNst ceTu ViPNet.

O nonHoMmouunsax nonb3oBaTtens ViPNet

[Homromouns mons3oBatenst ViPNet — 3T0 BO3MOXKHOCTh H3MEHEHUS TIOJIh30BATEIIEM CETEBOTO
y3ia HacTpoek I10 ViPNet, ycTaHOBIIEHHOTO Ha 3TOM ceTeBOM y3ie. [lomHoMOouuns
MOJIH30BAaTENs 33/IAI0TCSI B KIIMEeHTCKOM npuiioxennu ViPNet LlenTp ynpaBieHus ceTbio B
CBOWCTBAx poJieii, J00aBIEHHBIX Ha KITUEHT MU KOOPAWHATOP:

JJ1s KITMEHTOB B KOOPIMHATOPOB, Ha KOTOpKIE 100aBiIeHa poib «VPN-KineHT», ypoBeHb
MOJTHOMOYHH OIpe/ieNsieT orpaHnueHus pu pabote B mporpammax ViPNet MonuTop,
ViPNet KonTpoins npunoxenunii, ViPNet MFTP u B okae HacTpoiika mapameTpoB
6e3onacHocTu (TIpH BbI30Be U3 porpammbl ViPNet MoHuTOD).

Jli1st KIIMEHTOB, Ha KOTOPBIE 00aByeHa poiib «/leiioBas mo4Tay, ypoBEHb MOJTHOMOYHI
ompeeIsAeT orpaHrueHus pHu padote B nporpamme ViPNet [lenoBas modra u B OKHE
Hacrpoiika mapameTpoB 0e3onacHocTH (Tipy Bei30Be U3 nporpammel ViPNet [lenoas
1o4Ta).

J1s KITMEHTOB B KOOPJIMHATOPOB, Ha KOTOpKIE Jo0aBieHa poib «CryptoService», ypoBeHb
MIOJTHOMOYHH OTpeierisieT orpaHuyenus pu padore B nporpamme ViPNet MFTP u B okne
HacTtpoiika napamerpoB 6e3onacHocTu (TIpu BBI30Be U3 nporpammbl ViPNet
CryptoService).

Cy1ecTByeT 4eThipe YPOBHS IIOJTHOMOYHH:

MuUHUMAJbLHBIN.
Cpeanuii.
MakcuMAJIbHBIHN.

CrneuuajabHbli — crieUaIbHbIE YPOBHHU IMOJIHOMOYUM PAa3IUYAIOTCS B 3aBUCIMOCTHU OT
poiu, 100aBIEHHON Ha CETEBON y3el.

Knacenpukanus nonnomounii. Ipuinoxkenne k nokymentanun ViPNet CUSTOM 4.x
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OOpaTHasi CBA3b

OononHutenbHas nHgopMaums

CBeznenus o mpoaykTax u pemeHusax ViPNet, pacnpocTpaneHHbIE BOIPOCH U IpyTas MoJIe3Has
nHopmaius coopansl Ha caiite OAO «UupoTeKCx:

e Be6-mopran mokymenraruu ViPNet http://docs.infotecs.ru.
e Co6opnuk yacto 3agaaBaeMbix Bompocos (FAQ) http://www.infotecs.ru/support/faqg/.
e 3akoHojaresbHas 6a3a B chepe 3amuTel wHbopmarmu hitp://www.infotecs.ru/laws/.

e Uudpopmanus o pemenusix ViPNet http://www.infotecs.ru/solutions/vpn/.

KoHTakTHasa nHgpopmaums

C Bompocam¥ I0 HCIIOB30BaHUIO TPOXYyKTOB ViPNet, moxenaHUsIMI HITH TIPEI0KEHUSIMH
cBsoxuTech co creruanuctamu OAO «MupoTeKCy. [lns perienrs BO3HUKAIONINX MPo0IeM
oOpaTtuTech B CIyX0y TEXHHUYECKOH MOIICPIKKH.

e DJIEKTPOHHBIN ajpec ciryx0bl moaaepkku: hotline@infotecs.ru.

e  ®dopmMma 3ampoca B CIIyK0y TEXHUIECKOH TOICPIKKH
http://www.infotecs.ru/support/request/.

e  dopym OAO «MupoTeKCx» http://www.infotecs.ru/forum.
o 8 (495) 737-6196 — «ropstuast TUHU CITYKOBI TEXHUIECKOM MOIEPIKKH.

e 8(800) 250-0260 — GecrmiaTHbI 3BOHOK U3 JIF0OOTO peruoHa Poccun (kpome MOCKBBI).

Pacnpocrpanenue nadopmannu 06 ys3BuMocTax npoaykrtoB OAO «MupoTeKC»
peryimpyeTcs HOJIUTHKOH OTBETCTBEHHOTO PasrilalieHuUs
http://infotecs.ru/products/disclosure.php. Ecnu Bel 00Hapy UK YSI3BUMOCTH B TIPOYKTAX
KOMITaHHH, COOOIIMTE O HUX MO ajapecy security-notifications@infotecs.ru.
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OCHOBHBIE Pa3JINYUsl YPOBHEU
MTOJTHOMOYUH

s agmuaACcTpaTopoB ceteit ViPNet cymecTByeT BO3MOXKHOCTD 337aBaTh MMOTHOMOYHS
MOJIF30BATEINICH CETEeBBIX y3IIOB IS paboTs! B mporpammax ViPNet Monwurop, ViPNet [lemoBas
nouta, ViPNet MFTP, ViPNet Kontponps npunoxennii u ViPNet CryptoService. YpoBeHb
MOJTHOMOYHY HAa3HAYAETCs B 3aBUCHMOCTH OT TOTO, KaKie HaCTPOIKH alIMUHUCTPATOP XOUET
CAeNaTh TOCTYITHBIMH TSI TTOJTb30BATEI:

e Ecnu nonp3oBarento JOKHBI OBITH TOCTYITHBI BCE HACTPOHKH, TO CJIEAYEeT Ha3HAYUTh
ypoBeHb MaKcHMAaJIbHBIH.

e Eciu nonp30oBarento He JOIDKHBI ObITh JOCTYIHbBI KPUTHUYIECKHE HACTPOUKH, TO CIEIyeT
Ha3HA4YUTh ypoBeHb CpeaHui.

e Ecnu nonp30Barento JOKHO OBITh JOCTYITHO MUHUMAJIBHOE KOJIMYECTBO HACTPOEK, TO
cieayeT Ha3HaYuTh YPOBEHb MMHMMAJIbHBIH.

ITonp30BaTeNb ¢ MAKCUMAJIBHBIM YPOBHEM IIOJIHOMOYUN HE UMEET OTPAaHUYEHUH 110
HACTpPOHKaM U MCIONB30BaHuI0 pazinyHbix pyHkuuit [10 ViPNet. [Ipyrue ypoBHH
MOJIHOMOYHI OTPaHUYMBAIOT JCHCTBHS MoJib3oBaTeei u nntepdetic [10 ViPNet.

Bce OrpaHUYCHUS, HAKIIAIbIBAEMBIC YPOBHEM HOJ'IHOMO'—IPIfI, CHUMAIOTCA IpH BBOJAC IapOjd
aJIMUHHICTpaTopa ceTeBoro y3na ViPNet.

JOoCTYyITHOCTh OCHOBHBIX HACTPOEK W (PYHKIIHIA POTpamMM, a TaKKe HACTPOEK MX KOMIIOHEHTOB
B 3aBHCHMOCTH OT YPOBHSI IOJIHOMOYHI TOJIb30BaTENEH MPUBECHA B TAOIHIIE HUXKE.

CrenuaibHbIe YPOBHU MOJTHOMOYHUIN UMEIOT Psii OCOOCHHOCTEH U MpeaHa3HAYCHBI I 0COOBIX
CJIy4aeB opraHu3aiuu paboThI Moyib3oBaresie B ceTr. Onucanue JOCTYIMHBIX PYHKINH U
HACTPOCK JIJISl TAHHBIX YPOBHEH IMOJTHOMOYHI CM. B CIEAYIONIUX pa3/ieliaXx JOKyMEHTaA.

Tabnuya 1. OchosHble paznuyus yposHell NOTHOMOYULL

OyHKIMA 1 HACTPOHKH MaxkcuMaJbHbIH Cpennnii MuHHMAJIBHBIA
PenaxTupoBaHue ceTeBbIX Pa3pemeno 3anpemneHo 3amnpeieHo
¢mtpTpoB B mporpamme ViPNet

Monutop

Knacenpukanus nonomounii. Ipuioxenne k nokymenranun ViPNet CUSTOM 4.x
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OTka3 oT BXoJia B IpOrpamMmy
ViPNet MonuTop nnm ViPNet
CryptoService

V3meHeHne HaCTPOEK MPOTrpaMMBbl
ViPNet MonuTop

V3meHeHne HaCTPOEK MapaMeTpoB
6e3omacHocty nporpammsl ViPNet
Mownurop, ViPNet /lenoBas moura
mmm ViPNet CryptoService

H3MeHeHHe HACTPOCK POTPAMMBI
ViPNet [lenoBast mouta

V3meHeHne HaCTPOEK MPOTrpaMMBbl
ViPNet KonTpoms npunosxeHmit

V3MeHeHHe HaCTpOECK IPOTPaMMBI
ViPNet MFTP

Paspeweno

Paspeweno

Paspeweno

Paspeweno

Paspeweno

Paspemeno

3anpeuieHo

Paspeweno
JaCTHIHO

Paspeweno
YaCTUYHO

Paspeweno
YaCTUYHO

3anpenieHo

3anpenieHo

3anpenieHo

3anpenieHo

Paspeweno
YaCTUYHO

Paspemweno
YaCTUYHO

3anpernieHo

3anpenieHo

Knacenpukanus nonomounii. Ipuioxenne k nokymenranun ViPNet CUSTOM 4.x
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HNuTtepriperanys nOJIHOMOYUM
nporpamMmmon ViPNet MonuTtop

B manHOM pazzene onuceBatoTcs orpanudenus pynknuoHansHoctr [10 ViPNet Client u
ViPNet Coordinator, ycTaHOBIEHHOTO Ha CETEBOM Y3JI€, B 3aBUCUMOCTH OT YPOBHSA
MOJTHOMOYHH, 33JAHHOTO JUTst 3TOTO y31a B mporpamme ViPNet LlenTp yrnpaBieHus ceThio B
cBoiicTBax poir « VPN-kimmenT» (eM. «O momnomounsx monb3osatens ViPNet» Ha crp. 6).

YpoBeHb NOIHOMOUYMHA «MUHUMAJIbHBIW>

[Tpu ypoBHe MunumabHblii B iporpamme ViPNet MoHUTOp IEHCTBYIOT ClleqyrOIIne
OTpaHUYCHHUS:

e [lpu 3amycke KOMITBIOTEPA HE pa3peliaeTcss OTMEHHTD 3amyck nporpamMMbl ViPNet
MoHuTop — KHOIKa OTMEHUTH U KHOTIKA 3aKPbITh &5 & okne BBONA napoJsis
HEIOCTYIIHBIL.

e 3ampemieHo 100aBIATh, yIAIATh, U3MEHSTH JII0ObIE ceTeBble (PUIBTPBl. MOXKHO TOJIBKO
IPOCMAaTPUBATh CBOMCTBA CO3IAHHBIX (PMIIBTPOB.

L4 3anpemeH0 COo3aaBaTh, yAAISATh NI UBMCHATDH I'PYIIIbI OOBEKTOB.

e B oxne Hacrpoiika (meHto CepBuc > HacTpoiika npuioseHus ) 3arpenieHo H3MEHITh
CJICAYIOIINE TTapaMeTPBI:
o B pasnene O6mme > 3anyck n aBapuiiHOe 3aBepIICHHE:
o Onaxox birokupoBaTs KOMIBIOTEP.

o  Onaxok Ilepe3anyckats MOHNTOP IPHU aBapHIiHOM 3aBepIIECHHH.

o  Onaxok Ucnoab3oBats pynkuuio WatchDog (pucyTcTByeT TOJNBKO B 32-
pa3psIHBIX ONEPAIMOHHBIX CUCTEMAX).

o Bce mapamerps! B pazaene 3amuieHHas ceTh (BKJIIOYas MOIpasen
JlonoJiHuTe/IbHbIE TAPAMETPBhI).

o Bce mapamerpsl B paznene YnpasieHue TpagukoMm.

o IlapameTpsl 00pabOTKH MPUKIATHBIX MPOTOKOJIOB B pazaeine Ilpukiaaanbie
NMPOTOKOJbI.

o Bce mapamertpsl B paznene AKypuaa IP-nakeros.

Kaacenpuxanus noanomounii. Ilpuioxkenune k nokymentauuu ViPNet CUSTOM 4.x 11



e 3ampemieHa HacTpoiika kKoHpurypauuii B pasnene Kondurypauuu (nodasnenue,
yJalieHue, IepeuMEHOBaHNe, COXPaHEHHE), 38 UCKIII0UEHHEM BbIOOpa YK€ CyLIECTBYIOIEH
KOH(HTYpaLuu.

e 3ampemeHo OTKII0YaTh 3alIUTy OT CETEeBhIX aTak U mudpoBanue [P-tpaduka. Ho mpu
3TOM pasperieHo 0okupoBaTh IP-Tpaduk.

YpoBeHb NosIHOMo4ni «CpeaHnin»

Orpannuenus B mporpamme ViPNet MoHuTOp npy J7aHHOM YpOBHE MOJTHOMOYHH TaKHe e, KaK
NPY MEHUMAIBHOM (CM. «Y POBEHb MOJTHOMOYHNH ,,MuHuMaibHbI“» Ha cTp. 11), 32 TeM
HCKIIFOYEHUEM, YTO Pa3pellacTcs U3MEHATh apaMeTpsl B okHe HacTpoiika npuiiosKeHus B

paszese 3amuieHHas ceThb (HO He B moapaseiie JlonoJHuTeIbHbIE MapaMeTphl).

YpoBeHb NOJIHOMOUYMHA «MaKCUMaNbHbIN»

[Tpu ypoBHe MakcumanbHblii B iporpamme ViPNet MOHUTOpP OTCYTCTBYIOT Kakue-In0o
OTpaHUYCHUS.

CneumanbHbI¥ YPOBEHb NOJIHOMOYMA 3

[Tpu cienmansHOM ypoBHE TIOTHOMO4HWH 3 B mporpamme ViPNet MonuTop aeicTByioT
CIIEIYIOIINE OrPaHUYCHU:

e B okHe mporpaMMbl 0TOOpaxaeTcs TOJIBKO MaHeNlb IPOCMOTPA CO CIIMCKOM CETEBBIX y3JI0B
ViPNet.

e B menro Paiin orcyrcTByeT MyHKT CMEHUTH MOJIb30BaTeNs, HO IIPH 3TOM JJOCTYIIHBI
MyHKTHl CMEHMTh NapoJib MoJab30BaTessi 1 CMEHHTh c10c00 ayTeHTH(PUKALNA
noJib30BaTtensa. CMEHUTh TapOoJib MOYKHO TOJIBKO HA CITy4alHBINA MapoJib HA OCHOBE
MapoJIbHOMN (Ppasbl.

[Tynxt Kondmurypanuu B meHto ®aiiji mpuCyTCTBYET TOJIBKO B TOM CITy4yae, €CiH B
porpaMMe CO3aH0 HECKOIBKO KoHpurypamuid. C MOMOIIBI0 TaHHOTO ITyHKTa MOXKHO
TOJIBKO TiepekinouaTh kondurypanun. [lyHkTel OTKII0OYUATH 3a1UTy 1 BiokupoBath
IP-Tpa¢uk B HEM OTCYTCTBYIOT.

[Tonp30BaTeNb He MEET BO3MOKHOCTH CO3/1aBaTh HOBbIE KOHHTrypanuu. Eciu B pexime
aJIMUHHUCTPATOpa CETEBOTO y3J1a OyIyT CO3JaHbl HOBbIE KOH(PHUTYpaluH, TO OHU OyIyT
JIOCTYTIHBI M0JIb30BaTeNt0. ECiy ceTeBoi y3em UMEET CBA3b C CEPBEPOM OTKPBITOTO
Wntepnera, Ha 3TOM y37e focTynHa KoHPUrypauus «OTKpeITeid HTEpHETY.
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° HCI[OCTyHeH ITYHKT MCHIO Ceanc, B CBA3HU C 3TUM HEBO3MOKHO U3MCHCHUC, COXPAHCHUC
1 BOCCTAHOBJICHHUEC HACTPOCK MMPOTrpaMMbl ViPNet MOHI/ITOp, a TaKIK€ USMCHCHHE HACTPOCK
rnapamMeTpoB 06e30MacHOCTH.

e B okre lIpoBepka coeanHeHHs 0TOOPaXKAIOTCS TONBKO CTONONE Y3ea, Ctatyc u
AKTHBHOCTH HA KOMIIbIOTEpE.

e [Iporpamma ViPNet MFTP 3amyckaetcst u paboTaeTr B CKpbITOM pexxume. OTKPHITH
nporpaMmy u3 MeHio IlpuitoxkeHHs1 HEb3s1, COOTBETCTBEHHO, €€ HACTPOMKA TaKKe
HEBO3MOJXKHA.

CneuunanbHbI¥ YPOBEHb NOIHOMO4YMMA h

[pu cneumanbHOM ypoBHE noHOMouuit h B mporpamme ViPNet MonuTop Beerna
NPUCYTCTBYIOT JBE (pUKCHpOBaHHBIE KOH(DUTYpaLIUH:

e «BHyTpeHH:s ceTb» — I pabOTHI B 3aIIUIIICHHON CETH.

e «Mutepuer» — mns pabotsl B UHTEpHETE.

[Tonp30BaTens HE UMEET BO3MOKHOCTH CO3/aBaTh HOBbIE KOH(UTryparyu. Eciu B pexxume
aJIMUHHUCTPATOpa CETEBOTO y3J1a OyIyT CO3JaHbl HOBbIE KOH(GHUTYpaLuu, TO OHU OyIyT
JIOCTYTIHBI NOJIb30BaTeNI0. ECM ceTeBOH y3el UMEET CBA3b C CEPBEPOM OTKPBITOro MHTEpHeTa,
Ha 9TOM Yy3Je AocTynHa KoHpurypamus « OTKpbIThI MHTEpHETY.

Kongurypanus «BHYTpeHHss CETh» UMEET CIIEAYIONINE OrpaHUUCHUS:

e  ABTOMaTHYECKH CO3JAI0TCA QUIBTPHI, OJOKUPYIOIIKE JTF000H OTKpBITHIN [P-Tpaduxk,
KpoMe makeToB ciry:k061 DHCP. TIpocMoTpeTh aHHbIe QUIIBTPHI HENB3SI.

e B oxne nporpamMmelr ViPNet MoHUTOp Ha TaHENH HABUTAIIMU OTCYTCTBYIOT Pa3/ielibl
CeteBble GpuabTphl, I'pynnsl 00bekToB, CTaTHCTHKA M JKYPHAJBI.

e B oxne nporpammbl ViPNet MoHuTOp HE 0TOOpakaeTcs MaHeIb HHCTPYMEHTOB.

e B rjpaBHOM MEHIO IOCTYIHBI TOJIbKO MyHKTH Maia u Cnpaska. [Ipu sTom B meHro @aiin
OTCYTCTBYET MyHKT CMEHHMTDH MOJIb30BATEJIS.

e Jlis ceTeBBIX Y3JIOB B pa3jeiie 3alulleHHAs ceTh B KOHTEKCTHOM MEHIO JOCTYIICH
TOJBKO TyHKT IIpoBepuTHL coeTMHEHNE.

e B okae lIpoBepka coeAHeHHs OTCYTCTBYIOT MAHEIN HHCTPYMEHTOB U KOHTEKCTHOE
MeHI0. B ri1aBHOM MEHIO MPUCYTCTBYET TONBKO MyHKT CripaBKa.

Knacenpukanus nonomounii. Ipuioxenne k nokymenranun ViPNet CUSTOM 4.x
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Kondurypauus «IHTEpHET» UMEET CIEAYIONINE OTININS OT KOHPUTyparun « BHyTpeHHsIs
CEeTHY:

e ABTOMaTHYECKH CO3MAIOTCS GUIBTPHI, OJOKHUPYIOIINeE TF000i 3amumeHHbIH [P-Tpaduk.
[IpocMoTpeTh NaHHBIE PHIBTPHI HEb3S.

e B oxne nporpammbl ViPNet MoHHTOp Ha TTaHENN HABUTALUKM OTCYTCTBYET TAaKXKe pasien
3ammeHHas ceTh.

e buokupyertcst paboTa ¢ 3anuiieHHbIMU KoHTeiHepamu SafeDisk-V.

[Tpu paboTe B pexxuMe aIMHHUCTPATOPA CETEBOTO y371a ¢ PUKCUPOBAHHBIMUA KOHOUTYpALHSIMA
uHTepdelic mMporpaMMbl He OrpaHUYCH, OJHAKO UMEIOTCS CIEAYIOIINE OTPAaHUICHUS 110
M3MEHEHUIO TapaMeTpoB (PUKCUPOBAHHBIX KOH(PUTYpaLuii:

e [Ipu paborte ¢ koHpuUrypanuein «BHyTpeHHssI CE€Th» HEBO3MOKHO HU3MEHSTh CETEBbIC
(GWIBTPHI 47151 OTKPHITOH CETH.

e [lpu pabore ¢ koH(bUTypanuei «MHTEepHET» HEBO3MOXXHO U3MEHSAThH CETEBBIE (PIITBTPHI
JIA 3aIAIIEHHON CETH.

Knacenpukanus nonomounii. Ipuioxenne k nokymenranun ViPNet CUSTOM 4.x
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HNuTtepriperanys NOJIHOMOYUM
nporpammoii ViPNet /lenoBas modra

B manHOM paszerne onmuchIBAIOTCS OrpaHUYeHNs (YyHKIIMOHATBHOCTH TIporpamMmel ViPNet
HenoBas nouTa, yCTAHOBJIICHHON Ha CETEBOM Y3JI€, B 3aBUCHUMOCTH OT YPOBHS ITOJITHOMOYHH,
3aIaHHOTO IS ATOTO y31a B mporpamme ViPNet LleHTp ynpaBieHus ceThI0 B CBOMCTBAX POIU
«demoBas moura» (cM. «O moaHOMOUHIX moias3oBaTens ViPNety» Ha ctp. 6).

YpoBeHb NOIHOMOUYMHA «MUHUMAJIbHBIW>

[Tpu ypoBHe momHOMOunit MuHuMaabHblii B mporpamMMe ViPNet JlenoBas mouTa B OKHE
Hacrpoiika (merro MacTpymenTs > HacTpoiika) 3amnpemeHo n3MeHATh CIIEAYIONIIe
HaCTPOUKHU:

e B paznene O0wmme 3anpeiicHo U3MEHATh napameTp MakcuMaibHbIH pa3mep
XPAHUWJINIIA COOOLIEHMUIA.

e B paznene IIucpmo 3anpeiieHo U3MEHATh HACTPOUKY B rpynnax PerucrpaumoHHbIi
HoMep U be3omacHocTb.

e 3ampernieHo U3MEHSTH JII00bIe HACTPOUKH B pazaenax TpaHcmopT, ABTONPOLECCHHT
(Brutrouas moapasen Kypuana), ApxuBamus (BKJIIOYas mopasiesi ABToMaTHYeCKast
apXuBaIusi).

YpoBeHb nosIHOMOuYMKU «CpegHun>»

ITpu ypoHe nonxnomounii Cpeanuii B nporpamme ViPNet [lenosas noura B okHe HacTpoiika
(menro UnctpymenTsl > HacTpoiika) 3anpenieHo H3MEeHATh CIEIYIONIe HaCTPOHKH:

e B paznene IIucpmo 3anpeiieHo U3MEHATh HACTPOUKY B rpynnax PerucrpaumoHHbIil
HoMep U be3omacHocThb.

e 3ampemnieHo U3MEHSTH JII00bIe HACTPOMKH B pasesic ABTONPOLECCUHT (BKIIOYast
noapasaen ZKypuaJg) u B pazaene Tpancnopr.

Kaacenpuxanus noanomounii. Ilpuioxkenune k nokymentauuu ViPNet CUSTOM 4.x 15



YpoBeHb NOJIHOMOUYMK «MaKCMMa/ibHbIN»

IIpu ypoBHe momHOMOUHMit MakcumanbHblii B iporpamme ViPNet JlenoBas moura
OTCYTCTBYIOT KaKHe-JIN0O OTpaHUYECHHSL.

Kaacenpuxanus noanomounii. Ilpuioxkenune k nokymentauuu ViPNet CUSTOM 4.x 16



HMuTepnperaiiys noJHOMOYUU
nporpammoii ViPNet KoHTpoib
MIPUIIOKEHU A

B nanHoM pazene onuchIBalOTCS OrpaHUdeHUs PyHKIHOHATBHOCTH porpaMmbl ViPNet
KonTpone npunoxeHuii, ycTaHOBIEHHON Ha CETEBOM Yy3JI€, B 3aBUCUMOCTH OT YPOBHSA
MIOJTHOMOYHH, 3aJJaHHOTO JUIsl 3TOTO y31a B mporpamme ViPNet LleHTp ynpaBieHus CEThIO B
cBoiicTBax poiu « VPN-kiment (cM. «O nosHomounsx nosszosaress ViPNet» Ha ctp. 6).

YpOBHM NOJIHOMOUYMIA «MUHUMaNbHbIN>, «CpegHnuin>» n
cneumasibHblii YypoBeHb 3

[Tpu ypoBH:IX momHOMOUN MuUHUMAaIBHBINA, CpeIHuil U criennaJIbHOM YPOBHE TTOTHOMOYHH 3

B iporpamme ViPNet KoHTpousb mpuiiokeHni JeCTBYIOT CIIEAYIONHE OTpaHNICHUS:
e 3anpemeHo U3MEHATh napaMmeTpsl B pazaene Hacrpoiika.

e B paznene ZKypnau co0biTuii > Hacrpoiika s;kypHaJa pa3pelicHO U3MEHEHUE
apaMeTpoB TOIBKO B rpymnne OTodpaxkeHue xKypHaJIa COOBITHI.

L4 3anpemeH0 HU3MCHSTH COCTAB CIIMCKOB 3alIPCHICHHBIX U PA3PCHICHHBIX HpI/IHO)I(eHI/Iﬁ.

e 3ampenieHo oTkio4aTh nporpammy ViPNet Kontpons npusnoxenuii (B meHnio CepBuc
HEOCTYIHBI IyHKTHl OTKJIKYUTH KOHTPOJIb NPUJI0KeHu# 1 Bbixon).

YpoBeHb NOIHOMOUYMH «MaKCMMalbHbIN>

[Tpu ypoBHe momHOMOunit MakcumanbHblii B iporpamMe ViPNet KorTpons npunoxeHnit
OTCYTCTBYIOT KaKHe-JINOO OrpaHUYCHUSI.

CneuunanbHbI¥ YPOBEHb NOIHOMO4YMMA h

[pu cnenmanbHOM ypoBHE oiHOMounii h mporpamma ViPNet KoHTponb npuitoxeHuit
3aIryckaercsi 1 paboTaeT B CKPBITOM peskume. OTKPBITE M HACTPOUTH MIPOTrpaMMy HEJIb3sl.

Knacenpukanus nonomounii. Ipuioxenne k nokymenranun ViPNet CUSTOM 4.x
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NuTtepnperanus moJTHOMOYUN B OKHE
«HacTtpoiika mapamMeTpoB
0€30IaCHOCTH

B nanHoM paznene onuchIBalOTCS OrpaHndeHUs QyHKIHOHaTbHOCTH B okHe HacTpoiika
napaMeTpoB 0e30MACHOCTH B 3aBUCUMOCTHU OT YPOBHS MTOJTHOMOYMH, 33JaHHOTO JIJIsI CETEBOTO
y31a B mporpamme ViPNet LleHTp ynpaBieHus ceThio B CBOMCTBaX posieit «VPN-kineHT»,
«CryptoService» u «/lenoBast mouta» (cMm. «O nomHOMOuMsIX 1onb3oBatens ViPNet» Ha cTp.

6).

YpOBHM NOJIHOMOUYMMA «MUHMManNbHbLIN» U «CpegHuUn>»

IIpu ypoBHsx nomHoMounit MuHuMaJIbHbIH 1 Cpennnii B okHe HacTpoiika napamerpos
0€30MaCHOCTH JCUCTBYIOT CIEIYIOLUINE OrpaHUYCHUS!

e Ha Brianke Ioanuck 3anperieHo U3MEHITh HACTPONKHU OMOBEIIEHUS 00 UCTSUCHUU
CPOKOB JICWCTBUS CepTU(PHUKATA U 3aKPHITOTO KJIF0Ua, aBTOMATHYECKOTO BBOJIA
cepTu(UKATOB B ICHCTBHE.

e Ha sruiagkax llIn¢gpoBanne u Kiarouu 3anpenieHo naMeHeHHe JHOOBIX HACTPOEK.
e Ha Bxiagke Ilapoab 1ocTymHa TOJBKO KHOMKA CMEHUTDH MapoJib.

e Ha Bxiagke Kpunronposaiinep nocrynua tonsko kHorika Hactpoiika ViPNet CSP.

YpoBeHb NOJIHOMOUYMHN «MaKCMManbHbIN»

IIpu ypoBHe nonHomounii MakcumanbHblil B okHe HacTpoiika napamMeTpoB 0e30MacHOCTH
OTCYTCTBYIOT KaKHe-JINOO OrpaHHYCHUSI.

CneuunanbHbI¥ YPOBEHb NOJIHOMOUYMM 3

ITpu cienmansHOM ypoBHE notHOMouni 3 okHO HacTpoiika mapamMeTpoB 6e30nacHOCTH
HEJIOCTYIIHO.

Knacenpukanus nonomounii. Ipuioxenne k nokymenranun ViPNet CUSTOM 4.x
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CneuunanbHbI¥ YPOBEHb NOJIHOMO4YMMA h

Ipu crienmansHOM ypoBHE mosiHOMo4ni h okHo HacTpoiika mapameTpoB Ge30macHOCTH
HEJOCTYITHO.

Kaacenpuxanus noanomounii. Ilpuioxkenune k nokymentauuu ViPNet CUSTOM 4.x 19



HMuTepnperaiiys NoJIHOMOYUU
nporpammoni ViPNet MFTP

B manHOM paszerne omuchIBAIOTCS OrpaHUYeHNs (PYHKIIMOHAIBHOCTH B Iporpamme ViPNet
MFTP B 3aBUCHMOCTH OT YPOBHS [IOJIHOMOYH, 3aIaHHOTO AJI CETEBOI0 y3I/1a B IpOrpaMMe
ViPNet LlenTp ynpaBienus ceTbio B cBoicTBax poner «VPN-kmment» u «CryptoService» (cM.
«O momHoMounsx mons3osatens ViPNet» Ha crp. 6).

YPOBHM NOJIHOMOUYMHA «MUHUMaNbHBbIN», «CpegHNn» K
cneumanbHbli YPOBEHb 3

[Tpu ypoBHsx monHoMounii MuHuMaIbHbl, CpeaHuii 1 crienuaabHOM YPOBHE TIOJTHOMOYHH 3
B iporpamme ViPNet MFTP 3amnperieno coxpaHeHrne H3MEHEHHBIX HACTPOEK.

YpoBeHb NOIHOMOUYMH «MaKCMMalbHbIN>

[Tpu ypoBHe nmomHOMOunit MakcumanabHblii B iporpamme ViPNet MFTP otcyTcTByroT kKakue-
00 OrpaHUICHUS.

CneuunanbHbI¥M YPOBEHb NOIHOMO4YMMA h

I1pu cnienmanbHOM ypoBHE mosHOMounit h mporpamma ViPNet MFTP 3amyckaercs u paboraer
B CKPBITOM peknMe. OTKPBITh U HACTPOUTH NPOTPaMMy HENb3S.

Knacenpukanus nonomounii. Ipuioxenne k nokymenranun ViPNet CUSTOM 4.x
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