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O DOKyMEHTE

Ans koro npeaHasHauyeH AOKYMEHT

JlaHHBII TOKYyMEHT NpeaHa3HayeH JJIs [T0JIb30BaTENEH, OTBEUAOIINX 32 HACTPOUKY U
skcruryatanmto [10 ViPNet Coordinator Linux. B Hem cogepxutcs onrcanue padoThI ¢
arnmuIeTOM MOHUTOPHHTA U YIIPaBIEHUS, KOTOPBIH IIPeIoCTaBIsAeT YAOOHbII nHTEpdeiic ams
HaOMIOACHMS 3a pab0OTON KOOPIUHATOPA M €T0 HACTPOMKH.

CornawieHma oOKyMeHTa
CornanieHus: JaHHOTO IOKYMEHTA MIPEICTABJICHEI B TAOIHUIIE HIKE.

Tabauya 1. Ycnosuvie 06o3nauenus

Ykazareib Onucanmne

Buunmanune! YkaspiBaeT Ha 00s3aTEIbHOE A1 UCIIOJIHEHUS WITH CIET0BaHUS
JefCTBHE WITH WHPOPMALIHIO.

-

' ] ‘ IIpumeuanue. Yka3biBaeT Ha HE0OA3aTENBHOE, HO JKEJIATEIBHOE JIIS UCTIOHEHHS
WK CJICIOBAHMS JCUCTBUE WK HH(DOPMAITHIO.

Coget. Coiep>HT JONOTHUTEIbHYO HHGOPMAIIHIO 00IIIero Xapakrepa.




HoBbIe BOBMOXHOCTH

YT10 HOBOIrO B Bepcum 3.2.1

B aToM pazgene mpeacTaBiieH KpaTKHid 0030p N3MEHEHWH W HOBBIX BO3MOXKHOCTEH BEPCUHU
3.2.1.

e Bo3moxkHOCTh YKa3aHus THNA U kKoga ICMP-nakeToB A5 npaBui GpuiIbTpanuu

Peanm3oBana BO3MOKHOCTP yKa3aHus Trma 1 koga [CMP-nakeToB npu qo0aBieHnd 1
() m3mMeneHny npasuina GuasTpaun g nporokoida ICMP. B okae mapamerpoB
npasmiia GUIBTpANuU Ipu BeIOope npotokona ICMP nossisroTest mepeximrodateny Tum
coodmenusi ICMP u Koa coodmennss ICMP.

x|

¥| BEMKOYATE NpEEHND

AQpec oTNPAENTENR ADEC NONYMITENA
= Bca u Bew
Jnauewng IHANEHNE

NapameTpsl NpOTOKONA
MpoToxon ICHP -

Teun coobayesnin ICMP Kop coofugmna ICHMP

.
-
OencTene " Mponyxate - Wc0Ne J08aTh PACTIACAHKE

TNpoMeHTE Ommena

Pucynok 1: Cozoanue npasuna ¢purnompayuu ons npomokona ICMP

e BsaumopeiictBue ¢ I10 ViPNet Coordinator Linux Bepcuii 3.6.0 (u Bbimie) u ViPNet
Coordinator HW Bepcun 2.1 (4 BblLIe)



YT10 HOBOIro B Bepcum 3.2.0

B aToM pazzgene mpeacTaBiieH KpaTKHid 0030p N3MEHEHWH W HOBBIX BO3MOXKHOCTEH BEpCHHU
3.2.0.

e PazjesneHue MOJTHOMOYMIA AIMUHUCTPATOPA U MOJIH30BaTe/s 10 MOHHTOPUHTY U
HACTpoiike

Peanu3oBan pa3nuuHbIi AOCTYN K MOHUTOPHUHIY M HACTPOMKE NOCPEACTBOM MAPOJIA
[OJIb30BATENS U aqMUHKCTpaTopa (cM. «Pesxnmbl paboTel anrieray Ha ctp. 29). B 1o
BpeMsI KaK TIpY MCTIOIH30BAHUN PEKUMA MTOJIb30BATENS BO3ZMOXKEH TOJIBKO IMTPOCMOTP

mapaMeTpoB pabOTHI KOOPAMHATOPA, B PEXKUME aJIMHHUCTPATOPA TOCTYITHBI BCE JIEHCTBHS
IO HACTPOIKE 3TUX MMapaMeTPOB.

B A 11.0.0.87 spplet bt l | T
. Torymph peovm pafanu - Nensaoeatene 6: w > -

IR (T -~

+TOR COTY OTxpbitas cets
TRAMIHTHME QWL TR
Notanssess QuiTpu

VPOCOSEITENLARIE QUMD [ 3a0TE NODORG SRISHSE 2o %
Tpancnnpn IP-agpecos By - > A "'J CTPOGNIIA GATATEON MANCOTEROND IPd

COud e TED DR b
83N CTRTHCTIES BBenme NaponL anMUHNCTpalopa
L PIR IR NATOTH

AN NaTON

NP CONEODTOR OK Omvena
VYOHEN KOnBEDTON .

ICTAMS ZREp OF chose
4T

Pucynok 2: Bxoo 6 pexcum aomunucmpamopa

e Bo3moxkHOCTh HACTPONKHU NPaBUI PUIALTPALMH JOKAIBHBIX, TPAH3UTHBIX H
M POKOBemAaTeabHbIX IP-nakeToB

PeannzoBana BO3MOXXKHOCTH MPOCMOTPA HpaBMil GHIBTPALMH JIOKAJIBHBIX, TPAH3UTHBIX U
HIMPOKOBeIaTeNnbHbIX [P-makeToB, a npu padoTe B pexuMe aIMUHUCTPATOPa —
BO3MOXKHOCTb 100aBJIEHUS, N3MEHEHUS U yaaleHus npasuwil. Kpome Toro, Mo>xHO
OTIPEIeJIUTh MOPSI0K MPUMEHEHHS IPAaBWII IIyTEM PEIaKTUPOBAaHHS KOH(PUTYPAaLHOHHOTO

(haiina, a Tak)Ke HACTPOUTH PACITUCAHNE — BpPEMEHH:E HHTEPBAIIbI, B TEUCHHE KOTOPBIX
JIEHCTBYET MPaBUIIO.
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Pucynox 3: [Jobasnenue npasuia purvmpayuu 6 pexcume aOMUHUCMPAmopa

B03M0XKHOCTB HACTPOWKH NTapaMeTPOB ceTeBbIX HHTepdeiicoB

Peanu3oBana BO3MOXKHOCTH yIIPaBJICHHS ITApAMETPAMH CETEBIX HHTEP(EHCOB: TPOCMOTpa
CIIMCKA BCEX CETEBBIX MHTEP(DEIICOB KOOPAMHATOPA U UX TTAPaMETPOB (HauMeHOBaHMH, [P-
a/IpecoB, a TaK)Ke TEKYIUX peXKUMOB Oe3onacHocTH). [Ipu pabote B pexxnume
aIMMHHCTPATOpPa BO3MOXHO M3MEHEHHUE ITUX MapaMeTpoB (cM. «HacTpoiika nmapameTpos
ceTeBbIx HTEpPGEeiicoB» Ha cTp. 59).
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Pucynox 4: Cmena pexcuma 6ezonacnocmu

Fewins BeanisiHosfn
3. Mo st BE8 e NNl { RGN DA TN -
1. GfigeugoEas IP-fiaiTe ioi Co8 G-

I BNORMBORATE B0 G OESeEHEA SI0ARE DIIDED S

i MpEAyCE aTe 108 CO0ZHHEES
E Mpoesyceams IP-nacara &8 o8pabonom

Bo3MoxHOCTH HaCTPOﬁKH NpaBuJI TPAHCIAIHNHA CETEBLIX a/IpeCoB



Tpancmsamms cerebix anpeco (NAT, Network Address Translation) — 310 MexaHH3M
npeobpazoBanms [P-anpecos omHoii cetn B [P-ampeca apyroit cetu. Peanmzosana
BO3MOKHOCTH ITPOCMOTpa MpaBmil TpaHcisinun [P-anpecos, a mpu padote B pexume
aJIMHHUCTPATOPa — J00ABICHNUS, U3MEHEHUS U yaajaeHus npaBui (cMm. «Hactpoiika
NpaBUII TPAHCIISIIIMY aIpecOB) Ha CTp. 54).
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Pucynox 5: [lobasrenue npaguna mpauncisayuu aopecos 8 pesicume adMuHuCmpamopa

Bo3MOKHOCTH KaK JIOKQAJIBbHOI0, TAK M YIAJCHHOI'0O IOAKJIIYCHUSA

Peanu3oBaHa BO3MOXHOCTh YIIPABJICHHSI KOOPAUHATOPOM XU MOHUTOPUHIA €TI0 COCTOSIHUS
KaK HEIIOCPEACTBEHHO Ha CAMOM KOOPAMHATOPE, TaK U YAAJIEHHO C IPYI'HX Y3JIOB CETH
ViPNet. [Ipn 3ToM MOXHO TakKe 3alpeTHTh 3aIlyCK aIliuieTa ¢ ONpe/IeIICHHBIX Y3JI0B
(myTeM penakTupoBaHus KoH(uUTryparmoHHoro daiina). Onucanue 3Toil GyHKIUN
MIPUBEICHO B JIOKYMEHTE «ATIUIET MOHUTOPHHTA U yrpaBieHus ViPNet-koopanHaTopoM.

PykoBo/CTBO aAMUHUCTpATOPAY.

Bo3mo:kHOCTH MOAKIIOYEHHS ¢ Y3J10B o1 ynpasJjenneM kak OC Linux, Tak u
Windows

B3aumopeiictBue ¢ I10 ViPNet Coordinator Linux Bepcuu 3.5.2 u ViPNet
Coordinator HW Bepcuu 2.0
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OOpaTHasi CBA3b

OononHutenbHas nHgopMaums

Caenienust 0 mpoaykTax u peureHusx ViPNet, pacnipocTpaHeHHbIe BOIPOCH U ApyTasi MOJIe3HAs
uHpopmanust coopansl Ha caiite komnanuu «MHGoTeKCy. [To npemnnokeHHBIM CChUIKaM
MO’KHO HaliTH OTBETHI HA MHOTHE BOIIPOCHI, BO3HHUKAIOIIUE B MPOIECCE IKCILTyaTalluH
npoaykToB ViPNet.

e Co6opnuk yacTo 3agaBaeMbix Bompocos (FAQ) http://www.infotecs.ru/support/faq/.
e 3akoHojaresbHas 6a3a B chepe 3amuTel wHbopmarmu hitp://www.infotecs.ru/laws/.

e Uudpopmanus o pemenusix ViPNet http://www.infotecs.ru/solutions/vpn/.

KoHTakTHasa nHgpopmaums

C Bompocam¥ I0 HCITOB30BaHUIO TPOXYyKTOB ViPNet, moxenaHUsIMI HITH TPEI0KEHUSIMA
CBsDKHTECH co cnennanuctaMu komnannu « MaGoTeKCy». s pemeHust BO3ZHUKAIOINX
npobJeM 00paTUTECh B CITY:KOY TEXHHYECKOH MOIIEPIKKH.

e  DJeKTPOHHBIN aapec cayx0sl mommepxku hotline@infotecs.ru.

e  ®dopwma 3ampoca 1o JASKTPOHHOH IOUTE B CITYKOY TOAJEPHKKU
http://www.infotecs.ru/support/request/.

e  ®opym kommanuu «MupoTeKCx» hitp://www.infotecs.ru/forum.
o 8 (495) 737-6196 — «ropstuast THHUM CITYKOBI MTOIIEPIKKH.

e 8(800) 250-0260 — OecrmuiaTHbI 3BOHOK U3 JIt0O0T0 peruoHa Poccuu (kpome MockBbI).
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OO0I111e cBeacHUA

Buptyansnas cetp ViPNet. O0muye npuHINIB B3aUMOAEHCTBHS Y3JI0B B
BUPTYaJIbHOM CeTH

Hasnavenwue anruieTa MOHUTOPUHTA U YIIPABICHUS
CuctemHble TpeOOBaHUS

3aryck anmieTa ¥ 3aBepliieHue padoThl ¢ HUM
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BuptyansHas cetb ViIPNet. O0mue
IPUHITUITBI B3aUMOJICHCTBUS y3JIOB B

BUPTYAJILHOU CETH

[MTaxet mporpamm cepun ViPNet B npumenennu k [P-cetsm siBnsieTcs yHUBEpCaIbHBIM
MPOTrPaMMHBIM CPEJICTBOM JUIS CO3JIaHHS BUPTYANbHBIX 3amuieHHbIX ceTeit (VPN) mo0bix
KOH(HTYpaluii, 00eCcTIeYnBaIONINX TPO3PAYHOE B3aUMO/ICHCTBUE KOMIIBIOTEPOB, BKIIOYEHHBIX
B VPN, He3aBuCHMO OT crioco0a, MecTa ¥ TUIIa BBIAEIAEMOTO ajjpeca MpU UX MOAKIIOUEHNH K
CETH.

Bupryanbnas cetb ViPNet cTpouTcs myTeM yCTaHOBKH Ha KOMITBIOTEPHI (CETEBBIE Y3IIbI)
cienytomiero [10: ViPNet Client u ViPNet Coordinator. CeteBoii y3ein ¢ ycraHoBiaeHHBIM 110
ViPNet Client Ha3bIBaeTCs KIIMEHTOM Wi a0oHEeHTCKUM myHKTOM (AIl), ceTeBoli y3en ¢
ycranoBieHHbIM [10 ViPNet Coordinator Ha3siBaeTcst koopauHaTopoM. [10 ViPNet Client
o0ecrieyrBaeT CeTeBYIO 3aIIUTY U BKItoueHUe B VPN oTaensHbIX KoMIbloTepoB. KoMibioTep ¢
ITO ViPNet Coordinator 00bIYHO YCTaHABIHMBAETCS Ha IPAHHIAX JTOKAIBHBIX CETEH U UX
CETMEHTOB U 00ECIICUNBAET:

e pBximodyeHue B VPN OTKPBITBIX U 3allIUIIECHHBIX KOMIIBIOTECPOB, HAXOAAIUXCS B 3TUX
JIOKAJIbHBIX CETAX WJIM UX CEITMCHTax, HE3aBUCUMO OT TUIIA BBIACJICHHOI'O UM apecCa,

® pa3/elIeHHUE U 3aILUTY CETEH OT CETEBBIX aTaK U OMOBELIEHNE a0OHEHTCKUX MTyHKTOB
ViPNet 0 cocTosiHUM IPYTHX CETEBBIX Y3JI0B, CBSI3aHHBIX C HUMHU.

Kommbroteps! cetn ViPNet MoryT pacmonaraThCsi BHYTPH JIOKATBHBIX CETEH TF000T0 THIIA,
noepxuBaromux [P-mpotokon. 3to Mmoxer ObITh ceTh Ethernet nnn PPPoE wepe3 XDSL-
nogkmouerne, PPP yepes o0brunstit Dial-up wim ISDN, cetb cotoBoii cBszu GPRS nim
OecripoBoaHble ycrpoiictsa, cett MPLS nnn VLAN. I1O ViPNet aBromatiuecku
NOJ/IEP’KUBAET Pa3HOOOPa3HbIE IPOTOKOJIBI KAHAJILHOTO YPOBHS.

Kommetorepst cetr ViPNet MOTYT OBITh MOAKITIOUEHBI K CETH KaK HANPSAMYIO, TO €CTh HE
MCIIOJIb30BaTh HUKAKHE MEXCETEBbIe SKPaHbl, TaK U Yepe3 Pa3InIHbIe MEKCETEBbIE SKPaHbl U
JIpyTHe yCTPONCTBA, BRIOJHIOMMNE (GyHKIIH MTpeodpa3zoBanus agpecoB (NAT).

HpI/I HEBO3MOXHOCTH HUJIM HEXKCJIAHWUHN YCTAHOBKHU IIPOIrPaMMHBIX CPEACTB Ha Kakue-1mmoo
KOMITBIOTEPHI JIOKAITBHOW ceTH paboTy 1Mo 3amuTe Tpaduka TaKuxX KOMIBIOTEPOB MOXKHO
nmopyunth [10 ViPNet Coordinator. B atom cimygae ViPNet-koopamHaTop co3mact
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3alUINECHHBIA TYHHEIb JJIs 3TUX KOMITLIOTEPOB JI0 AaHATOTHYHOTO KOOPIUHATOPA WIIH
HEITOCPEICTBEHHO 10 KoHewHoTo KoMmbioTepa (¢ I10 ViPNet Client).

OCHOBO# BceX IIpoTrpamMM JUTsl BUPTYATbHOM CETH SBISIETCS CIealbHbIN ApaiiBep ViPNet,
B3aMMO/ICHCTBYIOIINN HETIOCPEICTBEHHO C JIpalilBepaMy CETEBBIX HHTEP(EHCOB OMEePanOHHON
CHCTEMBI (peanbHBIX WU UX dMynupytomux). Jpaiisep ViPNet nepexBaToiBaeT u
KOHTpOJIHpPYeET Bech [P-Tpaduk, mocTynaromuii 1 HCXOASIINA U3 KOMITBIOTEpa.

[Tpu B3auMOAEHCTBHY B CETH C APYTMMH KOMITbIOTepaMu, Takxke ocHameHHbME [10 ViPNet,
nporpaMma o0ecreyrBaeT YCTaHOBICHHE MEKAY TAKUMH KOMITbIOTEpaMU 3aluIeHHBIX VPN-
coeaunenuii. [Ipu sTom ocymecTsisieTcsa mudpoBanue Becero [P-tpaduka Mexmy aAByms
KOMITBIOTEPaMHU, UTO JeNIacT HEJOCTYTHBIM 3TOT TpaduK Is TIOOBIX APYTHX KOMIBIOTEPOB, B
TOM 4HcJie uMeroImux takoe xe I10.

praBHCHI/IC BHpTyaJ'ILHOﬁ CCThIO U NOITYCTUMBIMU CBA3AMHU, CO3AaAHUEM U PACTIPEACTICHUCM
KITIOYCBOM WH(POPMAIMH MEXK]TY Y3JIaMH OCYIIECTBISCTCS C TIOMOIIBIO ITporpamm LleHTp
ypasienus cetbio (LIYC) u Y aocropepsitomuii u Kimroueoit nientp (YKLI).

OOMeH yrpasiisoliel napopmarmeli (ClipaBOYHUKH, KITFOUH, MPOrPaMMHOE 00eCIICUeHUE 1
np.) ¢ HYC u 00beKTOB ceTH MeX 1y cO00H, a Takke 00MeH OYTOBOM HH(OpMAaIUCi
npousBoautcs uepe3 ViPNet-koopauHaTop (MCHosb3yeTcs (yHKIMOHAIBHAS COCTABIISIFOIIAS
KOOpJMHATOpa — CEPBEP-MapIIPYTU3ATOP) C MOMOIIBIO CIIEHUAIBHOTO TPAHCTIOPTHOTO
nporokona Hag TCP/IP. B koopauHaTope GyHKIUIO cepBepa-MapIpyTH3aTOpa peain3yer
TpaHCIOPTHBIN Moayis MFTP.

OnosernieHre a00HEHTCKOTO MMYHKTa O COCTOSIHUH JPYTUX Y3JIOB CETH IO YMOTYAHHIO
OCYIIECTBIISIET KOOPIAUHATOP (TOUYHEE, ero (hYyHKIMOHAIBHAS COCTaBIIstoImast — cepsep IP-
a/IpecoB), Ha KOTOPOM 3TOT a0DOHEHTCKHUH MyHKT ObLT 3apeructpuposad B LIYC. OtoT
KOOPJIMHATOP BCETIa BJIAJAEET MOJHBIM 00beMOM HH(pOpMaLnu 000 BCEX y3J1aX CETH,
CBSI3aHHBIX C JAHHBIM a0OHEHTCKUM IYHKTOM. OJJHAKO NPH HEOOXOIUMOCTH 0JIb30BaTEb
(nmmu o komange u3 LIYC) moxer BeIOpaTh B KauecTBe cepBepa [P-anpecos moboii apyroit
KOOPIMHATOP, JOCTYIHBIM eMy. B aTOM ciydae aOOHEHTCKHI IYHKT TaKKe CMOXET HOIy4UTh
MH(POPMAIIIO 0 OOJBIIMHCTBE CBA3aHHBIX C HUM Y3JIOB M pacckas3aTh UM O cede.
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Ha3nayenue arruiera MOHUTOPUHTA U

yIIPaBJICHUSA

ATIUIET MOHUTOPHHTA U YIIPaBJICHUS (Jajee anrieT) MpeJHa3HaueH JIIsl HAOIoIeHUs 32
paboroit ViPNet-koopaunaropa (c ycranoBineHHbM [10 ViPNet Coordinator Linux) u ero
HaCTPOWKH TIOCPEACTBOM BeO-mHTEpdeiica. ANIeT MO3BOISIET CASAUTH 3a padoTOMH 1
VIPaBIATH CIACTYIONMMA PA3HOBUIHOCTSIMHU KOOPJMHATOPOR:

e ViPNet-koopaunarop ¢ ycranosieHabiM [10 ViPNet Coordinator Linux;
e JIAK NME-RVPN ViPNet;
e JTAK ViPNet MiniGate;

e JIAK ViPNet Coordinator HW.

ATIUIET PEI0CTaBIISAET CIACIYIOIINE BO3MOKHOCTH 110 MOHUTOpUHTY ViPNet-koopaunaropa:

®  MOHUTOPHHT COCTOSIHUSA y3JI0B ceT ViPNet, nMeronux cBsa3b (3agannyto B [IYC) ¢
naHHbIM ViPNet-koopauHaTopom:

o TPOCMOTP HACTPOCK CETEBBIX Y3JIOB;

o TIpOBEpKa COEMHEHHS C CETEBBIMU Y3JIaMH;
e npocMoTp crarucTuku IP-nakeroB mo cereBbiM uHTepdeticam ViPNet-koopauHaropa;
e mpocMoTp MH(GopManmu o OJ0KUpoBaHHKIX [P-makerax;
® [IPOCMOTp XKypHaja peructpaunu [P-nakeros;
® 1pocMoTp odepeau kouseproB MFTP;
® [IpOCMOTp XKypHaina koHBepToB MFTP;

®  MOHUTOPHHT COCTOSIHUSI CUCTEMBI 3aIIUTHI OT COOEB, BKIIFOYasl POCMOTP JKypHaa
MEPEKIIIOYEHUIN COCTOSTHUM.

C noMouipio anmeTa MOXHO YIPaBIAThH CleAyIMUMA HacTpoiikamu ViPNet-koopaunaTtopa:

® HacTpolka npaBuil pUIbTPaLUU TPaH3UTHBIX [P-akeToB;
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® HacTpolKa MpaBHJI PUILTPAILUU JIOKAIBHEIX [P-1akeTos;

® HacTpoOWKa MpaBwJI PUITPALMH IIUPOKOBEIIATEIbHBIX [P-11akeToB;

® HacTpoWKa MPaBHII TPAHCISAIUH aPECOB;

® HacTpolKa ImapaMeTpoB ceTeBEIX HHTepdeticoB ViPNet-koopanHaropa;
® HacTpOWKa TYHHEIHPYEMBIX a/IpECOB;

® HacTpoiKa aBTOMaTHYeCKOTO OOHOBIEHHS HH()OPMAIIH, TPEIOCTABIAEMON IS
MPOCMOTpA.

st MmonuTopuHra u ynpaeienus ViPNet-koopauHaTopoM TpeOyeTcst aBTOpH3aLus
MOJIB30BaTENs 110 Mapouto. [Ipu 3ToM paznuyaroT 2 pexxuMa paboThl — PEKUM MOJB30BATENS U
PEKUM aIMUHUCTPATOpa, KaXKIIBIH CO CBOMM MapoiieM. Pexxum paboThl onpenensieT
MOJIHOMOYHS 110 yrpaBicHuo ViPNet-koopAHHATOPOM: B PEKUME MOJIB30BATENS pa3peiicH
TOJIBKO MPOCMOTp uHpopManuu o padore ViPNet-koopauHaTopa (MOHUTOPHHT), B PEKUME
aJIMAHUCTpATOpa JOCTYITHBI 1 MOHUTOPHUHT, H yIIpaBlcHUE HacTpoiikamMu ViPNet-
koopauHaropa. [logpoOHee 0 pexumax pabOThI amuieTa cM. pa3aen Pesxxnmbl paboThI anrieTa
(ua ctp. 29).
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CucteMHbIEC TPEOOBAHUSA

MonuTopunr u ynpasienue ViPNet-koopauHatopoM mocpeacTBoM BeO-uHTEpderica MOKHO
OCYILIECTBIIATH KaK JIOKAILHO Ha cepBepe, Ha koTopoM ycTanosieHo 110 ViPNet Coordinator
Linux, Tak ¥ yAaleHHO C APYTHX KOMIBIOTEPOB.

Jl1st TOKaTbHOTO MOHMTOPYHTA U YITPABIICHUS HAa CEPBEPE JIOJDKHO OBITh YCTAHOBJICHO
caenytoiee [10:

e Be06-0Opaysep FireFox (Bepcuu 2.0 u BbIIIE).

e UcnonuurenwsHas cpena Java — JRE (Bepcun 1.5.0 u BoIIIIE).

i ynaneHHOro MOHUTOPUHTA U yIIPaBJIEHHUS Ha KOMIIBIOTEPE, OTKYya OyOyT OCYIIECTBIISTHCS
MOHHUTOPHHT U YIpaBJIEHHUE, TOJDKHO OBITh YCTaHOBIEHO cienyromuiee [10:

e ViPNet Client [MonuTop].

ViPNet-kiueHT qomkeH ObITh 3apEeruCTPUPOBAH B MPpUKIaaHOM 3amaue «Kimuent SGA»,
uMeTh cBs3b ¢ ViPNet-koopauHaTopoM, MOHUTOPHHT U YIIPABICHUE KOTOPBIM TpeOyeTcs
OCYILECTBIISITh, & TAKXKE UMETh IOCTYII K YAAJICHHOMY MOHUTOPHUHIY U YIIPABJICHUIO.
Perucrpanus y3/10B B IpUKIaIHBIX 3a7adax U 3aJJaHUE CBA3EH MEXKAY y31aMu
ocymectistorcs B LlenTpe ynpasnenns cetsio (LY C). Hammuane noctyna ViPNet-
KJIMEHTA K yJJaJICHHOMY MOHUTOPUHTY U YIPaBJICHHUIO 3aBUCUT OT KoHurypauun ViPNet-
koopauHaropa. [TogpoOHee o HacTpoiKe 10CTyna cM. JOKYMEHT «ANIJIET MOHUTOPUHTA U
ynpasienus ViPNet-koopanaaTopoM. PykoBoACcTBO amMUHHCTpaTOpay.

e Be0-Opaysep Microsoft Internet Explorer (Bepcun 6.0 u Bbimie) winn FireFox (Bepcuu 2.0 n
BEIIIIC).

e lcnonuutensHas cpeaa Java — JRE (Bepcuu 1.5.0 u Bbie).
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3aIryCK arrmiera U 3aBepiieHue padOThI
C HUM

3amyCTUTh amuIeT MOYKHO OJTHHM M3 CIICITYIOMINX CIIOCOOO0B:
1 B mporpamme ViPNet Client [Monutop] B pa3nene 3amuuieHHasi ceThb BbIOepHTE
HY>KHBIH KOOPIMHATOP M HAXMHUTE KoMaHy Web-cebliika B ri1aBHOM MeHio JleficTBus

WM B KOHTEKCTHOM MEHIO, TH00 HAXKMHUTE KHOIIKY ? (Web-cceblika) Ha manenu
HHCTPYMCHTOB.

Manku »

<10.0.2.45> Chapchae  1PaBMNa AocTyna 2
3> Chapchat BHELWHHE NPOrpaMhb! »

<0.0.0.0> Cluster for ¢ _—
) Mocnate coofiwenue. ..
€£10.0.2,35> Danilov P

KoHdepeHuma. ..
<11.0.0, Danilov P @ ol
.. [S) Otnpaente cain...

<11.0.0.47=

<10.0,2.74> Denis Koz &) [IPHHATBIE hakine!

£11.0.0.117 = Domash f;’Tﬁ,CrniE,&(Tb MHCEMO,

<10.0.2.92 192.168.1¢ @ ceeinka

<10,0.2.40 192,168.5¢ 2‘ OTKPEITE CETEBOH pecypc

<10.0.2.50% ITCS, TD! 35 MposepnTe coeavHeHHE FS

<11.0.0:111>17C5, TC BEIAEANTE BCE NOAKNKIHEHHBIE ¥3Ab!

<10.0.2,139> ITCS, T( PassepHyTh Bee Chrl+"+"

210.0.2.703 ITCS, TD! i
CBEpHY T BCE Chrl+"-

<11.0.0.114> ITCS, TL =
<€10.0.2.119> ITCS, L. 27
£11.0.0.112 11.1.0.11 _] HypHan perucTpaunn IP-nakeTos

OnpeAennTb MMa.. .

HERHEEREEEREEERREEREEE
W\:hw\'.hp.w\:,n'.\\’.“—\:tw\:_uw»\'.j‘j“

Pucynox 6: Komanoa ons 3anycka anniema MOHUMOPUH2A U YAPAGICHIUSL

2 Bseemute B agpecHoi cTpoke Beb-Opaysepa IP-axpec min DNS-ums ViPNet-
KOOPMHATOPA.

OTkpoetcst OKHO BeO-Opay3epa 1Jisl 3aIycKa aruieTa.



11.0,0.87/ - Windows Internet Explorer — |D|l|

——
err Ehtm:.fhl.[l.o.e?.f =] #2 || X | [vande ol
| @ain Opaera fua  Msfpantos  Cepewc  Cripaexa
S 4R Pghieifin.0.0.67) ‘ | ‘ 3 domod - »
[
mFIEt MoHuTOpMHT M ynpasneHue ViPNet-y3nom
S C aTol cTparuubl Bl MOXKETE OCYIWECTENATE MOHHTORHHT 1 ynpasnenne ViPNet-yanoM © nomowes java-annaera.
3anycTuTe annnet
; . _ o
h’crroao | | I | | [\g MeCTHas HHTpacET HI00% v 4

Pucynox 7: 3anyck annnrema monumopunea u ynpagneHus

Haxwmure kHonKy 3anmycTHTh anmnJieT.

[pumeyanune. Eciu ViPNet-kiueHT, yCTaHOBIICHHBII HA TaHHOM KOMITBIOTEpE, HE
ﬂ 3aperucTpUpoBaH B npukiaaHoi 3agaue «Kiment SGA» (cm. «Crucremubie

TpeboBanusi» Ha cTp. 17), To MOSBUTCS cooOIIeHHEe 00 OTCYTCTBUH Pa3pelIeHus Ha

MOHHUTOPHHT U ynpasiieHne ViPNet-koopMHaTOpOM U amIuieT He 3aITyCTHTCS.

TlosiBUTCS OKHO IIJ1s1 BBOJIA IapoJIA 1moJIb30BaTeIIA.

3apadTe naponk NONL30BaTENA 1[

Beeguie Naposb nosib3osarens

Pucynox 8: 3anpoc napona norvzosamens

Beeaure naposs 1 Haxxmute kHonky OK. Eciivi BBeZieH BepHBIH M1apoJib, ariijieT
MOCJII0BATEIILHO YCTAHABIMBACT COSIMHEHHUE CO Cy0amu (nemonamu) iplir, mftp u failover
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¥ BBEIBOJIUT 00 3TOM COOTBETCTBYIOIIHE COOOmeHNs. MOXKHO TIpepBaTh JaabHEeHIIee
COeMHEHHE CO CiTyk0aMu, HaxxaB KHOTIKY OTMeHa B 1000M U3 COOOIIEHUH.

CoefyHeHne co CrywGon iplir... | OrMena
CoeauHenne co coykG0i mftp... | OtueHa

CoenuHeHue co ciywboi failover...

Pucynox 9: Coedunernue co ciymxcoamu

Ecnu ipu ctapTe anmiera OyaeT yCTaHOBICHO COSAMHEHHE XOTS OBl ¢ OJTHOM M3 CITYK0, TO
OTKpoeTcs OKHO anmuiera (cM. «Pabora ¢ anmieroM MOHUTOPUHTA U YIIPABICHUs» HA CTP. 22).

Ecnu anmuiety He yAacTcs yCTaHOBUTh COSMHCHHUE HU C OJTHOM M3 CIIYXkO, TO TOSBUTCS
CO00IIeHUE 00 OTCYTCTBHH COCIUHEHHMSL. J[J11 TOBTOPHOTO COSIMHEHMSI CO CITY)KOaMU HAXKMUTE
B 3TOM c0o00IIeHNH KHONIKY [IpHCOeTMHUTRCS K Y3J1y.

/2 bt/ /10,021 75:1 0010/ applethim] - Windows intermet Grplorer (=S|

W + [i& it t10.0.2,375:1 0000 sppket bt =l % o Al-

| Gefin Mpsers Bun bbfpsece  Cepemc  Crommea

W S0 eetn:)10.0.2.175: 000 applet it | | |E\M - -

VIFNat SGA. X0 AHHHICTRATOR YBEPUINTE P oTy

OTcyTcTBYeT coeguHeHne co Bcemu cnyxbamm

Tljec CEAMHRTLCA & Y3

rotosa || mdmectnan mmpaceTs + 000 -

Pucynox 10: Omcymemsue coedunenust co cyscoamu
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st 3aBepreHnst paboTHI ¢ alTUIETOM MOKHO 3aKpPBITh Be0-Opay3ep Wil Ha)KaTh KHOIIKY
3aBepminTh padoTy, PacIIOIOKEHHYIO Ha TTaHEeNIM MHCTPYMEHTOB. B mocnenHeM cirydae
TIOSIBUTCSA 3aIIPOC Ha MOATBEPKIeHNE 3aBepiieHns padoTel. [ 3aBepiieHns paboThl HAKMHATE
kaonky [a, amst nmpomomkeHust paboTs! — KHONKY Her.

I x|

Iz‘ Bbl A@iiCTBNTENILHO XOTHTE 3aBepWmTL padory?

Pucynox 11: 3anpoc na noomeepaicoenue 3agepuieHus pabomol
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PaOora ¢ ammmieroMm

MOHHUTOPHHI'A U YIIPABJICHUS

OcCHOBHBbIE BKJIQJIK{ anruieTa

Pexumbl paboTs anmiera

[IpocmoTp crimcka 3amuineHHbIxX y3aoB cetd ViPNet

Hactpotiika npasun ¢punbTpannu Tpan3uTHbIX [P-nakeToB
Hactpotiika npasun GunbTpaunu JokaibHbIX [P-niakeToB
Hacrpotika npaBui GpuibTpaliuy MMpoKOBeIaTe/bHbIX [P-nakeTor
HacTtpoiika rpaBui1 TpaHCISLIAK aIPECOB

Hactpoiika nmapaMeTpoB ceTeBbIX UHTEP(EICOB

[Ipocmotp cratuctuku [P-makeroB no cereBbIM HHTEpdEHcam
[IpocmoTtp napopmanmu o 610kupoBaHHbIX [P-makerax

IIpocmortp xypHana perucrpauuu IP-maketos

24

29

31

34

42

48

54

59
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63

65
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IIpocmotp ouepenu konepToB MFTP

IIpocmortp xypHana kousepToB MFTP
IIpocMOTp COCTOSIHHSI CUCTEMBI 3aIIUTHI OT COOEB
Hactpoiika Tynaenupyemsix [P-agpecos

HaCTpOﬁKH CHCTEMBI aBTOMATHYECKOT'0 OOHOBICHUS

73

77

81

87

90
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OCHOBHBIC BKJIaIKH AIlIIlJICTA

Tocne cTapTa anmieTa ¥ yCTAHOBKU COEAUHEHHUS XOTs ObI ¢ OJJHOM M3 CITy:KO OTKPOETCS OKHO
anmiera. OKHO aruieTa pa3ieNieHo Ha JaBe naHenad. Ha jgeBoii maHenu B Buje AepeBa
oToOpaXkaeTcsl Ha3BaHUE KOOPIUHATOpA U CTPYKTypa BkiIaaok. Ha mpaBoii manemn
0TOOpaXKaeTCs COAEPKMUMOE BKIIAIKH, BRIOPAHHOM B epeBe. Eciu Ha npaBoii nanenn
oToOpaxkaercs Tabuia, TO HHPOPMAIIHUIO B TAOJIUIE MOKHO OTCOPTHPOBATH IO TFOOOMY
CTOJOIY, METKHYB MBIIIBIO MO €0 3ar0J0BKY.

/2 http://11.0.0.87/applet.html - Windows Internet Explorer ] =101 x|
G_:\ » [Br0:1711.0.0.87]c0plet el =42l x| fvande £l
] dadn  Tpaeca Bua  Msfpamoe  Cepsnc  Cnpaeka
0 " 1 »
S 4 PEhtp:11.0.0.67/sppkt bt J | | 25 dowi ~

VIPNet SGA. Tekyuyi pexum padore: - Monsz0earent | Bxon P J | pagory |

BuildMaster Linux

3aWMwenHan ceTe
OrtkpbiTas cetb -
TpaH3uTHEE GUNsTPR

NoxansHele GuNLTPEl
WupokosewaTenbHbIE PUNLTRBI
TpaHcnauma IP-agpecos Binankm pasgena OTkpuiTan cetb npejHa AN ynp Hac
Carepuie uHTepdeice
Certepan CTaTMCTHKA
BNOKMPOBIHHEIE NAKETL
HypHan naketos
MFTP
Ouepess KOHERPTOE
HipHan koHsepTOR
CHeTena 3aumTs ot choee
TyHHenw
Hactpolks annneta

-

P MEXCETeB0ro 3Kpara

<

,,,,,,, &

T FErr T e —— -,

Pucynox 12: Oxno anniema monumopunea u ynpagneHus.

AmIieT uMeeT CIISIYIOIINEe OCHOBHBIC BKJIAIKH:

e 3anuieHHas ceTh — BKJIAKA JIJIS IPOCMOTPA CITHUCKA y3J10B (ITOJIH30BATENICH )
3amuIieHHoi cetu ViPNet, ¢ KOTOpbIME CBSI3aH KOOPMHATOP, ¥ TPOBEPKH COSAMHEHUS C
stiMu y3aaMu (M. «I[TpocMOTp CIucKa 3aIuIeHHsx y3mos cetn ViPNety Ha ctp. 31).
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OTKpbITas ceTh — pasien, 00bEIUHSAIONINI BKIIAJKHU JIJIS IPOCMOTPa U HACTPOHKH
(bUIBTPOB OTKPBHITOM CETH W TpaBUII TpaHCIsuu [P-anapecos:

o TpaH3uTHBIe PUIBTPBI — BKIIAJKA JUIsl HACTPOUKH MpaBWII (DUIBTPAIIUN TPAH3UTHBIX
IP-maketoB (cM. «Hactpoiika mpaBwi GUIbTpauy TpaH3UTHEIX [P-T1akeToB» Ha CTp.
34).

o JlokajibHble PUIABTPBI — BKIAAKA JUTSI HACTPOMKHM MPaBWII (PHIBTPAIINH JTIOKATBHBIX
IP-maxetoB (cM. «Hactpoiika mpaBwi GUIBTPAIINT TOKATLHEIX [P-1akeToBy Ha CTp.
42).

o IlIupoxoBemaTeabHble PUILTPBI — BKIAIKA IS HACTPOUKHU MTPaBHIT (PHITETPAITIH
MIMPOKOBEIATENBHEIX IP-1akeToB (cM. «HacTpoiika mpasmin GuisTparm
[IITPOKOBEIATETRHEIX [P-T1akeToB» Ha cTp. 48).

o Tpancasiuus IP-agpecoB — Bkiaaka A1 HACTPOUKH MpaBui Tpancisiuuu [P-anpecos
(cm. «Hactpoiika npaBus TpaHcisiy agpecosy Ha cTp. 54).

CerteBble nHTepdeiichl — BKIaKa Il HACTPOMKH CeTeBbIX HHTEP(EHCOB (CM.
«Hacrpoiika mapameTpoB ceTeBbIX HHTepdeicoB» Ha cTp. 59).

CeTteBasi CTATUCTHKA — BKJIQJKa ISl IPOCMOTPA CTATUCTUKU [P-nakeToB 1o ceTeBhIM
unarepdeiicam (cMm. «IIpocmoTp cratictuky [P-makeTtos 1o ceresiM nuTEpdeEiicam» Ha

crp. 61).

BroxkupoBaHHbIe MAKETHI — BKIAKA [T IPOCMOTpPA CIIHCKA 3a0IOKUPOBaHHBIX [P-
naketoB (cMm. «ITpocmoTp unbopmannu o Grokuposansbix [P-nakerax» Ha cTp. 63).

7Kypnan nakeToB — BKJIaJKa JUIsi IPOCMOTpPA U TIOMCKa WHPOPMAIIUH B )KypHaJIe
peructpaimu [P-maketo (cM. «IIpocmoTp sxypHana peructpannu [P-riakeToB» Ha CTp.
65).

MFTP — pa3nein, 00beIMHSIONIMIA BKIAIKY JUIs 3apoca uHpopMaluu o padboTe
TpaHcnoptHoro moxaysst MFTP:

o Ouepeab KOHBEPTOB — BKJIJIKa /IS 3a1poca HHPOPMAITUH O TEKYIIeH ouepean
kouBepTOB MFTP, oskmaaronux otmpaBku (cM. «[IpocMoTp odepen KOHBEPTOR
MFTP» ma ctp. 73).

o 7KypHan KoHBepTOB — BKJIaJKa JUIs 3anpoca HHQOpMAIIUHU B KypHAJIe PETUCTPALIUH
obpaboranubix KoHBepTOB MFTP (cM. «IIpocmoTtp sxypHana konsepToB MEFTPy Ha
crp. 77).

Cucrema 3amiMTHI OT ¢00€B — BKJIQAKA JIJIs1 IPOCMOTPA COCTOSIHUS CUCTEMBI 3aIIUTHI OT
c60eB (cM. «ITpocMOTp COCTOSHUS CHCTEMBI 3aITUTHI OT cO0eB» Ha cTp. 81).

TyHHeJH — BKJIaJIKa I IPOCMOTPa CTATUCTUKH 110 KOJIMYECTBY TYHHEIIUPYEMBIX
aJIpecoB M HACTPOWKH IHAIa30HOB TYHHEIUPYEeMbIX ajapecoB (cM. «HacTpoiika
TyHHenupyeMsix [P-anpecosy Ha cTp. 87).
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Hacrtpoiiku anmiera — BKIaaKa IJIs HAaCTPOHKH CHCTEMBI aBTOMATHYECKOT'O OOHOBJICHHUS
nH(DOpMAaITIHN Ha BKIaJAKaxX 3amuineHHas ceTb, CereBble HHTep(eiichl, CeTeBas
crarucTuka 1 Cucrema 3amMTh 0T ¢6oeB (cM. «HacTpoiiky cucTeMbl aBTOMATHYCCKOTO
obnosmenusny Ha ctp. 90).

3a npenocrapieHre HHGOPMAITUH, OTOOpaKAEMOM Ha Ka) IO U3 BKJIAJIOK aIllieTa, OTBEYaeT
oTpeJiesIeHHasI CITy>K0a, a8 UMEHHO:

e CuyxO0a iplir — Bce Bkaaku pasjena OTKPbITAas CeTh, a TAKKE BKIAJIKH 3alIUIeHHAS
ceTh, CeteBble nHTepdeiichl, CeTeBasi cTaTUCTHKA, BiIOKMpPOBaHHBIE MAKETHI,
Kypnan nakeros, TyHnnesn.

e Cuyx0a mftp — Bce Brimanku paznena MFTP.

e (CmyxO0a failover — Bkiagka CucteMa 3alIUTHI OT cO0€B.

Ecnu coenmaenne ¢ kakoi-mubo u3 cayx0 He ObLTO YCTAaHOBIEHO (MM OBIJIO IOTEPSIHO), TO
nHGOpPMAITUI Ha COOTBETCTBYIONIMX BKJIAIKAX amiuieTa OyJeT HeAOCTyITHA (BKIAIKU OyayT
HeakTUBHBI). [Ipu BEIOOpE B iepeBe HEaKTUBHOW BKJIAJIKH MTOSIBUTCS COOOIIIEHUE O
HEJIOCTYITHOCTH CITy)KOBI 1 KHOIIKa Y CTAHOBUTH COeIMHEHHeE.
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Euildiaster Linux
FAWHUEHHIA LT
OTRPBITAA CETh
TpaHauTHEE dHNETPE
NogansHee dunsTpel
LLIMpOKOERUETENEHEIE OMMLTRE
TpakenAuwA IP-aapacos
CeTeBHe MHTep hekcy
CRTEREA CTATUCTHES
ENokWpOESHHER N3KETEI
HiypHan naKeTon
WFTP
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-

-
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FoToea

Pucynox 13: Coobwenue o nedocmynnocmu cycovl
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B okHe anmiieTa MOXXHO TIOY9XTh CBEICHUS O BepcuH anruiera u Bepcun ViPNet-
KoopanHatopa. s 3Toro Hazio BEIOpaTh Ha JIEBOH MaHEIN Ha3BaHUE KOOPAUHATOPA.

/2 hittp:/ /11.0.0.87 /applet htm - Windows Internet Edplorer

@ « [B itp://11.0.0.87 spplet. bl o2l [ [vandes

| wain Mpaesa Bua  Wsfparroe  Cepsuc  Cnpaoka

U8 40 B htp:d111.0.0.67 sopket himi ] | | 3 Aonoi

YiPMel SEA. Tekyyé peskun paBore - Monszoearent Baon Tpatopa | |

|Buildhtaster Linux
FEWHUEHHAA LETE YnaneHHoe ynpasneHwe yanom ViPNet Coordinator. Bepcua 3.2.0, Gunpg 45.
¢ OTHPLITAA CETE ) ) ~
ThaHINTHEE GHNETE PagoTa c yanom ViPNet BuildMaster Linux 3.4.0-711.
ToMank Hele DuisTpel © OAD "HHgoTeKC"E, 1991-2009. Bce npasa jawri@Hil.
LIk POk OB RULET b HEIE BUNLTRE
Tpacnauua IP-aapecos
CaTepwe WHTepheicel
CeTeran CTAaTHETHES
BNOKHPOESHHER N3KETEI
HypHAN NEKETOR
& WFTP
Ouefens KOHERETOR
MPHEN KOHBEPTOR
CHcTema 3awuTe o7 choes
TiHHENH
HacTpoiky annneta

[ratoes 0T T Sl becrman orpacems

Pucynox 14: Cgedenus o eepcusx ycmanosnentoeo 110
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PesxrMBbl paOOTHI anIieTa

it paboThI ¢ anmeToM MpeAyCMOTPEHBI 2 pEKUMa — PEKUM TMOJIB30BATENS U PEKUM
aamuHucTparopa. OT pexnmMa paboThl 3aBUCUT YPOBEHb TIOJTHOMOYHUH 110 YIIPaBICHHUIO
KOOPJMHATOPOM: B PEKHUME MOJIH30BATENS TOCTYIIEH TOJIBKO MOHUTOPHHT KOOpANHATOpa
(mpocMoTp MHPOPMALIUK), B PEKUME aIMUHUCTPATOPA AOTIOIHUTENHHO TOCTYITHBI BCE
JIEHCTBUS 110 YIPABICHUIO KOOPIUHATOPOM.

[Ipu 3amycke amnmiera Mo yMOJ4aHUIO YCTaHABIMBACTCS PEXKHUM ITOJIB30BATENS U
3alpaimBaeTcs napoib. Ecii BBeJieH HeBEpHBIH Mapoiib, MOSIBUTCS COOOIIEHHE 00 OmnoOKe
ABTOPU3ALIUH.

OwnbKa AETOPH3ALHH |

® HenpaBumbHbIil Naposib

Pucynox 15: Quubka asmopuzayuu

Ecnu BBeneH BepHbIN Napoib, MPOUCXOAUT cTapT ammieTra. CiaeBa HaJ OKHOM amlIuieTa
oTOOpakaeTcsl Ha3BaHUE TEKYIIero pexxuma padboTsl. CrpaBa HaJl OKHOM aIluIeTa pacroioKeHa
naHeJb HHCTPYMEHTOB, COJepiKallas KHONKM Bxoa aamunucrparopa u 3aBepuuth padory.

‘ Bxop, agpMMHKCTpaTopa |i 3aBepwmtb padory ‘

Pucynox 16: Ilanenv uncmpymenmos

Hasganwue kHOKA BX0a aAMUHMCTPATOPA MEHSIETCS B 3aBUCHMOCTH OT TEKYIIIETO PEKUMA
paboThI:

e B pexxume noap30BaTeNs KHOIKA Ha3bIBaeTCsa BXoa aiMMHHCTPATOPA U HCTIOIB3YETCS
JUISL TIEpEX0/1a B PEXKUM aqMuHuCTpaTopa. [Ipu mepexoe B pexxuM aIMHHHCTPATOPA
MOSIBUTCS OKHO JUIS BBOZIA Maposist aqmuHucTparopa ViPNet-ceru.

FaAaiTe Napot aAHHHACTPATOP x|
BeenuTe napons anMMHHCTPaTopa

Pucynox 17: 3anpoc napoas aomunucmpamopa

29



Ecnu BBeZieH HEBEPHBIH TapOIIh, MOSBUTCS COOOMIEHHE 00 OMMMOKEe 1 alIlIeT OCTAaHETCS B
pEeKUMeE TIOTH30BATEINS.

' q IIpumeuyanue. [Tapons aqMUHUCTpATOpPa 3anpallnBaeTCs KaKABIN pa3 IpH nepexoe u3
PEKHMa TI0JIb30BATENS B PEXKUM aIMUHHUCTPATOpA.

e B pexmnme aMIHHCTPATOpPa KHOTIKA Ha3bIBaeTCs BbIX0J aAMUHUCTPaTOpa U
WCTIONB3YETCA I BO3BPATa B PEIKUM ITOJIH30BATEINS.

’ “'q HpnMeqalme. HpI/I BbIXOZ€ U3 pEKUMA aIMUHUCTPATOPA B PCIKUM I1OJIb30BATECIIA
NapoJib MOJIB30BATECIIA HE 3alIpalliiBacTCH.

Ecnu pu Bo3Bparte B pexXnM IOIH30BATEIS AMIUICTy HE yIACTCSl yCTAHOBUTH COSTMHEHHE
HU C OJTHOH U3 CIIy»0, TO IOSBUTCS COOOIIEHNE 00 OTCYTCTBUM coequHeHus (cM. PucyHok
10 na ctp. 20).

MOHHUTOPUHT U YIIpaBlieHHE KOOPJUHATOPOM C MTOMOIIIBIO aNIIETa MOKET OCYIECTBIATHCS
OJTHOBPEMEHHO C HECKOJIBKUX KOMIBIOTEPOB. [Ipu 3TOM JOCTYyI K KOOPJAMHATOPY B PEKUME
MIOJIH30BATEIIS pa3pelicH JII0OOMY KOJIMYECTBY ITOJIb30BaTENICH, B pEKUME aJIMUHICTpaTOpa —
TOJIBKO OJJTHOMY aJIMUHHUCTpaTopy. Eciu Ha 0JTHOM U3 KOMIIBIOTEPOB YCTAaHOBJIEH PEKUM
aJIMAHUCTPATOPA, TO TPH MOMBITKE IEPEHTH B 3TOT PEKUM Ha JIFOOOM JIPyroM KOMITBIOTEPE
MOSIBUTCSI COOOLICHUE O TOM, YTO PEKHUM aJIMUHHCTPATOPA y’KE YCTAHOBJICH.

OwnbKa ABTOPH3ALHK |

® CeccHMA agMUHICTPaTopa yike ycTaHoBIeHa.

Pucynox 18: Coobwenue 06 ycmanosnennoii ceccuu a0MuHUCmMpamopa
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[IpocMOTp crincka 3aUIEHHBIX Y3/10B
cetu ViPNet

IIpocmoTp crmcka y3:10B 3amumeHHon cetn ViPNet, ¢ KOTOpsIMHU CBSI3aH KOOPAWHATOD,
JOCTYICH Ha BKJIaAKe 3almieHHas ceTb. CoeJMHEHNE C 3TUMH Y3JIaMU OCYILIECTBIISIETCS
TOJIBKO B 3AIIUIIEHHOM PEXUME.

/= http:/ /11.0.0.87/applet_html - Windows Internet Explorer ol x|

F- [ Ftte:i711.0.0.87 2pplet, heml = #2f] x| france 2|

| osin Mpaeca  Bwa  Wafpsweoe  Cepemc  Cnpsers

I n Ed
S0 40 Fhtp:f11.0.0.67 sppkt htmi [ | | % fowaii =
=
1
ViPNet SGA. Tekylwil pessm paBore - Mons2oeatent Bxon, patopa | | patioy
Buildiaster Linux FAWMUEHHAA CBTH
Bawmwennan cete bua Mpestudikarop Afpec
¥ 0""19_""3” LETE N ulldMaster Linus 10E107A3 10.0.4.2 -
PAHIWTHEIE GANETPE = - .
fiotec: JO00101E4 11.0.0. =
FlONKANBHBIE GHNBTRLI usev Dmifry, infotecs, marketing directo.. 000101E 0.0137
LUK pOK OB RULETEME HBIE SMIBTRE | Server Coordinator 8R2 InfoTeCS Mosc 00010270 11,0068 -
TpakcnAauwA IP-aapacos laberezhny Roman, infotecs, service an,. DODT02E7 11003
CaTepte wHTepdedicy Server Terminal 01 InfoTeCS Moscaw 0001029 noono
CeTeRas CTaTHETHES Min Vadim Dmitievich 0010266 1 s
ENOkHpOEEHHEIE N3KETHI e — f
HyoHan nakeTos |_Server RAS 01 InfoTeCs Moscow ... [000102F1 1000450
& MFTP | Server Domain Controller 01 Infotecs M. |DOD102F 4 10.0.2.3
Ouepeds KOHEEDTOR | Server File 01 InfoTeCS Moscow 001030F 10.0.4.2
Homkan rousepTon Server Damain Controller 02 InfoTeCS _[D0010313 100.2.4
CHETEME 33T 0T choee E
TiMHenn Danilov Al InfoTeCs Product Manager . 00010317 11.0.0.138
HacTpodce annneTta |_Server Carporate Mail 01 InfoTeCS Mos.. 00010324 10.0.4.38
TCS. TOC. Dmitry 5. Wedvedey . M0001032F 110072 |
Cnenyioumee NMpeasumywee [ DGHOBEMNTE MNMposepnts
MHipopuaupn
Agpeca Bupryanshuii agpec: 1100001
10.0.4.8 TMopt UDP: 55777
|P-agpec MamceTapor spaxa: 10.0.2.6
Mporcw-cepeep” 10E1000A (_Server SIA IP address manager)
THi MENKCETEROM 3EPAHA. MCMNONBIVETCA BHeliHnA VIPNet-npokci
PafioTa«epes cepeep IF-anpecos: Her
/]
h’mm I [ [ | | | ||jﬂm'mm1'pm'rs |1\1m . 4

Pucynox 19: 3awuwennas cemo

B BepxHel 9acTh BKIaJKH PACIIONI0KEH CIMCOK 3alUIEHHBIX Y3710B. I KaX10ro y3ia
otoOpaxaroTcs ero umsl, uaeHTudukatop u Tekymuii [P-angpec nocrymna. CereBbie y3i1bl
BBIJIETISIIOTCS B CIIUCKE PA3HBIMU LIBETAMU:

®  (hUONETOBBIN — CETEBOM Yy3€l JOCTYICH;

®  Cephlii — CeTEBOH y3€l HEIOCTYIIEH.
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I[BeTa, UcoBL3yeMbIe JIJIsl OTOOPAKEHUS TOCTYITHBIX U HEJIOCTYITHBIX CETEBBIX Y3JIOB,
3aJal0TCs B (paiiyic pecypcoB ammuieTa ¥ Mpu He00XOJUMOCTH MOTYT ObITh U3MEHEHBI.

B HmxHel yacTu BKIIaaKu oToOpaxaercs nHGopmalys 00 y3ie, BIOpaHHOM B CIIUCKE (CM.
«ITpocMOTp HACTPOEK CETEBBIX Y3JI0B» HA CTP. 32).

Ha Bknaake 3aIIII/IHIeHHaH CETb JOCTYIIHBI CICAYIOIIUE 3JICMCHTHI YIIPAaBJICHUA:

e [lose BBOAA /IS MOKMCKA HYKHOM 3aMTUCH TI0 331aHHOM moacTpoke. [TOMCK MPOnu3BOAUTCS
10 BCEM CTOJIOLIAM.

e Knomku nepexojia K cieayromiei (kuonka Ciaenyromee) MO0 NpeapIayIieH (KHOMKa
Mpeasiayinee) 3anucu, coxepKaiiei MoJCTPOKY, yKa3aHHYIO B TIOJIE TIOMCKA.

e Knonka OOHOBUTH sl TOJTyYCHUS aKTYaIbHONH MH(DOPMALIUY O 3alUINEHHBIX y3JaX.

e Kuomnka [IpoBepuThb 1151 IPOBEPKH COSAUHEHUsI C BEIOpaHHBIM y3510M (cM. «IIposepka
COCIMHEHHMS C CETEBBIMH y3JIaMi» Ha cTp. 33).

NMpocMOTp HaCTpoOEK ceTeBbIX Y3J/10B

AnmeT npegocTaBisieT BO3MOXKHOCTh IPOCMOTPETh CETEBbIC HACTPOUKH 3aILUIIEHHBIX Y3JIOB.
s mpocMoTpa HAaCTPOEK BBHIOEPUTE y3€Jl B CIIMCKE 3aIUILEHHBIX Y3JI0B, IPH 3TOM B HIDKHEH
YacTH BKJIAAKHM 3alMIIeHHasl ceTh MOSIBUTCS MH(POPMALUS O CETEBBIX HACTPOMKaX 3TOro y3ia.

J1st KayK70T0 y3I1a BEIBOJUTCS CIEIyoIIas HHGOPMAIHSL:

Ha3BaHnue cronona Onucanne

Anpeca IP-ampeca Bcex ceTeBBIX HHTEPEICOB, TOCTYITHBIX HA Y3II€.
BupryaabHblii aapec IP-anpec, HaznaueHHsli y3imy Ha ViPNet-koopauHartope.
IMopt UDP [TopT noctyna K y3iy uepe3 MeKCeTeBOM SKpaH.

IP-anpec MexkceTeBOro I3KkpaHa IP-aapec mocTyma K y3i1y 4epe3 MexKCEeTeBON dKpaH.
[poxcu-cepsep ViPNet-koopauHATOp, BRICTYNAIOIINI B KAYeCTBE

ME)KCETEeBOT0 3KpaHa i BEIOPAaHHOTO y37Ia.

Tun mMe:xkceTeBOro IKpana Tum MexxceTeBoro 3KpaHa, UCIIOJIE3YeMOT0 BEIOpaHHBIM
Y3IJIOM.
PaOora 4epes cepsep IP-agpecos [Tpu3Hak paboTs! y3n1a yepes cepsep IP-anpecos:

Jla — Ha y371e 3a/1aHa HACTpOIiKa pabOTHI uepe3 MeKCEeTEeBOM
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OKpaH C JUHAMHAYECKOMH TpaHCHHHHeﬁ aZpeCOB U BKIKOYCHA
OJHOMMCHHAas O,

Het — B ocTanbHBIX clyydasx.

MpoBepka coeAnHEeHUs C CETEBbIMM Y3/1aMMU

AnmeT npegocTaBiseT BO3MOXKHOCTD Y3HATh TEKYLIUH CTaTyC CETEBBIX Y3JI0B — HOCTYIHBI OHU
win HeT. UToOBI y3HATh CTAaTyC CETEBOTO y3I1a, HaZl0 IPOBEPUThH COCIMHEHHUE € 3TUM y3i10M. Jlist
3TOTO BHIOEPHTE y3€Il B CIIMCKE 3aLUIIECHHBIX Y3J10B U HAXMUTE KHONKY IIpoBepuTs.
Haunercs npouecc npoBepKH COEANHEHHUS.

Haer npoBepKa COeAMHEHHA... I 20% |

Java Applet wWindow

Pucynox 20: [Iposepka coedunenus c y3nom

[IpoBepka coeanHEeHHs MPOUCXOAUT MEXKIy KOOPIUHATOPOM M BEIOPAHHBIM y3710M. MOXHO
IpepBaTh IPOBEPKY, UL TOTO HAXMUTE KHONKY OTMeHa. [1o okoHYaHNU IPOBEPKH
BBIBOAMTCS PE3YyJIbTaT — JOCTYIICH y3€Jl U HeT.

Pe3ynLTaT NpoOBEpPKX ﬂ Pe3yneTaT NpOBEPKH il
CoenHHEHWE YCTaHOBNEHD ® ¥3en HEADC TYTIEH

Java Applet Windaw Java Applet wWindow

Pucynox 21: Pezyniomam npogepku coeOunenus ¢ y31om
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Hacrpolika npaBun puibTpanun
TPpaH3UTHBIX [P-T1akeToB

IIpaBuna dpumbTpanum TpaH3UTHEIX 1P-1akeToB 3amarot GUIbTPH! IP-MakeToB, KOTOPBIE TOIBKO
npoxoaT yepe3 ViPNet-koopanHaTOp Ha ITyTH OT OTIIPABUTENS K TOTYYaTe0. DTH MTpaBHiia
coxepxkarcs B cekuuu [forward] ¢aiina konduryparmu koopaunatopa firewall.conf.
IMoapo6uoe omucanue daiina firewall.conf u cunTakcuca npasui cM. B qokymenTte «ViPNet
Coordinator Linux. PykoBogcTBO amMUHUCTpATOPAY.

C MOMOIIIBIO aMIuIeTa MOXKHO IIOCMOTPETh MpaBuiia GUIbTPALUK TPaH3UTHBIX [P-makeToB, a
TaK)Ke HACTPOUThH MPABUIIA: ONPEICIUTh HOPSIOK IPUMEHEHUSI IPABUII, CO3aTh HOBbIC
HpaBuIia, H3MEHUTD U YAAIUTH CYIIECTBYIONIHE MpaBiia. [Iopsaok npiMeHeHHUs PaBUIl
COOTBETCTBYET MX MopsiaKy cienoBanus B (aiine firewall.conf. [TepeonauansHo npasiia
oToOpaxkaroTcs B mHTep(eiice ammiera B TOM HOPsIKe, B KOTOPOM OHH 3aITUCaHbI B (aiiie
firewall.conf. [Tpu u3MeHeHHH TTOPS/IKA TPABUIT C TOMOIIIBIO ANIUIETa H COXPAHCHUH ITHUX
U3MEHEeHUH npaBuia 3amuceiBaioTes B (aitn firewall.conf B mopsinke, 3agansom B amiuiere.

Hacrpoiika npaBui GpuabTpaiu TpaH3UTHBIX [P-1TakeToB BBIMTOHSACTCS HAa BKIIAKE
Tpan3utHbie GUIBTPLI. B pesxume nmoap3oBaTess 10CTYIEH TOIBKO MPOCMOTP MPABUIL.

34



=10l x|

/= hitp: /11, applet itmil - Windows Internet Explorer

i httpi/f11,0.0.87 applet, hml =42 | [randex [a]-]
L=

| ®ain Mpama Bua  Vfpamos  Cepemc  Cnpaera
00 G g http:fi11.0.0.87 applet htmd

[ | | % doweii +
- |

Bxon anMwincIpatopa || 3aBepunTs patoTy l

WiPMet SGA. Tekyni pessm pabors - Nonssosatent
Builcivtaster Linux - ALpEC OTNPEPMTENA Afpec nomMaTens MpoTokon | MoRT oTNpaesT.. | Mot nomHar...
C;:Wueuuaa LeTh [V]110.04.0-10.04.255 |194 2268250 TCP Bee nopTe Boe nopTe *, EnokuposaTe
% OTKLITAA CETh N
] [7”10 04.0-10.04.255 |Bee agpeca TCP Bee nopTw Bee nopmw ~ Mponyckars
NozaneHes duneTpe
LUl oK OB BLLATENE MBI GMNLTRE
TpaHcnAUMA IF-aapecos
Cefebbie HHTeppeRisl
CeTepan CTaTHETHKE
ENODEMPOESHHEIR NZKETHI
HypHan nakeTor
WFTP
Ouepess E0HERQTOR
HRHEN KOHBEQTOR
CMCTEME 33WATH 0T CH0EE
TiHHENM
HacTpoiins annneta

lehcTene FacnucarHmue

-

| MpocKoTpeTs | OOHOBMTE |

fraTosa 0T T S tecrman orpacems [Hiote - 4

Pucynox 22: Qunbmper mpanzumuulx IP-naxemos (pesjcum noiv3osameins)

B pexxuMe agMHHHCTpaTOpa, MOMUMO IIPOCMOTPA, JOCTYITHBI BCE IEHCTBHS 110 HACTPOHKE
npaBui QUIbTPaluK TPaH3UTHBIX [P-1akeToB.
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Pucynox 23: Quabmper mpanzumuwvix IP-naxemos (pesjcum aomurHucmpamopa)

B PEXKUME aAMUHUCTPATOPa JOCTYITHBI CIACAYIOIIHNE 3JIEMEHTHI YIIPABJICHUA IIpaBUJIaMU:

e KHomIKM nepeMenieHns BRIOPaHHOTO B CIFCKE MTPAaBHIIA HAa OJIHY TTO3UITUIO BBEPX (KHOIKA
Bgepx) win Ha OJIHY MO3MIIKIO BHU3 (KHOIKA BHM3).

e Knomnka /{00aBUTH /7151 CO3JaHMSI HOBOTO ITPABHIIA.

e Knonka U3MeHHUTD JJ1s1 H3MECHEHHS BLIGpaHHOFO B CITMCKE ITpaBUJIaA.

e KHonka YaanuTs A5 yAaieHus! BBIOPAHHOTO B CIIMCKE MpaBHJIa.

Ilepen ynaneHnem npasuia MOSIBUTCA 3allpoC Ha MOATBEPKICHHUE ynaneHus. s
ynajeHus npasiia Haxmure kKHonky OK, s otmensl yaanenus — kaonky Cancel.

MoATEEPN AEHUE ¥ A ANEHKA NPABXNA

IE‘ Bb1 AeiicTBUTENBHO XOTHTE YAaNHTb BbIGpaHHoe npasnno?

x|

Pucynox 24: 3anpoc na noomeepaicoenue yoarenusi npaguia
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NMpocMoTp npasun punbTpauum TpaH3UTHbIX IP-nakeToB

Bxnaaka Tpan3uTHbie GQUIBTPBI COACPKUT CIIMCOK MTPaBUI QUIBTPAIIAN TPAH3UTHBIX [P-
makeToB. [|Ji Ka)X10To TpaBuIIa BEIBOJISATCS CIEAYIOIINE COCTABIISIONIHE:

HasBanmue cToiona Onucanne
1-i1 crosi0Oel; HE UMEET Ha3BaHUS Dna)koK, YKa3blBalOIIUK Ha BKIIOUEHHUE WK OTKIIOUECHUE
TIpaBHIIA.

Eciu mpaBuiio BKIIIOYEHO (ASUCTBYET), TO (PIIAXKOK
YCTaHOBIIEH, HHaUe (JIa’kOK CHSAT.

Anpec oTpaBuTeNs VYcaoBue i aapeca OTIPaBUTENS aKeTa.
Anpec nosxy4daTesst VYcnoBue A agpeca noayyaTenis NakeTa.
IIporoxoa YcnoBue i1 NpoTOKOJIa, K KOTOPOMY JOJIKEH

NMPpUHAAJICIKATD MAKET.

ITopT oTnipaBuTEISI VYcnoBue At nopTa OTHpaBUTENS MAKeTa.
IopT moyyares VYcnoBue A5 MopTa Motyyaresis NakeTa.
HeiicTBue JeiicTBue, KOTOPOE HY>KHO IIPUMEHUTD K IAKETY,

napaMeTpbl KOTOPOTO YAOBJIICTBOPAIOT YCIIOBUAM IIpABUJIA.

Pacnucanue 3Ha4yOK, yKa3bIBAIOIIMI Ha HaM4Ke pacnucanus. [Ipu
OTCYTCTBUM PacIUCaHUs CTOIOEL ITyCTOM.

B pexume nosp30BaTensi MOKHO OCMOTPETH JII000E MPAaBUIIO B OTIEIBHOM OKHE. [1Jis 3T0ro
BBIOEpUTE B CIIMCKE NPaBUIIO U HAXXMHUTE KHOTIKY IIpocMoTpeTs.

YT10oObI MOTYYUTh aKTyaJIbHBIN CITUCOK MpaBui u3 (aiiina kouduryparuu firewall.conf,
Ha)XMUTe KHONKY QOOHOBHMTB. JTa KHOIKA MPUCYTCTBYET Ha BKIIAJIKE B JIFOOOM pexXuMe paboTh
ariera.

B ¢aiine firewall.conf gomyctimMbl koMIuIeKCHBIE POPMBI 3aITUCH YCIIOBHUiT (CTUCKH
MPOTOKOJIOB, IP-apecoB u T.1., TPyNIIUPOBKA YCIOBHIA), KOTOPHIE HEBO3MOXKHO OTOOPa3UTh B
uHTepdeiice ammuieta. [Ipu mpocMoTpe MpaBwil ¢ HTOMOLIBIO aNTUIETa TAKHE KOMITJIEKCHBIC
(hOopMbI 3aMEHSIOTCS 00JIEe TIPOCTHIMU ITYTEM MPEOOPa30BaHUS H/WIIU JICKOMIIO3UIIUN TPABUJI,
TaK 4TO MPOCMATPUBAEMBII CIIICOK MPABHI MOKET OTIMYAThCS OT CIUCKA MPABHJI, 33JAHHOTO B
daiine firewall.conf. Eciin u3MeHnTh U 3aTeM COXPaHHUTh MPABUIIA C TIOMOIIBIO aNIljIeTa, TO B
daiin firewall.conf Gyzer 3amucan cnrcok mpaBHiI B TOM BHJIE, B KOTOPOM OH 0TOOpa)kaeTcs B
amiere. [TogpoOHee 0 IEKOMIIO3MIIMY PaBUI PUILTPALIMU CM. JOKyMeHT «ViPNet
Coordinator Linux. PykoBoacTBO aiMUHUCTpATOPaY.
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Co3aaHue n uaMmeHeHue npasun punbTpaLUn TPAH3UTHDbIX

IP-nakeTtoB

s cozmanust HOBOTO WIIM M3MEHEHHS CYIIECTBYIOLIETO TpaBuiia puibTpanny TpaH3uTHBIX [P-
MaKeTOB HEOOXOANMO BOWTH B PEKUM aAMUHHUCTpaTopa. UToOBI co3AaTh HOBOE MPaBHJIO,
Ha)KMUTE KHOTIKY lo0aBUTBL. UTOOB M3MEHHUTH TPaBUIIO, BHIOEPHUTE B CITUCKE MTPABUIIO U
Haxxmute KHONKy M3mMenuTs. [logBurcs okHO, coaepxaliiee mapaMeTpsl mpasuia. /s HoBoro
MIpaBHJIa BCE MapaMeTpbl YCTAHOBIEHB! B 3HAYEHHUS M0 YMOIYAHUIO.

Hosoe npasxno hvnbTpauMm1

BKIIO4NTL NPaBMIIO
Aapec oTnpaBuTens
® Bce
) 3navenne

) inanazou

MapameTpbl NpoToKoNa

INMpotokon : Bce npotokons!

Mopt oTnpaeutens

® Bce
) 3naveHne
) AnanazoH
lelciBne : |V Mponyckats

Anpec nonmy4arena
(® Bce

) 3navenne

) inanasoH

Mopt nony4atens

@ Bce
) 3navenne
) IMana3zoH

| - | [ ] McnonbzoBark pacnncaxne

|

| Hactpouis pacnucaine |

| MpMMEHNTH || OmMeHa |

Pucynox 25: Coszoanue npasuna punempayuu mpauzumuwix IP-naxemog
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3navenwne nporokona (mose IIpoTokos) BeIONpaeTCcs U3 CIIUCKa, comeprkaiiero 3HaueHus Bee
npotokoJibl, TCP, UDP, ICMP. /Ins npotokonos TCP u UDP MoxHO 3a1aTh YCIOBHS JIIs
noptoB B moiisix IlopT ornpaButess u Ilopt moayuaress. [Ipu Beibope 3nauenns Bee
MPOTOKOJIbI 3TH TIOJISI CTAHOBATCS HETOCTYITHBIMH, T.K. HE BO BCEX MPOTOKOJIAX €CTh MOHATHE
nopta (B ipotokoie ICMP ero wer). [Ipu Beioope 3nauenust ICMP BMecTo moselt st IopToB
nosaBgrcs noad Tun coodomenusa ICMP u Koxa coodomenns ICMP. B kauectse TIa 1 Koaa
coobmenust ICMP mMoxxHO 1100 yka3ath Bce 3HaueHus (omnust Bee), m16o 3aaath 0aHO
3HadyeHue (Omus 3HaueHune).

Hosoe npasnno ¢gmnbTpawmm 5'

BKMOYNTE NpaBnno

Anpec oTnpaenTens Anpec nomyyarens

@ Bce @ Bce

) 3HaueHne ) 3Havenne
() OnanasoH - r OnanasoH
MapamMeTpel NpOTOKONA

MpoTokon : ICMP |V|

Thn cooGweHua ICMP Kop cooGweHus ICMP

Henctene " [ponyckate |"| [] Mcnonk3ceaTs pacnucaHue

lNpUMEHHTE || Otmena |

Pucynox 26: Cozoanue npasuna punompayuu mpansumusix IP-nakemos o ICMP

YcranoBute Tpebyemble 3HaUCHUS TapaMeTpoB U HaxMuTe KHONIKY IIpuMeHuTH. YTOOBI
OTKa3aThCsl OT CO3/1aHHUsI HOBOT'O IIPABUIA WIK U3MEHEHUS IIapaMETPOB CYILECTBYIOILEr0
MpaBuiIa, HAKMHUTE KHONIKY OTMeHa.

HacTtpouka pacnucaHusa

Pacnircanue mo3BoJiseT 3a/1aTh BPEMEHHbBIC HHTEPBAJIbI, B TEUSHUE KOTOPBIX JIEHCTBYET
npaBuIio. J1Jis HOBOTO MpaBKiia MO YMOIYAHUIO PACTIMCAHUE OTCYTCTBYET, T.€. IPABUIIO
JIEHCTBYET MOCTOSIHHO. Ecny mpaBuiio TOMHKHO ASHCTBOBATH MO PACITUCAHUIO, B OKHE C
napameTpaMu TpaBuia yctaHoBuTe (hiakok Mcmoabp3oBaTh pacnucanue U HAXKMUTE KHOTIKY
HacTtpouth pacnucanue. [T0SBUTCS OKHO, COJICPIKAIIME TTAPAMETPBI [T HACTPOWKH
pacrnucaHusl.
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HacTpoiKa pacnyicaHqa 5[

PacnucaHue: |EHE,,I1HEEHI:IE | - |

EmenHeBHOE pacnicaqne

DOUNLIP BeicTeyer: |B YKazaHHOe BpeMA | - |

BpewAa Havana: BpeMA oKOHYaAHMA:

| 00:001| 00:00/

| INpUMEHHTH || OmMeHa |

Pucynox 27: Hacmpoiixa esceOHesH020 pacnucaust

Pacrnincanune MoKeT OBITE OAHOI'0 U3 ABYX THUIIOB — CKCIHCBHOC WX CKCHCACIILHOC. ,Z[J'IFI
YKa3aHus TUIla paCliuCaHus BI>I6epI/ITe HYXXHOC 3HAaYCHUC B CIIMCKE Pacnucanue.

l
PacnucaHme: |Eneuep,enhune | - |

ExeHenensHoe pacnucaHie

OUNbLTP AeiicTBYET: |B yKa3aHHoe BpeMa | - |

Bpewma Havana: BpeMA oKoHYaHUA:

00:001

[ NonenensHmk

00:00/

|
[] Bropuuk | 00:001| 00:00/
[Icpena | 00:001 00:00/
[] Yersepr | 00:001| 00:00/
[ NaAmHMua | 00:001 00:00/
[] cydbora | 00:00}| 00:00/
[ ] BockpeceHne | 00:00 H | I]I]:I]I]Ii‘

| MpUMEHHTH || OTmMeHa |

Pucynox 28: Hacmpotixa excenedenvho2o pacnucanusi

Pacnicanue MOXHO HaCTPOUTH TAKUM 00pa3oM, YTOOBI IPABUIIO AEHCTBOBAJIO B YKa3aHHOE B
HEM BpeMs WK, HA000POT, He JISHCTBOBAJIO B YKa3aHHOE BpeMs. J{JIst STOro BEIOEpUTE HYKHOE
3Ha4YCHHE B cIUCKE PUIBLTP ACHCTBYET:

e B yka3zanHoe Bpemsi — IpaBIIIo Oy/eT ICHCTBOBATh B T€ MHTEPBAJIbl BPEMEHHU, KOTOPHIE
yKa3aHbl B PaCIIUCAHUY, U HE OyJIeT JefCTBOBATh B OCTAJIbHOE BPEMS;

e Bce Bpems, kpome yKa3aHHOTO0 — ITPAaBWIIO HE OyJIET JCiCTBOBAThH B yKa3aHHBIC
WHTEPBaJIbl BPEMEHH U OYyJIeT JAeHCTBOBATH B OCTAILHOE BPEMSI.
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3anaiite TpeOyemble HHTEPBAIBI BpeMeHH. J[J1s eXkeHeAeTbHOrO PacICaHusl YCTaHOBUTE
(hIakKK{ OKOJIO T€X AHEHW HEIEeNH, JUIsl KOTOPHIX 3aJar0TCsl MHTEPBAIIBI BpeMEeHH. Te THH, s

KOTOPBIX (l)ﬂa)KKI/I HC YCTAHOBJICHBI, OKaXXYTCA 3a MPCACIaMi 3alaHHBIX HHTEPBAJIOB BPEMEHU.

UTo0B! paciucanme BCTYNAIO B CHITy, HAXMHTE KHOTIKY IIpuMeHuTh. YTOOB HTHOPHPOBATH
BCE BHECCHHBIC B PACIHCAHUE U3MEHEHUS, HAXKMHUTE KHONIKY OTMeHa.
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Hacrpolika npaBun puibTpanun

JIOKaJIbHBIX IP-11akeTOB

[IpaBwita ¢punpTpanym J0KadpHBIX [P-makeToB 3agar0T GrimsTphl [P-makeToB, y KOTOPBIX
oTHpaBHTeNIeM MO0 MojTydaresneM sBisiercst ViPNet-koopauHaTop. DTH MpaBiiia COAEpKaTcs B
cekuuu [local] ¢aiina koudurypamuu koopaunaropa firewall.conf. TTonpo6Hoe onucanue
daiina firewall.conf u cunrakcuca npasui cMm. B tokymente «ViPNet Coordinator Linux.
PyKOBOICTBO aIMHHUCTPATOPAY.

C moMOIIIBIO aMIuIeTa MOXKHO MIOCMOTPETh NpaBuiia (GHIbTPAIUH JOKANbHbBIX [P-akeToB, a
TaK)Ke HACTPOUThH MPABUIIA: ONPEICIUTh HOPSIOK IPUMEHEHUSI IPABUII, CO3aTh HOBbIC
HpaBUIIa, H3MEHUTD U YAAIUTH CYIIECTBYIONIHE MpaBiia. [10psaok IpUMeHEHHUS PaBUIT
COOTBETCTBYET MX MopsiaKy cienoBanus B (aiine firewall.conf. [leponauansHo npasiia
oToOpaxkaroTcs B mHTep(eiice ammiera B TOM HOPsIKe, B KOTOPOM OHH 3aITUCaHbI B (aiiie
firewall.conf. [Tpu u3MeHeHHH TTOPSIKA TIPABUIT C TOMOIIIBIO AIUICTA ¥ COXPAHCHUH ITHX
U3MEHEeHUH nmpaBuia 3amuceiBaioTes B (haitn firewall.conf B mopsinke, 3aganHom B amnuiere.

Hacrpoiika npaBui GpumbTpariuy JoKaIbHEIX [P-TakeToB BBHITIOMHSAETCS HA BKIIA/IKE
JlokanbHble puabTpbI. B pexxuMe nosib30Baress JOCTYIEH TOJIbKO IPOCMOTP MPABUIL.
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@' [ Feto:711.0.0.677applet. el =1 sl x| [ronde [2]-]
| oafin Mpamxa Bua Mok Copenc  Cripaexa

¢ 4 htto:11.0.0.87/spplst bt | | | %5 aowsi ~ il

ViPNet SGA. Tekywn# pexum pabots - Monkz08atens Bxoa anuwhwcIparopa ] padory

[BuildMaster Linux | Anpec Anpec y Np: | Mopt ... Mopt nonyar...| fefctene IPacn 4
JawMwERHAA CeTh [v]| M= | Bce agpeca Bce aapeca UDP |68 67 W MNpomyckats
¢ m“.?h:z::;:e — [v] M4=|Bce anpeca |Bce aapeca UDP |87 |68 | Mponyckats |
n‘;:m.'omupu ]| 4 |Be anpeca |Bee appeca Bce npor...|Bee nopTe: |Beenopris | ¥ Mporycxkats |
LLIMpOKOBEWATENLHLIE GUNLTHE!
Tpakcnauns IP-aapecos
Cereprie MHTepdeRcs
CeTepan cTaTMeTHKa
BNoKHPOBaHHBIE N3KETHI
HypHan naketos
MFTP
Oyepefs KOHEEPTOR
HAQypHan xoHsepTos
CueTema 3aumTsl o7 choes
TysHenu
HacTpoitks annneta

-

| INpocHoTpeTs | Obroswts |

=
retozo [T NI Mecnian wapacers [Fie% - /|

Pucynox 29: @urbmput 1oxanvHuix [P-naxemos (pexcum noiv3osameisi)

B pexxumMe agMHHHCTpaTOpa, MOMUMO IIPOCMOTPA, JOCTYITHBI BCE IEHCTBHS 110 HACTPOHKE
npaBui GuIbTpaLuK JOKaIbHEIX [P-makeToB.
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Bulldhtaster Linux |Anpec ompaenTena | Aapec nomwsatens | Mpotoxon | Mopt otnpasuT..| Mopr nonwsar...| feicTexe

Pacn

F3WMUEHHAA CETh
¢ OTKpLITaA ceTh
TpaHauTHee DuneTPR
NoxansHele dunsTpst
WmpokosewaTenbHLIe GUNLTPEI
Tpancnauma IP-aapecos
Cerspme HHTephence
Ceresan cTaTueTvKa
ENOKMPOB3HHLIE N3KETHI
HypHan naketoe
MFTP
Ouepeas KOHEEPTOS
HypHan koHsepToR
CucTesa 3awmTe o7 choes
TyHHENH
HacTpoitks annneta

M= Bee agpeca Bce aapeca |uop 58 67
| M=\ Bce agpeca |Bee aapeca |uoP (67 |68
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v MponyckaTs
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Pucynox 30: Quavmpwi noxkanvuvix [P-nakemos (pexcum aoMuHucmpamopa)

B PEXKUME aAMUHUCTPATOPa JOCTYITHBI CIACAYIOIHNE 3JIEMEHTHI YIIPABJICHUA IIPpaBUIIaMU:

e KHomku nepemenieHns BBIOPaHHOTO B CIMCKE MPaBUJIa Ha OJHY IMO3UIMIO BBEPX (KHOIKA

BBepXx) Wik Ha OJHY MMO3UIHIO BHU3 (KHOTKAa BHHI3).
e Knomnka /{00aBUTH /17151 CO3JaHMsI HOBOTO ITPABHIIA.
e Knonka U3MeHUTH TSI I3MEHEHUS BBIOPAHHOTO B CITUCKE TIPaBUIIA.

e KHonka YaanuTs A yAaieHus! BBIOPAaHHOTO B CIIMCKE TpaBHJIa.

[lepen ynanenuem npaBuiia MOSBUTCS 3alpOC Ha MOATBEp KACHNE yaajaeHus (cM. PucyHnok
24 na ctp. 36). g ynanenus npasuia Haxxmute KHonky OK, a1 oTMeHs! yaaneHus —

kHonky Cancel.
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NMpocMmoTp npasun cpunbTpaumMm nokanbHbiX IP-nakeTos

Bxnagka JlokajdbHbie GUIBLTPBI CONCPIKUT CITHCOK MPaBWI GHIIBTPAITAHN JIOKATBHEIX 1P-
makeToB. Ji Ka)X10To mpaBuiIa BEIBOSATCS CIEAYIONINE COCTABIISIONINE:

HasBanmue cToiona

Onucanmne

1-i1 crosi0Oel; HE UMEET Ha3BaHUS

2-#1 cTon0el He UMeET Ha3BaHUs

Anpec oTnpaBuTesA
Azpec mosayyarens

IIporokoa

IopT oTnpaBuTEI
Hopt noayuarens

HeiicTBue

Pacnucanue

®naxkoK, YKa3bIBaIOIUIl Ha BKIIOUCHHUE WIN OTKIIOUEHHE
IpaBHIa.

Ecmu paBwito BKITIOYEHO (ZEUCTBYET), TO (IIaXKOK
YCTaHOBIICH, HHAYE (IIa’KOK CHAT.

YcnoBue s HalpaBJICHNUA YCTAHOBJICHUA COCIUHCHUA.
Ycnosue OTO6pa)KaCTC$I CJICAYIOIIMMU 3HAYKAMMU:

B-=
HOJTy4aTess;
B =
OTIIPABUTES;

e

— YCTAaHOBJICHUC COCAMHCHUS 10 NHUIINATUBE

— YCTAaHOBJICHUC COCAMHCHUS 10 HHUIINATUBE

YcnoBue st azapeca OTIIPaBUTEIIA MaKETa.
VYcnosue AJIA aApeca NoJIydaTeJrsl makeTa.

VYcnosue AJI1 IPOTOKOJIA, K KOTOPOMY HOJIKCH
MPpUHAAJICIKATD MMaKCT.

Ycnosue nist IopTa OTIIPAaBUTEIIA TTAKETA.
Ycnosue JJIA TOPTa MOJIyvdaTeJid nmakeTa.

JleiicTBue, KOTOPOE HYKHO IIPUMEHHUTD K IIAKETY,
napaMeTpbl KOTOPOro YAOBIETBOPSIIOT YCIOBUAM IIPaBUIIA.

3HauoK, YKa3blBalOIIUKA Ha Hamuue pacnucanus. [lpu
OTCYTCTBUH PAaCIHCaHHUs CTOIOEI IyCTOMH.

— YCTAaHOBJICHUC COCANHCHUS B modoM HalpaBJICHUU.

B PEXKUME MMOJIB30BATEIIA MOKHO ITOCMOTPETH mo0oe IpaBUJIO B OTACIILHOM OKHE. ,Z[J]SI 9TOIr0

BBIOEpUTE B CIHCKE TPaBUIIO U HaXXMHUTE KHOTIKY [IpocMoTpeTs.

YToObI MOJTYYUTh aKTyaJIbHBIN CITUCOK MpaBuil u3 ¢aiiina koupuryparuu firewall.conf,

Ha)XMUTE KHONIKY OOHOBUTB. DTa KHOIIKA IPUCYTCTBYET HA BKJIAJKE B IIOOOM peXUMe PabOThI

alrjcTa.

B oaiine firewall.conf nomyctiumbl koMIuIeKCHBIE (POPMBI 3aITUCH YCIOBHH (CITUCKH
HPOTOKOJIOB, [P-apecoB u T.11., TPYNIUPOBKA YCIOBHI ), KOTOPhIE HEBO3MOYKHO OTOOPA3UTh B
uHTepdeiice anmiera. [Ipy npocMoOTpe MpaBil ¢ TOMOIIBIO aNIIeTa TAKHe KOMIUICKCHBIS
(opMBI 3aMeHSFOTCS O0JIee MPOCTHIMH IIyTEM NPeoOpa30BaHMsl H/WIIN ISKOMIIO3UIIMY MIPABHII,
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TaK 4TO MPOCMATPUBACMBIN CITUCOK MPABUII MOJKET OTJIMYATHCS OT CIMCKA MPABHUII, 331aHHOTO B
¢aiine firewall.conf. Ecin u3MeHNTS M 3aTEM COXPaHMTH IPABHIA C TIOMOIIBIO AIILIETa, TO B
¢aiin firewall.conf Gyer 3amucan CrMCOK MPABHII B TOM BHJIE, B KOTOPOM OH OTOOpa)kaeTcs B
ammutere. [TogpoOHee o JeKoMIO3UINY TPaBUi PHIBTPALMU cM. JOKyMeHT «ViPNet
Coordinator Linux. PykoBoicTBO aiMUHHCTpATOPa».

Co3paHue n naMmeHeHue npasun PubTpaLum JIOKaJIbHbIX
IP-nakeToB

s coznanust HOBOT'O MITM U3MEHEHHUSI CYIIECTBYIOIIETO paBmiia (pUiIbTpauny JOKalbHbIX [P-
MaKeTOB HEOOXOANMO BOWTH B PEKUM aAMUHHUCTpaTopa. UTOOBI co3AaTh HOBOE MPAaBHIIO,
Ha)KMUTE KHOTIKY lo6aBUTBL. UTOOBI M3MEHHUTH IPaBUIIO, BHIOEPHUTE B CITUCKE MTPABUIIO H
HakmuTe KHONKY M3MennTs. [losBuTcs 0KHO, copepxkaliee napaMeTpsl mpasuia. /st HoBoro
MIPaBHJIa BCE NMapaMeTPhl YCTAHOBIIEHBI B 3HAYEHHS IO YMOIYaHHIO.

HoBoe npasyno GynbTpawmm 5'

BHIIHO4HTL NPABHIIo

HanpaeneHue : |Q<H> Bce naketsl | v |
Appec oTnpaBuTenA Anpec nomy4arena
@ Bce @ Bce
) 3naveHne ) 3uaveHne
) nanazoH - ) nana3zoH -

MapameTpbl NpoToKoNa

Mpotokon : Bce npoToKonkel | - |
Mopt oTNpaenTEnA MopT nony4atensa
(} [}
HeicTBue | ~ [Nponyckatb | hd | [_] Ucnonb3oBark pacnucaHle

INpMMEHNTH || OmMeHa

Pucynox 31: Cozoanue npasuna punompayuu noxanvhvix IP-naxemos
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3navenwne nporokona (mose IIpoTokos) BeIONpaeTCcs U3 CIIMCKa, comeprkaiiero 3HaueHus Bee
npotokoJibl, TCP, UDP, ICMP. /Ins npotokonos TCP u UDP MoxHO 3a1aTh YCIOBHS JIIs
noptoB B moiisix IlopT ornpaButess u Ilopt moayuaress. [Ipu Beibope 3nauenns Bee
MPOTOKOJIbI 3TH TIOJISI CTAHOBATCS HETOCTYITHBIMH, T.K. HE BO BCEX MPOTOKOJIAX €CTh MOHATHE
nopta (B ipotokoie ICMP ero wer). [Ipu Beioope 3HaueHust ICMP BMecTo mosel ajist IopToB
nosaBgrcs noad Tun coodomenusa ICMP u Koxa coodomenns ICMP. B kauectse TIa 1 Koaa
coobmenust ICMP mMoxxHO 1100 yka3ath Bce 3HaueHus (omnust Bee), m16o 3aaath 0aHO
3HadYeHue (oMU 3HaYeHue).

HoBoe npasuno GHALT paLuH 5[

BKMOYATE NpaBnno

Hanpaenexue : <= Bce naketsl |V|
Afpec oTNpaewnTens Appec nonyyatens
@ Bee i@ Bee
) 3HaueHne i) 3HayeHne
) AnanaaoH - ) OnanasoH -
MapamMeTpel NpoTOKONa
Mporokon : ICHP v

Twun coobweHnA ICMP Kog coofweHns ICMP

LeicTene : " MMponyckats |V| [[] Mcnone3oeate pacnucanne

| MpUMEHRHTE || Otmena |

Pucynox 32: Cozoanue npasuna gpunsmpayuu noxanvrvix IP-naxemos oas ICMP

YcranoBure TpedyeMble 3HAUCHHUS TapaMETPOB M HAKMUTE KHOTIKY IIpuMeHuTh. UTOOBI
OTKa3aThCs OT CO3/IaHMUsI HOBOTO IIPaBUJiIa WIIM U3MEHEHHS IapaMETPOB CYILECTBYIOILETO
npaBuia, HAHKMHUTE KHONIKY OTMeHa.

Hactpouka pacnucaHusa

Pacnicanue no3BosnseT 3a/1aTh BpeMEHHbIE HHTEPBAJIbI, B T€UEHHE KOTOPBIX JIeHCTBYET
npaBuiio. i HOBOTrO MpaBuiia 10 YMOIYaHUIO PACIIMCAaHUE OTCYTCTBYET, T.€. IPABUIIO
JIeHCTBYET MOCTOSIHHO. Eciy mpaBuiio 10KHO AEHCTBOBATH MO PACIIUCAHUIO, B OKHE C
napameTpaMy npasuia ycraHoBuTe (iaxxok Memosbp3oBaTh pacnucanue U HAXKMUTE KHOTIKY
HacTtpouts pacniucanme. [losiBUTCA OKHO, cofepKaline napaMeTpsl U1 HaCTPOUKH
pacnucanus. HacTtpoiika pacnicaHusl BBIMOJIHSAETCS TaK XKe, KaK Al MpaBui QUIbTPaLuu
Tpau3uTHBIX [P-makeroB (cMm. «Hactpoiika pacrincanusi» Ha crp. 39).
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Hacrpolika npaBun puibTpanun

UPOKOBENIATENbHBIX [P-T1akeTOB

IIpaBuna puabTpanuy TIMPOKOBEIATENHHBIX [P-1TakeToB 3amar0T GUiIsTphI miis IP-makeTos,
KOTOpBIE a/IpECOBAHBI BCEM CETEBBIM YCTPOHUCTBAM B JIOKATLHOM CEeTH. DTH NpaBHIia
coxepykarcst B cekuuu [broadcast] daiina konduryparmun koopausaropa firewall.conf.
IMoapo6uoe ommcanue daiina firewall.conf u cunTakcuca mpasui cM. B qokymente «ViPNet
Coordinator Linux. PykoBogcTBO amMUHUCTpATOPAY.

C moMOIIIBIO aMIuIeTa MOXKHO IIOCMOTPETh MpaBuiia GHIbTPALUH ITHPOKOBENATeIbHBIX [P-
MIAKETOB, & TAK)KE HACTPOUTH MPABHJIA: ONPEICIUTD MOPSIOK MPUMEHEHHS IPABHJI, CO3/1aTh
HOBBIC TIPaBUJIa, H3MEHUTH U YIAIHUTh CYIIECTBYIOLIME paBmia. [10psaok IpUMEHSHUs! TIPaBUIT
COOTBETCTBYET MX MopsiaKy cienoBanus B (aiine firewall.conf. [TepeonauansHo npasiia
oToOpaxkaroTcs B mHTep(eiice ammiera B TOM HOPsIKe, B KOTOPOM OHH 3aITUCaHbI B (aiiie
firewall.conf. [Tpu u3MeHeHHH TTOPSIKA TPABUIT C TOMOIIIBIO ANIUIETa H COXPAHCHUH ITHUX
U3MEHEeHUH npaBuia 3amuceiBaioTes B (aitn firewall.conf B mopsinke, 3agansom B amiuiere.

Hacrpoiika npaBui GpuabTpaiuil MXPOKOBEIATENbHEIX [P-1akeToB BHITOTHSAETCS Ha BKIIAIKE
IMupoxkoBemare/bHble GUIBLTPBI. B pexuMe noap30BaTens AOCTYIEH TOIbKO IPOCMOTP
IPaBUIL

48



£ hitp:/ /110,01

applet html - Windows Internet Explorer

& - Wi o0 s s

Bl sl [arce-

| ®ain Mpama Bua  Vfpamos  Cepemc  Cnpaera

00 G g http:fi11.0.0.87 applet htmd

| % doweii +

WiPMet SGA. Tekyni pessm pabors - Nonssosatent

Bxon, anMuwHncTpaTopa || Japepunts padoty l

A

-

Builcivtaster Linux

F3WMUEHHIA CETE
OTEpLITAA CeTh
TPaHIMTHBIE PANETRE
NozaneHee duneTpe
LLIMpo KOESLLATEN L HEIE DHNLTRL
TpaHcnAUMA IF-aapecos
Cefebbie HHTeppeRisl
CeTepan CTaTHETHKE
ENODEMPOESHHEIR NZKETHI
HypHan nakeTor
WFTP
Ouepess E0HERQTOR
HRHEN KOHBEQTOR
CMCTEME 33WATH 0T CH0EE
TiHHENM
HacTpoiins annneta

_ Anpec omnpaEeMTEna

ApEC NOMMATENA

MpoTokon

MopT oTNpasMT..

MNopt nomar... | fedcTene

[¥]| Bee agpeca

Bee agpeca

upP

Gt

67

~ Mpomyexats

Facnucan...

[¥]|Bee anpeca

Bee agpeca

UDP

67

G

~ Mpomyckats

| [poChHoTPETE |

OOHOBMTE

[Fotoen

Hm HATPACETH

| #100% -

Pucynox 33: Qurnempuer wupokosewamenvvix IP-nakemog (pesicum nonvzoeamens)

B pexxuMe agMHHHCTpaTOpa, MOMUMO IIPOCMOTPA, JOCTYITHBI BCE IEHCTBHS 110 HACTPOHKE

npaBul QUIBTPALIMM IHPOKOBELIaTeNnbHbIX [P-akeToB.
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Pucynox 34: Qunbmpul wuporosewamenvhvix IP-naxemos (pesicum aomunucmpamopa)

B PEXKUME aAMUHUCTPATOPa JOCTYITHBI CIACAYIOIIHNE 3JIEMEHTHI YIIPABJICHUA IIpaBUJIaMU:

e KHomku nepemenieHns BBIOPaHHOTO B CIMCKE MPaBUJIa Ha OJHY IMO3UIMIO BBEPX (KHOIKA
BBepx) miu Ha O/IHY MO3MIHIO BHU3 (KHOMKA BHM3).

e Knomnka J106aBUTh U1 CO30aHNS HOBOT'O MIPABHIIA.
e Kuxonka M3MeHMTH 111 N3MEHEHHS BBIOPAHHOTO B CITMCKE MIPaBUIIA.

e KHonka YaanuTs A5 yAaieHus! BBIOPAHHOTO B CIIMCKE MpaBHJIa.

[lepen ynanenuem npaBuiia MOSBUTCS 3alpOC Ha MOATBEp KACHNE yaajaeHus (cM. PucyHnok
24 Ha ct1p. 36). g ynanenus npasuia Haxxmute KHOKy OK, a1t oTMeHs! yaaneHus —
kHonky Cancel.
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MpocMmoTp npasun punbTpayum WMpokKosellaTesbHbixX IP-
nakeTos

Bxuagka llupokoBemarteibhbie GUIBTPBI COIEPKHUT CIHUCOK MPABUIT (QUIBTPALIIH
IMpOKOBeaTeNbHbIX [P-akeToB. s KaX/10T0 NpaBuiia BEIBOJATCS CIAEAYIOLINE
COCTaBJISOLINE!

HasBanmue croiona Onucanue
1-# cToyOer HeE UMEET Ha3BaHUS OnakoK, YKa3bIBAIOIINI HA BKIIIOYSHHE WA OTKIFOUYCHHUE
npaBuia.

Eciu mpaBuito BKIIFOYCHO (ACHCTBYET), TO (PIIaXkKOK
YCTaHOBIICH, HHa4Ye (IIaXKOK CHAT.

Anpec oTnpaBuTesA VYcnoBue a5 afgpeca OTIPABUTENS AKeTa.

Anpec mosy4areJist VYcnoBue A afpeca Morydartelis nakeTa.

IIporoxoa VYcnoBue A NpoTOKOa, K KOTOPOMY JOJKEH NPUHAIEKATh
TIaKerT.

IlopT oTnpaBHUTES VYcnoBue At mopTa OTIPABUTENS MAKeTa.

ITopT nmosyuarens VYcnoBue A nopra noyydaTens MaKkera.

HeiicTBust JlelicTBUE, KOTOPOE HYKHO IPUMEHHTSH K MAKETy, HapaMeTPhbl

KOTOPOTO YIOBJICTBOPSIOT yCIOBHSAM IIPABUIIA.

Pacnucanue 3Ha4yOK, yKa3bIBAIOIIMI Ha HaM4Ke pacnucanus. [Ipu
OTCYTCTBUH PACIIHCAHUS CTOJIOEI ITyCTOM.

B pexuMe 1osp30BaTeNs MOKHO IIOCMOTPETH J1F000€ IPaBUIIO B OTJEIbHOM OKHe. J[11s 3TOro
BBIOEpUTE B CIHUCKE TPaBUIIO U HAXXMHUTE KHOTIKY [IpocMoTpeTs.

YToObI MOJTYYUTh aKTyaJIbHBIN CITUCOK MpaBui u3 (aiiina konpuryparuu firewall.conf,
HaOXMUTE KHONKY OOHOBHUTBH. DTa KHOIKA MPUCYTCTBYET Ha BKIAJKE B TIOOOM pexUMe padOThI
anIera.

B ¢aiine firewall.conf gomyctimMel koMIuIeKCHBIE POPMBI 3aITUCH YCIIOBHUiT (CTIUCKH
MPOTOKOJIOB, IP-apecoB u T.1., TPyIITUPOBKA YCIOBHIA), KOTOPHIE HEBO3MOXKHO OTOOPa3UTh B
uHTepdeiice anmiera. [Ipi mpocMOTpe MPaBUII ¢ TIOMOIIBIO aNIJIeTa TAKHe KOMIUICKCHBIS
(hOpMbI 3aMEHSIOTCS 00JIEe TIPOCTHIMU ITYTEM MPEOOPA30BaHUS H/WIIU ICKOMIIO3UIIUN TIPABUJI,
TaK 4YTO NMPOCMATPHBAEMBIN CITUCOK IPABUII MOJKET OTIIMYATHCS OT CIHCKA MTPAaBHUII, 331aHHOTO B
daiine firewall.conf. Eciin n3MeHnTh 1 3aTeM COXpaHUTH MPAaBUIIA C TIOMOILBIO aNIlIeTa, TO B
daiin firewall.conf Gyzer 3amucan cnrcok mpaBHiI B TOM BUJIE, B KOTOPOM OH OTOOpa)kaeTcs B
ammwtete. [TonpoOHee 0 IeKOMITO3UIMH NpaBmiI GritbTpanuy cM. 1oKkyMeHT «ViPNet
Coordinator Linux. PykoBoncTBO anMuHHCTpaTOpay.
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Co3paHue n usMeHeHue npaswus punbTpauumn
LuMpokoBeLjaTenbHbiX IP-nakeToB

I[J'ISI CO3aaHus HOBOI'O MJINM U3MEHCHU A CYHICCTBYIOIICTO MMpaBuiia (I)I/IIII)TpaI_II/II/I
MHUPOKOBCHIATCIIbHBIX IP-nakeToB HCO6XOI{I/IMO BOITH B PEXKUM aAMHUHUCTpATOpPA. YToO5I
CO31aThb HOBOC MPaBUJI0, HAXKMUTC KHOIIKY I[OﬁaBPITI). YToOBI U3MEHUTH mpaBuiio, BI)I6epI/ITC B
CIIMCKE IIPaBUJIO U HAXKMUTC KHOIIKY H3menurts. [losButcs OKHO, COACPIKAIICE MapaMCTPhbL
ImpaBuiia. I[J'ISI HOBOTO IIpaBuJia BCC MapaMCTPhbl YCTAHOBJICHBI B 3HAUCHUS 10 YMOJIYAaHUIO.

HoBoe npasvno vnbTpaLmm il

BEMIOYNTE NpaBMO

AIpEC OTNPAEMTENA ALpEC NOMYYaTENA
@ Be ) Bce
) IHadeHne (®) SHadeHWe 255255255 255 |V|

MapaMeTpel NpOTOKONE

MpoTokon Bce npoTokonkl |v|

MopT OTNPAEMTENA MOpT NoNYHATENA

JelcTErE | |v‘ Mponyckate |'| [ Micnonkzoeate pacnucandue

MNMpMMEHUTE || OmmeHa

Pucynox 35: Cosdanue npasuna punempayuu wupoxosewamenvrvix IP-nakemos

B kadectBe anmpeca nmomyuarens (Tpymma rnepexiouaTteneii Aapec moay4aTtesisi) MOXKHO JTH00
BEIOpaTh BCE MIMPOKOBENIATeNbHBIE aipeca (Tiepekitodarens Bee), 0o 3a1ath ouH ajipec
(nepexmtoyarens 3HaueHne). 3HaUSHNE SAMHUYHOTO a/Ipeca BRIOMpaeTcs U3 CITUCKA, KOTOPBIN
colepKUT anpec 255.255.255.255 u mmpokoBenaTeNbHbIE apeca NOCeTeH, HEMOCPEACTBEHHO
MOJIKITIOYSHHBIX K CETeBBIM MHTEpdeiicam cepBepa (3TH MIUPOKOBEIIATENBHEIE afpeca
BBIUMCIISIFOTCS aIlIETOM, UCXOAs U3 IP-aipecoB U MacoK MOJICETH ISl CETEBBIX UHTEP(EHCOR).
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3navenwne nporokona (mose IIpoTokos) BeIONpaeTCcs U3 CIIMCKa, comeprkaiiero 3HaueHus Bee
npotokoJibl, UDP, ICMP. /Tns npotokona UDP M0HO 331aTh YCIIOBHS JJIsl TIOPTOB B TIOJIAX
IHopt ornpaBuTtens u [lopt moayuarens. [Ipu Beibope 3HadeHns Bee mpoTOKOIBI STH MO
CTaHOBSITCS HEJIOCTYITHBIMH, T.K. HE BO BCEX MPOTOKOJIAX €CTh MOHITHE MOpTa (B IPOTOKOJIE
ICMP ero uer). [1pu Bei6ope 3naucHust ICMP BMecTo moselt asist nopToB nosBsiTes nosist Tum
cooomenusi ICMP u Koa cooomenuss ICMP. B xauectse Tumna u koga coobuiennss ICMP
MOJKHO JTH0O0 yKa3aTh Bce 3HaueHus (omius Bee), mubo 3amaTh 0qHO 3HaUCHUE (OMIIHS
3HaveHmne).

Hosoe npaenno duneT pa il

BKMOYNTE NPABNMO

Anpec oTnpaenTens Anpec nonyyarens

i Bee i® Bre

) 3HaveHne i) 3HayeHne

MapamMeTpel NpoTOKONa

MpoTokon : ICMP |v|

Tun cooGweHna ICMP Kog cooGweHua ICMP

Heicrene " [NponyckaTk |V| [] Mcnonk3ogats pacnncaxie

MNpHMEHHTE || Otmexa |

Pucynox 36: Cozoanue npasuna gpunsmpayuu wupoxosewjamenshwix 1P-naxemos onss ICMP

YcranoBute Tpebyemble 3HaUCHUS TapaMeTpoB U HaxMuTe KHONIKY IIpuMeHuTH. YTOOBI
OTKa3aThCsl OT CO3/1aHMsI HOBOT'O IIPABUIA WIK U3MEHEHHS IIapaMETPOB CYILECTBYIOILErO
MpaBuiia, HAKMHUTE KHONIKY OTMeHa.

HacTtpouka pacnucaHusa

Pacnncanue no3Bosser 3aaTb BpEMEHHBIE HUHTEPBAJIBI, B TEUEHUE KOTOPBIX JEHCTBYET
mpaBwi10. I HOBOTO MPaBUIIa IO YMOTYAHHUIO PACIIUCAHUE OTCYTCTBYET, T.€. IIPABUIIO
JIEHCTBYET MOCTOSIHHO. ECiM NpaBuiio JOJKHO JEHCTBOBATh 110 PACIIMCAHUIO, B OKHE C
napameTpamu TpaBuiia ycraHoBuTe (iaxxok Mcmoab3oBaTh pacnucanue U HAXKMUTE KHOTIKY
Hacrpourts pacnucanme. ITosBUTCS OKHO, ColepKalLIME TAPAMETPBI 111 HACTPONKH
pacrincanusi. Hactpoiika pacriiicaHus BBITTOTHIETCS TaK ke, Kak JUIS PaBul QUIILTPAIH
TpaH3uTHbIX [P-maketoB (cM. «HacTtpoiika pacnncanusy Ha crp. 39).
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HacTtpoika rpaBuil TpaHCIALUA
aJlpeECoB

[IpaBuia TpaHCIALMM afpPECcOB 3aJat0T [IPaBUIIa IPEOOpa30BaHUS aapeca OTIPABUTEIIS MU
azpeca nosyuarens IP-makeToB. DTu npaBuia cogepxkarcs B cekiun [Nat] daitna
koH(wurypaiuu koopaunaropa firewall.conf. TTogpo6Hoe onucanue ¢aiina firewall.conf u

cuHTaKcuca mpasmi cM. B fokymeHnTte « ViPNet Coordinator Linux. PyxoBoactso
aJIMHHUCTPATOPAY.

C noMo1IpIo anmieTa MOXHO IIOCMOTPETh MIPAaBUIIA TPAHCIISILIMHU aIPECOB, a TAK)XKE HACTPOUTh
IpaBUJIa: CO34aTh HOBBIE IIPaBUJIA, U3MEHHUTH U yIAINTh CYLIECTBYIOLIIE [IPABUIIA.

Hacrpoiika npaBu1 TpaHCIILUK aapECOB BbINONHAETCA Ha BKiajake Tpanciasinus IP-agpecos.

B pexume nosnp30BaTens OCTYIEH TOIBKO IPOCMOTP MIPABUIIL.
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Pucynox 37: Ilpasuna mpancisiyuu adpecog (pexicum noiv3oeameris)
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B pexxnMe agMuHUCTpaTOpa, TOMUMO MPOCMOTPA, TOCTYITHBI BCE IEUCTBUS 10 HACTPOUKE
IIPaBUJI TPAHCISILUY aIPECOB.
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Pucynox 38: Ilpasuna mpancusiyuu aopecog (pexcum aOMuHUCmpamopa)

B pexxuMe anMHHHCTpaTOpa TOCTYIIHBI CIEAYIOIUE SJIEMEHTHI YIIPaBICHHS TPABUIIaMHU:
e Knomnka J106aBUTh U1 CO30aHNs HOBOT'O MIPABHIIA.
e Kuxonka M3MeHMTH 11 N3MEHEHHS BBIOPAHHOTO B CITMCKE MIPaBUIIA.

e KHonka YaanuTs A5 yAaieHus! BBIOPAHHOTO B CIIMCKE MpaBHJIa.

[lepen ynanenuem npaBuiia MOSBUTCS 3alpOC Ha MOATBEpXKACHUE yaaiaeHus (cM. PucyHnok
24 na ctp. 36). [Lns ynanenus npaBuia HaxMute kKHonky OK, 1 oTMeHs! ynaneHus —
kHonky Cancel.
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MpocMOTp NpaBuN TPaHCNSALUM afpecoB

Bxianka Tpancasuust IP-agpecoB coepKuUT CIIUCOK MPaBUJ TPAHCIISIIIUN afpecoB. Jis
Ka)KIO0TO TPaBUjIa BEIBOISATCS CIIEAYIOIINE COCTABIISIONIHE:

HasBanmue cToiona Onucanmne
1-i1 crosi0Oel; HE UMEET Ha3BaHUS DnaXkoK, YKa3blBaIOIMK Ha BKIIIOUEHHE WM OTKIIIOUEHHE
TIpaBUIIA.

Ecmu mpaBwito BKITIOYEHO (AEUCTBYET), TO (IIaXKOK
YCTaHOBIICH, HAYE (IIa’KOK CHAT.

Azipec oTTIpaBUTES YcnoBue A aapeca OTIPaBUTENS MaKeTa.
Anpec nosxy4daTesst VYcnoBue i agpeca noayyaTess Makera.
IIporoxoa VYcnoBue A NpoTOKOJIa, K KOTOPOMY JOJKEH

MPUHAAJICIKATD MMaKCT.

Hopt oTnpaBuTes VYcnoBue 1 mopTa OTHPAaBUTENS ITaKeTa.
Hopt moayuartens VYcnoBue 1 IopTa MOTydaTelns MaKeTa.
Tpancasust [TpeoOpa3oBaHue agpecoB ISl TAKETOB, yIOBIETBOPSIIOLINX

YCJIOBUAM IIpaBUJIa (KaKI/Ie aapeca 3aMCHAIOTCA U KAKUM
HUMCHHO aZ[peCOM).

B pexxume nonp3oBaTenst MOXKHO OCMOTPETH JIF000€ NMPaBUIIO B OTAEILHOM OKHE. i1t 3T0ro
BBIOEpUTE B CIHCKE TPaBUIIO U HAXXMHUTE KHOTIKY [IpocMoTpeTs.

YToObI MOJTYYUTh aKTyaJIbHBIN CITUCOK MpaBui u3 (aiina konpuryparuu firewall.conf,
HaOXMUTE KHONKY OOHOBHUTBH. DTa KHOIKA MPUCYTCTBYET Ha BKIAJKE B TIOOOM pexUMe padOThI
anIera.

B oaiine firewall.conf gomycrumbr koMriekcHbIe (OPMBI 3aITUCH YCIIOBHI (CITUCKH
HPOTOKOJIOB, [P-a/ipecoB u T.11.), KOTOPbIE HEBO3MOXHO 0TOOPa3UTh B HHTEp(eiice ammera.
[pu mpOCMOTpE MPABUII C TIOMOLIBIO ANIIETa TAKHE KOMILIEKCHBIE ()OPMBI 3aMEHSIIOTCs OoJtee
HPOCTHIMH ITyTEM JICKOMITO3UIIMH PABUII, TAK YTO MPOCMATPUBAEMBIi CIICOK TPABHI MOXKET
OTJINYATHCS OT CIKCKA MpaBuil, 3aaanHoro B ¢aiire firewall.conf. Eciiu usmenunts u 3atem
COXpaHUTH TPaBUIIa ¢ MOMOIIBIO anriera, To B ¢aiin firewall.conf 6yer 3anucan crimcok
IPaBUII B TOM BHJIE, B KOTOPOM OH 0TOOpaxkaercs B ammuiete. [loapoGHee 0 AeKOMITO3HUIHU
NpaBUJI TpAaHCISUUK afpecoB cM. JokyMeHT «ViPNet Coordinator Linux. PykoBoacTso
aIMHHHCTPATOPAY.

56



Co3anaHve n U3MeHeHMe NpaBus TPpaHCISALUN aapecoB

st co3manns HOBOTO WITH M3MEHEHWSI CYIIECTBYIOIIETO paBrila TPAHCIISINH aJpecoB
HEOOXOMMO BOWTH B PEXXUM agMHUHHACTpaTopa. YTOOBI CO3/1aTh HOBOE MPABUIIO, HAKMHUTE
KHOTIKY /lo00aBUTh. UTOOBI H3MEHHUTD MIPABHIIO, BEIOEPHUTE B CIIMCKE MIPABIIIO U HAXKMHUTE
kHOnKy U3mMeHuTs. [losIBUTCS OKHO, CofleprKaliee mapaMeTpsl rpasuia. J[ist HoBoro mpasmia
BCE TIapaMeTPhl YCTAHOBJICHBI B 3HAYEHUS 110 YMOITYAHHIO.

Aob6aeuTE NpeobpasoEaHve agpeca 5[

Mpeobpa3oBalk agpec: |0mpaﬂmenﬂ | - |

BKIIHOMUTL NPABHIIO

WcxomHbLIR anpec oTnpasuiens

@® fimanazon 0000 | - |00

) 3naveHne

lNpeotpazoeats IP-agpec g : (0.0.0.0

| MpUMEHHTH || OmMeHa

Pucynox 39: Cozoanue npasuna mpaucasiyuu aopeca omnpasumess

Tpancnsanus axpeca MOXXET OBITh OHOTO U3 JBYX THUIIOB — IIpeoOpa3oBaHue aapeca
OTIpaBHTENS WIN TpeodpazoBaHue aapeca nomydarens. s yka3aHus THIIA TPAHCISIUAH
BEIOEpHUTE HY)KHOE 3HaueHne B ciiricke IIpeodpa3oBaTh agpec. Habop mapameTpos mpasuiia
3aBUCHT OT UCIIOIb3YEMOTO THIIA TPAHCIIALIIH.

HobaeuTe npeobpasoeaHve agpeca x|

lMNpeocbpazoealt agpec: |I'Iuny-|a1erm | - |

Br/noMTb NpaBuno

Mpotokon: |Bce NPOTOKOSLI | - |

WcxonHbIe MapaMerpsl nosyMaTens

IP-anpec : [0.0.0.0

Mopr :

MpeoGpazoBaHHbLIe MapaMerpLl nosyyaTens

IP-agpec : 0.0.0.0

Mopr :

| MpUMEHHTH || OmMeHa

Pucynox 40: Cozoanue npasuna mpancisyuu aopeca noiyyamerns

Jlist mpaBuIa TPAHCIALNY aJipeca MoTyyaTeliss MOXKHO 3aJ1aTh IPOTOKOJI. 3HAUYEHUE MMPOTOKOIIA
(nmone IIpoToko.JT) BEIOMpaeTCs U3 CIHCKa, coaepxaiiero 3Hauenus Bee mporokoant, TCP,



UDP, ICMP. [sis nporokonoB TCP u UDP Mo0xHO 3a/1aTh YCIIOBHS JIJISI HCXOIHBIX U
MpeoOpa3oBaHHBIX MOPTOB B cooTBeTCTBYOMUX moisax IlopT. [Ipu BeiOOpe 3HaueHMs Bee
MPOTOKOJIbI 3TH TIOJISI CTAHOBATCS HEIOCTYITHBIMH, T.K. HE BO BCEX MPOTOKOJIAX €CTh OHATHE
mopra (B ipotrokosie ICMP ero mer).

Ycranosute TpeOyeMble 3HAUCHHUS TApaMETPOB M HAKMUTE KHONIKY IIpuMeHnTh. UTOOBI
OTKa3aThCsl OT CO3JaHMsI HOBOTO MpaBHJIa MIIM U3MEHEHUS TapaMeTPOB CYLIECTBYIOIIETO
MpaBUiIa, HAKMHUTE KHONIKY OTMeHa.
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HacTtporika napaMeTpoB CETEBBIX

MHTEP(DENCOB

Hacrpoiika mapameTpoB ceTeBBIX HHTEp(EHCOB BRITONHSICTCS Ha BKiIaake CeTeBble

uHTep(eiichl.
/2 hittp:/ /110,087 /applet_htm - Windows Internet Explorer =10] x|
g_\ - [ bitosifi 10,087 appket timl = 4l | Jran e
J dgdn  Mosees  Baa  Msbpannos  Cepsuc  Chpssks
U4 B hu:d/11.0.0.67 skt hrd | | | i Aovei + *
=
Bxon apuwHucipatopa | | Japepumit padoty

ViPMet SGA. TE'H]’I.L.HI:! pesHm pafore - Mone2oeatants

Buildhaster Linux A wHTEpdEAcE IP-3apec
23WHULEHHAA CETE eth? 10048
% OTRpBITaA (8T
TPaHauTHEE GHNETPE
MoEaneHse GunsTpe
LUt pio K OB RULETENE HBIE GMNLTPBI
Tpancmayua IP-aapecos
[CaTense nHTep ety
CEeTERaA CTATHLTHES
ENOEUpOEaHHEIR N3KETEI
HypHan nakeTos
WFTF
Olgpefe KoHERETOR
HOmHEN KONBEATOR
CHcTeME 23WKTe 0T choer
TyHHENM
HacTpodes annneta

-

h’o‘mm

Pesmm Gez0NacHocTH

3. MpONYCKaTh BEE MEXOAAUME COBOAHEHUA KDOME SAMNDEUEHHEE

| | | |‘_}Hmn HHTDAETE

OGHOBNTE

H100% -

Pucynox 41: Cemesvie unmepgpeticot

Bruiagka CeTeBble HHTep(delichl CONEPKUT CIMCOK HHTep(eiicoB koopanHaTopa. s
Kaxx1oro uHTepderica BEIBOAATCS €ro napamMeTpbl: UMs ceTeBoro narepdeiica, ero [IP-agpeca u
TeKyIMH pexumM O0e3onacHocTd. HacTpoiika mapaMeTpoB 3akirodaeTcs B HACTPOMKE pexrMa

0e30MacHOCTH Ha KaKJOM U3 UHTEPQEHCOoB.

HN3mennTtn PECKUM 0€30IMaCHOCTH MOKHO TOJIBKO B PEKUMEC aAMUHUCTPATOPA, B pCIKUME
MMOJIb30BATEJIA AOCTYIICH JIMIIb MIPOCMOTP IMMapaMETPOB CETCBLIX HHTep(befICOB. B oboux
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pexxnMax Ha Bkiaake CeTeBble HHTep(eiichl TprcyTcTByeT KHOMKa OOHOBUTH IUIS
HOJTyYeHHUS aKTyaIbHBIX TTAPaMEeTPOB CETEBBIX HHTEP(EHCOB.

IIpu pabote B pexxnMe aaMUHUCTpaTOopa Ha BkiIaake CeTeBble HHTePdeiichl OSIBITCS
noroHATeNbHbIe KHONKY IIpuMennTs 1 OT™MeHa. UTOOBI H3MEHHUTH PEXUM O€30TTaCHOCTH Ha
KakoM-1100 uHTepdelice, IMENKHUTE MBIIIBIO HA €T0 TEKYIIEM peKUMe 0e30MaCHOCTH U
BBIOEPUTE U3 CIIUCKA TpeOyeMoe 3HaueHHUE.

/2 s/ 11.0.0087 / applethtmil - Windows Internet Explorer =la x|

G_-A. ~ [BRrioi11.0.0.87}sppket ol =}l ffvance R

| dafin Mpaesa Bua  Msfpanoe  Cepenc  Cripsora

U7 40 B hu:di11.0.0.67 skt b | | | fir Aomoit - "
VIPNel 5GA, TekylM pesam paBors - AIMHHACTRATOR | Buixoa a | | pagoty

Buildhaster Linux A uHTepdieica IP-aapec Pesmm BES0NacHOCTH
FAWMUEHHIA (ETk eth 10048 3. NponyeraTh BCe MCEDOAUWME COROMHEHKA KDOME S3MPEULE. |v
¢ OTHPLITEA C8Th 1. BnokMpoeaTe IP-NageTe BCEX CORRUHEHWA

TpaH3uTHEE dineTpe
n 1y I3} ¥
L —— . BNOKMDOBATE BLE COEMMHEHMA KDOME Da3DEWEHHL!

L0 R OB ULETENE HbIE BMMLTRb! 2, Mponyckans Bce MCKOAALME COBAMHENNA KPOME JANDELEHHED
TpanenaunA IP-aapecas 4. MponyEkaTe BCE CORAMHEHWA
Carapse MHTephefcs
CeTepan cTaTMcTHER
ENOkMpOEEHHEIR NEKETEI
HypHaN NaKeTon
MFTP
Ouepels KOHERDTOR
MPHEN KOHBEPTOR
CHETEME 33T 0T cBoee
TyHHenw
HatTpoiks annneTa

-

| FNpusennTe || Ommena | OoHOBMTE

-

Feross LT T [ SdMecrnan erpacems [#i00% -

YroObl BHECEHHBIE H3MEHEHNUS BCTYNWIN B CHITY, HAXMHUTE KHONIKY IlpuMeHuTH. UTOOHI
WUTHOPHUPOBATH BCE BHECEHHBIE N3MEHEHUS, HAKMUTE KHONIKY OTMeHa.

IIpumeuanune. Ha kaxom uaTEpdeiice MOKHO yCTAHOBHTH PEKMM Oe30macHOCTH ¢ 1

ﬂ 1o 4. 3aaTh ¢ MOMOIIBIO ANIUIeTa S-i PeXKUM 0€30MaCHOCTH HEJIb3sl: 3TOT PEKUM
MOXeET OBbITh YCTAHOBJIEH TOJILKO OJIHOBPEMEHHO Ha Bcex MHTepdeiicax KoopauHaTopa
C IOMOIIBIO CIIEINATbHON KOMaH/BI.
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IIpocmoTtp cratucTuKM 1P-11akeToB 1o

ceTeBbIM HHTEpericaM

IIpocmoTp cratuctuku IP-makeToB 1Mo cereBbIM HHTEp(dericaM KOOpINHATOPA JOCTYIIEH Ha
Bkiazke CeTeBasi CTATUCTHKA.

/2 hittp:/ /110,087 /applet_htm - Windows Internet Explorer

=10l x|

@fﬂ = [BEremeiin 0.0 87 eplet, el

ﬂ || X I.-n

Pl

| oain  Mpates Bwa Msfpamsoe  Cepeuc  Cripsera

W0 4 B htte:f11.0.0.87/s0plet html

| zﬁ?ﬂpmﬁ -

ViPMet SGA. TE'H]’I.L.HI:! pesHm pafore - Mone2oeatants

Bxon apuwHucipatopa

| Japepumit padoty

Euildvaster Linux
23WHULEHHAA CETE
% OTRpBITaA (8T
TPaHauTHEE GHNETPE
MoEaneHse GunsTpe
LUt pio K OB RULETENE HBIE GMNLTPBI
Tpantnayua IP-aapecos
CaTepse HTepfaicw
ENOEUpOEaHHEIR N3KETEI
HypHan nakeTos
¢ WFTP
Olgpefe KoHERETOR
HOmHEN KONBEATOR
CHcTeME 23WKTe 0T choer
TyHHENM
HacTpodes annneta

h’o‘mm

Huiepdpeinc: eth2 10.0.4.8

CETERARA CTATACTHED

|_MponywenHsle | ENOKMPOBSHHEIE |

SaWwHdp. NAKETLI

HewWdp. nakeTw.

SAWKDP. WAPDKOBEL, NAKETHI

Hewndp. WAPOKOBEW, NAKETLI

MexaaAuiie nakeiu

2725346

118083

0

545

11220

11220

ExofAue nakes
MpuHatee |

3042435 7918

2652

83926

290901 11123

| EMOKHPOBEHHEIE

0

3882 1446475

Nocneanes oGHOBNEHNE: 25.08,2009 13:20:35

|‘_}Hmn HHTDAETE

DOHOENTL

H100% -

Pucynox 42: Cemesass cmamucmuxa

Ha BKJIaJIKC CeTeBasi CTATHCTHKA MOXXHO MNOCMOTPETh CTATUCTUKY I10 J'IIO6OMy CCTCBOMY

unTepdeticy. s atoro Beioepute u3 criicka MuTepdeiic HyXHBIH HHTEpPEIC.

B HmkHel yactu BKJIaJJKH OT06pa)KaIOTC$I JaTa U BpeMs NOCICAHET O OOHOBJICHUS CTATHCTUKH.

CereBas cTaTHCTUKA npeaCTaBJICHA B BUJC T36J'II/II_[BI, conepmameﬁ CJICAYIOIIUEC CTPOKU:

HasBaHue cTpoku

Onucanne
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3ammdp. nakersl Crarucruka o 3amudpoBaHHbM [P-akeram.

Hemndgp. nakersl Craructuka mmo HemmmppoBaHHBIM [P-makeTam.

3ammdp. MUPOKOBeLl. NAKeThI Crarucruka 1o 3amm(poBaHHBIM HIMPOKOBEIIaTeNbHbIM [P-
MaKeTaM.

Hemugp. mmupokosem. nakerbl Craructuka o Henrm(poBaHHBIM IHPOKOBEIIATETbHBIM [P-
MTaKeTaM.

[To xaxxmoMy THITY MaKeTOB (KaKJOH CTPOKE TaOIHUIIbI) BBIBOAUTCS CIEAyIomas HHQOopMaIus o
KOJIMYECTBE HUCXOSAIUX U BXOAAmuKX [P-nmakeToB:

Ha3Banue crosona Onucanue
HUcxoasimue makerbl [Iponymiennsie KonunuecTBo ycnemHo nociaaHHbIX IAKETOB
brnokupoBanHbie KonnuecTBo 6710KMPOBAHHBIX UCXOASIIUX
MaKETOB
Bxoasimue makeTbl [Ipunstsie KonnuecTBo ycnemnHo npuHATHIX TaKETOB
briokupoBaHHbie KonngecTBo GIOKHPOBAHHBIX BXOIAIINX ITAKETOB

Ha Bknanke CeTeBasi CTAaTHCTHKA HaX0AUTCA KHONKAa OOHOBMTH /IS TOTYYECHUS aKTyaJIbHOU
craructuku [P-makeroB mo uaTEpdeEiicy, BeIOpanHOMY B criicke MHTepdeiic.
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[IpocMoTp HHpOpMAITAH O
OnokupoBaHHLIX IP-makeTax

IMpocmoTp nabopMmanmu o OJ0KkUpoBaHHKIX [P-akeTax JOCTYIECH Ha BKIIAIKe
BJiokupoBaHHbIE IAKETHI.

7 htt 0.0.67/ applet.hitm| - Windows Internet Explorer =10l %]

O - [Wresiinoosrimo =42 x| france £l

| oain  Mpaexa Bua  Wsfpareoe  Cepsuc  Cripsska

U4 B hu:d/11.0.0.67 skt hrd | | | % fowcii ~ ”
3
ViFNet EGA. Tekylwil pexsm paBore - Mons2oeatent |_Bwoa Lol | | patioy |
Buildhaster Linux . . ENOKMPOBAHHEIE nakers ;
FAWHLEHHEA CETk Bnapesie Nocneguee | YaALpac Vo Mot BryTp.NopT  |NpoTokon | Hanpaenewie |Kon-eo
§ OTHpBTaA CETh 24.02.2009, 1| 35.08.2008, u..‘w.o.a.su |s3s3 5353 |upbP B A ez ||
TRAHIATHEE Qe TRe: 25.08.2009, 0.]25.08.2009,1.110.0.4.26 5353 5353 uDP BeogAumi 214
MoEaneHse GunsTpe -
LUMpOkOBELATENb b dibTper || 25.08.2009,1.[25.08.2009,1.[10.0474 5353 5353 |uop Bogaumi |22
Tpaxcnauna IP-aapecos 24,08.2009, 1./ 24.08.2009,1..]10.0.4.56 51830 5355 UDF BxogAwma 2
CeTensie nuTepdeicy 24.08.2006, 1.|34.08.2000,1. 100456 |63009 5355 |uoF Beogsumit |2 r
Cerenan cTaTueTka 74.08.2008, 1| 24.08.2009, 1. | 10.0.4.56 |65aga 5355 |upF Bxojaumi |2
R
WypHar NakeTas 24.08.2009, 1| 24.08.2008,1.110.0.4 56 54408 5355 UDF Beogaumi |2
o WFTFP 25.08.2009, 0..| 25.08.2009, 0., 10.0.4.56 159101 5355 |\UDP ElonAwmi 12 —
Ouepefe EOHERRTOR 24.08.2009, 1./ 24.08.2009,1..,10.0.4 56 62126 5355 uDP Expasmma 2
Hiian vonsepTop 24.08.2009, 1. 24.06.2009, 1. 10.0.4.56 | 49742 5355 |uoP Bxonami |2
CHcTeME 23WKTe 0T choer + + 1 1 u |
- 24.08.2009, 1| 24.08.2009,1.110.0.4.56 64521 5355 UDF Beogpumi |2
HacTnoitks ananeTa 24.08.2009, 2| 24.08.2008, 2.1 10.0.4.56 52626 5355 UDFP Beogaumi |2
25.08.2009,12508.2008,1. 100456 |58634 5355 |uoP Brogaumi 2
24.08.2009,2./24.08.2009,2.[100.456 |56428 5355 |uoe Boamumi 2
25.08.2009,0./25.08.2009,0, /10,0456 |53792 5355 |uDFP Brogsumii 2
24.0.2009, 1..| 24.08.2009, 1. 10.0.4.56 53461 5355 UDF Bropaumi |2
24.08.2009, 1..] 24.08.2008,1.10.0.4.56 64551 5355 UDFP Beogawmh |2
25.08.2009, 0..25.08.2009, 0. 10.0.4.56 163376 5355 |VDP ExogAwmni |2
24.08.2008, 1.,/ 24.08.2009,1../ 100,456 E1683 5355 UDP ElopAwma 2
25.08.2006,0./2508.2000,0. 100456 |58656 5355 |upp Beopsumi 2 -
| [ LCneayoues [ n|'*‘,'lb|]]\'l|l~-‘ ]
Bpeua mcnu,ueﬁnqnclm cnuciaE: 24.08.2009 11:37:21 DGHOBHI L
Haineno sanncei; 53
I/
IraToeo LD T T T Sdmecrian arpacers [Ri00% - 2

Pucynox 43: Brokuposannvle naxemul

Brxuiagka BiioknpoBaHHbIe aKeThl COAEPKUT CIIMCOK OJIOKMpoBaHHbBIX [P-niaketos. B
HIDKHEH 4acTH BKJIQJAKH OTOOPaXKArOTCs 1aTa U BpeMsl ITOCIIeIHeH OUYMCTKU CIIMCKA, a TAKKe
KOJIMYECTBO 3aITUCEN B CITUCKE.

ﬂﬂﬂ Ka)KI[Oﬁ 3aIllUCH CIIUCKA BBIBOJAUTCA CJICAYIOIIas I/IH(I)OpMaI_II/IHZ

Ha3Banue croJona Onucanne
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Bnepsnie Jlata 1 Bpemst co3JaHus 3aIIUCH TP NIEPBOM OJIOKMPOBAHHU ITaKeTa
C OTPEICNCHHBIMH XapaKTEPUCTUKAMH.

IHocnennee Jlata 1 Bpemst 6JIOKMPOBaHUS MOCJIETHETO MTAKeTa C TAKUMH HKe
XapaKTepUCTUKAMU.
Ya. aapec 3HaueHne BHeImHero [P-anpeca, 0T KOTOPOTO MPUIILIH

3a0JIOKHPOBaHHEIC TTAKETHI FITH HA KOTOPBIN JOIDKHBI OBLTH OBITH
OTIPaBJICHBI 320JIOKUPOBAHHBIEC MTAKETHI.

Ya. nopr Howmep BHewmHero nopra.

BuyTp. nopr Howmep nokansHOTO0 nopra.

IIporoxon [Tporokon nepenayn GIOKUPOBAHHBIX ITAKETOB.

Hanpagienue Hampagienue npoxoxeHus OJIOKMPOBaHHBIX AKETOB — BXOASAIINE

HJIA UCXOISIIHE.

Koa-Bo KommdecTBO OJIOKMPOBAHHBIX IMTAKETOB C OJJMHAKOBBIMHU
XapaKTePUCTHKAMH.

3anucu MOYKHO OTCOPTHUPOBATH IO JIFOOOMY CTOJIOILY (TI0 BO3pAaCTaHUIO WU YOBIBAHUIO, €CITU B
JTAHHOM CTOJIOIIE YKcia; B aihaBUTHOM HITH 0OpaTHOM aihaBUTHOM IOPSIIKE, €CIH B TAHHOM
cTonbrie OykBhI). J{1Ist COPTHPOBKH HABEAWTE YKa3aTeb MBIIIH HA Ha3BaHUE CTOJIOIA U
LIEJTKHUTE JIEBOM KHOIKOM.

Ha BKJIaJIKE BHOKHpOBaHHLIe MaKeTbl IOCTYIHBI CJICAYIOINNE 3JICMCHTLI YIIPABJICHHUA:

e [lose BBOJA JUTs TOMCKA HY)KHOM 3alKMCH IO 33JJaHHOM noACcTpoke. [TouCck mpou3BOIUTCS
10 BCEM CTOIOIIAM.

e Kuomku nepexojia k ciieayromieit (kuonka Ciaenyromee) Jin0o npeaspiayIiei (KHomKa
Ipeasiayinee) 3anucu, couepKaiiei MoJCTPOKY, yKa3aHHYIO B TIOJIE€ TIOUCKA.

e Kuonka QOOHOBHTS JUIS TIONYyYEHHS aKTyanbHOW HHPOpMAIK 0 OJIOKMPOBaHHBIX [P-
MaKeTax.

IIpu paboTe B pexxuMe aIMHUHUCTPATOpa Ha BKJIaake BiIoKMpoBaHHbIEe NaKeThbl OSBUTCS
JONIOJTHUTENbHAs KHONKa QOYHCTUTB AJIS1 OYMCTKH CIIMCKa OJIOKMpoBaHHBIX [P-nakeTos.



[IpocMmoTp )kypHaiia peructpanuu 1P-

ITAKCTOB

IIpoxonsammii yepe3 ViPNet-koopaunaTtop IP-tpaduk peructpupyercs B xxypHaie [P-akeros.
IIpocmortp xypHana noctyneH Ha Bkiaaake ZKypHaia nakeros. [lepen npocmoTpom
HEOOXOMMO 3a7aTh yCIOBHsI 0TOOpa 3aIlrceil u3 KypHaua.

/2 http:/ /11.0.0.67 /applet html - Windows Internet Explorer =10 x|
@_-A- = [BRripiii11.0.0.87 s0plet ol | N ES P|-
J DaAn  Mpaesa  Bua  Vsfpansos  Cepsuc  Chpsers
I n Ed
U84 P htp://11.0.0.67/sopkt bl | | £ fowcit ~
=
ViPMet SGA. Tekywyuil pesam paBord - Monszoeatent Bxan aaMmincipatope | | JaoepuHIL patioy
Buildiaster Linux FagaiTe yonoewa othopa IP-naketor
FAWMWEHHIA LETE
¢ OTNPBITAA CETh
TpaHauTHEE dHNETRE Wurepean: c 24.08.2009 13:22:41 no 25.08.2009 14:22:41 Japam |
TMogansHse GunsTps
LI PO KB RULETENE HEIE HMNLTRE OInpaBmTens: Momyrarens:
Tpantnayua IP-aapecos — =
Carense nHTepfaicy IP-anpec: Bce 3anarns IP-anpec: Bee
CeTepras CTATHLTHES
ENokMpOBEaHHER N3KETEI Mopr: Bee Sanank Maopi: Boe Janans
HanN NAKETOR
¢ MFTP Yaen: Bee yanel Janaiks Yaen: Boe yanel Janais
Ouepess KOHERRTOR
HYDHAN KOHBEATOR
CueTena 33wl ot choes Hutepdpeiic: Bee WHiepheiick |v|
TyHHenw I
HacTnofits anAneT Mpotokomn: |Bce npoToko i | - |
Hanpab nemme: Bee fake ki [=]
Ulndbposanme; [Bee nakets [+]
Lliap Bce naket |v|
TpaHCnAupA: :Bce NAKETE] | - |
HazHaveHne: Bce naketil | - |
Cobumme: [Bee IP-nawem [=]
(] Brmonars B oT4eT IP-NAKeT! 0T NOMYHATENA K oTNpasuTeno
Maic. uncno Janncei: 0
oK 6 YO aHIo
h’mm [ | | | | |\:}Mmmnm1'pm’rs |\1m * 4

Pucynox 44: Iapamempot 01 ombopa 3anuceii u3 yxcyprana pecucmpayuu IP-naxemos

[lepBoHauyanpHO BCe MapaMeTphl, IPEIyCMOTPEHHbIE I 0TOOpa 3anKcel, yCTaHOBJICHBI B
3HA4YEHUS 110 YMOIYaHuio. B aToM ciydae ans npocMoTpa OynyT oToOpaHbl BCe 3alich
JKypHaJIa 3a IOCJIETHUE CYTKH. Y CTAaHOBUTh 3HAYEHHS IO YMOIYAHUIO MOYHO C IIOMOIIBIO

kHonku Ilo ymouyanuio.
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Jnst otOopa 3amuceit 1o qpyruM yCIOBHAM MOKHO 3a/1aTh CIIEAYIOIINE TapaMeTphl:

HuTepBas — BEIOOP BpEMEHHOT'O HHTEPBaJIa JJIsl IPOCMOTPA JKypHaia. 3HAYCHHUE IO
YMOJTYaHHUIO — 33 CYTKH JIO MOMEHTa TIpocMoTpa. J[Jis 3a1aHusl HHTepBaJia HAXKMHUTE
kHONIKY 3aaaTh. [10SBUTCS OKHO, B KOTOPOM MOKHO 3aJIaTh IMATNa30H JaT WK MTOCIICIHNUC
HECKOJIBKO JHCH.

JapaiTe HHTEpPEaN AaT W BPEMEHM x|

@ luanazoH |DB.DB.EDDQ 1a:421 3| no |DQ.DE.EDDQ 16421 3|

) 3anocneaHne |10 AHeR

| OK | | OTMeHa

Pucynok 45: 3a0anue unmepsana oam u epemenu

YcTaHoBHTE MEPEKITIOYATENb B HY>KHOE TIOJIOKEHHE, 3a1aliTe MHTEPBa U HAXKMHTE
kHonky OK.

IP-anpec ornpaBuTes — GpunbTpanys 3anucei xxypHana mno [P-agpecy otnpaBures
nakeToB. 3HaueHHe 1o ymondaHuto — Bce IP-anpeca. s 3ananus [P-anpeca Haxmure
KHOIIKY 3a1aTh. [IosBUTCA OKHO, B KOTOPOM MOXHO 331aTh BCE aJipeca, WU OJIUH aJIpec,
WU TUana30H apecos.

JapaidTe IP-anpec ﬁl
® Bce

' 3uavenne |0.0.0.0

) manason [0.0.0.0 | - [255.255.255.255 ]

| oK I OTHeHa

Pucynox 46: 3adanue IP-adpeca

YcraHoBute MEPCKIIOYIATCIIb B HYKHOC ITOJIOKCHUC, 3az[a171Te IP—az[pec " HAXKXMUTC KHOIIKY
OK.

IHopT oTnpaBuTeIs1 — QUIBTPALMS 3alIMCEH )KypHaJla 10 HOMEPY IOpTa OTIPaBUTEIIS
MakeToB. 3HaAUEHHE 110 YMOJYAHHUIO - Bce MOPTHI. [l 3a1aHns TOpTa HAXKMHUTE KHOTIKY
3agare. [losBUTCS OKHO, B KOTOPOM MOYKHO 33JaTh BCE MOPTHI, MJIM OJUH MOPT, MU
JMara3oH MOPTOB.

x

{® Bce

) 3uavenwe |0
2 inanazod |0 - |65535

Pucynox 47: 3aoanue nomepa nopma
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YcTaHOBUTE NEPEKIIIOYATENb B HYKHOE ITOJIOKEHHE, 3a1aiiTe IOPT U HAXKMUTE KHOIIKY
OK.

¥Y3en ornpaBuTens — QuIbTpanus 3amcei KypHaia 0 IMEHH CETEBOTO y3ia
3aIIUIICHHON CETH, SIBJISIONIETOCS OTIIPABUTENIEM MAKETOB. 3HAYCHUE N0 YMOIYAHHIO —
Bce y3ubl. st 3aganus y3ia HaKMHUTE KHONIKY 3aaaTh. [10SBUTCS OKHO, B KOTOPOM
MO>KHO 331aTh BCE Y3JIbl HJIU OJIUH Y3€Il.

x
@ Bce yInel
) OTAenbHLI y3en
ImA I OEHTHRMEATOR Aapec
BuildMaster Linu 10E107A3 10.0.4.8 Il
Gusev Dmitry, infotecs, marketing direct.| 0001 01E1 11.0.0.137F
_SBerver Coordinator SR2 InfoTe S5 Mos. | 00010270 11.0.0.68 =
Maherezhny Roman, infatecs, service a..| 00010287 11.000.3
_Berver Terminal 01 InfoTeCS Moscow .| 00010291 0.0.0.0 [ |
Ilyin “fadim Drmitrievich 1 |000102ER 10.0.2.64
_Server RAS 01 InfaTeCs Moscow .| 000102F1 10.0.4.50
_Server Domain Controller 01 Infotecs .| 000102F 4 10.0.2.3
_Server File 01 InfoTeCS Moscow .| 0001030F 10.0.4.2
_Server Damain Contraller 02 InfoTeCS. 00010313 10.0.2.4
Daniloy Al InfoTeZS Product Manager .| 00010317 11.0.0.138
_Server Corporate Mail 01 InfoTeC5 Mo | 00010324 10.0.4.38
ITCS, TDE, Dmitry 5. Medvedey .| 0001 032F 11.00.72
TOC, Zakharov lliya, InfoTes, Tech. Wr. | 0001033E 11.00.77
Sedov Eugeny, TDC, Anahtics .| 00010344 11.00101
ITCS, TDC, Eugeniy Chernikov .| 00010347 11.0.0.81
Wasiliew llya, TOIC, Analytics 1 |0001034F 11.0.0.102
Chueva Juliva, InfoTeCS, Logistics Man..| 00010356 11.0.0.86
_Berver¥izsual Source Safe 01 InfoTeC .| 00010350 100434 -]
Cnenyiomee | | Mpepsioymes |
| oK | OTheta

Pucynox 48: 3adanue y3na omnpagumerns

Js1t BEIOOpa KOHKPETHOTO CETEBOTO y3JIa yCTAHOBUTE IEPEKIIIOUATENb B IOJI0KEHNE
OTneabHBIi y3ea, BEIOEpUTE B CIICKE HYXKHBIH y3en u Haxxmute kKHorky OK.

ITox criuckoMm y3710B PacIioiosKeHO I0JIe BBO/IA JJIs IOMCKA HYKHOTO y3J1a 1o 3aJJaHHON
nojctpoke. [Torck mpousBoauTes mo BceM crondmnam. C noMoipio kHonok Caenyroniee u
Ipenbiayniee MOXHO MIEPEHTH K CIEAYIONICH MO0 MPeabIIyIeH 3aIuCH, CoJepIKalieh
MOJICTPOKY, YKa3aHHYIO B I10JIE€ TIONCKA.

IP-agpec moayuatesst — QuiabTpais 3anucei sxkypHaia mo [P-aapecy nomaydarens
MmakeToB. 3HaUYEHHE 10 yMordanuto — Bee [P-ampeca. [P-agpec momydarens 3amaercs Tak
xe, Kak IP-agpec ormpaButens (cm. Pucynok 46 Ha ctp. 66).



MopT nosay4arensi — GUIbTpaLys 3aMMcei KypHaa 10 HOMEpPY IopTa MoyJyaTeis
MaKeTOB. 3HAYCHHUE 110 YMOIYAHUIO — BCe MOPTHI. [opT monmyvarens 3afgaercs Tak ke, Kak
nopt otnpasurens (cM. Pucynok 47 Ha ctp. 66).

¥Y3eua nosyuyarens — GpuiabTpanus 3anuceil xXypHaia 0 HMEHH CETEBOI0 y3i1a
3aLIUIIECHHON CeTH, SIBJIAIOIIErOCs [10JydaTeNIeM IakeToB. 3HaueHHE [0 YMOTYaHHUIO — BCE
y3IIB1. Y3eI TToTydaTens 3aaaeTcs Tak jke, Kak y3en ornpaButelst (cM. Pucynok 48 Ha ctp.
67).

Hurepeiic — rmpTparus 3anmuceii xKypHaia o HHTepdeiicy KoopanHaTopa, Ha KOTOpOM
3aperucTpupoBanbl [P-nakeTsl. 3HaUeHHNE IO YMOTYaHUIO — Bee MHTEpdeiich. s
3amanus nHTEpdeiica BpIOepruTe U3 CIIICKa HYKHBIN nHTepdelic mm 3HaueHne Bee
uHTep(eiichl.

IIpoTokoJ — ¢punbTpanys 3amucei xKypHala 1o NpoTOKoJy, K KOTOPOMY IIpHUHAAJIekKaT
IP-nmakeTs!l. 3HaYeHKE IO YMOIYAHHUIO — BCE IIPOTOKOJBL. J[1s 3amanus mpoTokosia
BBIOEpUTE U3 CIMCKA HY>KHBIH POTOKOI WK 3HaueHne Bee mpoToKoJibI.

Hanpasaenue — puinbTpanus 3amnvceil )xypHaia 1Mo HanpaBlIeHHo Tpaduka. 3HaYeHUE 110
YMOJIYaHUIO — Bce HanpasieHus. sl 3aaHns HanpasiieHHUs BEIOEPUTE U3 CIIMCKA HY>KHOE
HaIrpaBJieHHE WK 3HaueHrue Bee nmakersl.

MIudpoBanue — QUIbTpaNUs 3aMUCEH KypHAIIa IO TPU3HAKY MH(DPOBAHUS MAKETOB.
3HavyeHue 10 YMOIYaHUIO — BCe MaKeThl. s 3a1aHust IpU3HaKa MUQpoBaHus BEIOEpHTE
U3 CIIUCKa HY»KHOE 3HaUeHUe WK 3HaueHue Bee makeTsl.

[Tpu BeIOOpE 3HaueHMsI Hemmd)poBaHHble MaKeThl HENb3s 331aTh TAPaMETPhI Y3e
OTNPABUTeENA U Y3eJ noJrydaress (JUIs 3TUX apaMeTpOB aBTOMAaTHYECKH
YCTaHABJIMBAIOTCS 3HAUCHHUS 110 yMOJTYaHUI0 Bee y3ubl).

IupokoBenianue — GUIbTPALMS 3aMKUCEH JXypHAIa MO MPU3HAKY ITMPOKOBEIAHMSL.
3HaveHHE 110 YMOITYAHUIO — BCE TIAKETHI. J{J1s1 3aaHust Ipu3HaKa MIUPOKOBEIAHHUS
BBIOEGPHUTE M3 CITUCKA HY)KHOE 3HAUYCHHUE WK 3HaueHue Bce makeTsl.

Tpauncasuus — GuIbTpaIys 3aNrcel KypHaia Mo NPpU3HaKy TPAHCISIHH aJPEeCcOB.
3HaueHHe 110 YMOJYaHUIO — Bce MakeThl. J{JIs1 3a1aHns Mpu3HaKa TPaHCISIIUY BIOEpUTE U3
CITHCKa HY»KHOE 3Ha4YeHNe WM 3HaueHue Bee makeTsl.

Haznauenue — GunbTpanus 3anvcei xxypHaia 1o Npu3HaKy JOKAIbHOCTH (Ha3HAYCHUIO)
MakeToB. 3HAUEHHE 110 YMOJYaHHUIO — Bce MaKeThl. J{J1s1 3a1anus Mpru3HaKa JOKaJIbHOCTH
BHIOEpUTE U3 CIIHCKa HY)KHOE 3HAaUeHHE WK 3HaueHne Bee makeTsl.

Co0bITHe — DMITBTpaIUs 3amuceii xKypHaia o coobiThsM, kotopeie [10 ViPNet
Coordinator Linux nprcBauBaet kaxoMy [P-nakery. 3HaueHne 10 yMOJTYaHHIO — BCE
nakeTsl. 7151 3ananus coObITHA BRIOEpUTE U3 CIIMCKA HY>KHOE 3HaUYeHHE WK 3HaueHue Bee
IP-nakersl.
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B kauecTBe 3HaUCHHUS 3TOrO MapaMeTpa MOXKHO BHIOPATh KaK KOHKPETHOE COOBITHE, TaK U
rpynmy coosrtuii. Eciiu BeiOpaHa rpymmma coOOBITHI, TO CAUTAETCS, YTO BHIOPAHBI BCE
coObITHs, BXoAsmue B rpymmny. Onucanne coosiTuii, otcnexxnsaembix [10 ViPNet
Coordinator Linux, nmpuseneno B Ilpunoxkernu A (cMm. «CobOprTus, otcnexnBaemsre 110
ViPNet Coordinator Linux» na ctp. 92).

e Brxurouarts B otuer IP-nmakers! 0T mostyvyaressi K OTHPABUTEIO — OIS JUIs
BKITFOUCHUS/OTKITIOUCHHS 0TOOpa U3 J)KypHaa 3anuceit 00 oTBeTHbIX [P-makerax. [1o
YMOJIYAHUIO OMLMS BKIIFOYEHA. [Ipy BKIIFOUEHHON ONIMU U3 )KypHaia AOMOIHUTEIbHO
otOuparotcs 3amucu 00 [P-nakerax, HanpaBIEHHBIX OT YKa3aHHOTO TOIYYaTess K
OTITPABUTEIIIO.

BrutoueHHas ONuys IMEET CMBICI, TOJIBKO €CIH B KaUeCTBE OTIPABUTEIS W/ WIN
nonyuarens IP-naketoB (mapamerpsl IP-agpec ornpaBurtens u |P-agpec moxyuarens)
yKa3aH KOHKpeTHbIN [P-anpec unu [uana3oH aapecos.

e  Makc. YHCJIO 3anHcell — MAKCUMAaJIbHOE YHCII0 OTOOpakaeMbIX 3amucei xypHana (ot 0
1o 65535). 3nauenne no ymonuaHuto — 0 (03HauaeT OTCYTCTBHE OTpaHUUYEHUS Ha
KOJIMYECTBO 3aIUCeH ).

ITocne 3aganust 3HAYEHNUH MapaMeTpoB (WIIM UX YCTAaHOBKU B 3HAYEHHUS 10 YMOTYAHHIO)
Haxkmute KHOTKY OK. TlosBUTCS CIMCOK HAIEHHBIX B KypHAJIE 3aITUCEei.



/= hitp:/ /11.0.0.67/applet html - Windows Internet Explorer =0l x|

= [BRritoif11.0.0.87 applet el = [l | france 2|

| osin Mpaeca  Bwa  Wafpsweoe  Cepemc  Cnpsers
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Pucynox 49: )Kypuan IP-nakemos

I[.IISI YMCHBUICHUA o0bemMa KypHaJla OAMHAKOBBIC 3aIIUCH O IMAaKETax, 3apCruCTPpUPOBAHHEBIC B
TECYCHUC KOPOTKOI'O BpEMCHH, OGBCI[I/IHSIIOTCH B OAHY 3aIlUCh CJICAYIOIIUM 06pa30M:

e [lpu perucTpanuu nakera ¢ onpeaeICHHbIMH XapaKTePUCTHKaMHU (ajpecamM, TIOpTaMHu,
IPOTOKOJIOM H T.JI.) CO3/Ia€TCsl HOBAsI 3AIIUCh, ITPU 9TOM JIaTa U BPEMsI CO3/1aHUS 3aIIUCH
¢bukcHupyroTCcs Kak Havaso 3amucu (cronoer; Havyasno).

e Jlajsee B TeueHUe BpeMeHH, ykazaHHOro B HacTpoiikax ViPNet Coordinator Linux,
IMMOACUYUTHIBACTCA KOJIMYCCTBO ITAKECTOB C TAKMMHU KE€ XapaKTCPHUCTUKaMU, IIPU 3TOM HOBast
3anuch He cozaaercs. KomnuecTBo makeToB oToOpaxaercs B cTonbie CueT4nk.

e Jlara 1 BpeMs PETHCTPAIMH TOCJICAHETO MaKeTa ¢ TAKUMH K€ XapaKTepUCTUKAMU
(bukcupyroTces Kak okoHuanue 3anucy (ctonber; Oxonuanue). OKOHYAHUE 3AMUCH MOKET
M3MEHUTHCS, TIOKA HE HCTEYET yKa3aHHOE B HACTPOHKAaX BpeMs.

e [loacueT makeToB C OAMHAKOBBIMH XapaKTEPUCTUKAMHU 3aKaHIMBAETCS MO UCTEUEHUH
YKa3aHHOTO B HACTPOIKaxX BpeMeHH. ECIi M0 MCTeUeHUH ATOTO BPEMEHHU PETHCTPUPYETCS
OUYEepeTHON MaKEeT C TAKUMH )K€ XapaKTEPUCTUKAMHU, TO B XKypHAaJIe CO3/1aeTCsl HOBas
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3ammch. HoBas 3amuck co3maeTcs TakyKe MPU PEerucTpainy akeTa ¢ APyruMu

XapaKTePUCTHKAMH

I[J'Ii[ Ka)kI01 3aIucu JKypHaJia BBIBOAUTCA CICAYHOIIas I/IH(I)OpMaIII/ISI:

HasBanmue croiona

Onucanue

Hanpasienue

Hauano
OxoHuaHue

IP ornpaBuTes

IP moayuares
Otnpasurtenb
MMoayuarennb

Hopt oTnpaBuTe st
HopT moxyyarens

IIporokoa

Cron6en HanmpaBienue cofepskut iBa 3Hauka. [1epBblii 3Hau0K
yKa3bIBaeT Ha TUI COOBITHS, IPUCBOSHHOTO 3aIMCH, BTOPOH 3HAYOK
yKa3bpIBaeT Ha HampasieHue [P-tpaduxka.

Peructpupyemsbie B )KypHaIe THIIBI COOBITHI OTMEYAIOTCS
CIEIYIOUIMMHU 3HAUKaMU:

»" — |P-makeT nporrymieH (3anucy MpUCBOEHO OJHO M3 COOBITHI
rpymmnsl Bee nponymennbie IP-makerst).

¥, — IP-nmakeT 3a6;70KMPOBaH (3aMHCH IPUCBOEHO OHO M3 COOBITHA
rpynmsl BiokupoBannbie IP-nakersr).

& _ IP-naker OJIOKMPOBAH CHCTEMON O0HAPYKEHHUS aTak (3aIwcu
MPUCBOEHO OJTHO U3 COOBITHH rpymnibl COObITHS CHCTEMBI
00Hapy:KeHHs aTaK).

I — IP-niaker otHOCHTCS K rpymie coObituii Ciry:KeGHbIE COOBITHS.

Hamnpasnenue u npusnak mudposanus IP-rpaduka otodpaxarorcs
CIICIYIOIIIMH 3HAYKAMHU:

IH
“= — OTKpBITBIE BXOAALIME [P-TIaKeThL.

U,
= — OTKpPBITbIE UCXOAsIIUEe IP-TTaKeThI.
IH
5 3amudpoBaHHble BXoasmue [P-makeTsl.

Ev_ 3ammdpoBaHHbIe Hcosmue [P-makeTs.

JlaTta u Bpemsl co31aHus 3alHCH.

JlaTta u Bpemsi OKOHYaHHUS 3aIHCH.

3nagenue [P-agpeca, 0T KOTOPOTro IpHUILIEN MAKeT.
3nayenne [P-agpeca, Ha KOTOPEII OBLT OTIIPABIICH MAKET.
Wms cereBoro y3na, 0T KOTOPOTO IPHUILEIT aKeT.

Nwms ceTeBoro y3na, Ha KOTOPBIN OBLIT OTIPABIICH TAKET.
Howmep nopta, 0T KOTOpOro mpumiesn naker.

Homep nopTa, Ha KOTOpBIH ObUT OTIIPABIIEH MAKeT.

IIporokoi nepenauu nakera.
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CoObITHE CoOsITHe, MprcBocHHOE 3amucH. Onrcanue coObITHH,
orciexuBaeMbix [10 ViPNet Coordinator Linux, npuBeaeHo B
[Mpunoxenun A (cm. «CoObiTus, otcnexusaembie [10 ViPNet
Coordinator Linux» ua ctp. 92).

CueTyuk KomnuectBo IP-nakeToB ¢ OMMHAKOBBIMU XapaKTEPUCTUKAMH,
00BEANHEHHBIX B OAHY 3aIIHCh JKypHaa.

Pasmep CymmapHslii paszmep (B Gaifrax) IP-nakeToB ¢ 0AMHAKOBBIMU
XapaKTepUCTUKaMU, 00bEJMHEHHBIX B OJIHY 3aITHCh )KypHaJa.

IIpusnaku B cton6ue IIpu3Haku oToOpakaroTcsl IPU3HAKH MNPOKOBEINAHN,
TPAHCISILIUY U JTOKAJIbHOCTU [P-1akeToB ¢ MOMOMIBIO CIETYIOIIX
3HAYKOB:

-

g o
+* — IMAPOKOBEIIATCIbHBIN IP'HaKeT; JJIA O0OBIYHOI'O MTAKeTa HUYETO
HEC 0T06pa)KaeTC$[.

4= o
I;I — JIOKQJIbHBIH ITAaKCT.

I .
vl TpaHCIUPOBaHHbIN [P-nakeT; AJI HETPaHCIMPOBAHHOIO MTAKETa

HHNYECTO HEC 0T06pa>1<aeTcsL

g o
4= — TPaH3UTHBIN I1AKET.

3anucu MOYKHO OTCOPTHUPOBATH IO JIFOOOMY CTOJIOILY (TI0 BO3pACTaHUIO WU YOBIBAHUIO, €CIIU B
JTAHHOM CTOJIOIIE YKcIia; B aihaBUTHOM HITH 0OpaTHOM aihaBUTHOM IOPSIIKE, €CITH B TAHHOM
cTonbrie OykBhI). J{1Ist COPTHPOBKH HaBEAWTE YKA3aTelIb MBIIIH HA Ha3BaHUE CTOJIOA U
LIEJTKHUTE JIEBOM KHOIKOM.

IIpu npocmoTpe KypHana [P-nakeToB JOCTYIHBI CIEAYIOIUE DIEMEHTHI YIIPaBICHUS:

e [lose BBOJA JUTsl TOMCKA HY)KHOM 3alKCH 10 33JJaHHOM 1oACTpoke. [TouCK Mpou3BOIUTCS
10 BCEM CTOIOIIAM.

e Knomku nepexofia K creayromnieit (knonka Ciaenyromee) 1100 IpeapIayIei (KHOmKa
Ipenpiayinee) 3amnmcu, COAEPKAIIEH MOACTPOKY, YKa3aHHYIO B ITOJIe TIOUCKA.

e Knomnka @uabTp [T BO3BpaTa K 33/IaHUI0 yciaoBuid oToopa IP-makeros.

e Kuonka O0OHOBMTH [UIs ONYyYEHHS aKTyalbHOU HHPOpMau U3 xxypHana [P-nakeros.

72



[Ipocmotp ouepeau koHBepTOB METP

IIpocmoTp ouepean kouBeproB MFTP noctynen Ha Bknagke O4depenb koHBepToB. [lepen
IPOCMOTPOM HEOOXOAMMO 3aJ1aTh YCIOBUS OTOOpa KOHBEPTOB U3 OUEPEIH.

/= http://11.0.0.87/applet.htmil - Windows Internet Explorer i =10 x|
@A - [Erttn:f/n.o.o,w/wlct.rm ;] 9 X | » Pl
}:'VT Mpaeca  Bua  Msfparoe  Cepamc  Cnpaska
S8 4 FEhi:11.0.0.67 sppkt bt | | 3 Bowoii ~ %
=
VIPNet SGA. Tekyuit pexwm padore: - Mons3oearens Bxon | padory
BuildMaster Linux ‘ Japaite yenosua othopa 13 ouepean KoHeepTos MFTP

33WNWEHHAA CeTb
¢ OTKpeITan ceTh
TpaH3uTHee dUNLTPR

NoxancHele QuNsTpel [ Wurepsan: ¢ 24.08.2009 13:26:07 no 25.08.2009 14:26:07 3anars
WwpokoBeWaTENbHbIE PUNBETREI ¢ e———
TpaHCNAUMA lP:aApecus [ Ompasurens: Bee yans! 3anar
Carepwie uutepdeicu |
CeTepan CTaTMCTHKA [ Monyyarens: Bee yans e
ENOKMPOBAHHBIE NAKETHI
HypHan nakeTos [ e
9 MFTP___ |
Ouepea, lo".emoﬂ CocroAHme KoHBEpTa
AGpHan kxoHsepTOR |
Cucrenma 3awmre: ot cboee | v| Haxoamrca B ob6paGorke
TyHHenu

% v| Bpemenno 3abnokposan
HacTpoixs ananeTa ~
v| He Gyner yaanen nocne oGpabor

¥ 3aperncipuposasa ownbra nepeaasn

OK Mo yMosyanmo

[rotoeo [ | [SdMecrman wapacers [%100% -~ .

Pucynox 50: Iapamempuwt ons ombopa xoneepmos MFTP u3 ouepedu

[TeproHavabHO BCE apaMeTPhI, MPEIyCMOTPEHHBIC 1JIsi 0TOOPA 3amucel, yCTaHOBJICHBI B
3HAYEHUS [0 YMOJYaHUI0. B 3TOM ciydae st mpocMoTpa Oy ayT OTOOpaHbI BCe 3amucu
JKypHaja 3a MOCIEeIHUE CYTKH. Y CTAaHOBUTH 3HAYEHUS TI0 YMOTYAHUIO MOYKHO C TIOMOIIIBIO
kHomnku [1o ymoruaHuio.

Jist oTOOpa KOHBEPTOB IO JAPYTHM YCIOBHUSIM MOXHO 33/1aTh CJIEIyOIIHe TapaMeTphl:

e HurepBay — BEIOOP BpEeMEHHOIO HHTEPBAJA ISl POCMOTpPa o4epean. 3HAYCHHE 110
YMOITYaHUIO - 33 CYTKH JI0 MOMEHTA mpocMoTpa. JI7s 3amanus nHTEepBaia HAXKMUTE
KHOTIKY 3aaaTh. [10SBUTCS OKHO, B KOTOPOM MOXKHO 33]1aTh JUANa30H AT WIH ITOCJICIHNC
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HECKOJIbKO JiHe# (cM. PucyHok 45 Ha ctp. 66). YcraHOBUTE TIepeKIIoYaTeNb B HY)KHOE
TIOJIOXKEHNE, 3a]aliTe MHTepBall 1 HaxkMuTe KHonky OK.

OTnpaBuTenb — QUIBTPANNS KOHBEPTOB OYEPEAN IO OTIIPABUTEIIO KOHBEPTOB. 3HAUEHHE
10 YMOJIYAHUIO - BCe y3Ibl. [l1d 3aganus y3i1a HaXMHUTE KHONIKY 3agaTh. [losBuTCS OKHO,
B KOTOPOM MOXHO 3aJ1aTh BCE Y3JIbI WM OJIUH y3el (cM. PucyHok 48 Ha ctp. 67). dns
BBIOOpa KOHKPETHOT'O y3/1a YCTAaHOBHUTE TIEpEeKItoyareib B onokeHne OraeabHbIH y3el,
BBIOEpUTE B CIIMCKE HYKHBIN y3e1 U HaxxmuTe KHonKy OK.

ITox cicKOM y3110B pacIloIOKEHO IIOJIE BBOJA JUIs IIOMCKA HY>KHOIO y3J71a 10 33JaHHOMI
nozactpoxke. [louck npoussoautcs no sceM cronduam. C nomompto kHonok Ciienyomee 1
Ipeasiayee MOXXHO NIEPEHTH K CIETYIOMIEH TMO0 MpeAbITyIeH 3amicu, CoAepKae
MOJCTPOKY, YKA3aHHYIO B I10JIE IIOUCKA.

Moayyarenb — GpUIbTpaIyss KOHBEPTOB OUYEPEIH T10 IMOIYYATEIO MTAKETOB. 3HAUCHUE 110
YMOJIYaHHUIO - BCE y3JIbl. ¥Y3€J MoTyqaTes 3a1aeTcsl Tak ke, KaK y3eJ OTHPaBUTEs.

Macka — puibTpanys KOHBEPTOB OUepeIy 10 MacKe HMEHH (aiiyia KoHBepTa. 3HAaUeHUE
M0 YMOJYaHUIO — *, YTO O3HAYAET BCE KOHBEPTHL. MOXKHO 3371aTh KOHKPETHOE MMs (aiina
WM TOJIBKO YacTh UMEHH (C YUE€TOM PErucTpa), 3aMEHUB OCTAIBHBIE CHMBOJIBI 3HAYKAMH *
wiu ?. Hanmpumep, o Macke *2b3*.* OyayT oroOpaHs! (aiiibl, UMEHa KOTOPBIX COAEPKAT
noacTpoky 2b3, mo macke ?2b3??.* GyayT oToOpaHs! (haiinbl, HUMEHA KOTOPBIX COCTOST M3
6-Tu cUMBOJIOB U cojieprkaT noactpoky 2b3. Ipu moucke (haiyioB yIuThIBaCTCS PErUCTp
CHUMBOJIOB, YKa3aHHBIX B MacKe.

CocTosiHue KOHBEpPTa — QUIBTPALIMS KOHBEPTOB OUEPEIH IO COCTOSHHIO KOHBepTa. 1o
YMOJTYaHUIO AJISl IPOCMOTpa OTOMPAIOTCSI KOHBEPTHI, HAXOISIINECS B JTFOOBIX COCTOSHUSIX.
s BBIOOpa HYKHBIX COCTOSIHUH YCTaHOBHUTE MM CHUMHUTE COOTBETCTBYIOLINE (DIIAXKKH:

o Haxonutces B 00padoTKe — B TaHHBI MOMEHT KOHBEPT IEePeIaeTCs TINO0 TMOCTaBICH
B OUepe/lb Ha Mepenavy Ipy yKe YCTAaHOBJICHHOM COSAMHEHUH.

o BpemeHHO 320/I0KHPOBaH — B JaHHBII MOMEHT KOHBEPT BPEMEHHO 3a0JI0KHPOBaH
U151 00pabOTKH C LIEJbI0 PE3ePBUPOBAHUS OUEpEIN Ha TACCUBHBIN CepBEp KiacTepa
TOPSTYET0 PE3EPBUPOBAHUS. ITO COCTOSHUE MOXKET IPUCYTCTBOBATH TOJIBKO B CIydae,
€CIIM KOOPAMHATOP PabOTaeT B COCTABE KJIACTEPA FOPAUYETO PE3EPBUPOBAHUSL.

o He 0yner ynajen mocje o0padoTKH — BXOAAIINI KOHBEPT He Oy/IeT yJalieH ocie
00paboTku, OyIeT Mpor3BeieHa ero MapuIpy T3l B ICXOTHOM BHUjIe (B ciydae
OJTHOAJIPECHOTO KOHBEPTA).

o 3aperucrpupoBana omiu0Ka nepenaqyu — OblIa 3apETUCTPUPOBaHA OIINOKA
nepeaayr KOHBEpPTa, KOHBEPT BPEMEHHO He oOpabaTeiBaetcs. [loBTopHAas mombITKa
nepeiaul KOHBEPTa IPOM30UIET uepe3 TaliMayT, YKa3aHHBIM B HACTpoiKkax
Tpa"cnopTHoro Mmoayns MFTP.
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[locne 3ananus 3HaUCHUN TapaMeTPOB (WM UX YCTAHOBKU B 3HAUCHMS 110 YMOJIYAHHIO)
Haxkmute KHONKY OK. TTosIBUTCS CIMCOK Hal/ICHHBIX B OY€PeaN KOHBEPTOB.
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Pucynox 51: Ouepedw xonsepmos MFTP

J1st KayK0ro KOHBEpTa BBIBOAMUTCS CIIEAYIOMas HHPOpMAIIS:

Ha3Banue croJyona

Onucanmne

Dajiia
Otnpasurtenb

HWmsa ornpaBurens

Ionyuyarens

HNmsa noxyuarens

Bpems
3anaua

Cocrosinue

WwMs daiina KOHBEpTa, HAXOASAIIETOCS B OYCPE/IH.
WnentudukaTop OTIpaBUTENIS KOHBEPTA.

Wwmst oTripaButens KoHBepTa (0TOOpaXKaeTcs MPU HATUYUH CBSI3H MEKIY
ormpasuresieM u ViPNet-koopauHatopom).

WnenTtudukarop nosydaresns KOHBEPTA.

Nwms nonydatenst KoHBepTa (0TOOpaXkaeTcs MPH HAHIHH CBSI3U MEKIY
nony4areneM U ViPNet-koopauHaTopom).

Bpems nocTaHOBKH KOHBEPTA B OUEPEIb.
IIporpamma I1O ViPNet, n3 koTopoii oTnpaBiieH KOHBEPT.

CocTtosiHME KOHBEPTA.
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IIpu mpocMoTpe ouepeart KOHBEPTOB JAOCTYITHBI CIEAYIOIINE JIEMEHTHI YIIPaBICHHMS:

e [losie BBOJA AJI MOMCKA HY>KHOI'O KOHBEpTA 10 3a1aHHOM noactpoke. [Touck
MIPOU3BOAMTCS TIO BCEM CTOJIOIAM.

e KHomku nepexona k ciuenyomemy (kHonka Caenyioniee) 1u6o npensiaymemMy (KHOMKa
Ipeasiayinee) KOHBEPTY, COACPIKALIEMY MOJICTPOKY, YKa3aHHYIO B MOJIE TTOUCKA.

e Kuonka ®@uabTP Ul BO3BpaTa K 3a/JIaHHIO YCIOBUI 0TOOpa KOHBEPTOB U3 OYepean (CM.
Pucynok 50 Ha cTp. 73).

e Kuonka QOOHOBHTH [UIS TIONMYyYEHHS aKTyalbHOW HHPOpMAK 00 OYepeIy KOHBEPTOB
MFTP.
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[Ipocmotp xypHaina koHBepTOB MEFTP

IIpocmotp sxypHana kousepToB MFTP noctynen na Bkianke 2Kypuana kouseptoB. [lepen
MPOCMOTPOM HEOOXOANMO 33JaTh YCIOBHSI 0TOOpa 3amuceil U3 KypHaia.
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Pucynox 52: Hapamempowl 015 ombopa 3anuceil u3 syxcypHana koneepmos MFTP

[TeproHavabHO BCE apaMeTPhI, MPEIyCMOTPEHHBIC 1JIsi 0TOOPA 3amucel, yCTaHOBJICHBI B
3HAYEHUS [0 YMOJYaHUI0. B 3TOM ciydae mi1st mpocMoTpa OyayT OTOOpaHbI Bce 3alucH
JKypHaja 3a MOCIeIHUE CYTKH. Y CTAaHOBUTE 3HAYEHUS TI0 YMOTIaHUIO MOYKHO C TIOMOIIIBIO
kHomnku [1o ymoruaHuio.

Jist oTOOpa KOHBEPTOB IO JAPYTHM YCIOBHUSIM MOXHO 33/1aTh CJIEIyOIIHe TapaMeTphl:

e HurepBay — BEIOOP BpEMEHHOIO HHTEPBAJA IS IPOCMOTPA OYepeid. SHAUCHHUE 110
YMOITYaHUIO - 33 CYTKH JI0 MOMEHTa mpocMoTpa. JIJs 3amanus nHTepBaia HAXXMUTE
KHOTIKY 3aaaTh. [10SBUTCS OKHO, B KOTOPOM MOXKHO 33]1aTh JUANa30H AT WIH ITOCJICIHNC
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HECKOJIbKO JiHe# (cM. PucyHok 45 Ha ctp. 66). YcraHoBUTE TIepeKtoYaTesb B HYy)KHOE
TIOJIOXKEHNE, 3a]aliTe MHTepBall 1 HaxkMuTe KHonky OK.

e OrnpaBuTeb — QUIBTpPAI KOHBEPTOB OUYEPEIH 110 OTIPABUTEIIO KOHBEPTOB. 3HAUCHHE
10 YMOJYAHUIO - BCe y3Ibl. [I1d 3aganus y3i1a HaxXMHUTE KHONIKY 3agaTh. [losBuTCS OKHO,
B KOTOPOM MOXHO 3a/1aTh BCE Y3JIbI WM OJIUH y3el (cM. Pucynok 48 Ha ctp. 67). dns
BBIOOpa KOHKPETHOT'O y3/1a YCTAaHOBHUTE TIEpEeKItoyareib B onokeHne OraeabHbIH y3el,
BBIOEpUTE B CIIMCKE HYKHBIN y3e1 U HaxxmuTe KHonKy OK.

ITox cicKOM y3110B pacIloJIOKEHO II0JIE BBOJAA JUIs IIOMCKA HY>KHOIO y3J71a 10 33JaHHOI
nozactpoxke. [louck npoussoautcs no sceM cronduam. C nomompto kHonok Ciienyomee 1
Ipeariayee MOXXHO MIEPEHTH K cIEIYIOMIEH MO0 MpeAbITyIeH 3aic, CoIepKaIeH
MOJCTPOKY, YKA3aHHYIO B I10JIE IIOUCKA.

e [loxyuartesib — QUIbTpaIlKs KOHBEPTOB OYEPEIU IO MOIYUATEII0 aKeTOB. 3HAYCHHE 110
YMOJIYaHHUIO - BCE y3JIbl. ¥Y3€J MoTyqaTes 3a1aeTcsl Tak ke, KaK y3eJ OTHPaBUTEs.

e Macka — QuabTpalus KOHBEPTOB OUEPEIU 10 MacKe MMEHU (aiiyia KoHBepTa. 3HaUCHHUE
M0 YMOJYaHHUIO — *, YTO O3HAYaET BCE KOHBEPTHL. MOXKHO 3371aTh KOHKPETHOE MMs (aiina
WM TOJIBKO YacTh UMEHH (C YUE€TOM PErucTpa), 3aMEHUB OCTAIBHBIE CHMBOJIBI 3HAYKAMH *
wiu ?. Hanmpumep, o macke *2b3*.* OyayT oroOpaHs! (aiiibl, UMEHa KOTOPBIX COAEPKAT
noacTpoky 2b3, mo macke ?2b3??.* GyayT oToOpaHs! (haiiibl, HUMEHa KOTOPBIX COCTOST M3
6-Tu cUMBOJIOB U cojieprkaT noactpoky 2b3. Ipu moucke (haiyioB yIuThIBaCTCS PErUCTp
CHUMBOJIOB, YKa3aHHBIX B MacKe.

e Co0bITHE — QUABTpaLIUS 3aMUCel KypHAIa IO COOBITHAM, TPOU3OLICIIINM C
koHBepTamu. [1o ymMomganuro a1 mpocMoTpa OTOMPAIOTCS 3aIIMCH € JIIOOBIMU COOBITHSAMHL.
Jnst BBIOOpa HY>KHBIX COOBITHI YCTAaHOBHUTE MJIM CHUMHUTE COOTBETCTBYIOIIUE (DIIAKKH:

o IIpUHSAT — KOHBEPT MPUHAT KOOPAUHATOPOM.
o OTnpasJieH — KOHBEPT OTIPaBJIEH KOOPAUHATOPOM.
o YaajieH — KOHBEPT yJaJIeH KOOPAUHATOPOM.

o IloBpe:xaeH — KOHBEPT MOBPEXKACH.

[locne 3aganns 3HAYSHN TApaMETPOB (MJIM UX YCTAHOBKU B 3HAYECHUS 110 YMOIYAHHIO)
Haxmute KHOKy OK. TTosBUTCSI CIIMCOK HAMJIEHHBIX B KypHAJIC 3aITUCEH.
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Pucynox 53: XKypuan xoneepmos MFTP

JIiist KaK0M 3aIUCH KypHAaJIa BRIBOJAUTCS CIEAYIOIas HHPOpMarys:

Ha3Banue croJyona

Onucanne

Daiia
Pasmep

Bpems

Ornpasurens

HWmsa ornpaBurens

Hoayuarenn

HNmsa noxyuarens

3agaua

CoOnITHE

Wwms ¢aiina koneepra.

Pasmep daitna koHBepTa.

Bpewmst oTnpaBk# MO0 NMoJTyueHHs: KOHBepTa (B 3aBUCUMOCTH OT THIIA

COOBITHS).

Wnentndukarop oTnpaBuTeNs.

Wwmst oTnipaBuTesis KOHBepTa (0TOOpaXKaeTcst MPU HAIUYUH CBSI3H MEKIY
otnpasureneM u ViPNet-koopauHaTopom).

Wnentnduxarop nomydartesns KOHBEpTa.

Wms monydaTens KoHBepTa (0TOOpaKaeTCsl P HATUIHU CBSI3U MEXKITY
nojyudateseM u ViPNet-koopanHaTopom).

IIporpamma ITO ViPNet, u3 KOTOpO# OTIpaBIeH KOHBEPT.

CoObITHE, 3a()MKCPOBAHHOE B JKypHAJIE.
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Kanan Kanan, no xotopomy oTmpasieH J1u00 HoIydeH KOHBEPT.

IIpu mpocmotpe xypHana kouBepToB MFTP gocTymHEI cienyromye 31eMeHThl YIpaBIeHUs:

e [lose BBOA /IS MOKMCKA HY)KHOM 3alTUCH TI0 331aHHOM moacTpoke. ITOMCK MPOnU3BOAUTCS
10 BCEM CTOJIOLIAM.

e Knomku nepexojia K cieayromiei (kuonka Caenyromee) 00 NpeapIayIIeH (KHOMKa
Ipenbiaymee) 3amnucu, CoACPKAIILH MOJACTPOKY, YKa3aHHYIO B ITOJIC TIOUCKA.

e Knonka @UIbTP Ui BO3BpaTa K 33/IaHHI0 YCIOBHUiIT 0TO0pa KOHBEpTOB (cM. Pucynok 52
Ha cTp. 77).

e Kuonka O0OHOBMTH [UIS OITYyYEHHS aKTyalbHOM HHPOPMAIK U3 )KypHajla KOHBEPTOB
MFTP.
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IIpoCMOTpP COCTOSIHUSA CUCTEMBI 3AIATHI
OT COOCB

Hns obecnieuenus otkazoycroitunBocT ViPNet-koopanHaTop MOXKeET OBITh pa3BepHYT Ha
KJIacTepe ropsvero pe3epBUPOBAHHS, COCTOSIIEM U3 JIBYX B3aUMOCBSI3aHHBIX KOMITLIOTEPOB
(cepepoB) ¢ ycranoBieHHbIM Ha HUX [10 ViPNet Coordinator Linux. Cepsep, Ha KOTOpOM B
TEKYIHiA MOMEHT (DYHKIIMOHUPYET KOOPIMHATOP, SBJISIETCS aKTUBHBIM cepBepoM. Bropoit
cepBep HAXOJUTCS B PSKUME OXKUIAHUS | SBJISCTCS TACCUBHBIM CepBepoM. B ciydae BhIxoa
U3 CTPOSI aKTUBHOTO cepBepa ero (GyHKINHN OepeT Ha ceOsl BTOpOoit (ITacCUBHBIN) cepBep,
KOTOPBI CTAHOBHUTCS MPH 3TOM aKTUBHBIM, & CepBep, OBIBIINN aKTHBHBIM, TIEPe3arpyKacTcs 1
CTaHOBHTCS TACCHBHBIM.

B 3aBHCHMOCTH OT TOTO, UCIIOJIB3YETCS KJIACTEP TOPSYEro pe3epBUPOBAHUS WIIN HET,
Pa3IMYAIOT JIBa PeXMMa PabOTHI CUCTEMBI 3aIIUTHI OT COOEB — PeKUM KJIACTepa U OITMHOYHBIH
peskum. OTMHOYHBIH pekuM padboThl o3uavaet, uto I10 ViPNet Coordinator Linux
YCTaHOBJICHO U (PyHKIMOHHUPYET Ha OAHOM KoMnboTepe. [logpoOHoe onrcanne NpUHIIUIIOB
paboTHI CHCTEMBI 3aIUTHI OT CO0EB U ee pexXUMOB cM. TokKyMeHT «ViPNet Coordinator Linux.
Cucrema 3a1uThl OT c00eB. PyKOBOJICTBO aIMUHHCTPATOPaY.

IIpocMOTp COCTOSIHUS CHICTEMBI 3aIIUTHI OT COOEB TOCTYIIEH Ha BKJIaake CHcTeMa 3alUTHI 0T
c0oeB. PexxuM paboThI CUCTEMBI (OIMHOYHBIA PEKUM HITH PEXKHUM KIIacTepa) BEIBOJUTCS B
BEpXHEW 4acTH BKJIAJKHU.
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Pucynox 54: Cocmosanue cucmemvi 3auumul om cooes

Jlnst mpocMOTpa IOCTYIIHA CleAyroIas HHQOpMaIus:
e Bpewmst paboThl CHCTEMBI 3aIIUTHI OT COOCB.
e 3arpyska npoieccopa (B ImpoIeHTax).
e [IpusHak pabots ciryx0sl iplir (Paboraet/He paboraet/HenzsecTHo).
e 3arpyska npoiieccopa ciryx00ii iplir (B mporieHTax).
e [Ipusnak padotsl Mmoaynss MFTP (Pacoraet/He paboraet/HenzsecTHo).
e 3arpyska mporeccopa moayiem MFTP (B mporieHTax).
e [IpusHak pabotsl ciyx0ObI failover (Paboraer/He paboraer/HensecTHO).

e 3arpyska npoieccopa ciryx6oii failover (B mporieHTax).




Ecnm cucrema 3ammuThl oT cO0eB paboTaeT B peKUMe KilacTepa, To Ha Bkiaake Cucrema
3aLIUTHI OT ¢60EeB BHIBOAUTCS HHPOPMAIUS O COCTOSIHUM KaK aKTUBHOTO, TaK ¥ MACCUBHOTO
cepBepa Kiacrepa.

Ha Bkimaake CuctemMa 3amiuThl 0T ¢00eB HaXoAUTCS KHOTIKAa OOHOBUTH /TS TIOTYICHUS
aKTyaJIbHOW WH(OPMAITUK O COCTOSIHUU CHCTEMBI 3aIIUTHI OT COOEB.

[Ipu paboTte B pexrmMe aIMHUHUACTpaTOpa Ha BKIaake CucremMa 3alIUTHI OT cO0€B TIOSBUTCS
JlononHuTeNbHas KHomka [lepe3arpy3uTs cepBep ais nepesarpysku cepsepa. Ilepen nauanom
nepe3arpy3kH 3amnpaminBaeTcs NoATBepkAeHne. MOXKHO OTMEHHTH IIepe3arpy3Ky, HaXxaB
KHONKy OTMeHa.

MoATEEp¥AEHHE NEPEIArPYS |

@ MNepezarpy2uis cepeep?

Jawa Applat Windaw

Pucynox 55: 3anpoc na noomeepoicoenue nepezazcpysku cepsepa

[Moce monTBEp K IEHHS TTOSIBUTCS COOOIICHNE O Hadaje nepe3arpysku. B aTom coobmiennu
HakmuTte KHOTKYy OK.

B x|

A Cepeep Havan nepesarpyry

Java Applat Window

Pucynox 56: Hauano nepesazpysku cepsepa

[Ipu ucnosnp30BaHMH KJIACTEPA FOPSUYETO PE3CPBUPOBAHUS MOKET OKa3aThCs, YTO MACCUBHBIN
cepBep KJacTepa He TOTOB IIPUHATH HArpy3Ky. B 3ToM ciiydae mosBUTCS OBTOPHBIH 3a1Ipoc Ha
MOATBEPXKICHNE TIepe3arpys3Ku.

MoATEEPH AEHHE NEPEIArPY KM x|

Iz‘ MaccHBHbIA CEPBEP HE CHOMKET NPUHATL Harpy3Ky. Mepesarpy3uis HECHOTPA Ha 3107

Java Applet Window

Pucynox 57: Iloemopnwiil 3anpoc nHa noomeepicoenue nepe3azpysKu cepgepa

HpI/I [epe3arpys3ke cCpBepa almjieT 3aKpbIBA€T COCAUMHCHUEC CO BCEMU CJ'Iy)K6aMI/I, [MO3TOMY
IMOCJIC Ha4vaJ1a Mepe3arpy3Kku rnoABUTCA COO6H_I6HI/I6 00 OTCYTCTBUH COCAUHCHUA (CM. PI/IcyHOK
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10 na crp. 20). Haxxmure B 3TOM coobmennu kHonky [IpucoeqTMHUTBCS K Y31y, 4TOOBI 3aHOBO
YCTaHOBHUTH COSTUHEHHUE CO CITyKOaMu.

NMpocMOTp NnepexknroYeHn COCTOSHUU B CUCTEME 3aLlMTbl OT
c6boeB

CoObITHS, TPOUCXOSAIINE B CUCTEME 3alIUTHI OT COOEB MpHU €€ padoTe B pexHMe KiacTepa,
(uKcUpyIOTCS B )KypHaJe MepeKIroueHu cCoCTOsTHUN. [IpocMOTp KypHala nmepekItoueHuil
COCTOSIHUI JJOCTYIeH Ha BKIajake KypHaJ nmepexiiioyeHuid. JTa BKIIaIKa BIOKEHa BO BKIAAKY
Cucrema 3a1uTHhI 0T ¢00€eB U 0TOOpakaeTcs B IEpPEBE Ha JIEBOH MaHe ! TOJBKO B ciydae,
€CJIM CHCTEeMa 3aIUTHI OT cOOEB HAXOAMTCS B PEKUME KiacTepa.

[epen mpocMOTPOM KypHaJia MEePeKIFOUEHIH COCTOSHUI HEOOX0IUMO 3a/1aTh YCIOBUS 0TOOpa
3amucell U3 )KypHaina.

/2 hitp://11.0.0.87/applet.html - Windows Internet Explorer - =101 %]
& - [0 srimsietni = 4% £l
| ®afin Mpamxa Bua  Msfpamwe  Ceponc  Cnpaska
o »
W4 IR htp:11.0.0.67 spplet bt | | 3 Bowoii ~
VIPNet SGA. Tekylymit pexam pabots - Nonszozarens Bxoa P pasory
BuildMaster Linux Japaite yenoeua 0Thopa M3 XKYPHANA NEPerAIYeHHA
JaWNWEHHAA ceTh |
¢ OTkpbITan ceTh
TPaH3UTHEE DUNLTPE
NoxaneHele PuneTpe
WupokoeewaTeNbHLIE UNLTPE!
Tpaucnauma IP-agpecos
Ceteswe uHTepdeicy
Cerepas crammeTvka
ENOKHpOoBaHHLIe NaKeTLl
HypHan naketos
¢ MFTP
Ouepede KOHERETOR
HypHan xoHsepToR | Murepsan: ¢ 04.02.2009 12:33:31 no 06.02.2009 12:33:31 | Janain
¢ CHcTesa 3aWuTet oT choee
DHypHan nepexnuyeniit
TyMHenw
HacTpolky annneta
OK 10 yMon“anmo
[rotoeo [ [ | |NdMecrmanmwapacers [#100% -~ .

Pucynox 58: Ycnosus ombopa 3anucetl uz sxcypnana nepexuoderuii cocmosiHul

B kauectBe YCII0BUA 0T60pa 3aImcen 3a1a€TCA BpeMeHHOﬁ HUHTCPBAJ. ITo YMOJIYaHHUIO HAYaJI0
HWHTCPBaJia YCTAaHABJIMBACTCA 3a CYTKHU 1O MOMCHTA IMMPOCMOTPA, KOHCI] MHTCPBAJIa — CIIyCTH
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CYTKH IIOCJIE MOMEHTA IIPOCMOTpa. Y CTAHOBUTH 3HAYEHHUE 110 YMOIYAHUIO MOXKHO C TIOMOLIBIO
kHomnkH ITo ymoryanuro.

s otOopa 3amuceit 3a Apyroil BpeMeHHON HHTEPBAI HAXKMHTE KHOTIKY 3aaaTth. [losBurcs
OKHO, B KOTOPOM MO>KHO 3aJaTh THana3oH JaT WIH MOCIeTHIE HECKOIbKO qHeH (cM. PucyHok
45 Ha ctp. 66). YcraHoBHTe TIEpEKITIOYATEIh B HY)KHOE MTOJIOKCHUE, 3a/IaliTe HHTEPBAT U
HakxmuTe kKHomky OK.

[ocne 3aganus BpeMeHHOTO UHTEpBaja (MM ero YCTAHOBKH B 3HAUYEHHE M0 YMOIYaHHIO)
HaxkmuTe kKHonKy OK. TTosiBUTCS CIMCOK HAMIEHHBIX B JKypHAJIe 3allUCeH.
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Pucynox 59: JKypuan nepexniouenuii cocmosinuti

3amucu KypHaia CoAepKaT JaTy, BpeMs U THUII COOBITHIA, TPOU3OIIEAIINX B CUCTEME 3all[UThI
oT cO0eB B 33J]JaHHOM UHTEPBaje BPEeMEHH.

ViPNet-koopanHaTop GUKCHPYET CIEAYIONINE THITBI COOBITHIA

e 3arpy3ska cucTeMBbI — CTapT CHCTEMBI 3aI[UTHI OT COOEB MPHU 3arpy3Ke ONeparuoHHON
CUCTEMBL.

e [lepexiioyeHue pe;kuMa — NEPEKITIOUCHHIE PEXKUMA CepBepa U3 TTACCUBHOTO B aKTUBHBIH.



e CrapT B aKTHBHOM pe;KMMe — CTapT CEpBepa B aKTUBHOM PEKUME (3aIYCK CITYKOBI
failover Bpy4HyI0 B aKTUBHOM PEXHUME).

e CrapT B NacCHBHOM pPe:KHMe — CTapT CepBepa B MACCUBHOM PEKUME (3aITyCK CITYKOBI
failover Bpy4HyIO B TaCCHBHOM pPEXHUME).

KypHan nepeximodeHni COCTOSTHIH BeIeTCS Ha KaXI0M U3 cepBepoB Kiactepa. C akTHBHOTO
cepBepa JXypHaI IEPHOANYECKH TIepeIaeTCs Ha MTACCUBHEIN cepBep, 3aMeHss ero KypHai. [lpn
HOpPMAaJIbHOM paboTe KitacTepa KypHai OyJIeT coAaep KaTh TOIBKO COOBITHS MTEPEKITIOUEHUS
peXnMa, T.K. COOBITHS CTapTa cepBepa B TACCHBHOM peXXHMe OYAYT MOTEPSHBI IPH MTOITyISHUN
JKypHaJla ¢ akTHBHOTO CepBepa.

B ciyuae, korza cepBep CTapTyeT B IACCUBHOM PEXHME, a 3aT€M, HE TTOJIyYUB KypHAI
MEePEKII0UEHUI OT aKTUBHOT'O CEPBEPA, CaM CTAHOBUTCS aKTHBHBIM, JKypHaJl OyJeT coepKaTh
COOBITHSI CTapTa B TACCUBHOM pEeXXHUME JTHO0 3arpy3KH CUCTEMBI, H3 YETO MOXHO 3aKJIIOUYHTH,
YTO BTOPOM CepBep KiacTepa HepadOTOCHOCOOEH (3aBHC MIIM OTKIIIOYEH).

IIpu npocMoOTpe KypHaa NEPEKIIIOUEHUN COCTOSHUN JOCTYIIHBI CIEAYIOLINE JIEMEHThI
YIIPABJICHMUSL:

e [lose BBOJA JUIs TOKMCKA HY)KHOM 3alKMCH IO 33JJaHHOM moAcTpoke. [Touck Mpou3BOIUTCS
10 BCEM CTOIOLIAM.

e Knomku nepexojia K cieayromiei (kuonka Ciaenyromee) MO0 NpeapIayIieH (KHOMKa
Ipeasiayinee) 3anucu, couepKaiiei MoJCTPOKY, yKa3aHHYIO B TI0JI€ TIOMCKA.

e Kxonka ®uasTp [T BO3BpaTa K 33JaHUI0 YCIIOBHIA 0TOOpa 3amuceit U3 xKypHaia (CM.
Pucynok 58 ua ctp. 84).

e Knonka OOGHOBUTH ISl TOJIyUSHUS aKTYaIbHONH MH(MOPMAIIUY U3 )KypHAJIa
MEePEKIIFOYEHNUN COCTOSTHUM.
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Hactpoiika tyaHemmupyemsbix [P-aapecos

ViPNet-koopIMHAaTOp MOXKET BBINIOJHATH TYHHEINPOBAHHE (3aLIUTY) TpaprKa He3aIIUIICHHBIX
y3JI0B JIOKaJIbHOU ceTH (Y3J7I0B, Ha KOTOPhIX He ycTaHosieHo [10 ViPNet). [lnst aToro B
JIMILEH3UH JOJDKHBI OBITh Pa3pellieHbl TyHHEMpyeMble coeAnHeHns. Ecnu TyHHeInpyembie
COEJIMHEHMsI pa3pelleHbl, Ha KoopAuHaTope 3aaatorcs [P-agpeca, coeinHeHus ¢ KOTOPBIMU
JIOJIKHBI TYHHETMPOBAThCs. MaKkCHMaNbHOE YUCIIO TYHHETHUPYEMBIX KOOPAMHATOPOM aJpECOB
OTpaHMYEHO UMEIOIIEHCS THULIEH3NEN.

HacTtpoiika TyHHETUPYEMBIX apeCOB BhINIONHAETCA Ha BKIagke TynHean. B pexume
MOJIL30BATEIIS JOCTYIIEH TOJBKO MPOCMOTP MH(OPMAITUH.
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Pucynox 60: Tynnenu (pesxcum nonvzosamens)

B pexxnMe agMuHUCTpaToOpa, IOMUMO IIPOCMOTPA, JOCTYIIHBI BCE IEHCTBHS 110 HACTPOIKE
TYHHEJIMPYEMBIX aJpECOB.
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Pucynox 61: Tynuenu (pescum admunucmpamopa)

B BepxHeii wactu Bkiaaku TyHHeau BHIBOIUTCS HHPOPMAIHS O KOJIMYECTBE TYHHETUPYEMbIX
aJpecoB:

e VYka3zaHHOe B JIMI[€H3UH — KOJIMYECTBO TYHHEIUPYEMBIX aJ[peCOB, YKa3aHHOE B JIMIICH3UU
(MaKcHMaJIbHO JIOIYCTUMOE KOJIMYECTBO TYHHEIUPYEMBIX aJIPECOB).

e Tekymee — Texymee KOJIMUYECTBO TYHHEIUPYEMBIX aJPECOB.

e [IukoBoe — MMKoOBOE (MAaKCHMaIBHOE 3apPETHCTPUPOBAHHOE) KOJHMYECTBO TYHHEINPYEMbIX
aJIpecoB € yKa3aHUEM JIaThl 1 BPEMEHH €T0 PETUCTPAIHH.

Criucok JIlnana3oHsl TYHHeJIMPYeMbIX aPecoB COJEPXKUT aJipec Havyaia U aipec KOHLA
Ka)KA0ro AMana3oHa. B pexxnMe aiMUHUCTpaTOpa JOCTYNHBI CIEAYIONINE JIEMEHTHI
yIpaBlieHHs AUara30HaMU:

e Kuonka JIo0aBUTH s CO3/]aHUS HOBOTO JMala3oHa.

e KHomka y]la.]'lHTL JJId Y1aJICHUA BBI6paHHOI‘O B CIIMCKE Jualria3oHa.
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Ilepen ynanenvem nuamna3zoHa MOSIBUTCS 3alIpOC Ha MOATBEPKIeHNE yaaneHus. [l

ylIaneHus quamna3ona Haxmure kHonky OK, mist oTMeHBI yianeHus: — KHonky OTMmeHa.

e Knomka U3MeHUTD 711 M3MEHEHUS BRIOPAHHOTO B CITMCKE THAIIA30Ha.

YroOBI NONYYNTH aKTyadbHYIO HH(OPMALIUIO O KOJTUYECTBE M JUana3oHax TYHHETUPYEeMbIX
aZipecoB, HAKMUTE KHOMKY OOHOBUTL. DTa KHOIKA MPUCYTCTBYET HA BKIAJKE B TFOOOM
pekuMe padoThI anIJieTa.
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HacTtponku cucTeMbl aBTOMAaTHYECKOIO

OOHOBJICHUS

Cucrema aBTOOOHOBIICHUS TIpEeIHA3HAYCHA TSI aBTOMAaTHICCKOTO OOHOBJICHHS C 3aIaHHON

MIEPUOTNIHOCTHIO HHPOPMAITUH, OTOOpaKaeMOM Ha BKJIaKaX aInieTa. ABTOOOHOBICHHE
MIPUMEHSETCS IS BKIIAJIOK 3alMieHHas ceTh, CucTtema 3ammThl oT c6oeB, CeTeBast
cratuctuka, CereBble HHTEp(eiichbl I aHAIOTHYHO JeHCTBHIO KHOIKM OOHOBHTH Ha 3THX

BKJIAJKaX.

Hacrpoiika cructeMsr aBTOOOHOBJICHHS BEITIONHsIETCS Ha BKiIaake HacTpoiiku anmiera.
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Pucynox 62: Hacmpotixu cucmemuvl asmooOHos1e s

HaCTpOﬁKH CHCTEMBI aBTOOOHOBIICHHUS COACPKAT CICAYIOUIUC TapaMETPhI:

e ['pymnna ¢pnaxxkoB OOHOBJIATH BKJIAAKY:
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o 3amuineHHas ceTh

o CucreMa 3alIUTHI OT c00EB
o CereBasi CTATHCTHKA

o CeteBble nHTepdeiichl

Y cTaHOBICHHEIC q)ﬂa)KKI/I YKa3bIBarOT, HA KaKUX BKJIaJKax CICAYCT IIPOU3BOAUTH
aBTOoOOHOBIEHHME. [10 YMOJ4YaHHIO BCE Q)Ha)KKI/I YCTaHOBJICHEIL.

[Tapamerps! 3ammmeHnnas cetb, CereBasi craTucTuka 1 CeTeBble HHTepdeiichl
HEIOCTYTHBI IPU OTCYTCTBUHU COCTUHEHUS co cinyx00# iplir. [Tapamerp Cucrema
3alIMTHI OT ¢00eB HEIOCTYIICH, €CJIM HET COeIMHEHNUs co ciayx0oii failover.

e [lepuoa o0HOBJIEHHUS — IICPUOIUIHOCTH OOHOBJICHHS UH(pOPMAIHK (B CEKYH/IaX).
Homyctumeie 3uadenus ot 10 o 600 cexyn, 3HaueHHe 10 yMordaHuto 60 ceKkyHa. ITOT
napameTp HEJIOCTYIIEH B cy4dae, KOrJia He YCTaHOBIICH HU OJIMH U3 (DJIayKKOB IPYTIITBI
OO0OHOBJIATH BKJIAJIKY.

[ HacTpoMKK cUCTEMBI aBTOOOHOBIICHHSI yCTAaHOBUTE TpeOyeMble 3HaUECHUs! TapaMeTPOB U
Ha)XMUTE KHONIKY IIpuMeHHMTh. DTa KHONKA JOCTYIIHA TOJBKO B CIIydae H3MEHEHHsSI XOTs Obl
oaHoro napamertpa. [locne 3aBepieHuss HacTpolku KHonka Il puMeHnTh CTAHOBUTCS
HEIOCTYNHOW A0 CIIEIYIOLIET0 H3MEHEHUS TapaMeTPOB.

YroOBI BOCCTAHOBUTH HAPaMETPBhI, UCIIOJIb3yEMbIE IO YMOTYAHHIO, HAXKMUTE KHOIIKY I1o
ymosyanuio. [Ipu crapre anmiera Bce mapaMeTphl yCTaHOBJICHBI B 3HAUEHHS [0 YMOTYaHUIO:
Bce (pIIasKKK YCTaHOBIICHBI M IEpHoJ] 0OHOBICHUA paBeH 60 ceKyHaam.
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CoObITHs, orciexnuBaeMmbie 110
VIPNet Coordinator Linux

CoOsitus, orcnexusaeMbie 110 ViPNet Coordinator Linux, pa3zneneHs! Ha TpyIbl U
MOATPYIIIBL.

CobbiTnA, pUKCMpyemMble CUCTEMON

A

CobbITHA, CBRZaHHBE

C MNETRaUMEeR TpaduKa
(o Tany IP-nakeTa)

_— T

COOLITHA

BnokupoBaHHBIE Bce nponyweHHble CobbITHA CUCTEMBI
IP-nakeTel IP-nakeTel obHapyHeHWA aTaK
i MNpaemnamu JawndposarHole Atakm npotokona IP
| 3AUALIEHHOR COTH * .
Mpasunani | Hesaumdposarkbie  iATakw npoTokona ICMP
oTKpLTOR ceTW T 8 ™
""""""""""""" ¢ Atakin npotokona UDP
Mo apyrsm ............................ »
npMudHaN

Pucynok 63: Hepapxus epynn u nooepynn cobvimuii
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Tabmutst 2—11 cogeprkat CIUCKH COOBITHIA, OTHOCSIIUXCSA K Pa3HBIM TPYTINIaM U TMOATPYIIIaM.

Tabruya 2. Cobvimust nooepynnuol Bee |P-nakemot/broxuposannvie |P-naxkemut/|P-naxemeoi,
O10KUpOoBaAHHbBIE NPAGUIAMU 3AUWUULEHHOI Cemu

Homep HasBanue coObITHs Onucanne coobITUS
co0bITHA
1 He naiinen kmrou Ajst ceTeBoro He naiinen kimrou A7t CBA3M C TONb30BaTeNEM,
y3na UAeHTH(HUKATOP KOTOPOTO YKa3aH B IAKETE
2 HesepHoe 3HaueHne UMUTO 3amuiaeMble JaHHbIE WIH OTKPBITas HHOPMAIHS
KPUNTOCUCTEMBI OBLITM U3MEHEHBI
3 IP-maket 610KHpOBaH CornacHo HaCTpoWKaM (UIBTPOB, BXOISAIINI
(UIBTPOM 3aNIUIIEHHON ceTH 3ammpOBaHHBIA WU NTPEAHA3HAYCHHBIN IS
mK(pPOBAHUS UCXOISIIMNA OTKPBITBIN MaKeT ObLI
3a0JIOKUPOBAH
4 Crnmmkom Gospias pasauna Bo  [laket ObIT OTIIPaBIIEH paHbIIE WM HO3XKE JaTHI,
BpPEMEHHU YCTaHOBJICHHOI Ha MPUHUMAIOIIEM y3JIe, HA BEINYUHY
60JIb1IIYyI0, YeM YKa3aHO B HACTPOUKE JAOIYCTHMOTO
BpPEMEHU NIpHEMa TAKETOB
5 HexoppekrtHas Bepcus apaiiBepa  [IpuHAT naker, co31aHHBI HECOBMECTUMOM C TEKYILEH
Bepcuei apaiiBepa
6 Pasmep 3aronoska JlnHa yacTy nakeTa, He0OXOJUMOMN I
3amm¢ppoBanHoro [P-makera pacmppoBaHusl, CIUIIKOM Maia s TOT0, YTOOBI B HEH
MEHbIIIe MUHUMAJIbHO MorJia ObITh pa3MelieHa HHPOPMaIHs KPUITOCHCTEMBI
JIOITyCTUMOIO
7 HewnssecTHslil MeTOq He noanep:xnBaercst MeTos IU(pPOBaHUs, KOJ KOTOPOTO
mMdpoBaHUL yKa3aH BO BXOJAIIEM MaKeTe
8 Wckaxennsiii [IP-naker HenomnyctuMsble napameTpsl B paciiidpoBaHHOM MakeTe
9 HewusBecTHsii naeHTHGHUKATOD Wnentndukarop oTIpaBUTENs B ITAKETE HEM3BECTEH
CETEBOTr0 y371a
10 IP-maker 610kupoBaH rnaBHeIM  [lakeT 6JI0KMPOBaH (GUIBTPOM, OTHOCSIIIUMCSI K 3aIIUCH
(UIBTPOM 3alUIIEHHOH ceTH «IP-makeTsl Bcex afpecaToBy
11 Ceccust ObUTa HEAKTHBHOM DT0 cOOBITHE HE HCIIOIB3YETCS
CIIMIIKOM JOJITO
12 He naitnen MAC-anpec [TakeT He MOXKeT OBITH MepeHaNpaBieH MOIy4aTesio, T.K.
CETEBOTr0 y371a TOT HE COOOIIHII aIpec CBOETO CETEBOT'0 aaanTepa
cepBepy
13 IIpeBbiieno Bpems xu3Hu IP- [TakeT yHMUYTOKEH U3-3a IPEBBILICHNS TUMUTA €TI0
nakera HaXO0XJEHHUS B CETU
14 Ionyuen IP-nmaker ans gpyroro  IlpuHAT makeT qyig Apyroro aapecara

CECTCBOI0 y3Jja
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15

16

17

18

19

70

CrnuirkoM MHOTO ()parMeHTOB
st [P-nakera

Vcuepnana TUICH3Us Ha
KOJIMYECTBO TYHHEIHPYEMBIX
aJlpecoB

Hesepnsiii IP-anpec

Heussectnsiii [P-aapec
[oJTy4yaTens

OO0HapyXeH KOH(IUKT agpecoB
CETEBBIX y3JI0B

Tpansutsbii IP-naker
OIIOKMPOBAH PIIBTPOM
3aIIMIIEHHON ceTn

[TpeBbIlIeHO IOMTyCTHMOE KOJIHMYECTBO OHOBPEMEHHO
o0OpabaTpIBacMbIX (pparMEHTHPOBAHHBIX ITAKETOB

Ha xoopaunatop, ocyiiecTBISIOUINI TYHHEINPOBAHUE,
OJIHOBPEMEHHO MPUIIIY TaKeThl OT KOMIIBIOTEPOB,
YHUCIIO0 KOTOPBIX IMPEBHIIIAET YHCIIO 3aJaHHBIX B
JIMLEH3UU TYHHEJEH

B npumenmenm 3ammdposanHom nakere Ethernet cBoii, a
IP-anpec 4yskoi, 1 IpK 3TOM MaKeT He SBISIETCS
MapIIpyTU3ApyeMBbIM (coObITHE 45)

CoObITHE TOSIBISETCS B cJjydyac, €CJIM KOOpANHATOp HE
3HACT, HA Kakou aZpec nepeHanpaBUTb BXOJSIIMNHN IMaKeT

DTO cOOBITHE HE HCIOJIB3YCTCA

TpansurHblii 3amndpoBanuelii IP-naker 3a010xkupoBaH
Ha KOOpIMHATOPE (HIBTPOM 3aIlUIICHHONW CeTH

Tabruya 3. Cobvimus nooepynnul Bee |P-nakemot/broxuposannsie |P-nakemut/|P-naxemoi,

6]10Kllp06tlHHble npasuiamu 0prblm0ﬁ cemu

Homep Ha3panue co0biTUs Onucanne co0bITUSA

co0bITHA

22 Hesammdposannsiii [P-naker or  OT 3amuIieHHOro ajpecara IpHiies OTKPBITHIA NakeT
CETEBOr0 y371a

23 HezammdpoBanusrit OT 3alMILIEHHOT0 aapecaTa IPUILIEN OTKPBITHIN
HIMPOKOBEINATENbHbIN [P-TakeT  MMpPOKOBEINATEIbHBIN ITIAKET
OT CETEBOTO y3J1a

30 Jloxanpubiii IP-mmaker Haiineno 3ampermaromiee mpaBmio QIbTPAIH
6710KMPOBaH QIIBTPOM OTKPBITOM CETH B TPYIINE JOKAJIBHBIX IPABUII
OTKPBITOM CeTH

31 Tpausuthbiil [P-naket Haiineno 3ampermaromiee mpaBmio QIbTPAIIH
6JI0KMPOBaH QPUIBTPOM OTKPBITOH CETH B TPYIIIE TPAH3UTHBIX IPABUIT
OTKPBITOM CeTH

32 Iupokosewarenbuelii [P-naker  Haiineno 3anpemaromiee npaBuiio Gpuibrpanun
6JI0KMPOBaH QPUIBTPOM OTKPBITOH CETH B IPYIIIIE IHUPOKOBEIIATEIbHBIX TPaBHIT
OTKPBITOM CeTH

33 IP-maket 610KHpOBaH HaiineHo cooTBeTcTBy!OIIEE IPAaBUIIO B TaOIIHIIE
¢ubTpOM aHTHCIY(DHUHTA aHTucnyduHra

34 HenopnnepxuBaemslil Tun Ionyyen ICMP-nakeT, THI KOTOPOrO OTJIMYEH OT THUMA

ICMP-coo01enus

8, xoma 0

94



35

36

IIpeBbilIeHO MaKCUMAaIbHOE
YHCIIO 3aIIAIIAEMBIX aJPEeCOB

[epenaua makeTa Mex1y IBYMS
BHEITHUMH HHTepdeiicamu
3ampenieHa

B Teuenue 3agaHHOTO nepuoaa BpeMecHU ObLIN
TIOJTYYCHBI ITAKETHI OT OOJIBIIIETO KOJIMYECTBA aapecoB,
4YEM 3a/1aHO B JIMIICH3UH

3710 cOOBITHE HE UCTIONb3YETCs

Tabnuya 4. Cobvimus nodepynnul Bee |P-nakemui/bnoxkuposannvie |P-nakemuol/|1P-naxemu,
On10KUposanHsle O OpysuM NPULUHAM

Homep Ha3Banue co0bITH Omnucanne coobITUS

co0bITHA

80 Pa3mep IP-nakera MeHb11E Pa3mep IP-nakeTa MeHblIE MUHUMAJIbHO BO3MOXKHOIO
JIOILYCTHMOTO

81 Henonyctumas Bepcus B nanHO¥M Bepcuu noanep:KUBaeTcs TOAbKO NpoTokon [P
nporokoia IP Bepcuu 4

82 Henonycrumas anuna JlnuHa 3aronoBka npotokosa [P MeHblle MUHUMAaIIBHO
3arosioBka [P BO3MOXXHOT'O

83 Henonycrumas anuna IP-makera JlyivHa nakeTta MeHbIIE, UeM YKa3aHO B 3aroJIOBKE

npotokoja [P

84 HecoBnanenne KOHTPOIHHOM IMoncunranHoe 3HAYECHUE KOHTPOJIBHOM CyMMBI

cymmsl [P 3aroyioBka [P-makeTa He coBHazaeT co 3HaYEHUEM,
yKa3aHHBIM B ITaKeTe

85 Pasmep 3aronoBka TCP menbie  HenomycTumo KOpoTkuid 3arojioBok nporokona TCP
MHHHUMAJIBHO JOIYCTUMOTO

86 Pasmep 3arosnoBka UDP menpmie  Henomyctumo KOpoTkuid 3arojioBok nporokosna UDP
MUHHMAJIBHO JOITyCTUMOTO

87 HedparmenTanus [P-nakera Brutn 06paboTaHb He Bce ()parMeHThI, 00pa3yroIue
ObLTa OTMEHEHA MaKeT

88 LTupokoBeaTeNbHbli axpec Azpec oTnpaBuTeENs B IAKETE YKa3aH
ornpasurelns |P-makera IIMPOKOBEIATEIbHBIH

89 ®parmenTs! [P-nakeTa Hawubonee crapsrii U3 epecekaromuxcst parMeHToB
nepeceKkaroTcst MeXIy co0oit ObLT OTOpOIIIEH

90 Henocraro4uno pecypcos st [MTaker He MOXeT ObITH 00paboTaH U3-3a

o0pabotku IP-dhparmenra

HEIOCTaTOYHOCTH CBOOOTHBIX pecypcoB. Eciu aTa
ommbKa cTabUIHLHO MPOSIBIISETCS, TO TPEOyeTCs
0OHOBJICHHE BEPCHUH JIpaiiBepa, UCTIOIB3YIOIIETo OOJIbIIe
MaIIHHBIX PECYPCOB, HIIH TpeOyeTcs Oolee
COBEpILIEHHAs! MOJIEJIb KOMIIbIOTEPA
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91

92

93

94

95

97

98

100
101

102

103

104

105

IP-nmaker nosry4yeH Bo Bpemst
MHULMAIA3alMY JpaiiBepa

Caumikom Gonbloii pazmep IP-
nakera

[IpeBrImeHO BpeMs cOOpKH
¢parmenToB [P-nakera

Henocrarouno nmamMsatu

OO6HapyXeH CeTeBOi y3el ¢
TaKUM K€ HICHTH()HUKATOPOM

IP-naker 610KMpoBaH
¢umeTpom SQL

Henocrarouno pecypcos st
00pabotku [P-makera

Henonyctumeie ¢gnaru TCP

He naiinen mapupyr aiis
TpansuTHoro IP-nakera

Moaynb npukiIagHOU
00paboTKH HE 3arpyKeH

IIpeBpilIeHO MaKcCUMaIbHOE
KOJIMYECTBO COCAUHECHUMN

CoenuHeHne yXe CyIeCTBYeT

He ynanock BblienuTb
JIMHAMUYECKUI NOPT JJIst
MpaBujia TPAHCIALMH aIpECOB

bnokupoBka Bcex MakeTOB BO BpeMs MHULUAIN3ALUI
ZipaiiBepa

Pa3mep nmakera orpannueH pazmepom 48 Koant

3a nomycTUMoe BpeMs IMoJTydeHbI He Bce pparmeHTH! [P-
naKeTa

J17is BBIIONTHEHMS KaKO#-THO0 omeparuu Tpedyercs
BBIJICJICHUC MTAMSTH, HO BBIJICITUTh IAMSITh HE YIaJI0Ch

IMocTynunm makeTsl ¢ OJMHAKOBBEIMU
nieHTH(UKaTOpaMu y3J0B, HO pa3HbiMu [P-anpecamu

Coenunenue 3abnokupoBano Microsoft SQL guisTpom

Jns o6paboTku [P-nakera TpebyeTcs BeIICICHIE
PECYpCoB, HO BBIAETHUTH PECYPCHI HE YAAIOCH

DTO coOBITHE HE HCHOJIB3YCTCA

He maiimeno mpaBmito Uit TPaH3UTHOTO TIAKETa B
TaOJIUIIC MapIIPyTOB

He 3arpy»eH coOTBETCTBYIOIIMI MOYJIb MPUKIATHON
00paboTku

KonndecTBo yke yCTAaHOBIEHHBIX COCTUHEHUI
MIPEBBIIAET MaKCUMAJIBHO AOIYCTHUMOE, 3aJaHHOE B
HacTpoiikax Koopaunatopa

JI71st co31aBaeMOTro COETMHEHHS TTApaMeTPBI MCXOISIINX
nakeToB (socketpair) coBmamaroT ¢ yxe
CYILECTBYIONIMMHE, TAKOE COETUHEHNE OIOKUPYETCS

He ynanocs BBIIETUTD TOPT [UIsl TUHAMHYECKOM
TPaHCIALUY aAPECOB (HAIIPUMED, BCE MOPTHI B MMyJIe
3aKOHYMIINCH)

CoOpbrtus rpymnmsl Bee IP-nakersl/Bee nponymiennnbie IP-nakersi/IIponymennsie 3ammn)poBaHHbIE

IP-nakersI

Homep Ha3Banue co0bITUSs Onucanue coobITHS

co0bITHA

40 [ponymen 3ammppoBanuslii [IP-  Pa3pemenHsiii 3ammpoBaHHbIH MaKeT
MaKeT

41 [Ipomymien 3ammppoBaHHBII PaspemennsIif 3ammdpoBaHHBIN MUPOKOBENIIATEIHHBINA
LIMpOKOBeIaTenbHbli [P-naker  maker

43 IP-nmaket Ob11 IepeHarnpasieH ITakeT nepeHanpaBieH Ha APyroH y3el Ha TOM K€ CaMOM

JIPYTOMY CETEBOMY Y31y

uHTEpdeiice
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44

45

OcyIecTBiIeHa MAPIIPYTH3AIIHS
3amrpPOBAHHOTO TPAH3UTHOTO
IP-mmakeTa ¢ ”3BMEHEHHEM €TO
azapeca

OcyniecTBieHa MapLIPyTH3ALUS
3amnpPOBAHHOTO TPAH3UTHOTO
IP-makera

[MTaker HanpaByieH Ha JPYTO# y3ei IyTeM [OJMEHBI B
HEM ajipeca MoTydaTess

[Taker nmpomy1eH, T.K. IpeJHa3HAYEH IS APYTOTro
KOMITBIOTEPA

Tabnuya 5. Cobvimus epynnwi Bee |P-nakemot/Bce nponyuiennvie |P-nakemot/Ilponyuiennoie
Hezawugposannsvie |P-naxemut

Homep Ha3panue co0biTus1 Onucanue coObITUS

co0bITHA

60 [Iponymien HezammdposanHeii  Haiineno paspemaroniee npasuio GpuibTpayn
JokanbHbIi [P-naker OTKPBITOW CETH B IPYIIIE JIOKAJIbHBIX MPaBUI

61 [MponymieH HezamnppoBaHHbIH Haiineno paspemiaroriee npaBuiio GUIbTpanuu
IIMPOKOBEIATEeNbHBIN |IP-TakeT  OTKPBITOH CeTH B IpyMIe MHUPOKOBEIATeIbHBIX MPaBUI

62 [Iponymen HezammdposanHeii  Haiineno paspemaroniee npasuio GpuibTpanyn

TpaH3uTHbIN [P-makeT

OTKPBITOH CETH B IPYIIIE TPAH3UTHBIX IIPABUIL

Tabruya 6. Cobvimus epynnot Bee |P-nakemot/Crysceonvie coovimus

Homep Ha3Banue co0bITUs Onucanue coObITHS
co0bITHSA
42 M3menuics agpec ceTeBoro [Hpaiiep obHapy>xwmi, uto [P-agpec cereBoro y3ma
y3m1a HN3MEHHJICSI U COOTBETCTBYIONIUM 00pa3oM
CKOPPEKTUPOBAJl CBOU TAOJIHIIBI
46 W3menniics angpec goctymna K CoObITHE TIpeTHa3HAuYEHO JUIS AUArHOCTHKN HACTPOHKHI

CETEBOMY Y31y

npaBmt NAT Ha MeXCEeTeBBIX SKpaHaxX, 4epe3 KOTOphIe
paboTaroT APyrUe y3Jbl. ITO COOBITHE MOKET
MOSIBUTBCS, €CJIM JAHHBIHA Y3 He YCTAHOBJICH B PEXKUM
pabotsl uepe3 ViPNet-koopanHatop.

Co0biTHe popMupyeTcst 00 y3liax, yCTAHOBJICHHBIX B
pexxuM paboThl uepes MexceTeBoi 3kpad (MD), B ToMm
cirydae, eci Ha MO U3MEHHIICS afpec WA OPT
JIOCTyTIA K 3TUM y3J1aM CO CTOPOHBI JAHHOTO y37a.

97



47 Hcrek Talim-ayT TexHonoruueckuii Koa.

DopmupyeTcs Ha y3ie B pexxume C THHAMHYeCKOi
TPaHCJIsINMe apecoB IPU MOSABICHUU UHUIIMATUBHOTO
TpaduKa OT YAaJIEHHOT'O y3J1a, IPOLIE/IIEro Yepes3
KOOPIMHATOD y371a B peskume C AMHAMHYecKoi
TPaHc/asuMeil agpecos.

48 Anpec ceTeBoro ysna TexHoJOrM4YeCKUit KO
3aperuCTPUPOBAH U3

DopmupyeTcs Ui yJaIeHHOT0 y37a, €CJIU 3TOT y3el
MIMPOKOBEIATEIbHOTO MaKeTa

CTaHOBUTCA NOCTYITHBIM HJIA NIEPECTACT OBITh
JOCTYIHBIM IO HIMPOKOBEIIATCIbHBIM MTAKETaM.

Tabnuya 7. Cobvimus nodepynnuvt Bee |P-nakemul/Cobvimus cucmemul oonapyscenus
amax/Amaxu npomoxona |P

Homep Ha3panue co0biTUs Onucanne co0bITUSA
co0bITHA
1001 Araka Land [TonpITKa 3MTOYMBIIIJICHHUKA 3aMEJTUTh paboTy TaHHOTO

CCTCBOIO y3Jja.

Artaka ucroib3yer ysa3BuMocTh cteka TCP/IP,
3aKJII0YAIOIIYIOCS B TOM, YTO IyTeM Iepeiadun
¢ampmmBoro TCP-makeTa MOYKHO 3aCTaBUTh aTaKyEeMBbI
KOMITBIOTEp MOMBITATHCS YCTAHOBUTH COCIMHCHNE
camMoMy ¢ coboii, myrem oTnpaBku SYN-makeTa ¢
a/IpecoM OTIPABUTEIS, UACHTUYHBIM apeCy aTaKyeMOoro
KOMITBIOTEPA.

1002 IP-omuu HyneBOW JTHHBI [TomnbITKa 3710yMBIIIJIEHHUKA BBIBECTH U3 CTPOSI BHEUTHUH
CETEeBOM 3KpaH MyTeM MOCHUIKY nakera ¢ [P-onusmu
HYJIEBOH IJTMHBI

1003 I[Tycroii IP-¢pparment OO0HapyxeH mycroii [P-pparment

1020 Artaka Jolt2 OOHapy»XeH IakeT ¢ HEKOPPEKTHBIM CMELICHHEM
(parmeHnTa, COOTBETCTBYIOIINM aTake Jolt2.

ArTaka 3aKiIo4aeTcs B IOCBUIKE B TEYEHNE KOPOTKOTO
MIPOMEXYTKa BPEeMEHH OOJIBIIOTO YHCIa CIEIHATbHO
c(OpPMHUPOBAHHBIX ITAKETOB C LEJbIO 3aMeJJIUTh
aTaKyeMyIo CHCTEMY.

Tabnuya 8. Cobvimus nooepynnuvt Bee |P-nakemuvt/Codvimus cucmemut ooHapyscenus
amax/Amaxu npomoxona |ICMP

Homep Ha3Banue co0biTus Onucanne coObITUS
coObITHSA
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1101 Bosmosxknas araka Smurf

1104 ICMP-3ampoc macku noacetn
1106 ®parmentanus ICMP-
3aroJioBKa

O6napyxen ICMP-3amnpoc, oTnpaBieHHbII Ha aapec
mojceTH (X.X.X.0 min X.x.Xx.255).

Takoii 3anpoc crocoOeH UHUITUUPOBATH
MHOECTBEHHBIE 3X0-0TBETHI, KOTOPBIE MOTYT
MEPETPY3UTh CETh WIIN aTAKyeMYIO CHCTEMY.

OO6HapyKeH 3aIpoc Ha MMOTydeHHe 3HAYCHUS MacKU
HOJICETH.

Taxas nH(bOpMaIHI MOXKET IOMOYB XaKepy coOpaTh
JTAHHBIE 0 KOH(UTypanny CeTH.

ICMP-3aronoBok ObUT pa30UT HA HECKOJIBKO
(parMeHTOB B MOMBITKE 000MTH CEeTEBbIE IKPaHbI WU
CHCTEMBI OOHAPyKESHHS BTOPIKCHUH

Tabruya 9. Cobvimust nooepynnol Bee |P-nakemuot/Codvimus cucmemot oonapysrcenus

amax/Amaxu npomoxona UDP

Homep Ha3panue coObiTUs

CcOOBITHA

Onucanne cCOOBLITHS

1203 Ypesaunsiii UDP-3aroinoBok

1204 BosmosxHas ataka Fraggle

1205 3anuknuBanue nopros UDP

1206 Artaka Snork

O6Hapyxen UDP-naker ¢ aHOMaJIbHO KOPOTKUM
3aroJIOBKOM

Oo6napyxen UDP-makeT, oTripaBiieHHEIH Ha ampec
mojcetd (X.X.X.0 wim X.X.X.255) u npegHa3HaYCHHBIH
JUTSL OJTHOTO U3 «OTPaKaOIUX» TOPTOB.

Takoii nmaker crmoco0eH HHUIUUPOBATH MHOKECTBO
OTBETOB, KOTOPBIE MOTYT MEPErPY3UTh CETh HIIH
aTaKyeMyIO CHCTEMY.

O6Hapyxen UDP-naker, 3a1IUKIEHHBIA MEXITY TBYMS
«OTPaXKAIOLIMMHUY TIOPTAMHU.

Takue makeTs! MOTYT OTPa)kaThCsl OECKOHEYHOE YHCII0
pas3, meperpysas CeTb 1 peCypCchl BOBIICUEHHBIX CHCTEM.

IlonmpITKa BRI30BA OTKa3a B 06CJ'Iy>KI/IBaHI/II/I

Tabruya 10. Cobvimus nodepynnei Bee |P-nakemut/Cobbimus cucmemsl ooHapyscenusn

amax/Amaxu npomoxona TCP

Homep Ha3Banue co0biTus Onucanue coObITUSA
co0bITHSA
1302 ®parmenTtanust TCP-3aronoska  TCP-3aronoBok OblT pa3oUT Ha HECKOJIBKO ()parMeHTOB

B MOTIBITKE 0OOMTH CETEBbIE SKPAHBI UM CUCTEMBI
0OHapyKEHHSI BTOPKECHUI
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1303

1304

1305

1306

1307

1308

VYpeszannsiit TCP-3aronoBok

HenpasuiibHoe cmenieHue
Urgent B TCP-3aronoBke

ATtaka WinNuke

TCP-ommun HyneBOU IITHHBL

CkanunpoBanue TCP XMAS

Ckanuposanue TCP null

Oo6napyxen TCP-naker ¢ anomanbHO KopoTkum TCP-

3aroJIOBKOM

MHO0KeCTBO TaKHX IMaKETOB MOT'YT BbI3BaTh «3aBUCAHUC)

y HeKoTopbIX peanuszanuii TCP/IP

ITombITKa MPUBECTH OTIEPALIMOHHYIO CHCTEMY K
nepesarpysKe.

Artaka ucrosb3yer omnoKy peanuzauuu creka TCP/IP

npu noceuike makera Out of Band.

[TompiTKa 3JIOYMBIIIJIECHHUKA BBIBECTH U3 CTPOS BHEIITHHMA

CETEBOM SKpaH ¢ MOMOIIBI0 MOCHUIKHU nakeTa ¢ TCP-
OMIUAMH HYJICBOU JITUHBI

Oo6napyxeH TCP-makeT ¢ ycTaHOBICHHBIMHA OHTaMH
FIN, URG u PUSH.

3J'IOyMI>IIlIJ'IeHHI/IK NbITACTCA ONPEACTINUTHL HAJITNINEC
JAOCTYIHBIX CJ'Iy)K6 B CUCTEMC, ITOCHLJIas TAKHUEC
CIICIIUAJIBHO C(I)OpMI/IpOBaHHBIe ITaKCThI.

O6Hapyxen TCP-naket co BceMu COpOIIEHHBIMHU
YIPaBJISIOMUME OUTaMU.

3MOYMBIIIJICHHUK MBITACTCS OTIPEICIIUTD HATHIHE
JIOCTYIIHBIX CITY>K0 B cCTeMe, TIOChLIasl TaKkue
CHeNHaNbHO CHOPMUPOBAHHBIC MTAKETHI.
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Bo3MOKHBIE HEMOJAAKU IpU
padoTe C anIIeTOM M CIOCOOBI
UX YCTpaHCHUS

B nannom MPUITOKCHUHU IPHUBCACHBI BO3MOXHLIC HEIIOJIAAKHA ITPU pa60Te C aIIICTOM U
CITOCOOBI MX YCTpaHCHUA.
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He ymaercst otoopa3uth B Be0O-Opay3epe
CTapTOBYIO CTPAHUILY IS 3aIlyCKa
arieTa

Onucanue:

e [Ipu nombITKE OTOOPA3UTh CTAPTOBYIO CTPAHUILY JJIs 3allycKa amriera BeO-0paysep
COO0O0IIAET, YTO JIaHHAs CTPaHUIIA HE HalJIcHa WU CepBep HE HalJIeH.

IIposepspre:

e VYcTaHaBIMBAETCS JI CBA3h Mexay ViPNet-KimeHToM U cepBepOM IMOCPECTBOM IIPOBEPKH
coenuHeHus u3 porpammel ViPNet Client [MoHHATOpP] WITH ¢ TOMOIIIBIO KOMaHABI ping.
Ecmu coenunaenne orcyrcrByeT (ICMP-0TBETHI HE TPUXOIAT), TPOBEPHTE MIPABHIHLHOCTH
3amanus cBs3u Mexay y3namu B ViPNet [IYC, a Taxke KOppeKTHOCTh HACTPOEK Ha 000UX
CETEBBIX y3Jax.

e B cmyuae oOpamenns mo DNS-uMeHn, KOppeKTHO JIM OCYIIECTBISIETCS TpeoOpa3oBaHme
DNS-umenu cepsepa B IP-amgpec, a Takke coBnagaer i BbinaBaeMsrii DNS-cepBepom IP-
ajipec ¢ TEKYLIUM aJpecoM BUAUMOCTH y37a. Eciu HeT, To Heo0X0ANMO MPaBUIIBHO
HacTpouTh ciry:x0y DNS.

e lwmeer nu BeO-cepBep npaBa Ha yTeHUE BeexX (ailiioB, HEOOXOJUMBIX ISl paOOTHI anIJieTa,
a TakKe IpaBa Ha UCIIOJIHEHHE JIJIs BCEX BIOXKEHHBIX KaTanoros. [Ipu HeoOxoaumocTu
MU3MEHHTE IIpaBa.
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CoobOmrenne «CoennHeHNe ¢ JaHHBIM
CEpBEPOM HE pa3pEIICHOY

Omnuncanue:

e [Ipu MOMBITKE 3aIyCTUTH ANIUIET BHIAACTCS COOOIIEHIE 00 OTCYTCTBHU Pa3pelIeHus Ha
MOHHTOPHHT U yrpasieHue ViPNet-koopamHaTopom.

IIpuunna:

e ViPNet-kiueHT, yCTaHOBJIEHHBIN Ha JAHHOM KOMITBIOTEPE, HE 3apETUCTPUPOBAH B
npukiaaHoi 3afaue «Knuent SGA». Heooxoaumo 3apeructpuposath ViPNet-kiueHT B
yKa3aHHO# 3a7aue ¢ nomouipio ViPNet LIYC.

e ViPNet-kiueHT, yCTaHOBICHHBIN HAa JAHHOM KOMITBIOTEPE, 3aPETHCTPUPOBAH B
npukiaagHoi 3anade «KimueHt SGA», 0qHAKO JOCTYN K MOHUTOPHUHTY M YIIPABJICHUIO
3alpelieH 3TOMY y3JIy HaCTpOHKaMU, 3aJaHHBIMU B (haiiie KoHpurypanuu sga.conf.
Heo0xo11Mo JIOKaIbHO Ha CepBepe U3MEHHUTh HacTpoiku B (haiine sga.conf. [logpoOHee o
HacTpoiike noctyna ViPNet-KIMeHTOB K ylaleHHOMY MOHUTOPUHTY U YIPABJICHHUIO CM.
JOKYMEHT «ATIJIeT MOHUTOpUHTA 1 yripasieHus ViPNet-koopauaaropoM. PykoBoacTBo
aJIMHHHCTPATOPAY.
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Coobmienue «OTCyTCTBYET COCAUHEHUE
CO BCEMHU CITYKOaMm»

Omnuncanue:

e [Ipu mOMBITKE 3aIlyCTUTD aIIUIET BBIJACTCS COOOMIEHNE 00 OTCYTCTBUH COSANHEHHS CO
BCEMHU CITy>KOaM.

IIpuunna:

e  CuyxOs1 [TO ViPNet He 3amyimiensl Ha cepBepe. Heo0XoauMo JTIOKaJIbHO Ha cepBepe
MPOBEPUTH COCTOSTHUE CIIYKO U IPU HEOOXOIMMOCTH 3aIyCTUTh HX.
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Coobmenue «Ceccus aIMUHUCTpaTOpa
YK€ YCTAHOBJICHA»

Omnuncanue:

e [lpu MOMBITKE IEPEUTH B PEXKUM aIMIHHUCTPATOPA BHITIAETCS COOOIIEHUE, YTO CECCHSA
aJIMIHHACTPATOPA YXKE YCTAHOBJICHA, U aIllJIET OCTAETCS B PEKUME TI0Ih30BATEIIS.

IIpuunna:

e B ciyyae 0JHOBpeMEHHOH pabOThI C alMjeToM Ha HECKOJBKUX y3JIaX Ha OJHOM U3 HUX
YK€ YCTaHOBJIEH PEKUM aaMUHUCcTpaTopa. [Ipn HeoOX0AMMOCTH BBIINTE U3 pekuMa
aIMUHUCTPATOPA HA TOM Y3JI€, I'Ie OH YCTAHOBJICH.
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