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O DOKyMEHTE

Ans koro npeaHasHauyeH AOKYMEHT

JlaHHBIN TOKyMEHT IpeaHa3HaueH [Tl aIMUHICTPATOPOB, OTBEYAIONINX 32 HACTPOUKY U
skcruryatammio [10 ViPNet Coordinator HW. B Hem comepskutcs kak nHpOpManus o0Iiero
xapakrepa (HasaHauenne u npuMmenenne [IAK ViPNet Coordinator HW, anmapatHsie
KOH(UTYpaILlNU 1 JTUICH3NPOBAHNE), TAK U OMMMCAHNE KOHKPETHBIX JEHCTBUIA aIMIHUCTPATOpa
o HacTpoiike u ynpasieHuto [TAK.

CornaweHua AOKyYMeHTa
CornameHus JaHHOTO TOKyMEHTA MPEACTaBICHbBI B TaOJIUIIE HIKE.

Tabauya 1. Ycnosuvie 06o3nauenus

Ykazareib Onucanmne

Buumanue! Yka3pIBaeT Ha 00s13aTENBHOE IS UCIIOJIHEHUS WIIH CJIEIOBAHUS
JefCTBHE WITH WHPOPMALIHIO.

' ] ‘ IIpumeuyaHue. YKa3pIBaeT Ha HE00A3aTEIBHOE, HO JKENATENBHOE JJISI UCIIOJTHEHUS
WK CJICIOBaHMS ACUCTBUE WK UH(OPMAITHUIO.

Coget. CoepXuT AOMOJHUTENBbHYIO HHPOPMAITHIO 0OIIETO XapaKTepa.

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa 9



HoBbIe BOBMOXHOCTH

Y10 HOBOIrO B Bepcum 2.6

B sTom paszene npeacTaBieH KpaTKuil 0030p u3MeHeHui Bepeuu 2.6.

UcnpaBneHue own60oK B nporpaMmMHOM obecneueHnn

Hcnpasnensl cnenyromye ommnOky, mposiBuBIunecs npu skcmyatauuu [TAK ViPNet
Coordinator HW100 6a30Boii KOHbUTYypaIiH:

o Heso3moxno ycranosuts [10, ycraHOBKa 3aBepIiaeTcst OIMOKOM.

o He 3amyckaercst TpancnioptHbiii Mogyns MFTP.

Y10 HOBOIrO B Bepcum 2.5

B sToM paznene npencraBieH KpaTKuii 0030p M3MEHEHU U HOBBIX BO3MOXKHOCTEH Bepcuu 2.5.

KoHTposnb kKOH(pUIrypaumm AMCcKoBOi nogcucteMbl Nnpu ycraHoBke MO Ha MAK
ViPNet Coordinator HW1000 G2

Hopabotana nporpamma ycranoBku [10 Ha 3arpy3ounsiii Hocutens [TAK.
Heob6xomumocTh 10paboTKH 00yCIOBIICHA TOSBICHUEM JONOIHUTENFHON KOHPUTYparuu
IMTAK ViPNet Coordinator HW1000 G2 ¢ HecTaHAapTHBIM IOAKIIOYEHUEM JHCKOB.
Teneps nipu ycranoBke [10 Ha 3Ty MOTUHUKAIHIO aHATTH3UPYETCS KOHPHUTYparns
JICKOBOM mojicucTeMsbl. [1o pe3ynbpTaraM aHanu3a BBIBOIUTCS HHPOPMAIHS O
IMOAKITIOYCHHBIX JUCKOBBIX HAKOIIUTCIIAX U 3allpallInBACTCA NOATBCPKIACHNUEC HA
NPOJIOJDKEHUE YCTAaHOBKU. B ciyvae oOHapy)keHUs] HEKOPPEKTHOW KOH(UTYparyn
YCTaHOBKA aBTOMATHYECKU MPEKPAIIAETCsI C BBIBOJIOM COOTBETCTBYIOIIETO COOOIICHNSI.

YT0 HOBOro B Bepcum 2.4

B sToM pasnene npencraBieH KpaTKUil 0030p U3MEHEHUI U HOBBIX BO3MOXHOCTEH Bepcuu 2.4.

Bo3Mo:kHOCTDH OrpaHMYCHUSA TUANTA30HA TCHEPUPYEMBIX BUPTYAJIbHBIX aIPp€COB

PeannzoBana BO3MOXKHOCTH OIrpaHUYHUTDL AHUAIIA30H ICHEPUPYEMBIX BUPTYAJIBHBIX aIPECOB.

JJis 3TOr0 MCTONIB3yeTCsl HOBBIM MapaMeTp maxvirtualip, 33aBa€MbIi B CEKIIUH
[virtualip] (aiiia KoHPUTypaluu iplir.conf (M. «Cexnus [virtualip]» na crp. 108).

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa
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Teneps reHepupyeMble BUPTYaIbHEIE aipeca He MOTYT MPEBBIIIATh 3HAYSHISI, 33 JaHHOTO
STHM MapaMeTpoM.

YTO0 HOBOIrO B Bepcuu 2.3

B aToM pazgerne mpeacTaBieH KpaTKUid 0030p N3MEHEHHH W HOBBIX BO3MOKHOCTEH Bepcuu 2.3.

IHoanep:kka kiaacTepa ropsiuero pesepsuponanusi Ha 6aze IIAK ViPNet Coordinator
HW-VPNM

Peanuzopana momanepka pabOThI KjlacTepa ropsuero pe3epBUPOBaHMS, OPraHU30BaHHOIO
Ha 0aze [TAK ViPNet Coordinator HW-VPNM.

Hoanep:xka B3aumoneiictBusi [IAK ViPNet Coordinator HW ¢ UPS

PeanmzoBana monnepxka B3aumoseiicteus [IAK ViPNet Coordinator HW ¢ ucrounnkamu
oecniepeboitnoro nuranus (UPS). Teneps [1AK, momyans ot UPS curnan o6 ucromeHnn
Oartapeu, KOPPEKTHO 3aBepIIacT CBOK padboTy. HacTpolika u ynpasneHue
B3aumoneiicteueM [TAK ¢ UPS mpousBoauTCS ¢ TOMOIIBI0 KOMaHIHOTO HHTEPIpETaTOopa.

YTO0 HOBOIrO B Bepcum 2.2

B sTom pa3zzgene npepcTaBieH KpaTKuil 0030p M3MEHEHUH U HOBBIX BO3MOXHOCTEH Bepcuu 2.2.

PacuupenHasi mojaep:xka CUCTeMbl HEHTPAJIU30BAHHOI0 MOHUTOpuHra ViPNet
StateWatcher

Peanm3oBanbl KOMaH/IBI AJIs TIepeAady pacimmpernoi napopmanuu o cocrostanu [IAK B
CUCTEMY LIEHTPAJIN30BAaHHOIO MOHUTOpHUHTA. Ternepb B CHCTEMY MOHUTOPUHTA
JIOTIOJTHUTENBHO TiepenaeTcst HHpopMamus o paboToCOCOOHOCTH TPAHCTIOPTHOTO MOJTYJIS
MFTP, koau4ecTBO KOHBEPTOB B OUEPEI U UX CYMMAapHBI pa3Mep, CIIUCOK
tyHHenupyeMbix [TAK agpecoB, cymMMapHBIid TpaguK Ha KaKJOM ceTeBOM HHTep(derice
(0oTIenpHO UCXOASIINN M BXOJIAIINI), 3aTpy3Ka MPOoIeccopa, UCIOIb30BaHUE MMaMATH U
JTIUCKOBOT'O ITPOCTPAHCTRA.

N3menen noaaep:xxuBaemblii SSH-npoToko.

SSH-cepBep, BcTpoennsiii B [TAK, nepekioueH Ha MoaaepkKy nporokoyia SSH2.
IIpotoxon SSH1 Gosbiie He TOAAEPKUBACTCS.

Hopnep:xka nporokoaa SCCP

Peanuzopana momiepxka pacimperus Skinny mpu oopadotke nporokosia SCCP.

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa
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YT10 HOBOIrO B Bepcum 2.1
B atoM pazgene mpeacTaBieH KpaTKUi 0030p N3MEHEHHH W HOBBIX BO3MOKHOCTEH Bepcuu 2.1.

e TlomomHuics cnucok moaaep:;kuBaemMbix noxosgenuii [IAK ViPNet Coordinator
HW100

s ITAK ViPNet Coordinator HW 100 peann3oBana moaaep:kka HOBOH armmapaTHOM
maTdopMbl Ha 6aze kommakTHOro kommbioTepa BK3741S-00C cepun BRIK. Teneps
npensiymas mogudukanust [IAK Ha 6a3e kommsrorepa cepun eBox-4 oTHOCHTCS K
nepBomy mokosneHuto (G1), a Mmogudukarys Ha HOBOH IaTdopmMe — KO BTOPOMY
nokosiernio (G2).

o [Tlonmoanmicsa cnucoxk nogaeps;xkuBaembix nmoxkoJseHuii IIAK ViPNet Coordinator
HW1000

Hns [TAK ViPNet Coordinator HW 1000 peanm3oBaHa nojiep kka HOBOH anmapaTHON
atopmel Ha 6aze cepBepa AquaServer T40 S44. Teneps npensiaymias MoaupUKaIHS
ITAK na 0aze cepsepa T40 S42 orHocutcs k nepBomy nokosneHuo (G1), a mogudukamnms
Ha HOBOI maropme — Ko BTopomy mokoJeHuro (G2).

e H3menennl npaBwia GuiabTpauuu M0 yMOJITYAHUIO

[paBuia puIbTpay OTKPHITHIX [P-TTakeToB, 3a1aHHbIe IO YMOIYaHHIO, a TAKKE MpaBHiIa
peXUMOB 06€30macHOCTH npuBeneHb! B cooTBeTcTBHE ¢ Bepeueit 110 ViPNet Coordinator
it OC Windows. Teneps [TAK uMeIoT Takyro e JOTUKY MOBEJICHHS, YTO U
KOoOpauHaTopsl, pabotatonme nox ynpasieaunem OC Windows.

e M3MeHeHbI NpaBUJa aHTHCITY GUHTa

[MpaBuna antucnydunra npuseaeHs B coorBerctBue ¢ Bepeueit [10 ViPNet Coordinator
st OC Windows. Teneps npaBuia aHTUCTY(UHTa HE 3aBHUCAT OT TUIIA HHTEpdeiica, a B
Ka4eCTBE JIOMYCTUMBIX aJIpeCOB OTIIPABUTENS MOKHO YKa3bIBaTh KOMOMHAIIMIO aJPECOB.

e [lonpepxka npaBua GUIBTPALUM TYHHETUPYeMOro Tpadguka

PeanuzoBaHa noaaepkka mpaBuil GUIBTpaUK TyHHETHUpyeMoro Tpaduka. Temnepb atu
MIpaBHJIa 331A0TCS B OT/IENBHOM CEKIMU [tunnel] ¢aiiia KOHPUTyparuu iplir.conf.
Kax cnencrBue, ynpa3aHeH mapamMeTp autopasstunnels B CEKIIUU [misc] (bafma
KOH(QHTYpalluK iplir.conf.

e Bo3MmoxkHOCTh YKa3aHus THNA 1 kKoga ICMP-nakeToB B npaBu/jiax ¢puiabTpauun

PeanuzoBana nogyepxka tuna u kojga ICMP-nakeToB B mpaBuiax GpUIBTPAIMU OTKPHITHIX
IP-makeroB. Teneps Tun u kog ICMP-niakeToB MOKHO yKa3aTh Kak HEMTOCPEICTBEHHO B
¢aiine KoHPUTrypaIuH, TaK U C IIOMOIIbIO aNiljieTa MOHUTOPUHTA U yripaBiieHus SGA.

o Iloanepikka pa3IMYHbIX CEPBUCHBIX (PyHKIMIA
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B cocras I[TAK ViPNet Coordinator HW Bkmmrogenst DHCP-, NTP- m DNS-cepBeps ¢
BO3MOKHOCTBIO HACTPOMKH M YIIPABICHHS C TIOMOIIBI0 KOMaHIHOTO HHTEPIIPETATOPA.
e H3meHeHa peaan3anus Npoueaypsl pa3BepThiBaHuA KI04eBbIX 623 ViPNet

[Tpouenypa pa3sepToiBaHMs KiIr0UeBBIX 0a3 ViPNet peanu3oBaHa B BUae Macrepa,
KOTOPBIH MO3BOJIAET B KOHCOJILHOM HITH TICEBAO-TPAPUUECKOM PEKUME MPOU3BECTH HE
TOJILKO Pa3BEepPTHIBAHHUE KITIOUYEBBIX 0a3, HO ¥ JOTIOJHHUTEIbHBIE HACTPOUKH.

¢ Bo03MOXHOCTb YCTAHOBKH BPEeMEHHOI 30HbI H BpeMeHH!

PeannzoBana BO3MOKHOCTh YCTAaHOBKH BPEMEHHOM 30HBI (YACOBOT'O TOSCA) U TEKYIIETO
BpPEMEHH. Y CTAHOBKY MOXKHO IPOU3BECTH KaK B MPOIIECCE Pa3BEPTHIBAHUS KIIFOUCBBIX 0a3
ViPNet, Tak ¥ ¢ TOMOIIBIO KOMaHIHOT'O HHTEPIIPETATOPA.

e Tlognepkka MHOrOnoTOYHOCTH B ApaiiBepe ViPNet

Peanu3zoBana nojiep>kka MHOTOIIOTOUHOCTH B JipaiiBepe ViPNet. Teneps MoxHO
YHIpaBJIATh YUCJIOM ITOTOKOB C ITOMOIIIBIO CHGHI/IaﬂbHOﬁ KOMaH/HbI. ,Z[JIH COBMCCTHUMOCTHU C
MpeALIAYIIUMHA BEPCUAMU 110 YMOJTYAHUIO YCTAHOBJICH OI{HOHOTO‘IHBIﬁ PEKUM.

e [Ilonnepxxka gonoaHuTeabHbIX IP-agpecoB Ha ceTeBbIX MHTepQeiicax

Peanu3oBaHa BO3MOXHOCTb 3a/1aHMsI TOIIOJHUTENBHBIX [P-aqpecoB Ha ceTeBbIX
untepgericax [TAK ¢ moMoIms0 KOMaHIHOTO UHTEPIIPETATOPA.

YT0 HOBOrro B Bepcuu 2.0
B sToM paznene npencraBieH KpaTKuil 0030p M3MEHEHNH 1 HOBBIX BO3MOXHOCTEH Bepcui 2.0.

e KoHTpoab 1eJ0CTHOCTH KOHPUTypPalMOHHBIX (haiijioB

Peann3oBaH KOHTPOJIb IIETOCTHOCTH KOHMUTYpanoHHbIX ¢aiinoB OC Linux u ciayxo0,
Bxojsmmx B coctaB [TAK ViPNet Coordinator HW. [IpoBepka 1ienocTHOCTH
KOH(QHTYpalMOHHBIX (DAIIIOB BHIMOIHATCS NPH KAXKIOH MOMBITKE WX UCTIONIL30BAHUSI.

e PacmupeHHbIe BO3MOKHOCTH HACTPOHKH ¢ MoMombI0 anmieTra SGA

PeanuzoBana noaaepkka HACTPOHKH (PUIBTPOB OTKPBITON CETH, IPABUII TPAHCIISINN
a/IpecoB M PEXKMMOB O€30MIACHOCTH CETEBBIX HHTEPdeiicoB ¢ moMoibto anmiera SGA, a
TaKKe TMOJIep’KKa aBTOPU3aIlMH 10CTyMa ¢ moMoIbio SGA.

L4 Orpammerme YHUCJia MonbITOK BBOAA MAPOJIsd

PeannzoBan KOHTPOIIb YKCIIa IONBITOK BBOJIA IIAPOJIS: TeNeph JonmyckaeTcsa He Oonee 10-u
nonsIToK. [Tocne 10-u HeyaaunbIx monsiTok BBoJA napois [IAK nepesarpyskaercs.

e PerusamenTtHoe TecTupoBanue ITAK
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Peanm3oBana mporieaypa periTaMeHTHOTO TECTUPOBAHMUS, KOTOPas aBTOMAaTHIECKH
BeImoHsIeTcs mpu ctapte [TAK, a Taxoke MokeT OBITH 3aIyIieHa Bpy9IHYIO C IIOMOIIBIO
COOTBETCTBYIOIIEH KOMaH/IbI.

Bo03MO0KHOCTB JIOKAJIBHOI'O BeACHHS H IKCIIOPTA )KYPHAJIOB YCTPAHCHHS HENoJIa10K
ITIO ViPNet

PeannzoBano nokanbHOE BeJCHUE KypHAJIOB ycTpaHenus Hernonanok [10 ViPNet na
momuduranusx [TAK ¢ sxecTKUM JHCKOM, a TakKe SKCIOPT )KypHAJIOB HA BHEIIHUH
kommbtotep wiu USB-¢umam.

Bo3MoKHOCTB IKCTIOPTA KIK0YeBbIX 043, CIPAaBOYHUKOB U HacTpoek Ha USB-¢um
PeanuzoBan 5KCHOPT KITIOYEBBIX 0a3, CIPAaBOYHUKOB B HacTpoek Ha USB-dmam B
JIOTIOJTHEHHUE K DKCIIOPTY Ha BHEITHUNA KOMIIBIOTEP.

Bo3mo:kHOCTB JI0KaABbHOTO 00HOBJIeHns 110

PeanuzoBano nokanpHoe o0HOBIeHUE [10 ¢ USB-duii, KoTopoe BBITIOIHSIETCS C
MTOMOIIIbIO COOTBETCTBYIONIEH KOMaH/IbI.

IHopnep:xkka padorsl [IAK ViPNet Coordinator HW100 ¢ SATA HDD SeaGate

PeanuzoBana noanepxka ¢pynkunonupoBanus [IAK ViPNet Coordinator HW 100
pacmpennoii kondurypamuu ¢ SATA HDD SeaGate.

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa
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OOpaTHasi CBA3b

OononHutenbHas nHgopMaums

Caenienust 0 mpoaykTax u perreHusx ViPNet, pactipocTpaneHHbIe BOIPOCH U APyTasi MOJIe3HAs
uHpopmanust coopansl Ha caiite komnanuu «MHGoTeKCy. [To npemnnokeHHBIM CChUIKaM
MO’KHO HaliTH OTBETHI HA MHOTHE BOIIPOCHI, BO3HHUKAIOIIUE B MPOIECCE IKCILTyaTalluH
npoaykToB ViPNet.

e Co6opnuk yacto 3amaBaeMbix Bompoco (FAQ) http://www.infotecs.ru/support/faq/.
e 3akoHojaresbHas 6a3a B chepe 3amuTel wHbopmarmu hitp://www.infotecs.ru/laws/.

e Uudpopmanus o pemenusix ViPNet http://www.infotecs.ru/solutions/vpn/.

KoHTakTHasa nHgpopmaums

C Bompocam¥ I0 HCITOB30BaHUIO TPOXYyKTOB ViPNet, moxenaHUsIMI HITH TPEI0KEHUSIMA
CBsDKUTECH co cnennanuctamMu komnanuu «MaGoTeKCy. [Ins pemenust BOZHUKAIOIIIX
npobJeM 00paTUTECh B CITY:KOY TEXHHYECKOH MOIIEPIKKH.

e  DJeKTPOHHBIN aapec cayx0sl mommepxku hotline@infotecs.ru.

e  ®dopwma 3ampoca 1o MEKTPOHHOU TOUTE B CITYKOY TOIEPKKI
http://www.infotecs.ru/support/request/.

e  ®opym kommanuu «MupoTeKCx» hitp://www.infotecs.ru/forum.
e 8 (495) 737-6196 — «ropstuast THHUSM CITYKOBI MTOIIEPIKKH.

e 8(800) 250-0260 — GecrmiaTHbIi 3BOHOK U3 JIF0OOT0 peruoHa Poccun (kpome MOCKBBI).

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa
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Haznadenune n 00J1aCTh IPUMEHEHUS
[TAK ViPNet Coordinator HW

IIporpammHuo-ammapatasiii komruieke ViPNet Coordinator HW (manee [TAK ViPNet
Coordinator HW wmm [TAK) npeacrasisier co00ii HHTErpHpOBaHHOE pPelIeHne Ha 6a3e
HECKOJILKHX allapaTHHIX IIaTdOpM U IPOrpaMMHOTo obecriedeHus mpom3Boactea OAO
«udoTeKCy», npemnasaadeHHOE I OpraHU3aluy ceTeBOH 3armuThl B VPN-ceTsx. B kxadecTse
anmapatHoi iatdopmel B [TAK MokeT HCTONbp30BaThCSl KOMITAKTHBIN KOMITHIOTEP WITH
MIOJIHOLEHHBIN cepBep, YCTAaHABIMBAEMBI B CTAHIAPTHBIC CTOMKHU.

B 3aBHCHMOCTH OT HCITONIE3yeMOH amnmapaTHOH MIATPOPMBI PA3INYAIOT CIETYIOIINE
monupukanuu [TAK ViPNet Coordinator HW:

ITAK ViPNet Coordinator HW 100 — ITAK nHa 6a3e KOMITaKTHBIX O€3BEHTHISTOPHBIX
KOMITBIOTEPOB, TIOCTABIISIEMBII HA IBYX alIlapaTHBIX IUIaTGopMax (CM. «ArapaTHas
apxutektypa ITAK ViPNet Coordinator HW 100» Ha cTp. 28).

ITAK ViPNet Coordinator HW 1000 — I[TAK Ha 6a3e Tenekom-cepBepoB cepuu AquaServer
T, mocraBisieMblii Ha IBYX allapaTHbIX 1aTGopmax (CM. «ATapaTHas apxuTeKTypa
[TAK ViPNet Coordinator HW1000» Ha ctp. 32).

ITAK ViPNet Coordinator HW-VPNM — I[TAK na 6a3e moays pacimpenus VPNM mis
MapupyTtuzaTopoB cepun Secoway USG (cm. «Anmnapatnas apxutextypa [TAK ViPNet
Coordinator HW-VPNM» na ctp. 35).

B cocraB Bcex mopuduxanuii [TAK Bxoaut nporpammuoe obecrneuenue (I10) ViPNet
Coordinator Linux, KoTopoe sIBJISE€TCsI OIHUM U3 IPOTrPaMMHBIX POJTYKTOB cemeiicTBa ViPNet

CUSTOM Linux u obecrieunBaeT ClIeAYIOILYI0 OCHOBHYIO (pyHKIIMOHaIbHOCTh [TAK:

Kpunroruiosa jyis opraHu3aiiyy 3aliMieHHbIX TYHHEICH B paMKaxX BUPTYaJlbHOM
vactHO# cetn ViPNet.

MexceTeBoro OKpaHa.

Cepgepa [P-anpecoB BupTyansHoii yacTHOM ceTi ViPNet (mognepxka paboThl yaaleHHBIX
MOOWJIBHBIX MTOJIL30BATENICH M JIFOOBIX IPYTHUX Y3JIOB CETH C JUHAMHYECKUMH [P-
azipecamMu).

CepBepa-MapLupyTI/BaTopa MMOYTOBBIX KOHBEPTOB.

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa
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e Cepsepa OtkpeiToro MHTEpHETA 1)1 OpraHn3anuy 0€301MacHOT0 OJKIFOYCHUS K
WuTepHeT oTnenbHBIX y3710B ceTH ViPNet 63 ux pU3N4YeCKOro OTKIIOYCHHS OT
JIOKaJILHOU CETH.

ITAK ViPNet Coordinator HW 100, kak pemnrenne Ha 6a3e MUHH-KOMIILIOTEPOB, IMEET
orpanmyeHue 1o (GpyHKInoHaIpHOCTH: QyHKINA CepBepa-MapIpyTH3aTopa 00eCcednBaeTCs
TOJILKO MPH KOMIUIEKTAIIH KOMITLIOTEpPA JIOMOTHUTENEHBIM JKECTKUM JHCKOM (CM.
«JIunensuonnsie orpannuenus ITAK ViPNet Coordinator HW100» Ha ctp. 39).

Jns cozganns otkazoyctoitunBoro pemierns B [10 ViPNet Coordinator Linux peanuzoBaHa
TexHoJorust ropsyero pesepsuposanus [IAK, o0beanHeHHBIX B KiIacTep. JTa TEXHOIOT U
npumennMa Toirbko K [TAK ViPNet Coordinator HW 1000 1 HW-VPNM. B cirydae Beixona u3
ctpost ogHoro u3 [TAK, Bxoasmux B Kiactep, mepeKiroueHne Ha BTopoit (pesepBHsiii) [IAK
MPOMCXOANT aBTOMAaTHYECKH, O3 BMEIIAaTeNILCTBA aAMUHICTpaTopa. [logpoOHOe onucanue
KJIacTepa ropsiaero peseppupopanus conepkutcs B qokyMmente «I[TIAK ViPNet Coordinator
HW. Cucrema 3amutsl oT c60eB. PykoBoacTBO agMUHHCTpaTOpay.

ITO ViPNet Coordinator Linux B coctraBe [TAK ¢pyHKIMOHUpYET MO yIIpaBIeHUEM
agantupoBanHoit OC Linux.

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa
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OcCHOBHBIE ITIOHITHUS U OIIPCOACIICHUA

B nannoM paszeie npuBeeHbl OCHOBHBIE IIOHTHS U OIIPENEIICHUS, UCIIOIb3YEMBIE B
TEXHOJIOTHH TIOCTPOCHUS BUPTYaJIbHBIX YaCTHBIX ceTeil ViPNet.

Bupryanbnast yactHas cetb ViPNet — ceTp, cocTosast U3 KOMIIBIOTEPOB, HA KOTOPBIX
ycraHosieHo [10 ViPNet. Kaxnas cets ViPNet nmeer cBoi yHUKaJIbHBIA HOMED MPH MOCTaBKe
CETH KOHKPETHOMY 3aKa3uuky. Homep ceTu mpucyTcTBYeT B HACHTU(PHKATOPaX 0OBEKTOB CETH
B BH/JIE YETBHIPEX3HAYHOIO HIECTHAALATEPUYHOIO YU CIIA.

Kaxnas cets ViPNet nomkna conepxath cBoii LlenTp ynpasaenus cetbio (L{YC) u cBoii
Ynocrosepsitommii u kiaoueBoil neHTp (YKII). [IYC u YKII BoIonHSIOT
aJMUHHUCTPATUBHBIC (DYHKIIUKM U OTBEYAIOT 32 KOH(PUTYPUPOBAHHUE CETH, BO3MOXKHOCTh
OpraHM3allMU 3alUIIECHHBIX CBI3CH MEX Ty 00bEKTaMHU CETH, TCHEPALIUIO KITHOYCH,
UCIOJB3yeMbIX JuIs IudpoBanus, U Tak nanee. Cetb ViPNet takxke Mmoxer conepxath LleHTp
ynpasjieHnusi nojutuxkamu 6e3onacHoctu (L{YIIB), koTopsiii oTBeuyaeT 3a GopMUpPOBaHUE
KOPIIOPATUBHOM MOJUTUKU OE30IIaCHOCTHU U €€ PaCChUIKY Ha CETEBLIC Y3IIbI.

Cetb ViPNet cocTout u3 cereBbIxX y340B (CY), KaXblil U3 KOTOPBIX SIBJISICTCS JINOO
Koopaunatopom (c ycranosiennsiM [10 ViPNet Coordinator), mu6o Knnentom (c
ycranosiaeHHbIM [10 ViPNet Client).

ITAK ViPNet Coordinator HW siBisieTcst oTHUM 3 3JIEMEHTOB (CETEBBIX Y3JIOB) BUPTYAIbHOM
cetu ViPNet u Bomonnser pynkunu Koopannatopa cetu. KoopauHarops! oTinn4aioTcst OT
Ki1eHTOB TeM, YTO MOTYT BBIIIOJIHATD PSIZ AOTIOJIHUTEIbHBIX (QYHKIMIMA:

o  @ynxums Cepsepa IP-aapecos.

Koopnunarops! xpansat uapopmanuto 06 agpecax Knuenros. Koraa Brirouaercs Kakoi-
m6o KnueHT, oH noceiaeT HHGOPMALIKIO O CBOEM BKIIFOUCHUH OAHOMY U3
Koopnunaropos (kotopslit sBisiercs aist atoro Kimmenra ero Cepsepom IP-anpecos), a
Koopnunarop coobuaer 3ty nHpopmaruto gpyrum Kimenram, tak uto Bce KimneHTs
UMEIOT cBesieHus 00 anpecax apyr apyra. Ecinu B cetn Heckonbko KoopannaTtopos, To
OHHM 0OMEHUBAIOTCS 3TOM MH(OpMAaNIUEH MEeXKIY COOOM.

e (MDYHKIMSA MeKCETEBOr0 JKPaHa.

KoopauHatopbl oCymecTBISIOT (GUIBTPAIIMIO OTKPBITHIX TAKETOB B COOTBETCTBUU C
3a/IaHHOM MMOJIMTUKON 0€30I1aCHOCTH.

e @yHkuus NPOKCH-CEepPBepa.
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Koopaunaropsl MOryT BEICTYyHIaTh B KAYECTBE IPOKCH-cepBepoB s KinuenTos. [Ipu stom
IpyruM KnueHnTaMm He U3BECTEH pealibHbIN anpec KnueHTa, a U3BECTEH TONBKO aIpeC €ro
pokcu-ceprepa. s cBsa3u ¢ TakuM KiueHToM Henonb3yeTcst BUPTyalIbHBIN aapec.

®yukuusa CepBepa-MapumpyTu3aTopa.

KoopanHatops! BEIIOIHAIOT MapIIPYTHU3ALUIO TOYTOBBIX KOHBEPTOB U YIPABIISIIOIINX
COOOIIEHUH PU B3aUMOJICHCTBHHU y3JIOB CETH MKy COOOM.

DyHKIUA TYHHEJIHPOBAHUSA Tpaduka.

KoopauHatopsl MOTYT TYHHEUPOBATh TPAQHUK OT OTKPBITHIX KOMIIBIOTEPOB CETH
(HampuMep TakHuX, Ha KOTOPBIE MO0 KAKUM-JIMO0 MPUYUHAM HEBO3MOXKHO YCTaHOBHTH [10
ViPNet). [Ipu 5ToM Tpaduk ocTaeTcs He3alUILIEHHBIM TOIBKO Ha y4acTKe OT
TYHHEIIMPYEeMOro KoMmnbloTepa 10 KoopannaTopa, a B nanbHeiimem Bech Tpaduk uaeT B
3amm(poBaHHOM BHJE.

®yuknus Cepsepa OTkpsiToro Unrepnera.

KooanHaTopm MOT'YT UCIIOJIB30BATHCA IJIA OpTraHrU3alun 6C3OHaCHOFO IIOAKIKOYCHHUA K
WutepHety oTAeNbHBIX y370B ceTd ViPNet 6e3 ux ¢pu3nuecKoro OTKIIOUSHHS OT
JIOKaJIbHOM CETH.
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OcHOBHEIE peKkUMEI 0e301macHocTH 110
ViPNet

ITO ViPNet moxxeT paboTaTh B HECKOIBKHX pekuMax Oe3omacHoCTH. Kakmbrit u3 3THX
PEKUMOB TIPEJICTABIISAET COOOM ONpEeIeTICHHBIA HA00P MPABUIL, TI0 KOTOPHIM MPOU3BOIUTCS
00paboTka 3amu¢ppOBaHHBIX U He3amHu(QpoBaHHBIX MakeToB. Pexum padotsl 110 ViPNet B
ITAK ViPNet Coordinator HW ycranaBnmmBaeTcs OTAeNbHO IS K&XKIOTO CETEBOTO HHTEpdeiica,

YTO MO3BOJISIET NPOU3BOANTE THOKYIO HACTPOMKY B COOTBETCTBHH CO CIIOCOOOM MCIOIb30BAHUS
ITAK.

CyLIecTBYIOT CIEAYIOIINE PEXXUMBI O€30IIaCHOCTH:

1 Baokupoarth IP-makeTsl Bcex coeiMHEHH

OTOT pexkUM — CaMblii )KECTKUI U 0€30MacHBIN, OH SKBUBAJICHTECH (H3HYECKOMY
OTKJIFOUEHHUIO KOMITbIOTEpa OT OTKPBITHIX MCTOUHMKOB BHEIIHEH ceTu. B nanHOM pexxume
BO3MOYHO TOJIBKO 3aIIUILEHHOE B3aUMOJECHCTBUE C CETEBBIMU y31aMH. Y CTAHOBKA 3TOTO
pekuMa Ha KakoM-Tii0o cereBoM nnTepdeiice [TAK npuBenet k momHoH OJI0KUPOBKE Kak
BXOJIAIINX, TAK U UCXOMSALINX OTKPHITHIX [P-makeToB Ha 3TOM HHTEpdelice He3aBUCUMO OT
pa3pelIalouX CETEBbIX PUILTPOB.

2 BaoxupoBaTh Bce coeIuHEHHsI, KpOMe pa3pelIeHHbIX

B sTOM pexnme obecriedyrBaeTCsl 3alIUIIEHHOE B3aUMOACHCTBHE C CETEBBIMH y3i1aMu. st
OTKPBITHIX [P-TlakeToB ycTaHOBKA TAHHOTO PEeKUMa Ha KaKOM-TTHOO0 ceTeBOM MHTepderice
ITAK obecniedunBaeT MpomycK OTKpPHITHIX [P-1makeToB, sSIBHO pa3peleHHbIX CETEBBIMU
¢unbTpamu. OcTanbHOW OTKPHITHIN TpaduK OJIOKUpyeTCs.

3 IIpomyckaTh Bce HCXOASIIUE COETUHEHNS, KPOMe 3ampelleHHbIX

DTOT pexHM NpeaHa3HadeH Ui odecniedeHus oosee 6e3omacHoi padboTsl B IHTEpHETE C©
OTKPBITBIMU CEPBEPAMHU H IPYTHMH KOMITbIOTepaMu. B TaHHOM pexiMe obecrieunBaeTces
3aIUIIEHHOE B3aUMO/ICHCTBHE C CETeBBIMH y3i1amHu. i1t OTKpHITHIX [P-makeToB
YCTaHOBKA 3TOT0 PeXUMa JUIsl Kakoro-nmnodo cereBoro uHrepdeiica [IAK obecrneunBaet
OJIOKMPOBKY MAKETOB, SIBHO 3aIPEIICHHBIX CETEBHIMU (DUIIBTPAMH, U MPOITYCK MAKETOB,
SIBHO Pa3peIICHHBIX CETEeBBIMU QUIbTpamu. J{J1si BceX OCTalbHBIX OTKPHITHIX [P-makeTos,
NOCTYMAIOIIUX Ha CETEBOH HHTEpQElic, paboTaeT clieyroliee MpaBuiio (IpaBuiio
OymepaHnra):

o UYepes ceTeBoii nHTEpdeiic pa3peraroTcs HHULUATHBHBIE HCXOASIINE COSAMHEHHS,
npu 3ToM Apaiiep ViPNet 3anmomuHaeT, Ha Kakoii ceTeBoil pecypc (1o kakomy IP-
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azipecy, IPOTOKOIY ¥ HOMEpY IopTa) MPOUCXOANT oOpareHue, U oopatHo [P-makeTst
MPOIYCKAIOTCS TOJBKO C 3TOTO pecypcea.

o Becs ocranpnoit IP-Tpaduk, B ToM uncie ¢ Toro xe [P-ampeca, HO ¢ npyrumu
napaMmeTpamu (THIT TPOTOKOIa, HOMEp IopTa), OyAeT 3a0I0KHPOBaH.

o Ecnu B TeueHune onpeeneHHOro MpoMexKyTKa BpeMeHH (KOTOPBIN 3aBUCUT OT THIIA
MTPOTOKOJIA) MOCIIC HHUITUAIIMH COCTUHEHMYSI C JAHHOTO CETEBOTO Pecypca HE MOCTYITHIT
otBeTHbI [P-mmaker, [10 ViPNet aBromatnuecku youpaeT pa3penicHue Ha
MPOXOXJIeHUE TpaduKa, YTO MPUBOIAUT K HEBO3MOKHOCTH aTaKH C yKa3aHHOTO
pecypca BIIOCIECTBUM.

4 TlpomyckaTh Bce COeTMHEHUSI

B sToMm pexxnmMe obecrieunBaeTCs 3alUIIEHHOE B3aNMOICHCTBUE C CETEBBIMU y3namu. [Ipu
YCTaHOBKE JAaHHOTO peXrMa Ha KakoM-Tr0o0 cereBoM uHTepdeiice [IAK OymyT
MPOIYCKaThCsl BCE OTKPBITHIE IP-mmakeTh! (Kak BXOIAIIME, TAK U UCXOISIINE) HE3aBUCUMO
OT 3amperaronmx ceTeBbix GuiabTpoB. Ha uaTEpdeiice, oOecneunBaronieM 10CTYyI BO
BHEILIHIOIO CeTh (Hampumep, B IHTEpHET), 3TOT pekUM PEKOMEHAYETCS HCIIOIb30BaTh
TOJIBKO KPaTKOBPEMEHHO MPH OTIaJ0YHBIX PabOTax.

5 TIIponyckarsb IP-nakersl 6e3 00padoTKH

DTOT PeKUM MOJTHOCTHIO OTKIIOYaeT paboty npaiiepa ViPNet Ha JaHHOM ceTEBOM
unrepdeiice [TAK. IIpu 3TOM 3amuieHHbIe TAaKeThl HE paCIIN(POBBIBAIOTCS, TIO3TOMY
3aIIMIIEHHOE B3aUMOJIECUCTBHE C CETEBBIMU y3JIaMU HEBO3MOKHO. Mconbp30BaTh 3TOT
PEXHUM HE PEKOMEHJTyeTCs, 33 UCKIIIOUEHHEM CIIEIUAbHBIX CIy4yaeB, HallpuMep, Ipu
OpraHM3alliy yNPaBISIOIIEro KaHajla B CUCTEMeE Topsauero pesepsupoBanus. Kak npasuo,
TaKue Cllydad OrOBApUBAIOTCS B JOKYMEHTALUU OTIEIBHO.

IIpaBuna pexxuMoB 6e3011aCHOCTH 2, 3 ¥ 4 NPUMEHSIOTCS TOJIBKO K JIOKAIbHOMY U
IIMPOKOBEIATEIbHOMY OTKPHITOMY TpaHKy, OHH HE PacHpOCTPaHSIIOTCS HA TPAH3UTHBIN 1
TYHHENUpyeMblid Tpaduk. TpaH3UTHBIE U TYHHENUpYyeMble [P-akeTsl B yKa3aHHBIX PEeXXUMaXx
OJIOKHPYIOTCS, €CIIM OHH SIBHO HE pa3pelleHbl CETEBBIMU (DUIBTPAMHU.

Ipumeuyanue. [lo ymomuanuto Ha Bcex uHTepdeiicax IIAK ycranaBnuBaeTcs pesxxum
Oe3omacHocTH 2.

I1O ViPNet siBiisieTcst B O0JIBIION CTETIEHN cCaMOHACTpanBaromiecs cucreMoii. B mporecce
cBOei paboTh! yrpasisitomnias nporpamma ViPNet noceiaeT crieranbHbIe 3aluIeHHBIS
MAaKeThl, KOTOPBIE MO3BOJSIOT KOMIIbIOTEpaM ¢ 3TuM [1O yBUaeTh ApyT Apyra B JIOKaJIbHOM
CETH, COOOIIUTH JIPYT IPYTY O CBOMX aJIpecax, €CIM OHU U3MEHUINCH. UTOOBI KOMIIBIOTEPHI
YBUJICTH JIPYT JIPyTa B Pa3BETBICHHOW CETH, B HEH TOJKHBI ()YHKIIMOHUPOBATH HECKOJIBKO
KOMIIBIOTEPOB, BhITONHsOMMX GyHkimu Cepsepa [P-anpecos.
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Pexumel padotel I10 ViPNet uepes
MEXCETEBOU IKPaH

s obecnieueHmns Bo3MokHOCTH paboThl ITAK mpu pa3HBIX criocobax ero MOAKIIOYCHHS K
BHemrHel ceTr B [10 ViPNet mpexycMoTpeHo deThIpe peskuMa padoThl Yepe3 MeXCeTeBOI
JKpaH:

1 bBe3 ucnoab3oBaHus MeKCETEBOr0 IKpaHa — aBToHoMHas pabdora [TAK 6e3
VICIIOJIb30BAHUS BHEIIIHETO MEKCETEBOT'0 IKpaHa.

2 Koopaunatop — pa6ota [TAK uepe3 npyroit KoopanaaTop (IIpu KackagHOU cxeme
ycraHoBkr KoopanHaTopos).

3 Co craTuyeckoii TpaHcasnueil axpecoB — padora [IAK depe3 BHEIIHUI MEKCETEBOMH
9KpaH (ycTpoicTBO) ¢ Tpancisuuei agpecoB (NAT), Ha KOTOpOM BO3MOKHA HACTPOHKA
CTaTUYECKUX MPABWII TPAHCISIINHN aJPECOB.

4 C nuHamMu4eckoii TpaHcasnueil aapecoB — padora [IAK depe3 BHemHUI MeKCETEBON
9KpaH (yCTpPOICTBO), HA KOTOPOM OCYILLECTBISIETCSI IMHAMUYECKAsl TPAHCIISILUS apecoB
(nauboJee pacmpocTpaHeHHblii crmocob moaxmodeHus K WAN).

Ecnu [TAK umeeT HenocpeICTBEHHOE TIOAKIFOUEHUE K BHEIIHEH CETH, T.€. MOXKET OBITh
JIOCTYTICH HANIPSIMYIO CO CTOPOHBI JIFOOBIX JAPYTUX CETEBBIX Y3JI0B (HalpUMep, UMeeT
myOIMYHBIN aJIpec), TO JJIs HETO CeIyeT BhIOpaTh peskuM be3 Hemoib30BaHUs MEKCETEBOT0
JKpaHa.

Ecnu ITAK umeer gacthslii [P-agpec, mo KOTOpoMy HeEIb3s HOTYUUTH JOCTYII CO CTOPOHBI
HEKOTOPBIX JPYTHX CETEBBIX y3JIOB B COOTBETCTBHHU C OOIIMMU MpaBUIaMU MaplIpyTH3aIUH (TO
€CTh Ha BbIXO/I€ BO BHEIIHIOIO CETh YCTAHOBIIEH MEKCETEBOW IKPaH MIIM HHOE YCTPONCTBO,
BBITIOJIHSIFOIIIEE TIPeoOpa3oBaHue aipecoB), TO HEOOXOUMO BbIOpPATh OJIUH U3 PEKUMOB PaOOTHI
yepe3 MeKCETEBOM IKpaH.

Pexxum KoopaunaTtop BeIOMpaercs B cilyuae, €CJIM Ha BBIXOJIE BO BHEIIHIOK CETh yiKe
YCTaHOBJICH Apyroit KoopuHaTop, BRITOJIHSIONINN (QYHKIIUMH MEKCETEBOTO 3KpaHa. B atom
ciy4ae ycTaHOBIIeHHBI KoopanHaTop BEIOMpAaETCs B KaueCTBE MEeXCeTeBOro dkpana s [TAK.

Pexxum Co craTndeckoii TpaHcasinueii aapecoB BEIOMpaeTcs B ciydae, €CIM Ha BEIXOJE BO
BHEIIHIOIO CETh YCTAHOBJICH MEKCeTeBOM 3KkpaH uiu uHoe NAT-ycTpoilcTBO, Ha KOTOpPOM
MOKHO HACTPOUTH CTATHUECKUE TIPABUIIA TPAHCIISIIIUA aIPECOB, 00ECTICUNBAIOIITHIE
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B3aUMOJICHCTBHE C ONPEIEICHHBIM BHYTPEHHUM aJipecoM ceTu 1o npotokoiny UDP ¢ 3anaHHbIM
TTOPTOM.

Pexxum C nunamuveckoii TpaHc/sinueii agpecoB BEIONpaeTCs B CITydae, €CIH Ha BBIXOJIE BO
BHEIIHIOIO CETh yCTAHOBIIEH MeKceTeBor dKkpaH min uHoe NAT-ycrpoiicTBo, Ha KOTOpOM
3aTpyIHUTEIBLHO HACTPOUTh CTATHUECKUE MPABUIIA TPAHCISIMY aapecoB. CienyeT OTMETUTD,
4TO JaHHBIA pexxuM Hanbonee yHuBepcaieH u [TAK B aTom pexume OyneT pabotocmnocodeH u
NpU APYTHX crioco0ax MOAKIIOYCHUSI.

Hpumeyanue. Ecinu y31mer HaX0IATCS B OTHOW JIOKAIBHOW CETH B 00JIACTH

m JIOCTYIHOCTH JIPYT APYTa MO MIHPOKOBEIATEIbHBIM TaKeTaM, TO HE3aBUCUMO OT
BBEIOPAHHOTO PEKUMA PaOOTHI B3aUMOJICHCTBHC MEKIY HUMHU BCET/Ia OCYILECTBIIACTCS
Hanpsmyto no IP-anpecy y3na.

[TompoOHOE onrcaHne HACTPOWKH KaXKI0TO U3 PEKMMOB MPUBENCHO B pa3zene Hacrpoiika
pEXUMOB pabOThI Yepe3 MeKceTeBOH KkpaH (Ha ctp. 136).

B mo6oMm n3 onmcanHbIX pesxkxuMoB paboTel [IAK dyepes MexxceTeBoil SkpaH MOKHO YCTaHOBUTh
KaXKIBIN ero ceTeBoi nHTep(eic B M000I U3 PEKUMOB OE30MTaCHOCTH, OITMCAHHBIX BEIIIE (CM.
«OcuosHbIe peskumbl 6ezonacHocTr [10 ViPNet» Ha ctp. 21).
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CocTaB NporpaMMHOT0 00ECIICUCHHUS

B cocras I1O [TAK ViPNet Coordinator HW BXoasT cienyroiiyue OCHOBHbIE (PYHKIIMOHALHBIC
MOJTYJIH:

e HuskoypoBHeBBIii ApaiiBep ceTeBO 3amUTHI iplir, B3auMoelCcTBYOMUI
HETOCPEACTBEHHO C IpaiiBepaMu CeTEBBIX KapT U KOHTPOJIUPYIOUIHI BECh 0OMEH
Tpa)KOM JaHHOTO KOMIIBIOTEPA C BHEIIHEH CETHIO.

e VYnpapiasiiomasi nporpamma-aeMoH iplircfg, kotopas ocyiecTBiseT 3arpy3ky
HEOOXOUMBIX TTapaMeTpoB ApaiBepy iplir, paccbuiky u npreM uHdpopmaryu oo [P-
aJipecax KIIMEHTOB, BEJICHHE KypHaa Tpaduka u T.1. (cM. «Hacrpoiika kondurypaimm
YIPaBIISIIONIETO JIeMOHa» Ha cTp. 87). PekoMenmyercs, 4To0bI 3Ta mporpaMma Bcerja
ObLTa 3amyIeHa, HO IPU ee OCTaHOBKe JpaiiBep iplir mpogomkaet paboTaTh 1 0OMEH
TpaduKkOM He pepbIBacTCs.

e Kpunrorpaduyeckuii ApaiiBep, BEIIOIHSIIONINN KpUNTOrpaduieckue onepanmuu 1o
3arpocy apaiisepa iplir.

e JIpaiiBep watchdog, Bxoasuuii B cocTaB cUCTEMBI 3alIUTHI OT cOoeB (cM. «CocTan
CHCTEMBI 3aIIUTHI OT COOEB M MPUHIIHIEL ee padoTe» Ha cTp. 171). [IpaiiBep paboTaer Ha
OYEHBb HU3KOM YPOBHE H B OOJBIIMHCTBE CITy4aeB COXpaHIET paboTOCIIOCOOHOCTD Jaxe
TOT/a, KOT'Zla CUCTEMA YK€ He pearupyeT Ha BHELIHHE COOBITHSI.

e Jlemon failoverd, koTopslit oOecrieunBaeT QYHKITMOHAI CUCTEMBI 3aIIUTHI OT CO0EB (CM.
«Cucrema 3amuTel 0T cOoery Ha cTp. 169).

e Jlemon mftpd (tpancnoptasiii Moayas MFTP), koTopsiii oOecrieunBaeT npuem u
nepeaady TPaHCIOPTHBIX KOHBEPTOB MexAy y3i1aMu cetd ViPNet (cm. «Hacrtpoiika
KOH(UTypaIuy TPAHCIIOPTHOT'O MOYJIs» Ha cTp. 148).

e  SNMP-aeM0H, KOTOpBIH O3BOJISET MONTy4yaTh cTaTUcTUKy padotel ITO ViPNet ¢
yAaneHHBIX X0CTOB 110 mpoTokoiry SNMP (cm. «COop nrdopmaruu o coctosann [10
ViPNet ¢ ucnionb3oBanuem nporokosa SNMP» Ha ctp. 210).

e KomaHaHblii HHTEPNIPETATOP, C TOMOILBIO KOTOPOI'O OCYLIECTBISETCS
agmuancTpuposanne [1AK (cm. «Hacrpoiika [TAK ¢ moMoribpo kKoMaHIHOTO
uHTEeprperaTopay Ha ctp. 60).

e Be0-cepBep Apache ¢ anmierom SGA (Security Gateway Applet), obecrieunBaromuit
MoHUTOpUHT U ynpasienue [TIAK mocpenctBoMm BeO-uHTepheiica. Onncanue amriera
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SGA cogepxuTcsa B JOKYMEHTE «AMIIIET MOHUTOPUHTA 1 yripaBieHus: ViPNet-
KOOPJIUHATOPOM. PyKOBOICTBO MOBH30BATENSN, BXOAIIEM B KOMIUIEKT TIOCTABKH.

DHCP-cepsep, KoTOpBIii MO3BONISIET TMHAMUYESCKH Ha3Ha4YaTh [P-aipeca ceTeBbIM y31am
(eMm. «Mcnonb3oBanne [TAK B kagectBe DHCP-cepsepa» Ha ctp. 189).

DNS-cepBep, obecnieunBarouii pa3penieHre CMMBOIILHBIX nMeH B [P-anpeca (cm.
«Ucnonp3oBanue [TAK B kauectBe DNS-cepBepay» Ha ctp. 191).

NTP-cepBep, c HOMOIIBIO KOTOPOTO OCYILECTBISETCS CHHXPOHU3AIMS BPEMEHH (CM.
«Ucnonb3oBanue [TAK B xauectBe NTP-cepBepa» Ha ctp. 193).

IHaker NUT (Network UPS Tools), obecnieunBaromruii B3anmopeiicteue ITAK ¢
WCTOYHUKOM OecriepeO0ifHOro MUTaHUsL.
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AnmnapatHas apxutekrypa ITAK ViPNet
Coordinator HW100

B kagectse anmaparnoii mnardopmel B [IIAK ViPNet Coordinator HW 100 ucmons3ytores
MUHH-KOMITBIOTEPBI C MACCHBHBIM OXJIXKICHHEM (0e3 BEHTHIISITOPA OXJIAKICHNUS ), C HU3KHM
YPOBHEM TEIUIOBBIZICTICHUS ¥ SHEPronoTpedieHus. KoMmploTepbl UMEIOT KOMITAKTHBIC
rabapuTHBIC pa3Mepbl M HEOOJIBIIOH BeC, MX IPHUMEHEHHE 0COOCHHO OIPaBIaHO B TEX MECTaXx,
r/ie GU3HNYECKOE MPOCTPAHCTBO OTPAHUYICHO, & YCIOBHUS OKPYKAIOIICH Cpe/ibl HeOIaronpHsTHEL.

ITAK ViPNet Coordinator HW 100 npenctaBieH IByMs MOKOJIEHUSIME, KOTOPBIE Pa3IHIalOTCS
MCTIONB3yEeMOH armapaTHoil mIaTgopMoii:

e B nepBom nokoseHun [TAK ViPNet Coordinator HW100 (ITAK HW100 G1) B xkauecTBe
anmapaTHOU TAaTGOPMBI UCIIOIB3YETCS KOMIBIOTEp cepuu eBox-4;

e o Bropom mokoneHun [TAK ViPNet Coordinator HW100 (ITAK HW100 G2) B kagecTBe
anmapaTtHoi iatdopMel ncnonbiyercs komnbioTep BK3741S-00C cepun BRIK,
npou3BoAnMEIil Kommanuer «Lex Computechy.

Ha pucynke mmke npeacrasiern BHentHuid Bug [IAK HW100 G1.

Pucynox 1: Buewmnuii éud INAK HW100 G1

ITAK HW100 G1 umeeT creayromme XapaKTepUCTHKH:
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Tabruya 2. Xapakmepucmuxu [IAK HW100 G1

XapakTepucTHKA Onuncanne

Ipoueccop VIA Eden Esther ¢ wacroroii 1.2 I'T, coBmecTum ¢ 1386
OnepaTHBHAS TaMSTh 512 Mb

ONEeKTPOHHBIA AUCK Compact Flash 512 MbB (¢umam-nuck)

CerteBble uHTEPEHCH 2 narepdeiica Ethernet Realtek RTL8139 10/100
I'padmuaeckuit KoHTpOILITED VGA, o6wvem Bugeonamstu 64 Mb

COM 1 mopt RS-232

UsSB 2 moprta Rev. 2.0

JlononautensHble HHTEPdEHCH PS/2 Knasuarypa, PS/2 Mpimb

MoOITHOCTE NCTOYHHUKA TTATAHUS 25 Br (BremHmit aganrep AC-DC 220B AC/5B DC)

Opnun pazsem USB pacnionokeH Ha nepeqHeit maHelIn KOMIbIOTepa, OCTaIbHbIE
KOMMYHHKAIIHOHHBIE Pa3bEMBI HAXOAATCA Ha 3aJHEH ITaHEITN KOMITBIOTEPA.

AnanTep nuTanna use

Kronka srnioyesus/

OTKIOHEHNA Ethernell  Mouurop

COM-nopr Cnor ana Compact Flash ~ Ethemet1

Pucynox 2: 3aownss nanenv [IAK HW100 G1

Ha pucynxke amxke npeacrasies BHenHui Bug ITAK HW100 G2.
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Pucynox 3: Bnewmnuii éuo INAK HW100 G2

ITAK HW100 G2 umeeT crneayromme XapakTepUCTUKH:

Tabnuya 3. Xapaxmepucmuxu [IAK HW100 G2

XapakTepucTuka Onucanne

[pomeccop Intel Atom N270 ¢ gacrotoii 1.6 I'T'1t

OnepaTuBHas NaMsTh 1Th

DJIEeKTPOHHBIN TUCK Compact Flash 1 I'b (¢mamr-muck)

CerteBble nHTEpDEHCH 4 unrepdeiica Ethernet Realtek 8111C 10/100/1000
Mowut/c

I'paduueckuit KOHTpOJLIEP VGA

USB 2 mopta Rev. 2.0

MOIIHOCT HCTOYHUKA TUTAHUS 12 Br (Bremnuii aganrep 12B AC-DC)

Bcee KOMMYHHKAIITMOHHBIE pa3bEMBbI PACIIOJIOKEHBI Ha 3aHHCﬁ MMaHEJIM KOMITbIOTEPA.

Ethernet2 Ethernel0 Mo+urop

Kmonka sxmoseHus! Anantep nuTaHms
OTKNIONEHUA

Pucynox 4: 3aousa nanenv INAK HW100 G2
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KoMrbproTepbl, UCTIONIb3yeMbIe B KAYECTBE alllapaTHON MmIaT(opMbl, MOTYT JOTIOHUTEIHHO
KOMITJICKTOBAThCS JKECTKHM JHCKOM, YTO MO3BOJIET paciupuTh HyHKIHoHanpHOCTH [TAK (cM.
«JIunensuonnsie orpannycaus [TAK ViPNet Coordinator HW100» Ha ctp. 39). B cBsizu ¢
stiM paznmyaroT 2 koHduryparmu [IAK ViPNet Coordinator HW100:

1 ba3oBas KoH(puUrypanusi — B Ka4eCTBE IUCKA UCTIOIB3YETCS TOIBKO (DIIAIII-IHUCK
(Compact Flash).

2 Pacmmpennasi kKongurypanusi — QrdIi-AuCcK JTOMOTHACTCS KecTKUM auckom (HDD).

Ha ¢umm-nucke ycranosneno [10 ViPNet Coordinator Linux, koTopoe pyHKIHOHHPYET MO
ynpasneHueM agantupoaHaoit OC Linux.

B kadecTBe KOHCONM MOKHO HCIIOJIB30BaTh CIIEAyIOIIee 000pyA0BaHUE:

e HOyTOYK, noaxmoueHnsiid K COM-niopty (COM-koncomb) — Tonbko ais [TAK HW100
G1;

®  MOHHUTOP U KJIaBHUATYpY (OOBIYHASI KOHCOJIB).

[Mepen nauanom skcrmyatanuu [TAK Ha HeM TOTKHBI OBITH Pa3BEPHYTHI KIIFOYEBEIC Oa3bl
ViPNet. [Tpu pa3BepThiBaHUU KIHOYEBBIX 0a3 UCTIOIB3YETCSI MOOMIIBHBIM KOMITBIOTED
(HOYTOYK), monkmoueHHbIH k mopty Ethernet ITAK, nnu USB-duai, BecTaBnennsiii B USB-
pazbeM [TAK (cum. «llepronauanbaoe pazBepThiBaHue KitoUueii» Ha cTp. 42). YupasieHue
MPOIIEeypOii pa3BepTHIBAHUS MOYKHO OCYIIECTBIATE C TOMOIIBIO MOAKIIOUeHus 1o Telnet uim ¢
OJIHOM U3 KOHCOJIEH.

ITocne yenemHoro pa3epTeiBanus kitodeBbix 06a3 ViPNet nogxmountses k ITAK no Telnet
HeBO3MOXHO. [JanbHeilee agmuuuctpupoBanue ITAK ocyiecTBisieTcs: J0KaJlIbHO C OJHOM U3
BO3MOXKHBIX KOHCOJIEH W/uiH ynaneHHo 1o npotokoiry SSH (eMm. «Hacrpoiika [TAK ¢
IOMOIIBI0 KOMaH/IHOT'O HHTEpIIpeTaTopay Ha ctp. 60).
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AnmnapatHas apxutekrypa ITAK ViPNet
Coordinator HW1000

IMAK ViPNet Coordinator HW 1000 6a3upyercst Ha TenekoM-cepBepax cepuu AquaServer T
npousBoactBa 'K «AxBapuycy. Ita mogudukarnus [IAK npencraBiena 1ByMs mMOKOJIEHIUSIMH,
KOTOpBIE PA3NYAIOTCA NCTIOIB3yEeMOIl anmapaTHoi miat(opmoii:

e B mepBom nokoyeHnu ITAK ViPNet Coordinator HW1000 (ITAK HW1000 G1) B kauecTBe
anmapaTHOU TaTdhopMel UcTonb3yeTcs cepsep AquaServer T40 S42;

e o BropoMm nokoneHun [TAK ViPNet Coordinator HW1000 (ITAK HW1000 G2) B
Ka4decTBe almapaTHoi iaThopMbl Herolibzyetcs cepsep AquaServer T40 S44.

B ITAK HW1000 G1 B xauecTBe HAKONUTENIEH UCIIONB3YIOTCS IBA KECTKUX JUCKA,
o0venHeHHBIX B RAID-MaccuB. Bo BTOpOM MOKOJICHHN UCTIONB3YIOTCS OOBIYHBIN KECTKHMA
muck (HDD) u Berpoennsiit ¢mam-monyns SSD. RAID-maccuB Bo BTOPOM MOKOJIEHUH HE
NOJICPKUBACTCSI.

Buumanue! [TAK HW1000 G1 paboTaer Ha anmapaTHOH KOH(PHUTypaIlu TOIBKO C
JBYMSI )KECTKUMH JUCKaMH, 00beAnHEeHHBIMU B RAID-Maccus.

ITAK HW1000 G1 o6nagaer KOHCTpYKTUBHON OCOOEHHOCTBIO KOPITyca — €ro IIyOrHa
COCTAaBJISIET MOJIOBUHY CTaHAAPTHOH Moaenu. B crannaptHoit 19” cToiike HA OTHOM YpOBHE
MoryT ObITh ycTanoineHs! 1Ba Takux [IAK. IIpumenenne ITAK HW1000 G1 xopo1o nogxoaut
JUISL UCTIOJIb30BAHMS B PEILICHUSAX ¢ OOJIBIION anmnapaTHON Harpy3KOW Ha €AMHUILY IJIOIIA M.

ITAK HW1000 G1 uMeet cnenyroniyie TEXHHIECKHE XapaKTEPHCTUKH:

Tabnuya 4. Xapaxmepucmuxu I[TAK HW1000 G1

XapakTepucTHKA Onucanne

[poneccop Intel Core 2 Duo

Konuuectso snep 2

OmnepaTtuBHas MaMATh 2Th

IMoanepxxkxa RAID [Iporpammuas moanepkka Ha yposHe BIOS
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CerteBble UHTEPEHCH 3 unrepoeiica Ethernet 10/100/1000 M6ut/c RJ45

Ha nepenneit manenu [TAK HW1000 G1 pacnonoxens: 2 pazbema USB, octanbHbie
KOMMYHUKAIIMOHHBIC pa3beMbl HAXOAATCS Ha 3aJHEH TaHEeIH.

PS/2 Knasuarypa/
Mt

Mo#uuTop Ethemet2 Ethernetl

COM-nopr Ethermnet

Pucynox 5: 3aouaa nanens IHAK HW1000 G1

ITAK HW1000 G2 umeert cienyroonme TeXHUUECKHE XapaKTEPUCTHKH:

Tabruya 5. Xapaxmepucmuxu [1AK HW1000 G2

XapakTrepucruka Omnucanne

ITporeccop Intel Core i3-530

KomuaecTso sinep 2

OnepaTuBHAas NaMsTh 2 x 1024 Mb

SSD 2Tb Sata 2.5

HDD oT 250 I'b

Hoanepxxka RAID He nonnepxusaetcst

CerteBble uHTEpEHCH 4 nnrepdeiica Ethernet 10/100/1000 M6ut/c RJ45

Ha nepenneit manenu [TAK HW1000 G2 pacnonoxenst 2 pazsema USB, octanbHbIe
KOMMYHUKAIIMOHHBIC PA3bEMbI HAXOAATCA Ha 3a)IHeI>'I ITaHCIIN.
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PS/2 Knasnarypa/Meius

COM-nopT Ethemel2 Ethemet0
Pucynox 6. 3aownss nanenv [IAK HW1000 G2

B kaugectBe OC nHa [TAK ViPNet Coordinator HW 1000 ucnions3yercst anantupoBantas OC
Linux.

B xauecTBe KOHCOJIM MOXHO HCIIOIb30BaTh CIeAyIolee 000py10BaHHE!
e HOyTOYK, noaxmoueHHsiid K COM-niopry (COM-KoHCOIB);

® MOHHUTOP U KJIaBHUATYpPY (OOBIYHASI KOHCOJIB).

ITepen nauanom sxcruryaranuu [TAK Ha HeM TOJKHBI OBITH pa3BEPHYTHI KIIOUYCBBIC 0a3bl
ViPNet. [1pu pa3BepThiBaHUU KIHOYEBBIX 0a3 UCTIOIB3YETCSI MOOMIIBHBIM KOMITBIOTED
(HOYTOYK), monkmoueHHbIH k mopty Ethernet ITAK, niu USB-duai, BcTaBnennsiii B USB-
pasbeM [TAK (cm. «IlepBonavanbHOe pa3BepThiBaHUE KIIFOUCii» Ha cTp. 42). YnpasieHnue
MIPOILIEAYPOI pa3BepTHIBAHUS MOXKHO OCYIIECTBIISITH C IOMOIIBIO MOAKITIoUeHwHsI 110 Telnet nim ¢
OJIHOM U3 KOHCOJEN.

ITocine ycmenHoro pasBepThiBanus KiroueBbix 0a3 ViPNet moaxmounthest k [TAK mo Telnet
HEBO3MOJXKHO. JlanbHeilee aAMUHICTPUPOBAHIE KOMIUIEKCA OCYLIECTBIISIETCS JIOKATIBHO C
OJTHOM M3 BO3MOKHBIX KOHCOJIEH 1/ yaaineHHo no npotokoiy SSH (em. «Hactpoiika [TAK ¢
HOMOIIBI0 KOMaH/IHOTO HHTEpIpeTaTopay Ha ctp. 60).
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AnmnapatHas apxutrekrypa ITAK ViPNet
Coordinator HW-VPNM

B kadectse anmmaparnoii matdopmsl B [IAK ViPNet Coordinator HW-VPNM wucnons3yercs
moxyib pacuuperuss VPNM (VPN Module) mis mapmpyTtuzatopos cepun Secoway USG,
nmpon3BoANMEIX Kommanneir Huawei Symantec.

Pucynox 7. Bnewnuii 6uo mooyass VPNM

Moayns VPNM umeer cnenyronme XxapakTepUCTUKHU:

Tabnuya 6. Xapaxmepucmuru mooyas pacuupenus VPNM

XapakTepucruka

Onucanmne

IIpoueccop
OrnepatuBHasl MaMATh
DIIEKTPOHHBIN TUCK

HDD

CerteBble uHTEpEHCH

I'padmueckuii kKoHTpOILIED
COM
usB

Intel Core 2 Duo T7500 ¢ gacroroit 2.2 I'Tg
1Th

Compact Flash 1 I'b (¢asm-auck)

160 I'b

1 BuyTpenHnuit unrepdeiic 1000base-FX amst noaxitoueHus
MOJIyJIsl K MapLIpyTH3aToOpy

2 uatepdeiica 10/100/1000base-TX
VGA
1 mopt

2 nopra Rev. 2.0
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Bce xoMMyHUKaIMOHHbBIE Pa3beMbl (KpOMe BHYTPEHHEr0 HHTepdeiica) HaX0AATCs Ha JIUIEBOM
HaHeTIH MOIYJIS.

uUsB
Ethernet2

Ethernet1 COM-nopTt

Cnort gns uUsB MoHuTOp
Compact Flash

Pucynox 8. Jluyesas nanenv mooyass VPNM

Ha ¢umsm-nucke ycranosneno [10 ViPNet Coordinator Linux, koTopoe pyHKIHOHHPYET MO
ynpasnenueM agantupoaHHoil OC Linux. s GnokupoBanust cBOOOAHOrO AOCTYMA K (1L~
JIMCKY TIPETyCMOTPEHA KPBIIIKA Ha BUHTAX.

B kauyecTBe KOHCOIM MOXHO HCIOJIB30BATh CEAyIOIIee 000pyA0BaHKE:
e HOyTOYK, noaxmoueHHbl K COM-niopty (COM-KOHCOB);

® MOHHUTOD U KJIaBUATYypy (OOBIYHASI KOHCOJIb).

[lepen nauanom skcruryatanmu [TAK Ha HeM 1OKHBI OBITH Pa3BEPHYTHI KJIIOUEBbIE Oa3bl
ViPNet. [1pu pa3BepThIBaHUN KITFOYEBBIX 0a3 UCTIONB3YETCSI MOOMIIBHBIN KOMIIBIOTED
(HOYTOYK), noakmoueHHbIi Kk nopty Ethernet ITAK, i USB-¢usm, Becrainennsiii B USB-
pasbem [TAK (cm. «llepBonauanbHoe pa3BepThIBaHUE KIIOUEH» Ha cTp. 42). YpaBieHue
NpoLEenypOil pa3BepTHIBAHUS MOYKHO OCYLIECTBIATEH C TOMOIIBIO MOAKIIOUeHus 110 Telnet nim ¢
OJIHOM U3 KOHCOJIEH.

ITocie ycnerHoro paspepThiBanus KitodeBbix 6a3 ViPNet moaxmounthes k [TAK mo Telnet
HEBO3MOXHO. JlanbHeilee aIMUHICTPUPOBAHIE KOMIUIEKCA OCYIIECTBISIETCS JIOKATBHO C
OJTHOW M3 BO3MOXHBIX KOHCOJIEH /WK yaaineHHo 1o nporokoiy SSH (em. «Hactpoiika [TAK ¢
MTOMOIIIBEI0 KOMAHHOTO HHTEPIIpeTaTopay Ha crp. 60).
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Br100op koHcoM 1ipu 3arpy3ke OC

VYnpaenenue [IAK ViPNet Coordinator HW B03M0KHO TOJIBKO ¢ OJTHOM KOHCOJIH, HECMOTPS Ha
TO, YTO K HEMY MOXKHO MOJIKIIIOYUTH OJTHOBpEeMEHHO 00e KoHcoH (00b14Hy0 1 COM-KOHCOIB,
kpome [TAK HW100 G2). [Toaromy npu kaxnoii 3arpyzke OC, He3aBUCUMO OT KOJIMYECTBA
MOIKJTFOYCHHBIX KOHCOJICH, TI0JIh30BATEIII0 NPe/IaraeTcs BLIOPaTh KOHCOMb JUTS TAJIbHEHTIIeH
pa6otsrL. [1pu stom mist [IAK ViPNet Coordinator HW100 1 HW 1000 koHCOoBIO IO
YMOJTYaHUIO sBIIsieTCs 00bIdHas KoHCOoIb, a A1t [IAK ViPNet Coordinator HW-VPNM — COM-
KOHCOJIb.

BBI00P KOHCOJTU POUCXOUT CIIECTYIOIIUM 00Pa30M:

1 Ha Bce koHconwm, noakmoueHHbIEe K [IAK, B Teuenne 10 cexyHI BEIBOTUTCS TIPHUTIIANIICHIE
Ha)kaTh JTF0OYI0 KiaBuiry. Eciii B TedeHe STOro BpeMeH! HU Ha OJTHOM U3 KOHCOJIeH He
OyzeTr HaXkaTa KJIaBUINA, TO CYMTACTCS, YTO KJIABUINA HAXKaTa Ha KOHCOJIH 110 YMOJIYAaHUIO.

2 Ha KoHCOJIb, Ha KOTOPOW Ha)KaTa KJIaBHIIIA, BRIBOJIUTCS CIIUCOK BO3MOXHBIX KOHCOJICH U
MIPUIJIANICHUE BEIOPATh HY)KHYIO KOHCOJIb. ECITH B TeYeHME 5 CEKYH]I KOHCOJIb HE OyAeT
BbIOpaHa, TO AaBTOMAaTUYE€CKH BEIOUPACTCS KOHCOJb 110 YMOJIYaHUIO.

Bce mocneayromue coobmenus o 3arpy3ke OC u nmpuriameHue st BX0J1a B CHCTEMY OYIyT
BBIBOANTHCS HA BHIOPAHHYIO KOHCOJIb.
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JInuenzupoBanue ViPNet
Coordinator HW

Jluniensuonnsie orpanndenus [IAK ViPNet Coordinator HW 100 39
Jlunenzuporanue [IAK ViPNet Coordinator HW 1000 40
Jluniensuporanue [TAK ViPNet Coordinator HW-VPNM 41
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JInuen3nonnsie orpannyeHud [1AK
ViPNet Coordinator HW100

OynakunoHansHOCTh [TAK ViPNet Coordinator HW 100 ompenensieTcst TurieH3nei,
npenocrapisiemort kommnanuei «MHpoTeKCy» npu ero mocraske. JluneH3us yctanHaBmuBaeT
OTpaHWYEHHS Ha KOJIMYECTBO OJHOBPEMEHHO TTOAIEPKUBAEMBIX TYHHEIIEH 1 Ha TIOIIEPIKKY
¢ynaxmm CepBepa-mapmipyTtu3aropa. Boamoxxknocts ncnons3oBanns [IAK B kauectse
CepBepa-MapHIpyTH3aTOpa 3aBUCUT OT €T0 alMapaTHOH KOH(UTYpanuu: 3Ta
(YHKIIMOHANBHOCTH MoepxkuBaeTcs Tonbko Ha [TIAK pacmmpenHol KOHQUTyparu, T.e. Ha
ITAK ¢ 1onoJHUTENbHBIM KECTKUM JUCKOM. JJONOTHUTENBHBIA JUCK UCIIOIB3YETCS ISt
xpanenus odepenn koaBepToB MFTP. Ha ITAK 6azoBoii konpuryparun Gynaknus Cepsepa-
MapIIpyTH3aTopa He MOIePKIBACTCS.

Buumanue! ba3osas kondurypanuns [TAK ViPNet Coordinator HW 100 nmeer
OrpaHNYCHHYIO ()YHKIIMOHATBHOCTE!

He moaACPKUBACTCHA q)yHKIIHOHaJ'[ HIJII030BOI0 KoopnnHaTopa.

-

Bcenenctsue atoro npu gopmupoBarnu B LIY Ce cetn ViPNet ceTeBoit y3e, KOTOpBIi
oynert paszBopaunBathcs Ha [IAK ViPNet Coordinator HW 100 6a30Boit koH(puryparmy,
HeJb3sl pETUCTPUPOBATH B KaueCTBe MOTPaHUYHOTO IITI030Boro KoopauHatopa B
npyrue ViPNet-cetu. B cirydae HeBBIIOTHEHUS TaHHOTO TpeOOBaHMUS
pabotocnioco6nocTh ITAK He rapantupyercs!

JluueH3us onpenaessieT NPUKIAAHYIO 3a/1a4y, B KOTOPOH 10JKeH ObITh 3apeructpuposan [TAK.

CootsercrBue annaparnoi koHpurypauu [TAK npuxnaanoii 3agaye, B KOTOpoi OH
3aperucTpUpOBaH, KOHTPOJIMUPYeTcs npu pazBepTeiBanum Ha [TAK kiroueBrix 6a3 ViPNet (cm.
«[lepBoHaYaIbHOE pa3BepTHIBAHKE KITIOUCH» Ha CTp. 42).

Perucrpaius y3ji0oB B MPUKIAIHBIX 337a4aX ¥ Co3/1aHue JulieH3un ocymectsisercs B [[YCe B
nporiecce GpopmupoBanus cetu ViPNet. [logpoOHoe onmcanue neHCTBH 110 GOPMHUPOBAHMUIO
cetu ViPNet conepkutcs B tokymenTe « ViPNet Administrator LlenTp ynpaBieHus ceTbio.
PyKOBOJICTBO aIMUHHUCTPATOPAY.
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JInnensupoBanue ITAK ViPNet
Coordinator HW1000

Hns nopmaneaoro Gynkunonupoanns [IAK ViPNet Coordinator HW 1000 Heob6xoanmo
HaJM4Yne JTUIEH3UH, B KOTOPOH JOJDKHA OBITh pa3peliena mpukiagHas 3anada «Koopauaatop
HW1000». B aToit mpukiragHoii 3aqa4€e A0KEH ObITh 3apETHUCTPUPOBAH CETEBOHN y3€Tl, KOTOPBIH
oynet pa3BopaunBarbes Ha [IAK ViPNet Coordinator HW1000. Hammuue peructpariuu
npoBepsietcs npu pa3BeptbiBannd Ha [TAK xroueBbix 6a3 ViPNet (cm. «llepronagansaoe
pa3BepThIBAHUE KITFOUCi» Ha CTp. 42).

Ha 6a3e ITAK ViPNet Coordinator HW 1000 M0xHO opraHH30BaTh KIacTep rops9Iero
pe3epBUPOBaHMs, KOTOPHIN co3maeTcs mytem oosenuuenus nByx [IAK. Ilpu atom B cetn
ViPNet kmactep ropsiaero pe3epBUpOBaHIS IPEACTABISIET COOOM OMH CETEBOH y3el, KOTOPBIN
HEOOXOMMO 3apETUCTPUPOBATH B MPUKIATHBIX 3ama4dax «Koopaurarop HW1000» u «ViPNet
Failover».

Ipumeuanue. Peructpaiust y3/oB AJsl KJIACTepa ropsuero pe3epBUPOBaHHUS TOKHA

m MPOBOJIUTHCS B OMPEICICHHON MTOCIEeI0BATEIBHOCTH: CHAYAa y3€eJ CIIeyeT
3aperucTpupoBarth B 3aaade «Koopaurnatop HW1000», 3atem — B 3amgaue «ViPNet
Failover».

Perucrpanus y3i10B B IPUKIAJHBIX 33/1a4aX M CO3JaHue JuieH3un ocymuiectsisiercs B [[YCe B
nporiecce GpopmupoBanus cetu ViPNet. [logpoOHoe onmcanue neHCTBH 110 GOPMHUPOBAHMUIO
cetu ViPNet conepxxutcst B fokymenTe «ViPNet Administrator LleHTp ynipaBieHHs CEThIO.
PyKOBOICTBO aIMUHHCTpATOPAY.
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JInnensupoBanue ITAK ViPNet
Coordinator HW-VPNM

s nopmaneaoro Gynkunonuposanns [IAK ViPNet Coordinator HW-VPNM reoOxoammo
HaJIM4Me JTUICH3MH, B KOTOPOH JOJDKHA OBITh pa3pellieHa npukiaaHas 3anada «Koopaunatop
HW-VPNM». B sTo0ii mpukiTagHoii 3a7a9e JODKeH OBITh 3apeTUCTPUPOBAH CETEBOH y3eT,
KoTopsiid Oyzaer pasBopaunBathes Ha [IAK ViPNet Coordinator HW-VPNM. Hanmaue
perucrpaiuu nposepsieTcs npu pazpepreiBannu Ha [TAK kmodueBsix 6a3 ViPNet (cm.
«[TepBoHaYanbHOE pa3BepThIBAHKE KIOUCH» Ha CTp. 42).

Ha 6a3e ITAK ViPNet Coordinator HW-VPNM Mo0XHO OpraHn30BaTh KJIaCTep TOPIIETO
pe3epBUPOBaHMs, KOTOPHIN co3maeTcs mytem oosenuuenus nByx [IAK. Ilpu atom B cetn

ViPNet kimactep ropsiaero pe3epBUpOBaHIS IIPEICTABISIET COOOM OJIMH CETEBOH y3eI, KOTOPHIH

HEOOXOMMO 3apPETUCTPUPOBATH B MPUKIAIHBIX 3ama4dax «Koopauaarop HW-VPNM» u
«ViPNet Failover».

[pumeyanue. Peructpanus y3moB i KjacTepa TOPSIETO Pe3epBUPOBAHUS JODKHA

m MIPOBOJIUTHCA B OIIPEEIICHHON ITOCIIEI0OBATEIFHOCTH: CHaYaNa y3el clIeIyeT
3apeructpupoBarth B 3anaue «Koopaunatop HW-VPNMy, 3atem — B 3agaue «ViPNet
Failover».

Perucrpanus y3i10B B IPUKIAJHBIX 33/1a4aX M CO3JaHue JuieH3un ocymuiectsisiercs B [[YCe B
nporiecce GpopmupoBanus cetu ViPNet. [logpoOHoe onrcanue AeHCTBUI 110 GOPMHUPOBAHUIO
cetu ViPNet conepkutcs B tokymente « ViPNet Administrator LlenTp ynpaBieHus ceTbio.
PyKOBOJICTBO aIMUHHUCTPATOPAY.
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O nepBOHAYAJIBHOM PA3BEPTHIBAHUU
KIro4eBbIxX 0a3 ViPNet

Ilepen nauanom sxcruryaranuu [IAK ViPNet Coordinator HW Ha HeM HE0OX01muMO pa3BepHYTH

kimoueBbie 6a3pl ViPNet. be3 passepTriBanns kimroueBbix 0a3 padora [IAK u ynpasnenne nm,
OCYILECTBISIEMOE € TIOMOIIBI0O KOMaHJHOTO HHTEPIPETaTOopa, OYAyT HEBO3MOXKHBI.

PaSBepTLIBaHI/IC KITFOUEBEIX 0a3 OCYHICCTBJIACTCA C IOMOIIBIO MTPOUCAYPHI, KOTOPas IMO3BOJIACT
BBIIIOJTHUTD:

® TepBOHAYAIBHOE pa3BEepPThHIBAHME KITIOUEBHIX 0a3 rmocie yctaHoBku [TAK;

®  UMIIOPT KIFOYEBHIX 0a3, CIIPaBOYHUKOB U HACTpoek ciyx0 ViPNet Ha yxe
¢yaxmuonupyrommii [IAK (mocine oOnoBenus Ha HeM Bepcuu 110 ViPNet nnm s
HepeHoca Ha Hero KII0YEBHIX 0a3, CIIPABOYHUKOB M HACTPOEK C IPYroro JIEHCTBYIOIIETO
ITAK ViPNet Coordinator HW).

st mepBOHAYATFHOTO Pa3BePTHIBAHUA KITFOUEBBIX 0a3 HEOOXOANMO Hamn4aue daiina . dst
(mucTpubyTHBa KITIOYEBBIX 0a3), IUII UMIIOpTa — Halu4Ke ¢aiina .vbe, NOTYYCHHOTO B
pe3ynpTaTe SKCIIOpTa KIIFOUEBHIX 0a3, CIPaBOYHUKOB U HACTpOoeK Ha jaecTByromeM [TAK (cm.
«IKCIOPT ¥ UMITOPT KITFOUEBBIX 0a3, CIPaBOYHMKOB M HACTpoeKk» Ha ctp. 180).

PaSBCpTBIBaHI/Ie KITFOUEBEBIX 0a3 MOKHO BBINOJHUTD OJHUM U3 CICAYIOMINX CII0COOOB:

e C noMormst0 MOOMIIBHOTO KOMITBIOTEpa (HOYTOYKa), KOTOPBINA TIOKITI0YAETCS K TIOPTY
Ethernetl TTAK.

e C nomoursto Gmm-namsitu USB (USB-¢um), kotopas Berasisiercss B USB-pazbem

ITAK.

[Tpu mo6oM criocobe pa3BepThIBaHUS MPEIoaraeTcs, YTo Ha HoyToyKe uiau USB-duam
HaxouTcs Gaitn TucTprOyTHBa KITFOYEBbIX 0a3 Wiu (aiiin SKCnopTa, KOTOPBIA B X0J1e
MpOIIeTypHI pa3BepThiBanus nepeHocurcs Ha [TAK.
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[loaroroBka K pa3BepThIBAHUIO
KJIFOYEBBIX 0a3

NMepBoHauanbHOE pa3BepTbiBaHUE KJIlOUEeBbiX 6a3 ¢
NOMOLLbIO HOYTOYKa

st pa3BepTHIBaHUS KITFOUEBBIX 0a3 ¢ TOMOIIBI0 MOOMIFHOTO KOMIIbIOTEpa (HOYTOYKa)
TpeOyeTcs ciieyromiee JoNoIHUTeNpHoe obopynoBanue u [10:

e HOYTOYK ¢ ceTeBoi kapToit Ethernet u ycranoBnennoit OC Windows XP unmn Windows
Vista;

® KpoccupoBaHHBIN Kabens Ethernet (ceTeBoit kabens Al HEIOCPECTBEHHOTO COSTMHEHUS
KOMITBIOTEPOB JPYT C JIPYTOM).

[Tpu pa3BepThIBaHUM KITFOUEBBIX 0a3 C IOMOIIBIO HOYTOYKa UCIIOJIb3YIOTCS CTaHIapTHBIC
ciyx0bl Telnet u TFTP. B OC Windows XP 31u ciyx0b1 1o ymMonmuanuto BkitodeHsl. B OC
Windows Vista 3Tu ¢ci1y»K0bI 110 YMOJTYaHHIO OTKIFOUEHBI X UX HEOOXOAMMO BKIFOUUTh
Bpyunyo. {ns sximoyenus ciyx0 B OC Windows Vista BeIIOTHHTE cieqytomniee:

1 Bribepure Start > Control Panel > Programs and Features.

2 3aitmure B Menro Turn Windows features on or off u Bxarounte cy:x6s1 TFTP Client u
Simple TCPIP services.

Kpome toro, Ha BpeMs pa3BepThIBaHuUs KiIt0YeBbIX 0a3 Ha HOyTOyke ¢ OC Windows Vista
OTKJIFOUYHTE CIIEAYIOLIHE CIy>KObI 0€30I1acHOCTH (€CIIM OHHM BKJIFOYEHBI):

e Windows Firewall;
e Windows Defender;
e Windows Update;

® OTKJIIOYMTE 3aIIUTY 1O BceM mapamerpam B Internet Explorer (menro Internet Options,
3akiajka Security).
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Ilepen HagaoM pa3BepTHIBAHUS KITIOYEBBIX 0a3 BHIITOJHUTE CIEAYIOIIEE:

1 3apanee nepeHecuTe Ha HOYTOYK TUCTPUOYTHB KIIFOUEBHIX 0a3 ((aiin .dst) wmum daiin
sKcmoprTa (. vbe).

Hpumeuanne. OObIYHO (aii FIKCIOPTA MEPEHOCUTCS HA HOYTOYK NPHU BBIIOJTHCHUU
F q MPOLIEAYPHI IKCIOPTA (CM. «IDKCIIOPT ¥ UMIIOPT KIFOUEBBIX 0a3, CIPABOTHUKOB 1
HacTpoek» Ha crp. 180).

2 Tloaxmrounte HOYTOYK K mopTy Ethernet]l TTAK ¢ momorpio Kpocc-kabesist 1 yCTaHOBUTE
BPYYHYIO Ha ceTeBoM mHTepdeiice HoyTOyKa IP-agpec 169.254.241.5.

3 Tloakmrountech k ITAK mo Telnet (¢ momoreto crangaptaoro Telnet-kiuenra) mo aapecy
169.254.241.1 TUOO0 TOIKITFOYNTE KOHCOIJb (MOHUTOP U KIABUATYPY).

NMoaroroBka K pa3BepTbiBaHMIO K/1HOUYEBbIX 6a3 ¢ NOMOLLbIO
USB-c¢naw

Jnis pa3BepThIBaHMUS KIIIOYEBBIX 0a3 ¢ momotbio ¢uni-mamsata USB (USB-¢umn) tpebyercst
npensaputeabHo orhopmarupoBaTh USB-duain B onHy U3 moaaepkuBaeMbIX (aiaoBbIX
cuctem: FAT32 wnu ext2.

[epen HauanoM pa3BepTHIBAHUS KIFOUEBBIX 0a3 BBITIOJHUTE CIEAYIOIIEE:

1 3apanee nepenecure Ha USB-duai quctpuOyTup KiroueBbix 06a3 (hain . dst) uim daiin
9KCTopTa (. vbe).

Hpumeuanune. OObIYHO Qaiin 3xcmopTa nepeHocutest Ha USB-(uaim npu BEIMOTHEHUT
F q MIPOIIETyPHI KCTIOPTA (CM. «DKCTIOPT U UMIIOPT KITIOUEBLIX 0a3, CIIPABOYHUKOB U
HacTpoek» Ha crp. 180).

2 Toaxmounte k [TAK k0HCOIB (MOHUTOP U KJIABUATYPY).
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[Ipouenypa pa3BepThiBaHUA KIHOUYEBBIX
0a3

s Hayana npouenypsl pa3BepThIBaHUS KIIIOYEBBIX 0a3 BBEAUTE JIOTHH (vipnet) M TapoOib
(vipnet). ITocie BX0a B CHCTEMY aBTOMATHYECKH 3aITyCKAETCs MAacTep, BHITOIHSIFOIIHIA
nporeaypy. [Ipu ncrnonp30BaHUN KOHCONIM (MOHUTOPA U KIIABHATYPhI) MAaCTEp MOXKET paboTaTh
B OJTHOM U3 JIBYX PEKUMOB: B 00BIYHOM KOHCOJIFHOM PEXUME I B MTOJTHOIKPAHHOM PEKUME C
amyJsien rpadguueckoro naTepderica. Beioop peskuMa paboThl MacTepa MPOU3BOIUTCS CPaszy
nocie ero 3amycka. [Ipu nogkimrouennu k [TAK no Telnet mactep paboTaet TONBKO B
KOHCOJILHOM pekuMe. B 3ToM citydae oTcyTCTBYeT BO3MOKHOCTB BEIOOpa peskuMa padoTHl,
MacCTCp NPUHYAUTCIIBHO YCTAHABJIMBACT KOHCOJILHBIN PEKUM.

[Tpu onmcanuy MporeIyphl pa3BEPTHIBAHMSI KIIFOUEBBIX 0a3 MPUBEICHBI 00a BapraHTa pabOThI
MacTepa — B KOHCOJIBHOM PEXHMME U B TIOJTHOPKPAHHOM PEKHUME.

Baumanue! B monHoskpaHHOM pexume pabOThI MacTepa He MOAEPKUBAIOTCS
KJIaBHIIIN JTOCTYNA K KHONKaM (TaK Ha3bIBAEMbIC «TOPSUHE KJIABHUILIY).

B moIHO9KpaHHOM peXXUMe HEePeXo OT OAHOTO LIara IMPOLEIYPHI K CICAYIOIEMY IPOHCXOAUT
¢ nomoripio kKHomku Next. Kpome Toro, Ha Kax0M Iare mporeayphbl MpeIyCMOTPEHbI KHOKA
Back (kpome nepBoro mara) u Cancel.

ITo kHomKe Back mporcxomut BO3BpaT Ha MpeabLIyIHi mar npoieaypsl. OHaKo B ciydae
KakuX-100 OMOO0K, Korya Tpedyercsi HakaTh KHONKy Back, MmoxeT npoucxoaurs oTkar Ha
HECKOJIbKO I1aroB Hazaj. Bce Takue ciydau oroapuBaroTcs OTAEIbHO C YKa3aHUEM 11ara, C
KOTOPOTO MPOAOJIKUTCS BBHITIOJTHEHHUE TTPOLEAYPHI.

C nomorsio kaonku Cancel MoxHO npepBaTh BHIIOIHEHUE MIPOLIEAYPHI HA JIFOOOM IIIare.
Ilepen Tem, kak mpepBaTh NPOLEAYPY, MacTep 3alpalinBaeT HOATBEPKACHNE, PH 0TKa3e OT
MIpephIBaHUA BINOJIHEHNE MPOLIETYPHI TPpoAoIKaeTcs. B ciaydae mpepeiBaHUS MPOLEAYPbI
COCTOSIHUE CUCTEMBI HE U3MEHSIETCS, OHA OCTAETCSl B TOM COCTOSTHHH, B KOTOPOM ObLiIa J0
3aIrycKa MpOoIEeTypHbl.

[Iponenypa pa3BepThIBaHHS KIFOUEBBIX 0a3 BBHITIONHSETCS B CIEAYIOINIEH OCIeI0BATENLHOCTH:

1 MaCTep OIpeacsACT TUIl TCPMUHAJIA, HA KOTOPOM OH 3allyIICH!:

o Ecmim 310 KOHCONB (MOHUTOP W KJIaBUATYpa), MacTep NpeajaracT BEIOpaTh PexUM
paboThl (KOHCONBHBIM WM TOJHOKPaHHKIN). BeiOepuTe HYKHBII peKUM.
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o Ecmm aro moakmouenue mo Telnet, MacTep aBTOMaTHYECKH YCTaHABINBAET
KOHCOJIbHBIA PEXKHM.

Macrtep coolmiaer o HeoOX0IUMOCTH Pa3BepPTHIBAHHS KIIOUEBBIX 0a3 U 3ampalinBacT
MMOATBCPIKACHUC. OTBeThTE YTBEPAUTCIBHO U HAJKMUTC BBOJ (B MOJIHOSKPAHHOM PCIKUME
HaXMHTE KHOTIKY Next).
Welcome. You are in the ViPNet HW100. Product version is 2.1-97 Vipnet
version 1s 3.6-0

You must install keys or restore saved configuration
Would you like to start installing keys or restoring configuration?

(Press [Next] to start unpacking of the keys)

< Next > < No =

Pucynox 9: 3anpoc o nauane pazeepmoiganus Kiouesvix 6a3

Mactep npeaiaraet BeIOpath criocod nepenoca gaiiia (o TFTP wiu ¢ USB-duam).
Bribepute HYKHBIH c110co06 (B TOJTHOIKPAHHOM PEXKUME YCTAHOBHUTE TEPEKITIOYATENb B
HYXXHOE MTOJIOKEHHE W HakKMuUTe KHOMKY Next).

Would you like to start installing keys from TFTP or USB storage dewvice?

[( )l ftpiMupload keys by TFTP

(*) u Load keys from USB storage device

< Next = <Cancel=

Pucynok 10: Buibop cnocoba nepenoca gaiina na I1AK

B 3aBrcuMoOCTH OT BBIOpaHHOTO crIoco0a mepeHoca (aiina MacTep npearaeT NepeHecTu
¢aiin mo TFTP wmu Bcrasutrs USB-dmoam.

Ecnu Be1Opan ciocob nepenoca no TFTP, nepenecure na [TAK ny>xHBIH Qaiin (daiins) ¢
IIOMOMIBIO KOMAHABI tftp -i 169.254.241.1 put <mmsa ¢amnna>, HOCJIC YETO HAXKKMUTE
BBO/I (B IMOJHO3KPAHHOM PeXHME HaKMHTE KHOTKY Next).
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Copy DST or VBE file by TFTP client and press [Next]

< Next = < Back > <Cancel=>

Pucynok 11: I[loomeepacoenue nepenoca gatina no TFTP

Ecnu Be1Opan crioco6 nmepenoca ¢ USB-¢uramm, BecraBbre USB-¢uam B onna 13 USB-
pazsemoB [TAK, nocrne gero Haxxmure BBOJ (B HOJHOIKPAHHOM PEKUME HAKMUTE KHOTIKY
Next). Macrep ckormupyet ¢ USB-¢uam vHa [TAK auctpuOyTruBEI KiTFOUeBBIX 6a3 1 (haitiibl
SKCIOpTA (€CIIA OHU €CTH).

Insert USB storage device with DST or VBE file and press [Next]

= Next = = Back > <Cancel>

Pucynok 12: [loomeepacoenue ecmaenenus USB-prsw

5 Macrep nposepsier Hanmuue Ha [IAK daiinoB .dst u . vbe!

o Ecuu ¢aiinos Het, MacTep cooOmaeT 00 3TOM U NpeasiaracT 3aHOBO MEpeHecTr (aiii
(Bo3Bpar k mary 3). B nonHo3KpaHHOM peXUMe HAKMHUTE B OKHE COOOIEHHUST KHOIIKY
Back, npousoiizer Bo3Bpar k npeapiyiieMy mary 4.

o Ecnu daiinoB HeCKOJIBKO, MAacTEp BBIBOAMUT MPOHYMEPOBAHHBIN CIIHCOK (aiioB 1
npeajiaracT BeIOpaTh HY)KHbIHN (aiii. s $hainos . dst MacTep AOMOJHUTEILHO
BBIBOIUT UMCHA U I/IJICHTI/I(bI/IKaTOpBI CCTEBBIX Y3JIOB, KOTOPBIM OHU COOTBETCTBYIOT. B
MTOJIHOIKPAHHOM PEKUME CITMCOK BBIBOJMUTCS TAKXKE B CIIydae, €CITU HalJIeH TOJIBKO
OIIuH (haii.

B xoHCOIIBHOM pexxnMe, eciii HaiieHo Ooubline 20-u ¢aiioB, MacTep BHIBOIUT
CIHCOK MocTpaHn4Ho 1o 20 ¢aiinoB Ha cTpanuue. Ha kaxmoil crpanune macrep
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mpenyaraeT BeIOpaTh HYKHBIHN (paii Tub0 mepeiTH K cieIyromel Wiv nepBoit
CTpaHHIIC.

B nosHORKpaHHOM peKUMe JUTMHHBIE IMEHA (aiilIoB MOTYT OBITH HE BHIHBI B CITUCKE
MOJTHOCTE0. UTOOBI YBUIETH TIOJTHOE MMsI, BEIOEpHUTE (Daiiil B CITUCKE — ero UMt OyieT
MOKAa3aHO 110J] OKHOM MacTepa.

B KOHCOJIbBHOM pe)KI/IMe BBC€AUTEC HOMep (pafma. ECJ'H/I HOMep HE BBCJCH WJIN BBCACH
HEKOPPEKTHBIA HOMEp, MacTep coo0IIaeT 00 ATOM U TpeaaracT 3aHOBO BBECTH HOMED
¢aiina. B noaHo3KpaHHOM pexxuMe BbIOepuTe (aiii B CIHCKE U HAKMUTE KHOTIKY
Next.

ftmp/vipnet contains several DST and/or VBE files
Please choose one DST or VBE file

QOO5001C KE2_1

04580000 HW-100_A

029A00F S HW1000

1BA10C3E3 Coordinator 01

05170008 Coordinator 02

OOO50011 HW10OE

0458000F HW-VPHM

0458000 HW-1000

2702000
wl1000-0458000e—2010-03-25, vbe|

0457003

04570032

T T o o o

< Next = < Back > <Cancel >

Pucyrnok 13: Buibop gpaiina ons pazeepmuléanusi Kuouesvlx 6a3

Ecnu aiin onun, MacTep aBTOMATHYECKH BHIOMPAET €ro JIJISl pa3BepThIBAHUS KITFOUEBBIX
0a3 (TOJIBKO B KOHCOJIEHOM PEXHUME).

Macrep BBITIOTHSIET pa3BepThIBAHUE KIIOUEBBIX 0a3 M3 BEIOPaHHOTO (aiina.
Ecnu Ha npepiyiuem mare BeiOpaH (aiin 1uctpubyTrBa . dst:
o Macrep nbITaeTcs pacrakoBaTh AUCTPUOYTHB KIIFOUEBBIX 0a3:

e Ecmu pacnakoBaTh qUCTpUOYTHB HE yIAeTCsl, MacTep cOO0IaeT 00 3TOM U
MpeJyIaraeT 3aHOBO TIepeHecTH Qaiin nucTpudyTrBa (Bo3BpaT K mary 3). B
HOJTHOOKPAHHOM PEeXHUME HAKMHTE B OKHE coo0mIeHus KHonKy Back, npousoiizer
BO3BpAT K LIAry 5.

e Ecmu auctpuOyTHB ycnenHo pacnakoBaH, MacTep 3allpallluBaeT Mapoib JOCTYyMa K
3TOMY IUCTPUOYTHUBY.
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o Macrep mpemaraeT BBECTH HapoIlb JOCTYIA K AUCTPUOYTUBY KITFOUEBBIX 0a3.

Breaute nmaposb. B onHO3KpaHHOM peKuMe NOcIie BBOJA Napoisi HAKMUTE KHOIKY
Next.

Step 8 - Unpacking DST file
Enter password for selected DST file

< Next = < Back > <Cancel >

Pucyrnok 14: Bsoo napoas docmyna Kk oucmpubymugy Kirouesvix 6a3

o Macrep npoBepseT Napoiib:

e Ecnu BBeZieH HEBEPHBI Mapoiib, MACTEp cooOIIaeT 00 ITOM U IpeasiaracT 3aHOBO

BBECTH Napodb oo nepeHectu Ha [TAK apyroit nuctpuOytus. B 3aBucumocTn
OT OTBETa MIPOUCXOAUT BO3BPAT K IIary 3 Wi MOBTOPHBIN BBOJ napoiisd. B

MOJIHOPKPAHHOM PEKUME Ha)KMHUTE B OKHE COOOIIeH!s KHOMIKY Back, mpousoiiner
BO3BpAT K CTPaHUIIE BBOJA N1apOJIs.

Ecnu naposis BepeH, Mactep coolmaeT 00 yCHemHOM pa3BepThIBAHUH KIIFOUEBbIX
0a3 1 epexoIuT K CleAyIoleMy mmary 7.

Ecnu Ha npenpiaymieM mare BeIOpaH (ain s3kcropra . vbe!

o Macrep npeanaraet BBeCTH Napoiib JocTyma K (aiiiny skcniopra. BBenute naposns. B

IMMOJIHOSKPAHHOM PEXKUME MOCJIC BBOJIA MAPOJId HAJKMUTE KHOIIKY Next.

Step 8 - Unpacking yBE file
Enter password for seiected VBE file

< Next = < Back > <Cancel>

Pucynox 15: Bsoo napoas docmyna K ¢aiiny saxcnopma
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Macrep npoBepsieT Napoib:

Ecnu BBeZieH HEBEpHBIH MapoJib, MacTep cooOmaeT 00 3TOM U IpeasiaraeT 3aHOBO
BBeCTH Mapoiib b0 nepenectr Ha [IAK npyroi ¢aitn sxcniopta. B 3aBucumoctn
OT OTBETa MIPOUCXOANUT BO3BPAT K IIary 3 Wil MOBTOPHBIN BBO Naposs. B

MOJTHOPKPAHHOM PEKUME Ha)XKMHUTE B OKHE CO0OIIeH s KHOMIKY Back, mpousoiiger
BO3BpAT K CTPaHMIIE BBOJIA TTAPOJISL.

Ecnu napoJib BEPCH, MACTEP NEPECXOJUT K UMITIOPTY KIIFOUECBBIX 0as.

Mactep mbITaeTCs BBIIOIHUTE HMIIOPT KIIFOUEBBIX 0a3, CIPAaBOYHUKOB M HACTPOEK
ciyx0 ViPNet:

Ecnu BEIMONMHUTE UMIOPT HE yAaeTcs, MacTep coodIIaeT 00 TOM U Ipeasiaraet
3aHOBO MEPEeHECTH (aiin skcrnopTta (Bo3Bpar K mary 3). B monHoskpanHoM

pexHrMe HaKMHTE B OKHE cooOIeHus kHonky Back, mpousoiinet Bo3Bpar k miary
5.

Ecan mMmopT BBITIOJIHEH YCIICIIHO, MacTep coo0maeT 00 3TOM U IEePEeXOIuT K
mrary 18.

Hpumeuanue. llaru 7-17 npennaznauensl 1 Hactpoiiku [TAK. Tlpu pa3BepThiBaHMN
KIIFOUeBBIX 0a3 u3 (haiina . vbe 3TH IIard MpoIrycKalTCs, TaK Kak BCe HACTPOHKH
UMIOpTHPYIOTCs U3 (haitna sxcnopra. B pesynbrare ycnemnoro umnopra Ha [TAK
OyIyT yCTaHOBJIEHBI T€ HACTPONKH, KOTOPbIE OBUIM HA MOMEHT BBITIOJTHEHHS
IPOLETypBI SKCIIOPTA.

B3

Hpumeuyanune. [llaru 7-9 npennazHadeHs! 11 KOHGUTYPUPOBAHHS CETEBBIX
HHTEPEICOB U MOBTOPSIOTCS ISt Kaxkaoro uHTepdetica [TAK.

1 Macrep cupaiunBaet, Hy>KHO JIM BKJIIOUHUTh HHTEepdeEic:

[Ipy nonOXXKUTENTEHOM OTBETE MacTep NEPEXOIUT K clieayromeMy mary 8. B

MIOJTHOOKPAHHOM PEXXHMeE JIIsl BKIIFOUCHUS nHTep(eiica ycTaHOBUTE NEPEKIII0YaTENb B
nonoxkenne UP u HaxxmuTe kHONIKY Next.
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UP/DOWN settings for interface etho

[(*)l PRMActivate interface on boot]
()

D Don't activate interface on boot

< Next > < Back > =Cancel>

Pucynox 16: Braouenue unu svikuouenue unmepgeiica

o Ilpu oTpunaTensHOM OTBETE MACTEP MOBTOPSIET 3TOT LIAT AJIS CICIYIOLIETO
nHTepdetica. Ecnu Ha nanHOM 11are cKOH(GUTYpHpOBaH MOCIeAHIH HHTEepQeTic,
Mactep nepexonut kK wary 10. B moiHoO3KpaHHOM peXUME ISl BBIKITHOYEHUS
uHTEepdeiica ycraHoBUTE nepekitouatens B mojnoxenne DOWN u HaxxMuTe KHOTIKY
Next.

2 Macrep cripamuBaeT, Hy>KHO JIF YCTaHOBUTH [Tl nHTepdeiica pexum DHCP:

o Ilpu nonoxuTENILHOM OTBETE MacTep NEPEXOIUT K MIary 7 Ajsl CIEIYIOLIETO
nHTepdetica. Ecnu Ha nanHOM 11are cKOH(GUTYpHpOBaH mocneaHuil nHTepGeiic,
Mactep nepexonut K mary 10. B moiHosKkpaHHOM peXUMe ISl BKIIFOUCHHUS PEXUMa
DHCP ycranoBute nepexmodatens B nonoxerane DHCP u maxxmute kHonky Next.

Settings for interface eth®

[(*)J] HCP) Get IP-address automatically on boot (via DHCP)
()s Set static IP-address

< MNext = < Back > <Cancel >

Pucynok 17: Bxnrouenue/sviknouenue pesxcuma DHCP ons unmepdhetica

o llpwm oTpumarenbHOM OTBETE MacTEp MMEPEXOIUT K clieayronieMy mary 9. B
MOJIHOAKPAHHOM pexxuMe 1 BeikitoueHus pesxxuma DHCP ycranoBute
nepeKIirodaTenb B nojnoxenue StaticlP u naxxmure kHonky Next.
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3 Macrep mocnenoBarensHo 3anpamuBaet |P-aapec naTepderica u Macky MmoJICeTH.
Beennre IP-angpec n Macky. B momHO3KpaHHOM pekrMe BBEAWTE TapaMeTphl HHTepdetica
n HaxkMuTe KHOTIKYy Next.

Static IP-address settings for ethd

Interface Mame

IP-address 10.0.8.33
Netmask 255.255.255.0

= Next > = Back > =Cancel>

Pucynox 18: Yemanoska napamemposé unmepgeiica

IIpumeuanue. Ecnu napameTps! nHTEpdeiica ObUIH YCTaHOBIICHBI paHee, TO OHH
IIOJICTABIISIOTCS] B COOTBETCTBYIOIIHE 10JI BBOJIA (B MOJTHOAKPAHHOM PEXHME).

Ecnu ckoHduUrypupoBaHHBIN Ha JAHHOM I1are uHTepdelic He MOoCIeH A, MacTep
MEePeXoAuT K mary 7 amns cienyromiero narepdetica, Ha4Ye MEPEXoauT K CIEAYIOLIEeMY
mrary 10.

4  Macrep 3anpammusaet |P-agpec numo3a mo ymonuanuto. Beeaure IP-anpec. B
HOJTHOPKPAHHOM PEXHMeE TI0CIIe BBOJIa a/ipeca HakMHTe KHOIKY Next.

Enter IP-address of the default gateway

IP-address BRI

< Next = < Back > <Cancel >

Pucynox 19: Yemanosxa IP-adpeca winro3a no yMoa4aHu
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] IIpumeyanue. Ecnu anpec nuto3a no yMoadaHHIO ObIT YCTAHOBJICH PaHEe, TO OH
MIOJICTABJISICTCA B I0JI€ BBOAA (B MMOJHOIKPAHHOM PEKUME).

5 Mactep coobmiaer, uto B kadectBe DNS-cepBepoB 10 yMOIYaHUIO HCIIOTIB3YIOTCS
kopHeBble DNS-cepBepsl, v Ipy HATMYUK MOJKITIOUeHHS K HTEepHETY HeT

HEOOXOIUMOCTH UCTIONB30BATh IPYTHE CEPBEPHI. 3aTeM MACTep CIPAILINBACT, HYKHO JTH
nmo6aBuTh anpec DNS-cepBepa:

o llpy mONOXKUTETFHOM OTBETE MAcTep MEPEXOANT K CieayromeMy mary 12. B
MIOJTHORKPAaHHOM pekume 11 no0asnenus agpeca DNS-cepBepa yctanoBute

nepekirodaTenpb B monoxenune Yes (Add custom DNS server) u HaXMHUTE KHOIIKY
Next.

This node will use root DNS servers by default. It usually works fine 1if
you have direct connection to the Internet, but in other cases it may
be necessary to specify custom DNS server(s).

Do you wish to add custom DNS server?

()Y Add custom DNS server
()l ofilli eave the default setting

< MNext = < Back > =Cancel>

Pucynox 20: 3anpoc na oobasnenue adpeca DNS-cepsepa

o Ilpu oTpHIIaTEILHOM OTBETE MAaCTEP MEPEXOAUT K mmary 13. B momHoskpaHHOM
pexXHMeE JUTs 0TKa3a OT q00aBieHus ajpeca DNS-cepBepa yCTaHOBHUTE MEPEKITIOYATETh
B mostoxkenre No (Leave the default setting) u maxxmure kaonky Next. B atom
cirydae OyIyT UCHOJIb30BATHCS JIMOO HACTPOMKH 110 YMOJIYAHHIO, JTMOO TEKYIIHE
HACTPOMKH (€CIH 9TO HE NEPBOE Pa3BEPTHIBAHKME KIFOUEBBIX 0a3).

6 Macrep 3anpammsaer IP-agpec DNS-ceprepa. Beeaure IP-agpec. B noiaHoskpanHOM
pekMMe TIoCcyIe BBOJIa aapeca HaxxMuTe KHOKy Next.
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Enter IP-address of the custom DNS server

l

< Next = < Back > <Cancel>

Pucynox 21: 3aoanue IP-adpeca DNS-cepsepa

7 Mactep coobuiaet, 4To sl CHHXPOHHU3ALUK CUCTEMHOI'O BPEMEHH 110 YMOTYaHHIO

ucnonb3yroTcs myomuansie NTP-cepBepbl TOYHOTO BpeMeHH. 3aTeM MacTep CIpallnBaeT,
HykHO 111 To6aBuTh NTP-cepaep:

o Ilpu NONOXUTETLHOM OTBETE MACTEP MEPEXOUT K clieayroniemMy mary 14. B
MTOJTHOIKpAaHHOM pexkume Jutst mobaBienus NTP-cepBepa ycraHOBHTE TIepeKITtOYaTeh
B mostoxkenne Yes (Add custom NTP server) u naxxmute KHOKy Next.

This node will use public NTP servers for time synchronization by
default.

Do you wish to add custom NTP server?

()| es@lAdd custom NTP serve
(*) N Leave the default setting

< Next = < Back = <Cancel>

Pucynox 22: 3anpoc na dobasnenue NTP-cepsepa

o llpum oTpunareabHOM OTBETE MacTep MEPEXOIUT K mary 15. B momHoskpaHHOM
pexume s 0TKaza oT nooasienust NTP-cepBepa ycTaHOBUTE TIEPEKITIOYATENH B
monoxxenne NO (Leave the default setting) u maxxmurte kaonky Next. B atom cirydae
Oy/IyT UCTIOJIE30BAThCS JINOO HACTPOUKH MO YMOJYAHHIO, JTHO0 TEKYIINEe HACTPOUKH
(ecyu 3TO HE TIEPBOE pa3BEePTHIBAHUE KIIIOUEBBIX 0a3).

8 Macrep 3ampammsaet IP-anpec NTP-cepsepa. Beeaure IP-agpec unn DNS-ums. B
MOJTHORKPAHHOM PEKMME TIOCIIe BBOJA HAXXMuUTE KHONKY Next.
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Enter IP-address of the custom NTP server

l

< Next = < Back >

<Cancel=>

Pucynok 23: 3aoanue IP-adpeca NTP-cepsepa

B3

Ipumeuyanue. [laru 15-17 npennazHaueHs! A1 3aJaHU BPEMEHHON 30HBI (4aCOBOTO

nosica) nepen nocnexayromieit ycranokoi Ha [TAK Tekymiero Bpemenu. Bpemennas
30Ha OJDKHA COOTBETCTBOBATH reorpadmaeckoMy MecTopacmonoxennto [TIAK.

ITpu pa3BepThIBaHNH KIIOUEBBIX 0a3 U3 (haiia . vbe 3TH ATk MpoITyCcKaIOTCS, TaK KaK

HACTPOWKM BPEMEHHOI 30HbI UMIIOPTHPYIOTCA U3 (haiia sxcropra.

1 Macrep BHIBOAUT MPOHYMEPOBAHHBIN CIIUCOK KOHTUHEHTOB U MpeJjiaraeT BHIOpaTh

KOHTHHEHT. BBeauTe HOMEp CBOEro KOHTHHEHTA. B MOITHOSKpaHHOM peXKUME BEIOCPUTE

KOHTHHEHT B CIIMCKE U HaXMuUTe KHONIKY Next.

Please select a continent or ocean.

Amerlcas
Antarctica

Asia

Australia
Europe

oD 0 3 U s W b

uTC

< Next = < Back =

Arctic Ocean

Atlantic Ocean

Indian Ocean
Pacific Ocean

<Cancel>

Pucynok 24: Buibop xonmunenma

Ecnu Ha [TAK HeoOxoaumo ycranoBuTh Bpemst UTC, BbiOepuTe B CIICKE TOCIIEAHU

aneMeHT. B 3ToM ciyuae cpasy BeiBoguTCs HH(popManus o TekyiieM Bpemern UTC u

3ampairuBaeTcs MOATBEPKIACHUE Ha €r0 YCTAaHOBKY (cM. mmar 17).
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2 Mactep BBIBOJUT IPOHYMEPOBAHHBIN CIIMCOK CTPaH, PACIOIONKECHHBIX HA BHIOPAHHOM
KOHTHHEHTE, U MpeJjIaraeT BEIOpaTh cTpany. Beennte HOMep cBoei cTpaHbl. B
MTOJTHOOKPAHHOM PEXUME BBIOEpUTE CTPAaHy B CIIMCKE M HAKMUTE KHOMIKY Next.

Please select a country.

Romania

San Marino
Serbia
Slovakia
Slovenla
Spain
Sweden
Switzerland
Turkey
Ukraine
Vatican City

hhhbhhhhhh"w

< Mext > < Back > <Cancel>

Pucynox 25: Bvibop cmpanwl

3 Mactep BBIBOOUT NIPOHYMEPOBAHHBIN CIIMCOK BPEMEHHBIX 30H (C YKa3aHHEM HX
OOIIeTPUHATHIX Ha3BaHWUM ), UIMEIONINXCS B BRIOPAHHOM CTpaHe, U MpenjiaraeT BeIOpaTh
BPEMEHHYIO 30HYy. BBeauTe HoMep cBOei BpeMEHHOM 30HbI. B MOMHOAKpaHHOM pexuMe
BbIOEpUTE BPEMEHHYIO 30HY B CIIMCKE M HAXXMUTE KHONKY Next.

Please select one of the following time zone regions.
1 Moscow-0l - Kaliningrad
B
3 Moscow+00 - Caspian Sea
4  Moscow - Samara, Udmurtia
5  Moscow+02 - Urals
& Moscow+D3 - west Siberla
7  Moscow+03 - MNovesibirsk
8 Moscow+03 - Novokuznetsk
9  Moscow+D4 - Yenisei River
10 Moscow+0S - Lake Baikal
11 Moscow+06 - Lena River
17 Moscow+07 - Amur River
< Next > < Back > =Cancel>

Pucynok 26: Bvibop epementoii 30Hbl

Ecim B BLI6paHHOf;I Ha mpeAbIAyIIeM HIare CTpaHe €CTh TOJIBKO OAHAa BpEMCHHAsA 30HA, OHA
BBI6HpaeTCfI aproMmarudecku. [locie BI:I60pa BpeMeHHOfI 30HBI BBIBOAUTCS I/IH(l)OpMaI_II/IH )
TEKYIIEM BPpEMCHHU B 3TOH 30HE U 3arpamurBacTCAa MOATBEPIKACHUC HA €€ YCTAHOBKY:
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o llpy mONOXKUTETFHOM OTBETE MacTep MEPEXOANT K cieayromeMy mary 18. B

MIOJTHOOKPAHHOM PEXXHME ISl yCTAHOBKH BHIOPAHHOM BPEMEHHON 30HBI HAKMHTE
KHOTIKY Y€s.

The following information has been given:

Russia
Moscow+00 - west Russia

Therefore TZ='Europa/Moscow' will be used.

Local time 1s now: Tue Jul 28 17:06:32 MSD 2009,
Universal Time 1s now: Tue Jul 28 13:06:32 UTC 2009.
Is the above information OK?

<No >

Pucynox 27: 3anpoc na ycmanosky epementoil 301l

o Ilpum oTpuIaTeIsHOM OTBETE MACTEP IMpEAIaraeT 3aHOBO BBIOPATh BPEMEHHYIO 30HY
(Bo3Bpamiaercs k mary 15). B momHO3KkpaHHOM peskuMe IS BBIOOpa JpyToit
BPEMEHHOH 30HBI HAKMHTE KHOTIKY NO.

4  Macrtep BBIBOJUT TEKYLIYIO IaTy W NpEAsiaracT U3MEHUTh ee:

o Ecmm naty HeoOxXoauMO U3MEHHTH, BBEJUTE HY)KHOE 3HaUeHHE. B TOMHOIKpaHHOM
PEXUME YCTAaHOBUTE HYXKHYIO IaTy H HAKMUTE KHOTIKY Next.

Select current date
Month Year

July 2009

Sun Mon Tue Wed Thu Fri Sat
27 1 2 3 4
22 5 6 7 8 9 10 11
29 12 13 14 15 16 17 18
3@ 19 20 21 22 23 24 5
31 26 27 EE 29 30 31

< Next » < Back » <Cancel>

Pucynok 28: Ycmanoska mexyweti damul

o Ecnu naty MeHSTh HE Ha/l0, HAKMHUTE BBOJ. B MOTHOSKpaHHOM pexXrMe HaXKMHUTE
kHOKY Next.

5 MaCTep BBIBOAUT TCKYIICC BpEMs U IpeAjiaract U3MCHUTD €TO:
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o Ecuu Bpemst He00X0IMMO U3MEHNTH, BBEAUTE HYKHOE 3HaUeHKE. B momHORKpaHHOM
pEeKUMe yCTaHOBUTE HYXKHOE BpeMs U HaXMHUTE KHOMKY Next.

Select current time

FF e

< Next > < Back > <Cancel >

Pucynox 29: Yemanoska mexywezo epemenu

o Ecnm Bpems MeHATH He HaJ0, HAKMHUTE BBOJI. B IONHOAKpaHHOM pekUMe HAKMUTE
kHOTKY Next.

6 Macrep coo0Iaer 00 yCHemHoM 3aBepIICHUN TIEPBOHAYAIBHON HACTPONKN U
CIIPAIIMBAET, HY>KHO JIM 3aIlyCTUTh KOMaHHBIM HHTEPIIPETATOP:

o Ilpu nonoXUTEITBLHOM OTBETE 3aIyCKAETCS] KOMAHIHBIN HHTEPIIPETATOP, MACTEP
3aBepIlaeT CBOI0 paboTy. B momHOAKpaHHOM pekuMe HaXKMUTE KHOTIKY Run
Command shell.

Setup wizard is successfully completed.

< Back >  <Run Command shell>

Pucynox 30: Coobwenue 06 ycnewnom 3asepuienui nepeOHA4AILHOU HACMPOUKU

o Ilpu oTpumaTeIbHOM OTBETE MACTEp 3aBepIACT CBOKO paboTy Oe3 3amycka

KOMaH/IHOTO HHTEPIIpeTaTopa. B MOIHOIKpaHHOM pexuMe HaxMuTe KHONKy Finish.

KomaH b1 HHTEpIpeTaTop MpeycMaTprBaeT BOZMOXKHOCTh yaaneHus kiroueit ViPNet ¢
moMoIso kKoMauaer admin remove keys (em. «Komamer rpyrmmer adminy ma crp. 79). Tocme
yIaJeHus KITFo4Yel MOKHO 3aHOBO BBITIOJTHUTE Pa3BEPTHIBAHKME KIIOUEBBIX Oas.
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O KOMaHOHOM MHTEPIPETATOPE

Bce onepanun no agmunncTprpoBannio [TAK BEIIOTHSIOTCS ¢ MOMOIIBIO KOMaHAHOTO
untepnperatopa ViPNet. AnmunanctpupoBanne [TAK Bo3M0OXXHO Kak JOKaIbHO ¢ KOHCOJH
ITAK (COM-koHCOMM 1K 0OBIYHON KOHCOJIH), TaK M yIAJIEHHO C JpYyruX y370B ceth ViPNet,
ceszanHbIX ¢ [TAK. [Ins yaanennoro nonkmtouenus k [TAK ucnonssyercst mporokon SSH.

Honyctumo oxgHoBpeMenHoe noakitodeHne K [IAK ¢ HeCKONMBbKUX y3710B, Ha KaKIOM H3
KOTOPBIX 3aITycKaeTcsi cBOi KoMaHIHbIN nHTepnpeTarop. [Ipu anmunuctpupoBanun [TAK
MOYKHO TIOCMOTPETHh HHPOPMAIHIO 000 BCeX y3JlaX, Ha KOTOPBIX 3aMyIeH KOMaHJHbIH
WHTEPIIPETATOP, C MOMOIMIBI0 KOMaHABI who (cM. «lIpoune xomane» Ha cTp. 85). Kpome Toro,
C TIOMOMIBIO0 KOMaHABI admin kick MOYKHO MPHUHYANUTEIHHO 3aBEPIINTH paboTy KOMaHJHOTO
HHTEPIPETATOPa Ha JIF0OOM 13 y3110B (cM. «Koman el rpyrnsr adminy Ha cTp. 79).
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HTepdeiic KoMaHIHOIO
MHTEpIIpEeTaToOpa

KomannHb1 HHTEpIIpETaTOP 3aITyCKAETCsl AaBTOMAaTUUYECKH TOCTIE YCIIEIIHON aBTOpU3alun
nostp3oBaTenss B OC Linux. st aBTopu3annn HeoOX0IUMO BBECTH JIOTHH «vipnet»  mapoJib
TIOJIF30BATEIIS, KOTOPHIH TOJKEH COBMAIATh C MaposieM ANCTpUOyTHBa KirtoueBhIX 0a3 ViPNet.
IIpu BBOIE mMaposst Ha SKpaHe HUIETO He 0TOOpaXKaeTCs, BBEEHHBIE CHMBOJIBI TTAPOIIS
OTPEAAKTHPOBATH HENB3SI.

st ynajaeHHOTO MOAKITFOYEHUST MOXKHO UCTIONB30BaTh JTF000 SSH-KIMEHT ¢ maponbHBIM
TUNIOM ayTeHTH(UKanuu. s aBToOpU3anuy HCIOIB3YIOTCS TOT XK€ JIOTHH (vipnet) W MapoIb,
KaK M IpH JOKaabHOU aBTOpH3anuu Ha [TAK.

Ecnu BBeIeHHBII Taposib HEBEPEH, HA KOHCOJU MOSIBISIETCSI COOTBETCTBYIOIEE COOOIICHUE U
npuUriameHne BBeCTH napoinb. Jlomyckaercs He 6onee 10-u nmonmbsiTok BBoaa napodst. [locie 10-
Y HeyJlayHbIX NonbITOK BBoAa naposs ITAK nepesarpyxaercs.

ITocne ycnemHol aBTOpU3aliy MOJIb30BaTENs MOSBISCTCS IPUBETCTBEHHOE COOOIIEHUE U
NpUriameHue KOMaHAHOTO HHTEPIIpeTaTopa:

vipnet> _

KomaHaHbI HHTEPIIPETaTOp MOXKET HAXOAUTHCA B OJTHOM U3 JIBYX PEKHMOB: B PEKUME
MOJIb30BATENIS WIIM B PeXKUMe agMuHICTparopa. [locie 3amycka KoMaHJHBIN HHTEPIPETATOP
MIEPEXOIUT B PEKHUM TOIB30BaTENs (Ha 3TO YKa3bIBaeT 3HAK > B MOJCKa3Ke HHTepnperaTopa). B
peXUMe TOIB30BaTENs HEJOCTYITHBI HEKOTOphIe KOMaH/Ibl, TPeOYIOIUe MpaB aIMUHICTpATOpa.

UToObI IepeiiTr B pe)KUM aIMUHUCTPATOPA, HA/I0 BBECTH KOMAH/Y enable M 3aT€M NapOJIb
aamuaucTparopa (cM. «lIpoune komaHb1» Ha cTp. 85). B ciiydyae BBoaa BepHOTro mapoJis
MHTEPIPETATOp MEePEiIeT B MPUBUIICTUPOBAHHBIN pekuM (0003HaYaeTCs 3HAKOM # B
MOJICKA3Ke):

vipnet> enable
administrator password: <mapoJsb>

vipnet#

Yrobsl IEpEHTH Ha3a] B PEXKUM IMOIB30BATENS, HAJ0 Haxath Kinasummun <Ctrl+D> umu BBecTn
KoMaHAy exit (cM. «lIpoune komaH b1 HA cTp. 85). 3aTeM TakuM xe 00pa30M MOKHO BBIUTH
13 KOMaHJIHOTO MHTEPIpeTaTopa. B ciiyyae BrIX0/1a U3 KOMaHIHOI'O HHTEPIPETATOpa Ha
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KOHCOJIM CHOBA IOSIBUTCS mpuriamenue apropuzoBatscs B OC Linux. Ilocne ycnenmaoit
ABTOPH3AIIMH OCYIIECTBISAETCS CTAPT KOMaHAHOTO HHTEPIPETATOPA.

B ciydae ogHOBpeMEHHON pabOThl HECKOIBKAX KOMaHIHBIX HHTEPIPETATOPOB (HE3aBUCHMO OT
THIIA TTOIKTIOYCHUSI — JIOKATBHOTO HIIH yIAJCHHOT0) TOJBKO OMH U3 HUX MOXKET HAXOUThHCS B
peKuMe aaMUHUCTpaTopa. IIpu MombITKe MepeiiTH B HEKOTOPOM KOMaHIHOM HHTEPIPETATOPE B
PEKUM aIMUHUCTPATOPA MTPOBEPSAETCS PEKUM PAOOTHI OCTATBHBIX 3aIMyIIIEHHBIX
HHTEPIPeTaToOpOB. EC/N OCTambHbIC HHTEPIPETATOPHI HAXOAATCS B PSKUME MOTIH30BATENS, TO
JAHHBIA HHTEPIPETATOP MEPEXOIUT B PEXKHUM aIMUHKUCTpaTOpa. ECiu OTMH U3 OCTATBHBIX
HHTEPIPETATOPOB HAXOIUTCS B PIKUME aIMUHHCTPATOPA, TO TOSBIISIETCS COOOIICHHUE C
uHpopMaIei 00 y3ie, Ha KOTOpOM pabOTaeT 3TOT UHTEPIIPETATOP, U C TIPEIJIOKEHUEM
MPUHYIUTENBHOTO OTKIIOUEHHSI 3TOr0 HHTepIpeTaTtopa. [Ipu MoNI0KUTETBHOM OTBETE Ha
NpeUIoKEHNE 3aBeplIaeTcs: pabota HHTEPIPETaTOPa, HAXOSIIETOCs B PEKUME
aIMUHUCTPATOPA, [TOCJIE YETO AAHHBIA UHTEPIPETATOP IEPEXOAUT B PEKUM aIMHUHUCTPATOPA.

KoMaHHbI HHTEPIIPETaTOP MPUHUMAET OT IOJIH30BATENS TEKCTOBBIE KOMAH/IbI, COCTOSIITUE U3
CJIOB, pa3JieNIeHHbIX TpobenamMu. CIUCOK JOCTYIHBIX IPYIIT KOMaHI MOXXHO ITOCMOTPETh, BBEIS
CHUMBOI «?»:

vipnet> ?

inet manage routing and interfaces
failover manage the failover daemon
iplir manage the iplir daemon

mftp manage the MFTP daemon

enable go to administrator mode

exit exit the interpreter

version show versions of a product and its components
who show vipnet sessions

machine halt or reboot the machine
debug

vipnet>

B 51eBOI1 KOJIIOHKE BBIBOAUTCS MEPBOE CIOBO I'PYMIIBLI KOMAHJ, B IIPaBOM KOJIOHKE — KPaTKOE
MOSICHEHUE €€ Ha3HAYCHHU.

CuMBOI «?» MOXKHO UCIIOJIB30BaTh TaKXKe B IIpoLiecce BBOJA KoMaH Ibl. B aToM cirydae
KOMAaH/IHbIH HHTEPIIPETATOP MPEAJIOKUT BapHUAHTHI 3aBEPIISHUS TEKYIIIETO WM CIIETyIOIIEro
CJIOBa KOMaH/Ibl, B 3aBUCUMOCTH OT IIOJIOXKEHHSI Kypcopa:

vipnet> machi?
machine halt or reboot the machine

vipnet> machi
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vipnet> machine ?

halt switch the machine off
reboot reboot the machine
show display statistics

vipnet> machine

Ecmm CJIOBO, Ha KOTOPOM HaxXOJAUTCs KypCOp, ABJIAETCSA Ha49aJI0OM TOJIBKO OHOM KOMaH/IBI

HHTepnpeTaTopa, TO MOXXHO aBTOMAaTHUYCCKH OOIIOJHHUTH CJIOBO 1O KOMaH/bI, HAXXKaB I(J'IaBI/IH.Iy
<Tab>:

vipnet> machi<Tab>

vipnet> machine

KomaHaHbI HHTEpIPETATOpP 3alIOMUHAET KOMAH/Ibl, BBEICHHBIC B TeueHHE ceaHnca padoTel. C
MOMOIIBIO CTPEJIOK BBEPX U BHU3 MOKHO JINCTATh UCTOPHUIO KOMAH/!

vipnet> machine show date

Mon Aug 10 19:55:42 MSD 2009

vipnet> machine show uptime

19:55:48 up 9:57, 3 users, load average: 1.13, 1.17, 1.11
vipnet> <cTpesika BBepPx>

vipnet> machine show uptime <crpesnka BBepx>

vipnet> machine show date

TekyI1yo KOMaHIy MOKHO PEAaKTUPOBATh OOBIYHBIM 00Pa30M (CTUPATh CUMBOJIBI KIIABUIIAMHU
<Backspace> u <Delete>, nepememarscsi 1o TEKCTY ¢ IIOMOIIBIO CTPEIIOK BIEBO M BIPABO).
KomaHaHbIM nHTEpHIpETAaTOP NOJAEPKUBAET TpaAuMOHHbIE 11 Unix codeTaHus KIaBHII:
<Ctrl+U> CTEpEeTh BCIO KOMaHIy
<Ctrl+K> CTEPETh BCE OT Kypcopa 10 KOHIIA CTPOKH
<Ctrl+A>u <Ctrl+E>  mnepeiiT B Ha4aJ10 ¥ KOHEI[ CTPOKHA COOTBETCTBEHHO
<Ctrl+B> u <Ctrl+F> MepPeTH Ha OJIMH CUMBOJI Ha3a]l ¥ BIEpE] COOTBETCTBEHHO
<Ctrl+H> CTEPETh CUMBOJI IIEPE]l KypCOPOM

<Ctrl+W> CTEPETH CIIOBO MEPE] KypCcopoM
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CpencTBa a5 00Jer4eHus BBOAa
KOMaH I

st obneryenust BBOAa JUIMHHBIX KOMAH]I IIPETYCMOTPEHBI CIIEAYIOIINE CPEACTBA.

CokpallleHHblii BBOA4 KOMaHA

CroBa KOMaH bl PACIIO3HAIOTCS 10 MUHUMAJILHOMY YHCIIY CUMBOJIOB, HEOOXOAUMBIX JJIS TOTO,
YTOOBI OTJIMYUTH €€ OT APYTrUX KOMaHJI, BBOJ KOTOPBIX BOBMOYKEH B TEKYILIEM MECTE.
Hanpumep: ecnu CyiiecTByrOT TOJIBKO ABE KOMaH/bl, IEPBOE CIOBO KOTOPBIX HAYMHAETCS C
CUMBOJIA «i» (inet M iplir), TO M1 YKa3aHUS IEPBOM KOMaH/bI JOCTATOYHO HAOPATH in, IS
yKa3aHusl BTOpol — ip. Jlanee, eciiy mocie ¢iaoBa iplir B Ka4€CTBE BTOPOIO CIOBA BO3MOKHBI
TOJIBKO stop U start, TO JUISI UX YKa3aHUS JOCTATOYHO HAOPATh sto U sta COOTBETCTBEHHO.
Takum 00pa3oM, BMECTO IMOJIHOM KOMaH/bl iplir start MOXKHO HaOpaTh ip sta.

Ecnu cpeny BBEIGHHBIX CHMBOJIOB €CTh OIIMOOYHBIE CHMBOJIBI, TO BCSI KOMaHa CYMTASTCS
OIMOOYHOM, TaXKe €CIIM €€ MOXKHO OJTHO3HAYHO PACIIO3HATh 110 MIEPBLIM MIPABMILHO BBEICHHBIM
cuMmBosiaM. Hanpumep, B pUBEIGHHOM BBIIIIE TIPUMEPE BBOJ KOMaH/IbI iplor sta OyaeT
OIIHOOYHBIM.

ABTO3anoJsiIHeHue

BBoJ1 cumBOITa Tabysmu (OCYIIECTBISIETCS HaXKaTHeM KiiaBuid < Tab>) mo3Bossier
aBTOMATHYECKH 3aI0JIHUTH YaCTh KOMaH/IbI, €CITH BBEICHHOW K 3TOMY MOMEHTY HH(OpMAaIuu
JIOCTATOYHO JJISI TOTO, 9YTOOBI PACIIO3HATH CIIOBO KOMaH bl HITH €€ TTapaMeTp.

ABTO3a110JTHEHHE Pab0TaeT [0 MECTY PACIIONIOKEHUS Kypcopa U BIMAET TOJIBKO HA OHO
CJIOBO — TO, Ha KOTOPOM CTOMT Kypcop. ABTO3aIIOJTHEHHE MOXET padoTaTh KaK Ha CJIOBax
KOMaH/Ibl, TaK ¥ Ha HEKOTOPBIX MapaMeTpax, €CIH TOJIbKO 3HAUYCHHS IapaMeTPOB HE BBOJSTCSA
NOJIb30BAaTENIEM MTPOU3BOJIBLHO (HApUMEp, Ha3BaHMA CETEBBIX UHTepdeiico). lanee nmpu
OIMCaHWU KOMaHJI SIBHO YKa3bIBA€TCS, B KAKUX CJIy4asiX IPU BBOZAE NapaMETPOB JOJHKHO
paboTaTh aBTO3aIIOJHEHUE.
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KoHTekCcTHana noacKa3ska

KonTtekcTHas mojcka3ka BEI3EIBACTCS BBOJIOM 3Haka Borpoca. [IpuHITHIE! ee paboTh BO
MHOTOM CXOXKH C IPHUHITATIAMA PabOTHI aBTO3AMOTHEHHS W TOTIOIHSIOT €TO0.

JeiicTBre MOICKAa3KH COCTOUT B TOM, YTOOBI, HICXO/IS M3 TIOJOXKEHHS Kypcopa, TIoKa3aTh
MOJTF30BATEIIO €r0 BO3MOXKHBIE ICUCTBUS 110 JabHEHIIIeMy BBOIY KOMaH/bI. B oTimaue ot
aBTO3aITOJTHEHUS, ITOACKa3Ka BCEra MOKa3hIBaeT KaKoe-T00 MOsSCHEHNE U HE U3MEHSIET
BBEJICHHYIO MTOJTb30BATENIEM CTPOKY.

IIpu BBI30BE MOACKA3KK BBE/IEHHAS ITOJIB30BATEIEM CTPOKA (BMECTE C MPHUTIIAIIECHIEM)
TevYaTaeTcs Ha SKpaHe, HIDKE TIeUaTaroTCs MMOSICHEHHS TTOICKA3KH, 3aTeM TOSBIISETCS Ta e
CTpOKa (BMecCTe C MPUTTIAIIEHUEeM ) TS JaTbHEHINETro peJaKTHPOBAHHS.
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Koman bl uHTEpIIpETaTOpA

KOMaH}IBI, AOCTYITHBIC TOJIBKO B PCKUMEC aAMHUHUCTPATOPA, BEIACIICHBI KPACHBIM IIBETOM.

HapaMCTpI)I KOMaH/[l YKa3aHbl B YTJIOBBIX CKO6KaX, HeoO0sA3aTeILHEIE mapaMeTphbI 3aKJIFOYCHEBI B
KBaJpaTHBIC CKOOKH.

KomaHpabl rpynnbl inet

Bce koMaHIbI JaHHOH TPYIITEI, H3MEHSIONINE KaKue-THOO0 IapaMeTphl, COXPAHSIOT 3HAYCHHS B
cirykeOHBIX (aiiax KOH(UTYpalruH s BOCCTaHOBIIEHHS rociie nepesarpy3ku OC.

inet show interface [<unTepodelic umiu ncepmoycTporcTso>] — OPOCMOTP agpeca u
MacKH TojiceT nHTepdeiica (Wi JOMOIHUTENFHOTO afpeca HHTepdeiica — CM. KOMaHIy
inet ifconfig <muTepdeiic> address add), a TAKXKE COCTOSHUA MHTEpdeiica
(BKJTFOUEH/BBIKITIOYCH).

Ecnu nmapameTp He yka3aH, TO BEIBOJSTCS aJipeca, MaCKH U COCTOSIHHS BCceX HHTEp(eicoB,
a TaKKe BCe CYILIECTBYIOIUE AONOIHUTEIbHbIE aapeca nuTepdeticos. [Ipu BBose
uHTep(delica paboTarOT aBTO3ANOIHEHNE U TIOICKa3Ka, JaHHbIE JUIA MOJICKa3Ku OepyTcs 3
CITUCKa MHTEP(EICOB B CHCTEME.

Ecnu nns untepdeiica 601 yecranonieH pexkum DHCP (koMaHao# inet ifconfig
<murepderic> dhep), TO TOMOTHUTEIBHO BBIBOJAUTCS HHGOPMALIUSI 00 3TOM.

inet show dhcp — mpocMOTp Tekymux HacTpoek DHCP-cepBepa, a Takke ero CoCTOSHUS
(3amymieH/ocTaHOBIICH).

Hactpoiiku DHCP-cepBepa BkirouatoT B ce0st npu3HaKk aBTroMaTiueckoro 3amycka DHCP-
cepsepa npu crapre [IAK u psin napamerpoB, HEOOXOIUMBIX AJIs1 €0 paboTHI (CM.
«Mcnonbzosanue [TAK B xauectee DHCP-cepsepa» Ha ctp. 189).

Ipumeuyanue. Komanna inet show dhcp moctymnHa Toibko npu padote [TAK B
OJIMHOYHOM pexuMe (cM. «Crctema 3amuTel 0T cOoeB» Ha cTp. 169).

inet show dns — IPOCMOTp TeKyIIuX HacTpoek DNS-cepBepa, a TakKe ero COCTOSHUS
(3amy1eH/oCTaHOBIIEH).

Hactpoiiku DNS-cepBepa BkiIroyaroT B ce0st MpuU3HaK aBToMaTHyeckoro 3amycka DNS-
cepsepa npu crapte [IAK u cniucok anpecos dopBapausix (forwarder) DNS-cepsepos
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(em. «Mcnons3oBanue [TAK B kauectBe DNS-ceprepa» Ha ctp. 191). Crricok aapecos
thopeapaubix DNS-cepBepoB MOKHO MPOCMOTPETh OTIEIBHO MO KOMaHJIE inet dns list
(em. «Komaner moarpymmsl inet dns» Ha ctp. 74).

inet show ntp — OpOCMOTp TeKylMx HacTpoek NTP-cepsepa, ero coctostHus
(3amy1meH/ocTaHOBIICH), a TakxKe mapameTpoB pyHkimonupoBanus NTP-cepepos, ¢
KOTOPBIMU OH B3auMojierictByeT. Madopmanus o pyakunonuposanun NTP-cepeepon
BBIBOAUTCS TOJBKO B ciydae, ecnu Ha [TAK 3amymen NTP-cepsep.

Hactpoiiku NTP-cepBepa Brito4aroT B ce0si MpU3HAK aBTOMaTHYECKOTo 3amycka NTP-
cepsepa npu crapte [IAK u ciucok NTP-cepBepoB, HCTIONB3yEeMBIX sl CHHXPOHHU3ALUH
(eM. «Mcnonb3osanne [TAK B kagectse NTP-cepsepa» Ha ctp. 193). Criucok aapecos
NTP-cepBepoB MOXHO POCMOTPETH OTJEIBHO MO KOMaHAE inet ntp list (CM.
«Komanaer moarpymmel inet ntp» Ha ctp. 75).

HNudopmarust o pyrakuronnpoBannu ucnoibzyeMbix NTP-cepBepoB (3a1aHHBIX B daiine
KoH(urypanun JokaipHoro NTP-cepBepa) BeIBOAUTCS B BUE TAOIHIIBI aHAJIOTHYHO
BBIBOAY KOMaH/IbI ntpg -pn. Kaknast 3anmuch TaOIMLBI OTHOCUTCS K OJJHOMY M3 CEPBEPOB
Y COIEPKUT CIETYIOIINE TapaMETPBI:

o  CHMBOJ, YKa3bIBaIOIIMI Ha Pe3yabTaT 0TOOpA JTAHHOTO cepBepa B Ipolecce BEIOOpa
NPETEeH/ICHTOB (KaHAWAATOB) Ha POJIb HCTOYHUKA CHHXPOHMU3AIMN, MOXKET IPUHIMATh
CIIeIyIOIINE 3HAUCHHUS:

e mpobe — cepBep UCKIIOUCH U3 CIHICKA KaHIUIATOB, T.K. UMEET CIIUIIKOM BBHICOKHI
YpOBeHb (Stratum) u/viTi He MOKET OBITh TPOBEPEH;

e 'X'—cepBep UCKIIIOYCH U3 CIIMCKA KAHJUIATOB, T.K. HCIOIB3YEeT HEKOPPEKTHBIN

AITOPHUTM;
e ''—cepBep BBIOpaH M3 KOHIIA CIIMUCKA KAH/IUIATOB;
e '-'— cepBep UCKIIIOYEH U3 CIIMCKA KAaHJUIATOB aJlTOPUTMOM KJIaCTEPU3aLUH;

o '+ CCPBCP BKIIKOYCH B KOHEYHBIN CIIMCOK KaHIuaaTOB,

e '# — cepBep BbIOpaAH 7151 CHHXPOHM3AIMH, OJTHAKO PACCTOSIHUE MEXIY HUM U
JIOKAJILHBIM CEPBEPOM IPEBBIIIACT OMYCTHMBIA MAaKCHMYM;
e "' cepBep ABNAETCS TEKYIIMM HCTOYHUKOM CHHXPOHHU3AIUH;
e '0'—cepBep BBIOpaH I CUHXPOHU3ALNH, HCIIONb3yeTcs curnan PPS.
o remote — IP-ampec cepsepa;

o refid — MCTOYHHUK MOJy4YEHUS BpeMeHH NaHHbIM cepBepoM (IP-aapec mmm mms
npyroro cepsepa, GPS, PPS u T.11.);

o st — ypoBeHb cepBepa (stratum);

o t —tun cepsepa (local, unicast, multicast nnm broadcast);
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o when — BpeMsl, MPOIIE/IIEE C MOMEHTA TOCJICTHErO OTBETA cepBepa (B CEKyH/Iax ), WK
MpodUepK (-), eCIIu cepBep elle HU pa3y He OTBETHI;

o poll — EPUOJ OIpoca cepBepa (B CEKyHIax);

o reach — COCTOSIHHE BOCBMH TIOCJIETHUX TOTBITOK 3aIlpoca BPEMEHHU Y CEpBepa B
BOCHMEPUYHOM TPEACTABIECHIUH (B CIIydae YCIENTHOM MONBITKA yCTaHABIMBAETCS
COOTBETCTBYIOIIHI OUT); 3HaYeHHE 377 03HAYACT, UTO BCE 8 MOCIICIHUX MOTBITOK
ObUIH yIaYHBIMU;

o delay — BBIYHCIIEHHAs 33/Iep’KKa OTBETOB OT cepBepa (B MIIDIHCEKYHIaxX);

o offset — pasHUIla BO BpEMCHH MCXKIY JTOKAJIbHBIM U YIaJICHHBIM CCPBECPOM (B
MI/IJ'IJ'II/ICCKYHI[aX); 4YeM MCHBIIC 3HAYCHHUEC, TEM TOYHEC BPCM;

o Jjitter — AUCHEPCHUS OTKJIIOHEHHS YIAJECHHBIX YACOB OTHOCHUTENIBHO JIOKAJIBHBIX,
BBIYHUCIICHHAS TI0 HECKOJIBKUM TIOCIIETHUM 3aipocaM (B MUJUIUCEKYHIaX ); YeM
MEHBIIE 3HAYEHUE, TEM TOUHEE CUHXPOHU3ALHA.

inet show routing — MPOCMOTP TaOIHIIEI MAPIIPYTHU3AINH.
inet show mac-address-table — MPocMOTp TabOnuibl ARP.

inet clear mac-address-table — o4yucTKa TaOmMuLBl ARP.

[Tepen ouncTKOi 3ampalnBaeTcs MOATBEPKICHUE Ha BHITOJIHEHHE KOMaH bl OUUCTKa
Tabymiel ARP Mpou3BOaUTCS TOMBKO MPH MOTYYCHUN TIOATBEPKIACHUS.

inet ifconfig <mHTepdeiic> address <ampec> netmask <macka> — YCTaHOBKa

napameTpoB HHTep(eiica.

[Tpu BBOJE MHTEpdeiica paboTaloT aBTO3AMOIHEHHE U MOJICKAa3Ka, JAaHHBIE IS MTOJICKA3KH
OepyTcs u3 cnucka UHTepdeiicoB B cucteMe. [Ipu BRoJIE aipeca 1 MacKH aBTO3aIOTHEHHE
He paboTaeT, MoJICKa3Ka MpeajaraeT BBECTH COOTBETCTBEHHO [P-aipec u mMacky.

DTa KOMaH1a HEMEJICHHO U3MEHSIET ajipec HHTepdelica U MacKy MOJICETH B CHCTEME.

Ecnu untepdeiic ucnonsiyercs gokanbabiM DHCP-cepBepoM, KOTOPBIH 3anyIieH, TO
MOSIBIIIETCS TIPEAYIpekAeHEe 0 HeoOxoauMocTH octanoBUTH DHCP-cepBep nepen
W3MEHEHUEM MapaMeTpoB UHTepdelica, koMaHa He BeionHsercs. B ciyuae ecniu DHCP-
cepBep OCTAaHOBJIEH:

o ecnu aBToMaTudeckuit 3amyck DHCP-cepBepa BkITI04YeH, TO TPOU3BOANMbIE KOMaHI0M
W3MEHEHUS TIPOBEPSIFOTCSL Ha COOI0ieHne orpannienuii (cM. «Vcrnomnbzoanne [TAK
B kagecTBe DHCP-cepBepa» Ha ctp. 189); npu HecoOmr01€HNN OrpaHUYeHUN
BBIJIAETCS COOOIIEHHE 00 OMNOKE U KOMaH/1a HE BBIIIOJIHSETCS;

o ecau aBTomaruueckuit 3amyck DHCP-cepBepa BbIKIIIOUEH, KOMaHa HEMEAJIEHHO
M3MEHSIET ajipec nHTepderica 1 MacKy MOJICETH B CHCTEME.
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Bunmanue! IIpu n3mMeHeHnn napamMeTpoB uHTepQeiica TaHHOW KOMaHOM U3 TaOJIUIIbI
MapIIpyTH3alui aBTOMAaTUIECKN YIAIAIOTCS BCE MapIIPYTHI, CBS3aHHBIE C 3TUM
/) wmHTepdeiicoM — MapmpyT s OUTI03a o yMomdanuto (default gateway) u craTidaeckue
: Mapupytst! J{ns koppexTHo# padotsl [TAK B aTOM ciiydyae HeoOXoquMo 100aBUTH
MapupyT N0 YMOJIYAHUIO U CTATHYECKHE MapUIPYThl BPYYHYIO C IOMOIIBIO KOMAaH/bI

inet route add.

Hpumeyanue. Eciu 10 BRIIOTHEHNS TaHHON KOMaHABI Ha HHTEpdetice ObIT

ycrasosineH pexkxum DHCP, To nosiBisieTcst mpeaynpexIeHne 0 TOM, 9TO B pe3yJIbTaTe
m oynet notepsina uapopmanus o DNS- u NTP-cepsepax, nonydyennas ot DHCP-

cepBepa, U YTO CIEAYET MPOBEPUTH (HYHKIIMOHUPOBAHUE COOTBETCTBYIOIINX CITyXKO

BPYUHYIO.

inet ifconfig <murepderic> dhcp — YCTaHOBKA Ha mHTEpdeiice pexkuma DHCP.

Ecnu Ha nHTEepQeiice UMEIOTCs TOMOTHUTENBHBIC aJipeca, TO Mepe/l BBITOTHEHUEM
KOMaH/Ibl BBIAACTCSI MPEAYNPEXKICHUE O TOM, YTO JOMOJTHUTEIBHBIE aapeca OyayT
MOTEPsIHBI, U 3alpalliiBaeTcs MOATBEepKIeHUE Ha ycTaHOBKY pexkuma DHCP. B
pe3yibTaTe BHIMOJHEHHUS KOMaHABI U YCTAaHOBKH ITapaMeTpoB HHTepdeiica Oyaer
ucronb30BaThes ciyxda DHCP.

Hpumeuyanue. [Ipu ncnonp3oannu cayx0s1 DHCP B Tabnuiy MapmpyTu3anim
F ] ABTOMAaTHYECKHU 100aBIISIETCSl MAPLIPYT [0 YMOJIYAHHUIO C aJIpecOM IIUTI03a,
nosyaeHHbiM oT DHCP-cepBepa.

inet ifconfig <mHTepderic> address add <azmpec> netmask <macka> — nmobaBaeHme
IP-anmpeca Ha naTEpdeiic (cMm. «lIpumep ncronb3oBaHus IOTOTHUTENBHEIX [P-anpecos Ha
untepbeiice» Ha cTp. 244).

HpI/I BBOJIC I/IHTep(l)eﬁca pa6OTaIOT AaBTO3aIIOJIHCHUE U ITIOACKa3Ka, JaHHBIC JJIA ITOJCKA3KHU
6epch5{ n3 CIIMCKa HHTep(l)eﬁCOB B CUCTEMC. HpI/I BBOJIC a/Ip€Ca U MACKH aBTO3aII0JIHCHUEC
HC pa60TaeT, MMOJACKAa3Ka nmpeajaracTt BBECTU COOTBETCTBCHHO IP—az[pec " MackKy.

Ecnu nunTepdeiic BeIkitoueH win A Hero ycranosineH pexxum DHCP, to nosBisiercst
coo01eHue 06 ommoKe, KOMaHa He BHITIOHSIETCS.

Ecnu nnTepdeiic mmMeeT craTudeckuii aapec, TO CO3IaeTCsl IICEBI0YCTPOMCTBO €
3aJaHHBIMH B KOMaHJIe afpecoM M Mackoi. MIMs nceBaoycTpoiicTBa popMupyercst Kak
<uHTepdeyc>: <HoOMep>, I'I€ HOMep — Oqepez[Hoﬁ CBOOOIHBIN HOMED, HAIIPUMEDP eth0:0,
eth0:1 (IOTIOJHUTENBHBIC afpeca HyMepyIoTcs, HaunHas ¢ 0).
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JlomiomHUTENBHBIH afpec oToOpaxkaeTcs B criucke [P-agpecoB cooTBETCTBYIOMIETO
unrepdeiica (cMm. «Cexrms [channel]» Ha ctp. 151).

inet ifconfig <murepodenc> address delete <ampec> netmask <macka> — yAaJICHUEC
nmononHUTENBHOTO [P-aapeca ¢ maTepdeiica. Ecnu nHTEpdelic BEIKITIOUEH WIH TSI HETO
ycranoBieH pexkum DHCP, To mosiBisieTcs coobmenue 06 ommoke, KOMaHaa He
BBITIOJTHSICTCSL.

Ecnu ocHOBHOM ampec uHTEpdelica CTaTHIECKH, TO TIPOBEPSAETCS HAMMYNE 3aJaHHOTO B
KOMaH/ie AOMOHUTENFHOTO aapeca. Ecim Takoii aapec ecTh, OH yOAIeTCs] U3 CHCTEMBI,
WHaYEe TIOSABIIIETCS COOOIeHNE 00 OMmnOKe, KOMaHAa HE BBHITTOTHICTCS.

inet ifconfig <mHTepderic> speed <10 | 100 | 1000 | auto> duplex <half |
full>— yCTaHOBKA IT1apaMCTPOB CKOPOCTHU HHTep(beﬁca.

[Tpu BBONIE MHTEp(dEiica pabOTaOT aBTO3AMOIHEHHE 1 TTOICKa3Ka, JaHHbIC /ISl OICKA3KU
OepyTcs U3 crucka HHTEP(EHCOB B CUCTEME U UCXO/Isl U3 BO3MOIKHBIX JIOITYCTUMBIX
3HaYeHUH mapaMeTpoB. Bo3moskHbIe 3HAUeHH 111 TapameTpa speed: 10, 100, 1000
(MowuT/c) nnu auto (1Mo ymoa4aHuio). Bo3aMoxkHbIe 3HaUEHUS IS MapaMeTpa duplex:
half WK full.

ITpu yka3aHuM B Ka4eCTBE 3HAYCHUS auto MapaMeTPbl CKOPOCTH IJIsi COOTBETCTBYIOLIETO
uHTEepdeiica ONpenesIIoTCs aBTOMAaTHUECKH, HE3aBUCUMO OT paHee yCTaHOBJICHHBIX
3HaueHu. [Ipu 3TOM yKazaHue mapamerpa duplex sIBISETCS OomuO0UHBIM. [Ipn ykazanuu
3HaYeHHUH, OTIMYHBIX OT auto, PEXKUM aBTOMATHYECKOTO ONpee/IeHHs TapaMeTpOB
ckopocTH nHTepdeiica otkmoyaercs. [Ipu 3Tom ykasanue mapamerpa duplex SBISETCS
o0si3aTenbHBIM. [IprMepsl 3a1aHus mapaMeTpoB CKOPOCTH:

inet ifconfig eth0 speed 100 duplex full

inet ifconfig eth0 speed auto

YcTaHoBKa apaMeTpOB CKOPOCTH UHTEpderica MOKET NCTIONb30BaThCA AJISl COTIACOBAHUS
pabotel BHemHero nunTepdetica [IAK 1 BHeIIHEro KOMMYTallMOHHOTO 00OPYAOBaHMS,
NOJKITIOYEHHOT0 K JaHHOMY HHTEp(delCy, B TeX Cilydyasix, KOrza UX aBTOMaTHYECKOe
orpejiesieHHe 0TpabaThiBaeT HEKOPPEKTHO. O1HAKO B OOJBIINHCTBE CITy4aeB HET
HEOOXOIMMOCTH UCTIOJIb30BATh PYYHYIO YCTAHOBKY TapaMETPOB CKOPOCTH, TaK KaK OHU
OTIPEIEIISIOTCS] aBTOMATHYECKH.

Buumanue! Heoco3HanHOE HCIOJIB30BaHUE JAHHOM KOMAaHIbI MOXKET OBITh OIACHO.
A\ YcTaHOBKA HEKOPPEKTHBIX 3HAUCHHUH MMapaMeTPOB CKOPOCTH CETEBOTO HHTEpdeiica
MOJKET IPUBECTH K ero HepaboTocrocooHocTH! Mcmonp3yiiTe JaHHYI0 KOMaHIy TOIBKO
B TOM CITydae, €M 9TO JIEHCTBUTENILHO SBISIETCS HEOOXOIUMBIM.

inet ifconfig <muTepbeic> up — BKIIOYCHHE HHTEepdelica, eCii OH ObLI BHIKIIOYCH.
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Ecnu uaTepdeiic OplT BKIIFOUEH, TO TOSABISETCS COOTBETCTBYIOIIEE COOOMICHNE,
COCTOsSIHUE NHTepdeiica He U3MECHSCTCS.

inet ifconfig <mHTepderic> down — BBIKIIFOUCHUEC PIHTep(i)eﬁca, €CIIU OH OBLT BKIIIOYEH.

Ecnu uaTepdeiic OblT BRIKITIOYEH, TO MOSBISIETCS COOTBETCTBYIOIIEE COOOIIEHIE,
COCTOsSIHUE WHTepdeiica He N3MEHSIETCS.

Ecnn untepdeiic ucronsiyercs nokansHeiM DHCP-cepBepoM, KOTOpBIH 3amyIieH, TO
MOSIBIIICTCS TIPEAYIIpeXAeHNE 0 HeoOXoauMocTH octanoBUTr DHCP-cepBep nepen
BEIKJTIOUEHHEM HHTepdeiica, KoMaHa He BeimonHaseTcsa. B cydae ecimu DHCP-cepsep
OCTaHOBJICH:

o ecnu aBToMatudecknit 3armyck DHCP-cepBepa BkITtoueH, ToO KOMaHaa He
BBITIOTTHSIETCS,

o ecau aBTomarnueckuil 3amyck DHCP-cepBepa BBIKIIOUEH, KOMaH/1a BBITIOJIHSAETCSI.
inet route add <ampec HasHaueHusa> gw <azgpec mwiro3a> [netmask <macka>] —
nmo0aBJIeHNE MapIIpyTa.

[Ipu BBOJIE BCEX MapaMeTpOB aBTO3AMOIHEHUE HE paboTaeT, IMoICKa3Ka mpeyiaract
BBECTH COOTBETCTBYIOIINE 3HaueHMs. Eciii Macka He yka3aHa, TO OHa IPUHUMAET
CIIeTyOIIHE 3HAYCHHS:

o 0.0.0.0, ecnu aapec HazHaueHus pasex 0.0.0.0;
o 255.255.255.255 B OCTaJbHBIX CIIydasX.

BwmecTo anpeca Ha3HaUEHUs] MOKHO YKa3aTh CJIOBO default, KOTOPOE HHTEPIIPETUPYETCS
kak 3HageHue 0.0.0.0 (MapmpyT 1Mo ymon4aHuto). MokHO 100aBUTh TOJIBKO OIWH
MapuIpyT 1o ymMoryanuio. [Ipu moneiTke 106aBUTH BTOPOH MApIIPYT MO YMOTYAHUIO
HOSBJISICTCS. COOTBETCTBYIOIIEE COOOIIEHNE U MAPLIPYT HE 100aBIseTCH.

ITocite 106aBICHUS MapIIPyTa TOABISIETCS COOOIIECHHUE O TOM, KaAKOH HMEHHO MapIIpyT
Jo00aBieH (BKIIOYAsk MAaCKY).

inet route delete <ampec HaszHaueHusa> [netmask <macka>] — YAaJICHUEC MaplIpyTa.

HpI/I BBOJIC a/Ip€Ca Ha3HAUCHHA U MACKH aBTO3aIlI0JIHCHUC HE pa60TaeT, IIOJCKa3Ka
npeaIara€T BBECTU COOTBETCTBCHHO aJIpeC U MACKY. Ecnmmu macka He YKa3zaHa, TO UIYTCs
MapHIpyThl AJI1 YKAa3aHHOT'O aZipeCa HA3HAUCHMUA:

o  €CIIM HaiJIeH OJWH MapIIpyT, TO OH YAAJSETCS HE3aBHUCUMO OT TOTO, Kakasi y Hero
Macka;

o  €CIIM HalJIEHO HECKOJIBbKO MAPIIPYTOB C Pa3HBIMU MackaMH, TO MOSIBIAETCS
cooOIIeHHE O TOM, YTO HEOOXOAMMO YKa3aTh MacKy.

Ecnu ykazaHbl agpec Ha3HAYE€HUs U MacKa, HO B TaOJIHIIe MapIIPYTU3aLUH U1 JaHHOTO
azipeca Ha3HAYCHHUs yKa3aHa Ipyrasi Macka, TO CYMTAeTCsl, YTO 3alaHHOTO B KOMaH/Ie
MapHIpyTa He CYIIECTBYET, ¥ MOSBISETCS COOOIIEHHE 00 OIMOKe.
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® inet ping <ampec> — IOCBUIKA 3X0-3ampocoB (ICMP-coobmienwmii) Ha 3aTaHHBIH ampec.

HpI/I BBOJIC a/ip€Ca aBTO3aIIOJIHCHHUEC HE pa60TaeT, IMOJCKa3Ka mnpeajarac€T BBECTU aapecC.

Komanasb! nogrpynnsi inet dhcp

B rpymnmy koMaH inet BXOIMT PsiJi KOMaH/I, MPEIHA3HAYCHHBIX Il HACTPOWKH M YIIPABICHUS
DHCP-ceprepom, yctanoBieHHbIM Ha [TAK. DTH KOMaHbI COCTABNISIOT IOATPYIITY, KOTOpast
HAYMHAETCS CJIOBaMHU inet dhcp. [lepe/ BhIMOMIHEHHEM KOMaH I, U3MEHSIONINX HACTPOUKH
DHCP-cepBepa (kpoMe HacCTpOHWKHA aBTOMAaTHYECKOTO 3aIyCKa), HEOOXOIMMO OCTAaHOBHUTH
DHCP-cepgep. [IpousBoauMbie KOMaHAaMHA U3MEHEHMSI IPOBEPSIOTCS HA KOPPEKTHOCTh U
MOTYT MPUMEHSATHLCS WM HE MPUMEHATHCA. [lopoOHee 00 yCIOBUAX U3MEHEHUS HACTPOCK
DHCP-cepBepa u TpeboBaHUAX K €ro HacTpoikam cM. pasaen Vcrons3zosanue [TAK B kauecTse
DHCP-ceprepa (ua ctp. 189).

IIpumeuanune. Bece koMaHBI NOATPYNIBI inet dhcp JOCTYIHBI TOJIBKO IPH padoTe
IMAK B oguHOYHOM pexume (cM. «CucTtema 3amuThl 0T cOoery Ha cTp. 169).

® inet dhcp mode <on | off>— BKIIIOYEHHE (on) WIH BEIKIIOUEHHE (of f)
aBToMatnyeckoro 3armycka DHCP-cepsepa npu crapre [T1AK.

o sTo¥t KOMaHIe U3MEHeTCs TOJBKO HaCTpOiKa aBToMaTHueckoro 3amycka DHCP-
cepBepa, Tekyiiee cocrossuue DHCP-cepBepa He u3meHseTcsl.

[Ipu BeITOTHEHNU KOMaH bl BKJIFOUEHHSI aBTOMaTHYECKOT0 3aIrycka (on) IpoBepsieTcst
KOppeKTHOCTh TeKymux HacTpoek DHCP-cepsepa. IIpyn HEKOppEKTHOCTH HACTPOEK
MOSABIISIETCS IETATM3UPOBAHHOE COOOIIEHHE 00 OIMOKax, KOMaH/a HE BBIIOJIHAETCS.

® inet dhcp start —3amyck DHCP-cepsepa.

Ilepen 3amyckom DHCP-cepBepa npoBepsieTcst KOppeKTHOCTb TeKyIux HacTpoek DHCP-
cepBepa. Ecnu HacTpOMKN HEKOPPEKTHBI, MOSIBISETCS AETATU3UPOBAHHOE COOOIIEHHE 00
omnOKax U KOMaH/1a HE BBIITOJTHSIETCS.

® inet dhcp stop — octanoBka DHCP-cepsepa.
® inet dhcp interface <muurepdberic> — 3aJaHUC PIHTep(l)eﬁca, Ha KOTOPOM IOJDKEH
paborars DHCP-cepBep.

I1pu BBOSIE MHTEp(eEiica pabOTalOT AaBTO3AMOIHEHNE U MO/ICKa3Ka, JaHHbIE IS HOACKA3KU
OepyTcs U3 cnvicka uHTepdelcoB B cHCTEME.

Ilepen BeIOTHEHNEM KOMaH/IBI TIPOBEPSAETCS KOPPEKTHOCTH TEKYIIHX MTapaMeTPOB
uatepdeiica (cMm. «Mcromszosanne [TAK B kauectse DHCP-cepsepay Ha ctp. 189).
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inet dhcp range <HauanbHBEM azmpec> <KOHEUHHM azpec> — 3aJJaHUC AHUAIla30Ha 1P-
anpecoB, JOCTYNMHBIX Jis HasHaueHus DHCP-kiauenTam.

Koneunslit agpec n1omkeH ObITh HE MEHBIIIE HAYAILHOTO, HHAUE TOSBIISIETCS COOOIICHUE
00 ommOKe 1 KOMaH/1a He BeIoNHseTCs. [lepes BBIoIHEHrEM KOMaH bl IPOBEPSIETCS
KOPPEKTHOCTh 33JaHHOTO nuana3ona (cM. «lcrnomnbsizosanue [TAK B kauectee DHCP-
cepsepay Ha cTp. 189).

inet dhcp lease <Bpems apenmer> — 33JIaHHE BpeMEHHU apeHIB! (u3mHTra) IP-ampecos,
BeiiensieMbrx DHCP-cepBepom kinenTam (B ceKyHIax).

inet dhcp router <ampec>—3anaHue [P-aapeca nuto3a mo ymom4aHuto.

[epen BBITIONTHEHHEM KOMaH]IbI IPOBEPSAETCS KOPPEKTHOCTH 33JJAHHOTO ajipeca (CM.

«Mcnonb3zoBanue [TAK B kauectee DHCP-cepsepa» Ha ctp. 189).

inet dhcp add wins <ampec> — fobaBnenue IP-agpeca WINS-cepBepa B daiin
koHdurypanun DHCP-cepsepa.
inet dhcp delete wins <anpec> — ynanenue [P-agpeca WINS -cepsepa.

Ecnu 3anannblil anpec orcyTeTByeT B (atine konpurypamun DHCP-cepsepa, To
MOSABIISIETCS MIPEAYNPEKICHUE U KOMAH/1a HE BBITIOJIHAETCS.

Komanab! nogrpynnsi inet dns

B rpynmy komMaHz inet BXOAMT psZ KOMaH[, IPEIHA3HAYEHHBIX U1l HACTPOUKU U YIIPaBICHUS
DNS-cepBepom, ycranoBieHHbIM Ha [TAK. DT KOMaHIIBI COCTABISAIOT MOATPYIITY, KOTOpast
HAYMHAETCS CJIOBaMHU inet dns. [logpoOHee o ¢pyHkironuposanuu DNS-cepsepa Ha [TAK cwm.
Hcnonb3oBanue [TAK B kauectBe DNS-cepepa (Ha ctp. 191).

inet dns mode <on | off>— BKJIKOYEHHE (on) WIH BBIKIHOUYCHUE (0 f)
aBToMaTnyeckoro 3amycka DNS-cepsepa npu crapte [TAK.

I[To 3TO¥ KOMaHEe N3MEHSETCS TOJBKO HACTPOUKA aBTOMATHYECKOTO 3amycka DNS-
cepBepa, Tekyiee cocrossaue DNS-cepBepa He U3MEHSETCS.

Ilepen BeImoOIHEHUEM KOMaHAbI MpoBepseTcs Tekyiiee coctosiaue DNS-cepeepa. Eciu
DNS-cepBep ocTaHOBIIEH, TO TIPU BBITIOJTHEHHNH KOMAaH/IbI BKIIFOYEHHUS] aBTOMAaTHUECKOTO
3arycka (on) MOSBISIETCS MIPEIyTPEXIEHUE O TOM, 9To A 3amycka DNS-cepBepa
Heobxoammo niepe3arpy3uthb [TAK wnu 3amyctuts DNS-cepBep Bpyunyto. Ecim DNS-
cepBep 3amyIeH, TO MIPH BbIMOJIHEHUH KOMaH bl BEIKITIOUEHHSI aBTOMAaTHYECKOT 0 3aITyCcKa
(off) mosiBIIACTCS MPEAYNPEKACHHE O TOM, YTO JUISl BBIKIIFOUECHHST aBTOMAaTHYECKOTO
3aIycka HeoOX0JMMO CHaudana ocTaHoBUTh DNS-cepBep BpydHYIO.

inet dns start —3amyck DNS-cepBepa.

inet dns stop — ocTtaHoBka DNS-cepsepa.
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inet dns list —mpocMmoTp ciucka IP-anpecoB ¢opBapausix (forwarder) DNS-cepBepos,
3aJaHHbIX B (haiine koHpurypanuu okansHoro DNS-cepsepa.

Ecnu anpeca ¢opBapausix DNS-cepBepoB He 3a1aHbl, TO MOABISETCS PENLYNPEKACHUE O
TOM, YTO HCIIONB3YIOTCA TOIBKO KopHEeBble DNS-cepBepsl.

DTy KOMaHIy PEKOMEHIYETCS UCIIOIb30BaTh JIsl IPOBEPKU CYIIECTBYIOIIETO CIIHCKA
dhopeapanubix DNS-cepBepoB niepe1 BHITOTHEHUEM KOMaH T 100aBiieHus U yaaneHus DNS-
CEPBEPOB.

inet dns add <ampec> — nobaBmenue IP-ampeca ¢popBapaHoro DNS-cepBepa B daiin
KoH(urypanuu tokatpbHoro DNS-cepsepa.

Iepen BBITIOTHEHHEM KOMAH/IBI TPOBEPSIETCS CIIOCOO MOIYUIEHHS aIpecoB GOpBapAHBIX
DNS-cepeepos. Ecnu aapeca 6sutu monyuensl ot DHCP-ceprepa, To nosBisieTcs
COOTBETCTBYIOIIIEE TIPEAYNPEKACHHUEC U KOMAH/1a HE BBITOJIHIETCS.

inet dns delete <ampec>— ynanenue [P-anpeca popBaparoro DNS-cepBepa u3 daiina
KoH(urypanuu okanbHoro DNS-cepsepa.

[epen BbITOTHEHHEM KOMaH/IbI IPOBEPSETCS CIIOCO0 MOTyUSHHUS aapecoB (hopBapIHBIX
DNS-cepeepos. Eciu agpeca 6sumu momyuenst ot DHCP-cepBepa, To nosiBnsieTcs
COOTBETCTBYIOILIEE TIPETYNPEKICHIE U KOMaH/1a HE BBIITOJTHSICTCS.

Ecnu cimcok agpecos dopBapaabix DNS-cepBepoB 0buT c(hopMHUPOBaH BPYUHYIO C
MIOMOIIBI0 KOMaH/I, TO IIPU BBOJIE aapeca pabOoTal0T aBTO3AIIOHEHNE U TTOJICKa3Ka,
JTAaHHBIE JIJIS TTOACKa3Ku OepyTcs u3 daitna koHpurypamuu JokansHoro DNS-cepBepa.

Komanpabl noarpynnbl inet ntp

B rpynmny komanz inet BXOAWUT psifi KOMaH[, MPEeAHAa3HAYEHHBIX U1l HACTPOWKH U yIIPaBIICHUS
NTP-cepsepom, ycranosneHHbIM Ha ITAK. DTu KOMaHIBI COCTABISIOT MOATPYIILY, KOTOpast
HauynHaeTcs cioBamu inet ntp. [logpobree o dyakmmonuposanun NTP-cepsepa na I[IAK cwm.
Hcnions3oBanue [TAK B kauectBe NTP-ceprepa (na ctp. 193).

inet ntp mode <on | off>— BKJIOYEHHE (on) WIH BBIKIHOUYCHUE (0 f)
apToMaTtuyeckoro 3amycka NTP-cepsepa npu crapre ITAK.

ITo 3TOl KOMaHIEe U3MEHAETCS TOJILKO HACTPOMKa aBToMaThyeckoro 3amycka NTP-
cepBepa, Tekyiee cocrostane NTP-cepBepa He m3mMeHseTcsl.

[lepen BrImonHEHHEM KOMaH bl OpoBepsieTcs Tekyiee coctosuue NTP-cepsepa. Eciu
NTP-cepBep ocTaHOBIIEH, TO IPH BHIITOJIHEHUH KOMaH/Ibl BKJIFOUCHUS! aBTOMATHUECKOTO
3amycka (on) MOSBISETCS MPEIyIPEkKACHIE O TOM, 9To 11 3amycka NTP-cepBepa
HeoOxoanmo nepesarpy3uts [IAK nim 3amyctute NTP-cepep Bpyunyto. Eciu NTP-
CepBep 3alyIIeH, TO MIPY BHITOJIHEHUN KOMaH bl BEIKITFOUEHUSI aBTOMAaTHYECKOT0 3aITyCcKa
(off) mosIBIISCTCS MPEAYIPESIKACHHE O TOM, YTO JUISl BHIKIIFOUYCHHST aBTOMATHIECKOTO
3ammycKa HeoOXoauMo cHavajia octaHoBUThH NTP-cepBep BpyuHyio.
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® inet ntp start —3amyck NTP-cepsepa.

® inet ntp stop—octaHoBka NTP-cepsepa.

® inet ntp list—mpocMoTp crucka [P-agpecoB NTP-cepBepos, 3ananHbIX B daiine
KoH(urypanuu nokansHoro NTP-cepsepa.
DTy KOMaHAy PEKOMEHAYETCS HCITOIb30BaTh ISl IIPOBEPKH CYMIECTBYIOMIETO CITMCKA
NTP-cepBepos nepen BeIoHEHHEM KoMaH I mobaBienns u ynanenus NTP-cepsepos.

® inet ntp add <ampec | DNS-uma>— goOaBnenune NTP-cepsepa B ¢aitn konpurypauun
nokansHOro NTP-cepBepa.

ITepen BBIMOMHEHUEM KOMAH/IBI TIPOBEPSICTCS CITOCOO MONYyUEHHS aAPECOB HCITOIB3YEMBIX
NTP-cepeepos. Eciu anpeca Obiu mostydenst ot DHCP-cepBepa, To nosisieTcs
COOTBETCTBYIOIIIEE TPEAYNPEKACHHUEC U KOMAH/1a HE BBITOJIHIETCS.

® inet ntp delete <ampec | DNS-mma> — yAaJICHHUEC Hy6J'II/IIIH0FO WU pEeruOHaJIbHOTO
NTP-cepsepa u3 ¢aiina koHpurypanuu nokaapaoro NTP-cepsepa.

ITepen BHIMOMHEHHEM KOMAHIBI TIPOBEPSICTCS CITOCOO TONYUEHHS aAPECOB HCITOIB3YEMBIX
NTP-cepeepos. Eciu anpeca Obiu nmostydenst ot DHCP-cepBepa, To nosBisieTcs
COOTBETCTBYIOIIIEE TPEAYNPEKACHNUEC U KOMAH/1a HE BBITOJIHIETCS.

Ecnu cnucok ucnons3zyembix NTP-cepBepoB ObuT c(hoOpMUPOBaH BPYUHYIO C TIOMOIIBIO
KOMaH]I, TO TIpu BBOZE ajpeca mid DNS-uMeHr paboTaloT aBTO3aroHeHHE W TO/ICKa3Ka,
JTAaHHBIE JIJIS MOZCKa3Ku OepyTcs U3 daitia koHpurypamuu JokaisHoro NTP-cepsepa.

Bce KOMaH/Ibl I'PYIIIbI inet, UI3MEHAIOMINEC KaKI/Ie'J'II/I6O nmapaMeTpbl, COXPAaHAOT 3HAUCHUA B
CITyeOHBIX (haiiyiax KOH(UTYpaLIKH JIJIsl BOCCTaHOBJICHUSI rociie nepe3arpy3ku OC.

KomaHpab! rpynnbi iplir
® iplir start — 3aIycK JAeMOHa iplir.
® iplir stop— OCTAHOBKa JieMoOHa iplir.

® iplir info [<mHTrepdetic>] — IPOCMOTP HHGOPMALIMU O CBOEM Y3IIE.

Ilepen BbIMONIHEHNEM 3TON KOMaH/Ibl IPOBEPSIETCS, 3aITyILEH JIM AEMOH iplir, U €CIIH 3TO
HE Tak, TO BblaeTcs omuoka. Ecnu 3anan natepdeiic, To BEIBOAUTCS HHPOPMALIUS O
cBoeM y3ie u cratuctuka ViPNet o stomy untepdeiicy, eciam He 3aJaH — TOJIBKO
uHpopManus o ceoeM y3ie. [Ipu BBoae nnTepdeiica paboTaioT aBTO3anoNHeHIe U
MOJICKa3Ka.
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iplir config [<murepdperc> | firewall | sga] —PCHAKTHPOBAHHUC KOH(l)I/Il"ypaLII/II/I
nemoHa iplir.

Tlepen BhIMOMHEHHEM 3TOW KOMaH/IbI POBEPSIETCS, OCTAHOBJIEH JIM JIEMOH iplir. [Ipu
YKa3aHHUHU CITyKeOHOTO ImapaMeTpa sga JOMOTHUTENBHO MPOBEPSETCs, OCTAHOBIICHBI JIH
JeMOHBI mftpd M failoverd. Eciu 1eMOH (I€MOHBI) HE OCTAHOBIIEH, TO MOSBISCTCS
coobuienue 06 ommobKe. 3aTeM 3ammycKaeTcsl TEKCTOBBIA PEIaKTOp U B HETO 3arpyKaeTcsl
160 (pair iplir.conf, eciu uHTEpPEIc He 3aman, TM00 haii iplir.conf-
<uuTepoeric>, €Cl nHTEpQeiic 3anan (cM. «O01e TPUHINMITEL HACTPOIKI» Ha cTp. 88).
[Ipu BBONIE MHTEp(Eiica pabOTAIOT AaBTO3AIOHEHHUE U MOJICKA3KA, TaHHBIC JUIS TIOJCKA3KH
OepyTcs U3 CIUCKA UHTEP(EHCOB B CEKIUK [adapter] (aiiyia iplir.conf.

Ecnu BMecTo HE0O0S3aTENBHOTO MapaMeTpa <unrepdeiic> YKa3aH CIyKeOHBIH mapaMeTp
firewall, TO BBI3BIBACTCA HA PCAAKTUPOBAHUC (baﬁn firewall.conf.

Ecnu B koMaHze yKa3aH CITy>KeOHBIN TapaMeTp sga, TO BBI3BIBACTCS HAa PeJaKTHPOBAHKE
(haiin sga.conf (cM. «Y naneHHbIil MOHUTOPUHT 1 yrpasnenue [TAK» Ha ctp. 165). Ecu
Takoro ¢aiina HeT, TO MOABISETCS cooOIIeHne o ToM, uto Ha naHnHoM [TAK ynanennoe
yIpaBJeHue ¢ ToMolkio anmiera SGA He oIepKuBaeTcsl.

[Tpu coxpaHeHuM OTPEeJaKTHPOBAHHOTO (paiiia MpOUCXOAUT MPOBEPKA €T0 KOPPEKTHOCTH
U B CJIy4ae OMIMOKH MpeuiaraeTcs 0TKa3aThCsl OT W3MEHEHUH WIIH TIPOIOJKUTh
penaktupoBanue. Ecnu mpoBepka nporuia ycrneurso, ¢hain npuMenseTcs s paboThl
JIEMOHA iplir, a HGOpMAIHS 00 H3MEHEHUSIX KOHPUTYPAIIUU COXPAHSIETCS B KypHAJE
COOBITHH.

iplir view — IOPOCMOTP XKXypHaJia IIAaKECTOB.

iplir ping <upenTtudmraTopP> — MPOBEPKA COCAUHCHHUS C CCTCBBIM Y3JIOM.

[Tpu BBOJE MACHTH(HKAaTOpa pabOTAIOT aBTO3AMOTHEHUE U TIOJICKa3Ka, JaHHBIE JIIS
HozcKa3ku OepyTces u3 ciucka ceszeit. [Ipu aTom nmozackaska oToOpaxaeT nAEHTUHHUKATOD
CETEBOI0 y3J1a U CIIPaBa OT HEro — Ha3BaHUE CETEBOIO y3JIa.

iplir show config [<unTepodeiic> | firewall | sga] —IIPOCMOTP OCHOBHOTO (I)aﬁna
KOHHTYpaluK iplir.conf, MO0 daiina kondurypanuu natepdeiica iplir.conf-
<uurepdettc>, MO0 (aiina koHduUTypanuu aiipBona firewall.conf, MO0 (daiina
KOH(UTYpaIuy TOCTYIA K allJIeTy YAAJIEHHOTO YIPABICHUS sga . conf. [Ipy BeITONTHEHUT
3TOW KOMaH/Ibl He TpeOyeTCcs OCTaHOBKA JeMOHOB. Eciu npu norbITke npocMoTpa daiiia
sga.conf OKa3bIBAETCS, YTO TAKOTO (haiiira HEeT, MOSIBIIIETCS COOOIIEHNE O TOM, YTO Ha
nanHoM ITAK ynaneHnHoe yrmpaBieHue ¢ moMoupto anmiera SGA He TOIIEP>KUBAETCSI.

' ] q IMpumeuanne. [ 3aBepiieHus npocMoTpa Qaiiiia KOHPUTYypauy HAKMHUTE KIABUIY
«@».
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iplir show thread-count — IPOCMOTp TEKYIIEro YHCia IIOTOKOB B apaiiBepe iplir.

iplir set thread-count <umcyio morokos> — YCTAaHOBKA YHUCJIA IIOTOKOB B IpaiiBepe
iplir.

Bo3MosxHBIE 3HaUEHUS TapaMeTpa — YUCIO B AUaNa3zoHe OT 1 10 KOJMYeCcTBa JIOTHYECKHUX
MIPOIIECCOPOB B cucTeMe. Ecin mapamMeTp He SBISETCS YHCIOM, TO TOSIBIIIETCS] COOOIICHNE
00 ommoOke. Ecnu 3HaueHne mapaMeTpa BHIXOIUT 32 TPAHUIIBL JOITYCTUMOTO THANa30Ha, TO
YHCIIO TIOTOKOB YCTAHABJIMBAETCS PaBHBIM Onmrkaiimieit rpanwnme (1 i ancy
niporieccopoB). Ilocite BeIoTHEHNST KOMaHBI HA KOHCOITb BEIBOJUTCS MH(GOPMAITHS O
(haKTHYECKH YCTAaHOBJICHHOM YHCIe TOTOKOB. [1o yMomgaHUIo 9rciio TOTOKOB B ApaiiBepe
paBHO 1.

KomaHpb! rpynnol failover

failover start — 3amyck aeMoHna failoverd.
failover stop — OcTaHOBKa aemoHa failoverd.

failover show info — MPOCMOTP TeKyIleld HHOOPMAIIUU O COCTOSTHUU CHCTEMBI 3all[UThI
oT c00€B.

BriBoputcs crieyromas napopmanus: Bepcus npoaykra IIAK ViPNet Coordinator HW,
Bepcust nemMoHa failoverd, mnerrudukarop u ums [TAK (kak y3ma cetu ViPNet), pesxxum
paboTHI CHCTEMBI 3aIUTHI OT COOEB, TOKATLHOE BpeMsI Ha y3Iie, TeKyIIas HHGOpMAaIHs O
COCTOSTHUHM YIPaBJISIONIEro AeMoHa, neMoHoB mftpd u failoverd.

failover show config— IPOCMOTp (aiiia KOHYUTYPALIMH CUCTEMBI 3aIIUTHI OT COOEB.

' ] ‘ Ipumeuanue. [ 3aBepiieHns npocMoTpa (aiiia KOHPUTYypauy HAKMHUTE KIABUITY
«qQ».

failover config edit —pEeAAaKTUPOBAHHUEC KOH(i)I/IpraLII/II/I CHUCTEMBI 3alllUTHI OT cboeB.

3aryckaeTcsi TEKCTOBBIH PEAaKTOp U B HEro 3arpyxaercs (aiin KoHpUrypamuu cucTeMsbl
3amuThl 0T cOoeB. [Ipu coxpanenun ¢aiina KOHPHUTYpaIMU TPOBEPSIETCS, ObLT JIM OH
n3MmeHeH. Eciu daiin n3MeHeH, To mosiBIsieTCst COOOIEHNE O TOM, YTO U3MEHEHHUS BCTYIIST
B CHJIy TOJIBKO ITOCIIE Tepe3aiycka geMoHna failoverd.

[IpuBeneHHbIe KOMaH 1B TPYITIHI failover MOXKHO BBITIONHSTH B JTFOOOM U3 PEXKUMOB PabOTHI
CHCTEMBI 3aIIUTHI OT COOEB — B OJIMHOYHOM PEXUME M B PEXKHUME KIIaCcTepa TOpsIero
pesepBupoBanus (cM. «Cuctema 3amuTel 0T cOoesy Ha cTp. 169). [Ipu pabore B pesxume
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KJIacTepa JOCTYIHBI JOTOJHUTEIFHBIE KOMAH/IBI JUII MOHUTOPUHTA U YIIPABICHUS KIACTEPOM.
Omnmcanue Bcex KOMaH, TOCTYITHBIX B PEKUME KJIacTepa ropsdero pe3epBUPOBaHNS,
conepxutcs B nokymente «I[IAK ViPNet Coordinator HW. Cucrema 3ammtsl oT c60€B.
PykoBOACTBO aIMHHHUCTPATOPAY.

KoMaHpab! rpynnbl mftp

mftp start —3amyck aemoHa mftpd.
mftp stop — OCTaHOBKa JeMoHa mftpd.
mftp info — MPOCMOTP OYEPEIH KOHBEPTOB mftp.

mftp view — IPOCMOTP KypHayia mftp.

[Ipu BEIMOTHEHUN ATOM KOMaHbI TIPOU3BOANUTCS TIOCTPAHUYHEIN ITOKa3 JIoT-(haina
KypHama mftp.

mftp config— peJaKTUpOBaHUE KOH(pUTYypamuu geMoHa mftpd.

[Nepen BeIMONTHEHNEM STOH KOMaH/IBI IPOBEPSIETCS, OCTAHOBJICH JIK AeMOH mftpd, 1 ecnu
9TO HE TaK, TO BHIJACTCS OIMOKA. 3aTeM 3aIlyCcKaeTcs TEKCTOBBIN PElaKTOp U B HETO
3arpyxaercs haiin mftp.conf (cM. «HacTpoiika koHpHUTypannn TpaHCTIOPTHOTO

Mo 1yJisi» Ha cTp. 148). Ilpu coxpaneHnu Qaiina MpOUCXOAUT MPOBEPKA €ro KOPPEKTHOCTH
U B CiIy4ae OMIMOKH MpeuiaraeTcs 0TKa3aThCsl OT U3MEHEHUH WIIN TPOIOIKUTD
penaktupoBanue. Ecnu mpoBepka nporuia ycrneurso, $hain npuMeHseTcst Ais paboThl
nemoHa mftpd, a nHopmanys 00 U3MEHEHUIX KOHPHUTYPAILIUN COXPaHSETCs B )KypHaJe
COOBITHIA.

mftp show config— IpocMOTp (haiina koHpurypanuu nemona mftpd.

ITpu BBIOJTHEHUH 3TOM KOMaH bl He TpeOyeTcs ocTaHOBKa 1eMoHa mftpd.

’ ] l Ipumeuanue. [ 3aBepiieHns npocMoTpa (aiiia KOHPUTYypay HAXKMHUTE KIABUITY
«qQ».

KomaHpab! rpynnbl admin

admin passwd — CMCHA IIApOJIA MOJIb30BATCIIA.

Ilocne BBOJa 3TOH KOMaH/bI 3allpalinBacTCA TeKyH_[I/If/i napoJib, IpuIeM MOXKXHO BBECTU
KaK IapoJjib OJIb30BaTCIIA, TaK U MAPOJIb aIMUHUCTPATOPA. Ecimm TeKyn.[Hﬁ apoJib BBCJACH
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MIPaBIIILHO, TO JaJiee 3apalInBaeTcsl HOBBIH MMaposib, a 3aTeM IMOBTOPHBIN BBOJI HOBOTO
naposst. Eciii mpu oBTOpHOM BBOJZIE HOBBIM MTAPOIIb YKa3aH BEPHO, TO MTPOU3BOAUTCS
CMEHa MMapoJIsl MOJIb30BaTEIS.

IIpu BBOAE maporieil Ha FKpaHe HUYEro He 0TOOpakaeTcs, BBEICHHBIE CHMBOJIBI TapOJIsl
OTPEIaKTUPOBATH HENb3I.

admin config save <uma>— COXpaHEHHE KOH(HUTypAINH MO 3aJaAHHBIM IMEHEM (CM.
«Pabora ¢ xouduryparmsvu ViPNet» Ha ctp. 175).

IIpu BBOSE IMEHN KOH(UTYpaIiu paboTaroT aBTO3ANOTHEHHE 1 TIOJICKa3Ka, JAHHBIE IS
MOJICKa3Ku OepyTCs U3 CIIHACKA CYMIECTBYIONNX KOHPUTYpaInii.

admin config load <wmma> [<sepcua>] —3arpys3kKa KOH(I)I/IpraHI/II/I C 3aJaHHBIM UMCHEM
(eMm. «Pabora ¢ kouduryparmsvu ViPNety Ha ctp. 175).

IIpu BBOSE IMEHN KOH(UTYpaIiK paboTarOT aBTO3ANOTHEHHE U TIOJICKa3Ka, JAHHBIE IS
MOJICKa3KH OepyTCs U3 CIIHCKA CYMIECTBYIONNX KOHPUTYpaIHii.

admin config delete <mma> [<Bepcusa>] — yJAJICHUC KOH(bI/IpraHI/II/I C 3aJaHHBIM
umeHeM (cM. «Pabora ¢ kondurypanusvu ViPNety na ctp. 175).

[Tpu BBOJE MMEeHM KOH(DUTYpaK pabOTaIOT aBTO3aMOJHEHUE U TIOACKa3Ka, JaHHBIE JUISI
MOJICKa3KH OepyTcs U3 CIUCKA CYIECTBYIOIUX KOHQUTypaIHid.

admin config list [<Bepcusa>] — BBIBOJI CIIFICKA COXPAHEHHBIX KOH(PHUTYpaIHii (CM.
«Pabora ¢ koupuryparmsvu ViPNety Ha ctp. 175).

admin kick <wuma Tepmmuaia> — IIOCBUIKA CUTHAJIA O 3aBEPIICHUN paGOTLI KOMaHJHOI'O
HUHTCPHIPETATOPA HA YKa3aHHOM TCPMUHAJIC.

Ecnu Ha yka3aHHOM TepMUHAlle KOMaHIHBIA HHTEPIPETATOP HE 3aMyIIEH, TO MOSBISETCS
cooOuIeHue 00 ormunoke.

Eciu B KOMaH/JI€ YKa3aH COOCTBEHHBIN TCPMUHAIT (TepMI/IHaJ'I, Ha KOTOPOM BBCJICHA JdHHAs
KOMaHILa), TO IOABJIACTCA COO6H.[€HI/I€ O TOM, 4TO BMECTO 3TOH KOMaH/bI CICOAYCT
MCII0JIb30BAaTh KOMAaHJy BBIXOJA exit.

admin export keys binary-encrypted <tftp | usb>—3KCIOPT KJ]IO‘ICfI,
CIPaBOYHHKOB M HacTpoek ciyx0 ViPNet Ha npyroii kommsiotep (1o TFTP) unu va USB-
(a1

Ilepen BrIMONIHEHUEM TON KOMaH bl TpeOyeTCs OCTAaHOBUTH BCe 1eMOHBI. Ecin He Bce
JIEMOHBI OCTAHOBJICHBI, TO IIOSIBJISIETCS] COOOLEHUE O HEOOXOAUMOCTU OCTaHOBKU JIEMOHOB
BPYUYHYIO, KOMaH/1a HE BBIIIOJIHSETCS.

Ecnu Bce 1eMOHBI OCTAaHOBIICHBI, TO TOSIBISIETCSI MPEAYTIPEKIACHIE O TOM, YTO BO BPEMsI
skcropta [TAK Oyer moTHOCThIO OCTAaHOBIIEH, W 3aIPANTUBACTCS MTOATBEPKIACHUE HA
BBITIOJTHEHNE KOMaHbI. [1py moTydeHn NOATBEP K ACHUS BBITIOTHIETCS SKCIIOPT KITIOUEH,
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CIIPaBOYHHUKOB M HacTpoek ¢y 0 ViPNet (cM. «DKCropT n MMIIOPT KITIOYEBRIX 0a3,
CIIPAaBOYHMKOB U HaCTpoek» Ha cTp. 180).

Ilepen BbIOTHEHNEM KCTIOpTa TIpoBepsieTcs, 3amyieH jau Ha [IAK DHCP-cepsep. Ecim
DHCP-ceprep 3amy1iieH, TO OH aBTOMAaTHYECKH OCTAHABIIMBACTCSI, @ ITOCTIC 3aBEPIICHUS
MPOIEAYPHI IKCIIOPTA ABTOMATHYCCKH 3aITyCKACTCS.

admin remove keys — yJaJ€HHUE KIHOYEH U CIPABOYHUKOB.

[Ipu BBIIOTHEHUH STON KOMAH/BI MOSIBIIICTCS IPEAYIIPEXKACHNIE O TOM, UTO TTOCIe
yAaJeHws IPUISTCS pa3BepThIBaTh Ki0oun ViPNet 3aHOBO, 1 3ampammBaeTcst
TOITBEPIKICHIE Ha BBHITOIHEHIE KOMAaH/IbI.

[Ipu nonydeHny NOATBEP)KICHNUS Y TIOJIB30BATENS 3aIIPALIMBAETCSI IAPOJIb
aaMuHHUCcTparopa. Eciau BBeZieH BEpHBIN Iapoiib, TO aBTOMAaTHUECKH OCTAHABIIUBACTCS
DHCP-cepgep, eciu oH 3amymieH Ha nHTepdetice ethl, u BeImoMHASTCS yaaneHne Kirtoueit
Y CTIIPAaBOYHHUKOB, TTOCIIE Y€TO HHTEPIPETATOP COO0IaeT 0 ToM, uTo Kioun ViPNet
yIaneHsl, ¥ 3aBepIraeT padoTy.

admin export logs <tftp | usb>— 3KCHOPT MPOTOKOJIOB PAOOTHI, XPAHSIIIUXCS Ha
ITAK, na npyro#t komnsiotep (1o TFTP) unm #Ha USB-dumamr (eMm. «Dkcrnopt u uMmopt
KJIFOUEBBIX 0a3, CIPAaBOYHHUKOB M HACTPOeK» Ha cTp. 180).

[Mepen sxcnoprom 1o TFTP (mipu yka3anuu nmapamerpa t £tp) TpeOyeTcsi OCTAHOBUTH BCe
JeMoHbl. Eciii He Bce IeMOHBI OCTaHOBJIEHBI, TO TMOSIBIISIETCS] COOOIEHHE O
HEO0OXOIMMOCTH OCTAHOBA IEMOHOB BPYYHYIO.

[Ipu yka3aHuu napaMmeTpa usb 3alpalInBaeTCs NOATBEPKICHUE HA BBHIIIOJTHEHUE
JKCIOpTA.
admin remove logs — yIalleHUE MPOTOKOJIOB paboThl, xpaHsmumxcs Ha [TAK.

Hepeu BBITIOJIHCHUEM ATOM KOMaH/bI 3al1palinuBaCTCs IMMOATBCPIKACHUC HA YAAaJICHUC.

Ipumeyanue. KoManasl admin export logs M admin remove logs JOCTYIHBI
F q Tonpko Ha Moaudukanusax [TAK ¢ xecTKkUM AUCKOM, OJAEPKUBAIOIINX JOKaIbHOE
XpaHeHHE TPOTOKOJIOB pabOTHI.

admin upgrade software usb —oOHoBineHue 110 ViPNet Bpyunyio ¢ USB-¢mam (cm.
«JToxansnoe oonornenue ITOx» Ha cTp. 220).

admin escape — BBIXOJ B CHCTEMHYIO KOMaHAHYIO 000JIOUKY.

[Ipu BBOZIE 3TOM KOMaH/ABI ABTO3aIIOJTHEHUE HE pabOTaeT.

Ilocne BBOJIa KOMAaHbI MOABJISICTCA MMPECAYIPECIKACHUE O TOM, YTO JaHHAA KOMaHAa
npeaHasHavucHa Ui UCIIOJIb30BAHNA ONBITHBIMU aIMUHUCTPATOPAaMU B LECJIAX OTJIAAKH U B
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ClTy4ae HEKOPPEKTHBIX JIEHCTBHIA TOIB30BATENS B CHCTEMHOW KOMaHIHOM 000I09Ke
kommanust «MapoTeKCy» He rapanTupyet HopManbHy0 padoty [TAK.

3areM 3anpalnBaeTcs OATBEP)KICHNUE Ha BBINOJIHEHNE KoMaH bl [Ipu noixydenun
HOJTBEP)KICHHUS Y TIOJIb30BaTENs 3allpallinBaeTCs apoiib aqMuUHuCTparopa. Ecinu BBeneH
BEPHBIN NapoJb, TO 3amycKkaercs cucteMHast ooonouka OC Linux ¢ mpaBamu
MOJIb30BaTENs vipnet.

ITocie BbIXO1a TIOIB30BATENS M3 CUCTEMHON KOMaHIHOW 000JIOUKH HHTEPIIPETATOP
MPOIOJDKUT CBOO PabOTy C TOUM TOUKH, B KOTOPOH OH HAXOJUIICS MEPE/] 3aIyCKOM
CUCTEMHOI 000JIOUKH.

KomaHpabl rpynnbl machine

machine show timezone — IIPOCMOTpP TeKyHleﬁ BpCMCHHOfI 30HbI (‘IaCOBOFO HOHC&).
machine show date — IIPOCMOTP TEKYILEH JaThl U BPEMEHHU.

machine show uptime — IpocMoTp BpemeHH padoTsl [IAK mocne nepezarpysku, a Taxxke
CpelHEeW Harpy3KH.

machine show loghost — IPOCMOTP TEKYLIETO XOCTa, HA KOTOPBIN HAITPABIISIEOTCS
MIPOTOKOJIBI PaOOTHI.

machine show logs — MIPOCMOTP MPOTOKOJIOB paboThl, Xxpansuuxcs Ha [TAK.

OTa KOMaHJ1a TOCTYITHA TOJIBKO MPH JIOKaJTbHOM BEJCHUH MPOTOKOJIOB pabOTHI (CM.
«Kypuansl ycrpanenust Herosianok 110 ViPNet» Ha ctp. 213).

machine show snmp-trapsink —IPOCMOTpP TEKYIICTO XOCTa, HA KOTOpBIﬁ IIOCBUIAKOTCSL
omnoBenieHud 1o nporokoixy SNMP (cm. «Coop nndopmarmu o cocrosuuu [10 ViPNet ¢
ncnolb3oBanneM nporokosna SNMPy Ha ctp. 210).

machine set timezone — yCTaHOBKa TEKYILIEH BPEMEHHON 30HBI (4ACOBOTO IMOSCA).

YcraHoBKa TEKYIEH BPEMEHHON 30HbI IIPOU3BOJUTCS TAK XK€, KaK IIPU [IEPBOHAYAIEHOM
pa3BepTHIBAaHUM KIIIOUEBBIX 0a3 (cM. «llepBoHauanbHOe pazBepThIBAHUE KITIOUED) Ha CTP.
42). Tlo komMaHzie IOCIIE0BATEHLHO BHIBOJSTCS CIIMCKA KOHTHHEHTOB, CTPaH
BpPEMEHHBIX 30H (YaCOBBIX MOSICOB), ¥ B K&XKJIOM M3 CITUCKOB Npe/JiaraeTcs BbIOpaTh
HYXXHBIH d51eMenT. CIIUCKY TIPOHYMEPOBAHEI, /ISl BBIOOpa HY>KHOTO 3JIEMEHTA HaJl0 BBECTH
ero Homep (cM. «CIMCKH KOHTHHEHTOB, CTPaH U BpEMEHHBIX 30H» Ha cTp. 163). Eciu
KaKOW-JINOO CIIMCOK COJIEPKUT TOJBKO OJIMH DJIEMEHT, OH BRIOMPAETCS] aBTOMAaTHYECKH.
ITocnie BeIOOpa BpeMeHHOM 30HBI BHIBOJUTCS WH(GOPMAITHS O TEKYIIIEM BpEMEHH B 3TON
30HE ¥ 3alpaiinBaeTcs MOATBEPKICHNE Ha ee YCTaHOBKY. [Ipu momydennu
MOJITBEPKJCHUS B CUCTEME YCTaHABINBACTCS BRIOpaHHAS BpeMeHHas 30Ha. [Ipu

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa

82



OTPHUIIATEIIFHOM OTBETE BBHIBOANTCS CIIMCOK KOHTHHEHTOB (IIPOUCXOHUT BO3BPAT K HAYaITy
YCTaHOBKH).

machine set date <maTa>— yCTAaHOBKa TEKYyILEH naThl U BpeMeHH (cM. «Hactpoiika
CHUCTEeMHOTO BpemeHM» Ha cTp. 161). [TapameTp 3amaetcs B popmare komanns date. Jlaty
Y BpeMsl CIIeyeT yKa3blBaTh B (hopMaTe MMDDhhmm [YYYY], T/€:

o MM —MECHIT,
o DD -ICHB,

o hh—yac;

o mm —MHUHYTBI;

o YYYY -TOJ, 3HAUCHHUE ABJIsIETCS HeoOs3aTenbHbIM. Ecin 3HaueHre He yCTaHOBIICHO,
WCTIONIB3YeTCS 3HAYSHHE TT0 YMOITYAHUIO (TEKYIIHUN TO/).

[lepen ycTaHOBKOH JaThl ¥ BpEMEHH TpeOyeTcsl OCTAHOBUTH BCE AEMOHBI, a IOCTIe
YCTAHOBKHM 3aIIyCTHTh UX CHOBA C TIOMOLIBbIO COOTBETCTBYIOIINX KOMaH/I.

machine set loghost <ampec> — YCTaHOBKaA XOCTa, Ha KOTOprﬁ JOJDKHBI HAITPABIATHCA
MIPOTOKOJIBI PaOOTHI.

[MapameTp <anpec> JOMKEH OBITH MpaBWIBHBIM [P-anpecom, mnbo 3HaYeHHEM null , TMOO
3HAYCHUEM local. [Ipy yka3aHuu 3HA4YEHUS null MPOTOKOIUPOBAHUE HE BeneTes. [Ipu
yKa3aHUY 3HAUYEHHS local MPOTOKOJBI PA0OTHI COXPAHSIOTCS B (haiiyie Ha )KECTKOM JIUCKE
ITAK (cm. «Kypnansr yerpanenus venonanok [10 ViPNet» ma ctp. 213). 3naueHne
local MOXHO YKa3bIBaTh TOJbKO HA Moandukanusx [TAK c xecTkuM auckom,
MOJ/ICP’KUBAIOIIUX JIOKAIBHOE XPaHEHHE TPOTOKOJIOB pabOoTHI.

machine set snmp-trapsink <ampec>— YCTAHOBKA XOCTa, HA KOTOPbIH JTOJIKHBI
HaIPaBJIATHCS OMOBEHIEHUS 10 TPoToKoIry SNMP (snmp traps).

IMapameTp <anpec> MODKEH OBITH MPaBUIBHBIM [P-aipecom nrbo 3HaUeHHEeM null (CM.
«Co60p mrpopmaruu o coctossarm 110 ViPNet ¢ ucrons3oBanrem npotokora SNMPy» Ha
ctp. 210). [Tpu ykazanuu 3HaUCHHS null TPOTOKOJIUPOBAHKIE HE BEJCTCS.

machine self-test —3alyCK OHPOLECAYPHI PEIIIaMECHTHOIO TCCTUPOBAHMA.

Ilepen 3amyckoM IpoIieTyphl 3aMpalirvBaeTcs MOATBEP)KIeHNE Ha ee BhinonHeHue. [lpu
MOJTyYEHHUH [TOATBEPKACHHSI OCTAaHABIIMBAIOTCS BCe IEMOHBL. B mporiecce perimaMeHTHOTro
TECTUPOBAHHS MPOU3BOMUTCS MPOBEPKA [ENOCTHOCTH MOJyeH u (haiiioB KOHPHUTYpaIuH,
npoBepKa (aioBbIX CUCTEM Ha IEPBOM U BTOPOM pa3JiesiaX, IPOBEepPKa KOHTPOIBHBIX
cyMmM siapa u oopaza [10 u 1.4. [Ipu ycrentHo# npoBepke Ha KOHCOJIb BBIBOJISATCS] UIMEHA
MPOBEPEHHBIX (aiJIoB M NMIECTHAIIATEPUYHbIC 3HAYCHHS UX KOHTPOJILHBIX cyMM. Ecin
BCE TIPOBEPKH MPOILIN YCIIENTHO, TO CHOBA 3aITyCKaloTCs BCe N1eMOHEI. [Ipu oOHapy)eHnn
oum6ok [TAK BbIkiTIOHaeTcst (aBTOMAaTHYECKHU BBIIOTHICTCS KOMaHIa machine halt).

machine reboot —IIEpE3arpy3Ka KOMIIbIOTEPA.

ITAK ViPNet Coordinator HW. Pykosoacteo agmunuctpartopa | 83



® machine halt — BBIKIIFOUCHHC KOMIIBIOTEPA.

KomaHAab! rpynnbl ups

® ups set monitoring on — BKIIOYeHHE B3aumoneiicteusa IIAK ¢ UPS.

,‘ Buumanue! IToce Brmrouenmst B3anmoneiicteust ITIAK ¢ UPS HeoOxommumo BpydHYIO
3anycTUTh AeMOHbI nakera NUT ¢ noMouipto KomMaHasl ups start.

® ups set monitoring off — oTKioueHne B3anMonaericTeusa I[IAK ¢ UPS.

BsaumMoneiicTBre MOKET OBITH OTKJIFOYEHO, TOJIBKO ecin 1eMOHbI maketa NUT
OCTaHOBJICHBI. ECITi TeMOHBI 3amyIIeHbl, 3apalInBaeTCs IOATBEPIKACHHIE Ha UX
OCTaHOBKY. B ciydae moATBep KIeHUS CHavalla BRIIOTHSICTCS KOMaHa ups stop, 3aTeM
B3aHMOHCﬁCTBHe OTKJIKOYACTCHI. B HpOTI/IBHOM cnyqae KOMaH/Ja HE BBITIOJIHACTCAA.

® ups set mode <master | slave <IP-ampec macrepa>> — 3alaHHUC PCIKUMa
B3aumozeiicTeus [TAK ¢ UPS (master unu slave).

® ups start — 3amyck AeMoHoB naketa NUT.

Ecnu nemMoHBI yke 3amyIieHsl, MOsSBISIETCs Co00IeHrne 00 3TOM, KOMaH/a He
BBIITOJIHSETCS.

® ups stop — OCTaHOBKa JeMOoHOB MmakeTta NUT.

Ecmm ACMOHBI Y7K€ OCTAaHOBJICHBI, ITOABJISICTCA COO6I].I€HI/IC 00 O9TOM, KOMaHa HE
BBITTOJIHACTCA.

® ups show config— IMPOCMOTP TEKYIUX HacTpoek B3aumoeicTeus [IAK ¢ UPS.
BreiBouTcs crepyromias nHGOpMaIus:

o BkioveHo Jju Baumojeiictere [TIAK ¢ UPS; ocranbHas nHbopManys BBIBOAUTCS
TOJIBKO B ClIyuae, €CJIU B3aUMOJICHICTBUE BKIIIOYEHO;

o pexwum Bzaumopeiicteus [TIAK ¢ UPS (master unu slave);
o wucnonb3yeMslit qpaiisep UPS (Tonpko B pexxnmMe master);
o IP-agpec mactepa (TonbKO B peskume slave);

o 3ammylIeHbl WM OCTAHOBJEHBI AeMOHbI makeTa NUT.

® ups show status [extended] — IMPOCMOTP TeKyImIero cocrossaust UPS.

BriBoauTcs ciieayroiias nHGOpMaIus:
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o mpomBoautens UPS;

o Mogzenb UPS;

o  TeKyIas Harpyska o MOIIHOCTH (B MPOIIEHTAaX OT MAaKCHMAaIbHOW HArPy3KH);
o Ttexymmi pexxum utanus (OL - mutanue ot cetu, OB - muranue ot 6arapen);
o TEKyUIU# ypoBeHb 3aps/a OaTapey (B MPOLEHTaX OT MAKCUMAIBHOTO YPOBHS);

o pacueTHOe BpeMs paboThl OT OaTtaper IpH TEKYIINX HAarpy3Ke U YpoBHE 3apsija (B
CEKYHJIax);

o0 MAaKCHUMaJIbHOC BpECMsA pa6OTI)I OoT 6aTapeI/I, MO0 UCTCUCHHUU KOTOPOT'O UPS nockutaer
CUTHaI O HeO6XOI[I/IMOCTI/I OTKJIIOYCHUA KOMIIBIOTEpA (3aI[aCTC$I IMPOU3BOJAUTCIIEM

UPS).

ITpu yka3aHUM KITFOYEBOTO CJIOBA extended BBIBOJSTCS 3HAUCHHS BCEX MTAPaMETPOB
cocrosiHust UPS B hopmare yTHIIMTBI upsc, BXxousmien B coctaB nakera NUT. Dta
BO3MOXHOCTB TIPeTHA3HAYCHA /TS KBATH(UIIMPOBAHHBIX CUCTEMHBIX aIMHHUACTPATOPOB,
KOTOPBIC MOT'YT CaMOCTOATCIIbHO UHTCPIIPETUPOBATL PE3YJIbTAT BBIBOJAA YTUIIMTEI upsc.

[pumeyanue. Ecan HEBO3MOXKHO MOTYIUTh HHPOPMAIIHIO O TeKyIneM coctossauu UPS
F 1 (manpumep, eciu octaHoBieH neMoH upsd Ha [TAK, Haxonsiemes B pexxuMe master),
TO TOSIBIAETCS COOOIIEHNE 00 3TOM.

NMpoune KkOMaHAbI

version — IPOCMOTP TEKYLIUX BEPCUI IPOAYKTA U KOMIIOHEHTOB.

BeiBoautcs Bepcus nponykra [IAK ViPNet Coordinator HW, Homep noxosenus (G1 amns
nepBoro nokosieHust, G2 1yt Broporo nokosienus u 1.11.), Bepcust [10 ViPNet Coordinator
Linux B cocrae [1AK, a Takye Bepcuu KOMIIOHEHTOB: IeMOHa iplir, apatiBepa iplir,
nemona mftpd, nemona failoverd, komangHOTO MHTEpHIPETATOPA.

who — 3anpoc UH(GOPMaIK O TEPMHUHAIAX, HA KOTOPBIX 3aMyIleH KOMaHIHBIH
UHTEPIPETATOP.

Jns kaxxaoro TepMuHalia, Ha KOTOPOM 3allyIlieH MHTEPIIPETaTOP, BBIBOAUTCS CIEAYIOIas
nHpOpMAIUS: UMsI TCPMHUHAIA, aJPEC MOAKIIIOUCHHUS, BPEMSI HEAKTUBHOCTH, PEIKUM
paboThl HHTEpIpeTaTopa (PEKUM IMOJIL30BATENS WK aMUHUACTpaTopa). [Tox
HEAKTHBHOCTHIO TIOHUMAETCS OTCYTCTBHE HAXaTHs KaKUX-ITHOO0 KJIaBUII Ipu paboTe B
WHTEPIIPEeTaTope.
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debug on [<facility.level>] — BKIIOYCHHUC BBIBOJA HA KOHCOJIb HHTCPIIPETATOPA
COO6HICHPII>1 13 XXypHaJjla YCTPAHCHU HCIOJAaJ0K, COOTBETCTBYIOIIUX YKA3aHHBIM
facility M level.

Ecnu mapaMeTphl facility U level HE 3a4aHbI, TO IO YMOJTYAHUIO IOAPA3ZYMEBACTCA

daemon.debug.

Ecnu ykazaHbl facility M level, sl KOTOPBIX BBIBOJ COOOIICHHI OBUT BKIIFOUCH paHee,
TO MOSABJIAETCS COOOIIEHHE 00 DTOM.

Coo0buienns u3 )XypHajia HEKOTOPOIO IEMOHA BBIBOJSITCA Ha KOHCOJIb HHTEPIIPETaTOpa
TOJIBKO B CITy4ae, €clii B KOH(pUTypalluu 3TOTo JeMOHa JJIsl IaHHBIX facility U level
BKJIFOYCHO MPOTOKOJIMPOBAHKE (3HAUCHHUE MapaMeTpa debuglevel HE paBHO -1).

OTy KOMaHAy MOKHO BBITIOJTHUTE MHOTOKPATHO € Pa3HBIMU facility H level, IPH 3TOM
Ha KOHCOJIb HHTEpIpeTaTopa OyIyT BBIBOAUTHCS COOOIICHUS IS BCEX facility M level,
KOTOpbIE ObUIN IOCIIEI0BATENbHO 3aJaHBbl.

debug off [<facility.level>] — OTKJIIOYCHHEC BBIBOJA HA KOHCOJIb MHTEPIIPETATOPA
COOOIIEHUH U3 KypHAJIa yCTPAHESHUS HETIONaI0K, COOTBETCTBYIONIUX YKa3aHHBIM
facility U level.

Ecnu nmapaMerpsl facility U level HE 33/IaHbI, TO OTKIFOYAETCS BBIBOJ] BCEX COOOLICHHIA.
Ecnu ykazaHbl facility U level, JI1 KOTOPBIX BBIBOJ COOOIICHHIA HA KOHCOJIb
WMHTEPIIPETaTOpa He OBbLT BKIIFOUEH, TO MOSABISETCS COOOIIEHHE 00 OInOKe.

enable — BXOJ B P&XKHUM aJIMHHHCTPATOPA.

ITocne BBOsIa 3TOIT KOMaHBI 3aMpalInBaeTcs Maposb aAMUHACTpaTopa. [Ipu BBoIE mapoms
Ha dKpaHe HUYero He 0ToOpa)kaeTcsl, BBEICHHBIE CUMBOJIBI MTAPOJISl OTPEAAKTHPOBATh
HEJIb34.

Ecmm napoJb aIMUHUCTPATOPA BBCJACH BEPHO, TO BBIIIOJIHACTCA IIEPEXOA B PEIKHUM
aJIMIHUCTPATOpA.

exit — BBIXOJ U3 TCKYIICTO PEXXUMa: B PEXKUME aIMUHUCTPATOPA — BBIXO/] B PEXKUM
MMOJIB30BATECJIA, B PEKUME ITOJIB30BATECIIS — 3aBEPUICHUC pa60TBI HUHTCPIIPpETATOpPA.
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OO1111e TpUHIUIBI HACTPOUKHU

Hactpolika ynpasisromero AeMOHa IPOU3BOAUTCS ITyTEM pelaKTUpoBaHus (aidioB
KOH(I)I/IpraHI/II/I iplir.conf, iplir.conf-<muurepderic> U firewall.conf. I[JI?I 9TOI'0 B
KOMaHJHOM MHTEPIPETATOPE MOJAIOTCS CIEAYIOIIUE KOMAHIBIL:

® iplir config (I[J'ISI PE€AaKTHPOBAHUA (pafma iplir. conf);
® iplir config <uHTepdenc> (I[J'ISI PE€AaAKTHPOBAHUA (paﬁna iplir. conf—<MHTep(1)eI71c>);

® iplir config firewall (IJs pegakTHpoBaHuA (aiina firewall .conf).

[epen penakTupoBaHueM (HaiioB HEOOXOAUMO OCTAHOBUTH YIPABJISIONINH IEMOH KOMaH I0H
iplir stop, HPOU3BECTH HEOOXOAMMBIC N3MEHEHHS U 3aTE€M CHOBA 3aIlyCTUTh YIPABIISIOLINH
JIEMOH KOMaHJION iplir start. OCTaHOBKA YHPaBIAIOUIETO AEMOHA HEOOXOANMA TOTOMY, YTO
OH CcaM IPOU3BOAUT OOHOBIEHHE WH(GOPMAINH B ATHX (haiiinax 1mo Mepe HeoOXOIUMOCTH.
Hanpumep, xorga ynpasisitomuii AeMOH norydaeT nHpopmaruo ot Apyrux Koopannatopos
00 m3menenmsx [P-agpecos KimeHnToB, oH 3anuceiBaeT OOHOBIEHHYIO HH(OPMAITHIO B (haiin
iplir.conf. [loaTOMY mepen peaakTHpOBaHHEM 3TOTO Qaiiya ynpapisiomni 1eMOH TOIDKEH
OBITH OCTAaHOBJICH.

@ailnbl iplir.conf U iplir.conf-<unrepderic> COCTOSIT U3 CEKLIMN, KaXKaash U3 KOTOPBIX
COJICP)KUT OJIMH WJIM HECKOJIbKO HapamMeTpoB. Kaxxaas cTpoka colep:KuT JTu00 UMsI CeKIIHH,
3aKJIFOUEHHOE B KBaJpaTHbIC CKOOKH, JINOO MMS OJTHOT'O IIapaMeTpa BMECTe CO 3HaueHueM. B
MMEHH CEKIIMU HEJIb3s UCIIOJIb30BaTh MPOOEIIb, Ta0yIsIuy U Tak ganee. CTpoka ¢ UMEHEM
CEKITMH CUMTACTCSI HauaJioM CeKITnu. CeKIusl 3aKaHIYUBACTCS TaM, TJI€ HAUMHACTCS CIIeTyIoIast
CEKIIMs, WK B KOHIIE (haiyia. Bce nMeHa cekiuii, mapaMeTpoB, Ha3BaHMS ITPOTOKOJIOB U T.I1.,
KPOME MUMEH CETEBBIX Y3JIOB, JOJUKHBI ObITh HAITUCAHBI CTPOYHBIMHU OYKBaMHU.

JIro6as cTpoka B (haiiie, HAUMHAIOIIASCS C CUMBOJIA «#», CUMTACTCS KOMMEHTapUeM
TIOJIb30BATENISl M HE YUUTHIBACTCS IPU MHTeppeTanuu daiina. [Ipu oOHoBNneHny daiina
yHpasJIArOIKUM JEMOHOM KOMMECHTApPUHN aBTOMATUYCCKU IEPEHOCATCA B Ha4aJI0 CCKINU, K
KOTOPOM OHM OTHOCATCH.

JIto6ast cTpoka B (aiiie, HAUMHAIOIIASCS C CUMBOJIA «;)», CYUUTACTCS CITY)KEOHBIM
KOMMCHTAapHEM. Ot CTpOKH J106aBH$IIOTC$[ B HCKOTOPKBIX ClIy4dasixX aBTOMAaTU4YCCKHU IIPHU CTaApTe
VIIPABIISIONIETO JIEMOHA WJIH B TIPOIIECCE €T0 pabOoThI U CIYKAT JUIsl ”HPOPMUPOBAHHS
MIOJIH30BATENISI O HEKPUTHUYECKHUX OIMOKAaX KOH(PUTYpaInH, O 3HAYCHUU (PUIBTPOB 110 KaKUM-
6o cepBucam u T.4. [lonp3oBaremnto He ciaemyeT J00aBIATh CIIy)KeOHbIE KOMMEHTAPHH
CaMOCTOSITETIFHO, OHU OYAYT MOTEPSHBI MTOCIIE CIAEAYIONIETO CTapTa YIPABIIAIONIETO IEMOHA.
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Kaxkmast cekmust Coiep>KUT OWH WIN HECKOJIBKO MapaMeTpoB. iMs mapaMeTpa CTOUT MEPBBIM
CJIIOBOM B CTPOKE, 32 HUM CJIeIyeT 3HaK «=», 3aTeM Mmpo0er, 3aTeM 3HaueHne mapamerpa. Eciu
3HAYEHHE COCTOUT M3 HECKOJIBKUX YaCTEW, TO OHU Pa3AeIISIIOTCS 3aISITON, MOCIe KOTOPOU
ciemyer mpober.

Daiin KOHPUTypaIH firewall.conf COCTOUT U3 CEKINUH, COAESPIKAIIUX OJHO UM HECKOJIBKO
npaBuiI 00padOTKH OTKPHITHIX [P-makeToB. CunTakcuc daina firewall.conf (cM. «HacTpoiika
npaBuil 00paboTku OTKPBITHIX [P-akeToBy Ha cTp. 112) oTnruaercs oT cuHTakcuca (haitios
iplir.conf M iplir.conf-<unrepoeitc>. HacTpoiiky mpaBum 00paboTKu OTKPHITHIX [P-
MAaKEeTOB MOXKHO TIPOM3BOJIUTH HE TOJBKO IyTEM PENaKTUPOBAHUS (aiina firewall.conf, HO
Takke ¢ momopio ammieta SGA (kpome mpaBuit 00pabOTKH TYHHETUPYEMBIX ITaKETOB).
Omnucanne padotsl ¢ anmuieToM SGA COAEpXKUTCS B JOKYMEHTE «AMIIIET MOHUTOPUHTA U
ynpasnenust ViPNet-koopauaaTopoM. PyKkoBOJCTBO OTB30BATEIS.
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HacTtporika napamMeTpoB 3alUIIEHHON
CETH

[TapaMeTpbl HACTPOWKH 3aIUIIIEHHON CETH collepKaTcs B (paiine iplir.conf. s
PEeIaKTHPOBAHUS ATOTO (aiiyia UCIIONB3YeTCs KOMaHIa iplir config. @aii iplir.conf
MOXET COACPHKATh CEKLNHU, ONUCAHHBIE HIKE.

Cekuus [id]

Cexk1ust [1d] MCIOJB3YETCS ISl ONTUCAHUS aAPECHBIX HACTPOCK U (PHIIBTPOB IOCTYMA K KAKOMY-
00 3aIIMIICHHOMY CETeBOMY y3i1y. KakioMy y3i1y, ¢ KOTOPBIM MOXKET CBS3BIBATHCS JTAHHBIN
y3ell, COOTBETCTBYET CBOs ceKIus [id]. OfHA U3 CEKIUil [1d] COOTBETCTBYET COOCTBCHHBIM
Hactpoiikam [TAK (coOcTBeHHas cexius).

Cek1ust [id] COAEPKUT CIETYIOIINE TapaMeTPHhI:

®  id— YHUKaJIbHBIN HACHTUPHUKATOP ceTeBoro y3na. [1o aromy mapameTpy ynpapmistomui
JIEMOH OTJIMYAET OJTHY CEKIHMIO [id] OT Apyroil. Unentudukarop y3na sSBiseTcs eANHBIM
JUIsL BCEH KOPIIOPAaTUBHOM CETH, I0O3TOMY MEHATH 3TOT IIapaMeTp Helb3sl. B kaxaon
CEKIHMH [id] MOXET ObITh TOJBKO OAMH MapaMeTp id.

® name — UMJ JAHHOTO y3j1a. DTOT IapaMeTp 3a1aeTcs aqiMUHUCTpaTopoM cetn ViPNet.
CMBICIIOBO# HArpy3KH OH HE HECET W MpeJHa3HA4YeH TOIBKO JUIA y100CTBa HACTPOUKH.
JanHbIi mapameTp 3anuchiBaeTcs B (paiin KOHGUTYpauy aBTOMaTHIECKH TIPH €ro
COXpaHEHWH, peITaKTUPOBAThH €T0 BPYUHYIO HE cliefyeT. B KakI0i CeKIuu [1d] MOXKET
OBITH TOJBKO OJIMH MAPAMETP name.

® group — UM IPYNIBI, B KOTOPYIO BXOANT AAHHBIN y3en. Mms rpynnsl 3agaetcs B cirydae
HE0O0XOIMMOCTH HCTIONB30BaHUs aJbTEPHATUBHOTO KaHaa aj1st B3aumogeiicteus [1AK c
JAHHBIM y370M (cM. «HacTpoiika paboTsl ¢ ynanenusiM Koopannatopom uepes
(UKCHPOBaHHBIN aNbTEPHATHBHBIN KaHaI» Ha cTp. 142).

Bce y37bl, y KOTOPBIX IPUCYTCTBYET HapaMeTp group U COBINAAAET UMS TPYIIIIBL,
CUMTAIOTCS BXOAALIMMHU B COOTBETCTBYIOIIYIO IPYIITY. Y3Ibl, y KOTOPBIX OTCYTCTBYET
JaHHBIA apaMeTp, CYUTAIOTCS HE BXOISAIIMMH HU B KaKkylo Tpyniy. FiMeHeM rpynmsl
MOYKET OBITh IPOM3BOJIBbHAS CTPOKA, COCTOSIIAS U3 CHMBOJIOB JIATUHCKOT'O aj(aBuTa,
mUQp 1 3HAKOB Jeduc, TOAYEPKUBAHUE U TOUKA. B HIMEHM TPYNIIBI YUUTHIBACTCS PETHCTD
CHUMBOJIOB.

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa



[TapameTp group sIBIsIETCS HEOOA3aTENBHBIM M MOYKET YKa3bIBAaThCS B KAXKION CEKLIMU
[id] TOJNBKO OAMH pPa3; yKa3aHUE HECKOJIbKUX TAKHUX MMapaMeTPOB CUUTAETCS OMINOKOH.
Kpome Toro, 3anperieHo UCTI0NB30BaHNE JAaHHOTO [TapaMeTpa B CEKIMU [id] A
COOCTBEHHOTO Y3714, @ TAKXKe B CEKIMAX [id] s cyx)eOHbIX GuibTpoB. [lo ymomyanuto
napameTp group OTCYTCTBYET B CEKLUH [id].

ip — IP-anpec manHOTrO y3i1a. B citydae mpucyTCTBUS B CEKIMH [id] TapameTpa
secondaryvirtual (CM. HIKE) CO 3HAUEHHEM on, YePe3 3aIATYIO MOCIIE PEATbHOTO aipeca
YKa3bIBaETCSI COOTBETCTBYIONIUI €My BHPTYaJIbHBIN ajipec, IpUYeM MEPBBIM UIET
peanbHBIN anapec, a 32 HUM BUPTyaibHbI. Hampumep: ip= 192.168.201.10, 10.1.0.5.
HasnaueHnne BUPTyanbHBIX aapecoB Oojiee moaApoOHO omrcaHo B pazaene OOriie
TIPUHIMITEL Ha3HAYSHHST BUPTYAIbHBIX aapecos (Ha ctp. 109).

B kaxnoii cekuu [id] MOXKET OBITh HECKOJBKO MapaMeTpoB ip B TE€X CIydasx, KOraa
OTMCHIBAEMBIH y3ell IMEET HECKOJIbKO CETEBhIX HHTEp(EcOoB Wi HeckonbKo [P-anpecos
Ha uHTepdeiice. [lepBbIM NOKEH OBITH YKa3aH ONMvbkalInil agpec, Mo KOTOPOMY €CTh
JOCTYI K TaHHOMY y3iy. [Ipu aBTOMaTH4eckoM OOHOBIICHHUH aJIpecoB OJMKANILIUIA aapec
MoMeIaeTcs MepBbIM aBTOMaTHUecKy. [Ipy n3MeHeHny nopsiika cie1oBaHus aIpecoB
COXPpAHSETCs X NMPHUBS3KA K BUPTYaJIbHBIM afpecaM (IIpH HAJIMYUH secondaryvirtual=
on), T.€. BUPTYaJbHbINA aipec mepeMeniaeTcs Bciell 3a CBOMM peanbHbIM. Eciu ykazan
TOJIBKO PeajbHBIN apec (3arsTol B 3TOM CIydae HET) U IPUCYTCTBYET
secondaryvirtual= on, TO CYHUTACTCs, YTO 3TOMY aJAPECy €IIEC HE COIIOCTABJICH
BUPTYaJIbHBII.

A\ Baumanue! MeHATh BUPTyalbHBIN agpec BpYUHYIO HE ClielyeT, OH Ha3HadaeTcs
aBTOMATHYECKH.

accessip — Tekymmit [P-agpec nocTyma k TaHHOMY Y371y CO CTOPOHBI COOCTBEHHOTO y3I1a,
T.€. ToT IP-anpec, KOTOpHIid B TeKyluil MOMEHT ucnonb3yercs [TAK aiis cBsi3u ¢ 1aHHBIM
y3710M. MOXXeT MpUHUMATh 3HaUYeHNE OJHOTO U3 peanbHbIX [P-aapecoB manHoTO y3ma ninn
3HaueHue BUPTyanbHOTO [P-afpeca, B 3aBUCHMOCTH OT (PU3MUECKOIT TOTIOJIOTHH CETH U
peXuMOB PyHKIHOHUPOBaHUS (cM. «Pexumbl paboTel [10 ViPNet uepe3 mexcereBoi
AKpaH» Ha cTp. 23) COOCTBEHHOTO y371a M JJAHHOTO y371a. DTOT IMapamMeTp HOCUT
WH(GOPMATHUBHBIN XapaKTep U CIYXKHUT IS TOTO, YTOOBI aIMHUHUCTPATOP B IIPOIIECCe
paboThI MOT y3HaTh, 10 Kakomy [P-aapecy ciemyer oOpamaThes K JaHHOMY Y311y B
TEKYIIUH MOMEHT.

/) Buumanme! MeHsaTs napaMeTp accessip BPyUHYIO HE CIEAYET, OH ONPEAEIACTCS
ABTOMATHYCCKH.
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firewallip — JUI BCEX CEKIUU [id], KpOME COOCTBEHHOM, JaHHBINA ITapamMeT]p
onpezenseT BHeHUM [P-anpec qocTyna K JaHHOMY y3I1y B cly4ae, eClH 3TOT y3€el
HaXOJUTCA 33 KAKUM-THO0 MEKCETEBBIM dKpaHoM (cM. «Pexxumbl padoter [10 ViPNet
depe3 MeKCeTeBOU dKkpan» Ha cTp. 23). [Ipu pabote ¢ y310M, YCTaHOBICHHBIM 32
MEKCETEBBIM SKPaHOM, BCE HAMpaBliCHHbIE K HEMY 3allN(POBaHHBIE MTAKETHI
MHKarcyaupytoTcs B equnbiil Tuin — UDP ¢ anpecom Ha3HaueHus, paBHBIM afipecy,
YKa3aHHOMY B ITapaMeTpe firewallip, M HIOPTOM Ha3HAYEHUS, paBHBIM IIOPTY,
yKa3aHHOMY B IapaMeTpe port (CM. HIKe). Pacro3HaBaHie UCTIOIB3YEMOTO TUIIA
MEXCETEBOT0 3KpaHa OCYIIECTBIISIETCS 10 COBOKYITHOCTH JOTIOJIHUTENBHBIX ITApaMETPOB
(proxyid, dynamic_ timeout HU T.,[[.) B ATOM K€ CEKIIUH (CM. HI/I)Ke). Hcnons3oBaHue
JTAHHOTO TIapaMeTpa It COOCTBEHHOM CEKIMU [id] OMHCaHO B pasaene Hacrpoiika
PEKUMOB pabOTEHI uepes MekceTeBoil skpan (Ha crp. 136). Kaxxnast cexuust [1d] umeer
TOJIBKO OJTUH TapaMeTp firewallip. Ecnu mapamerp ycranosiex B 3uaderue 0.0.0.0, To
CUMTAETCS, YTO JAHHBIN y3€] HE HAXOJIUTCS 3a MEXKCETEBBIM 3KPAaHOM.

port — JJI BCEX CEKIUH [id], KpOME COOCTBEHHOM, JaHHBIH IMapaMeTp OnpeaeseT IopT
HA3HAYCHMUS, Ha KOTOPBIN CJIEYeT MOChUIaTh MAKEThI IS JAaHHOTO y3Jia, eCIu OH paboTaeT
B OJIHOM U3 PEKHUMOB C UCIIOJIB30BAaHHUEM MEKCETEBOT0 3KpaHa (cM. «PexxuMbl paboThI
[1O ViPNet uepes mexxceTeBoii sxpan» Ha cTp. 23). Kaxkmast cekuus [id] UMEeT TOIBKO
OJIMH TapaMeTp port. VMcnosap30BaHKEe JAHHOTO MapaMeTpa JijIsl COOCTBEHHOM CEKITUU

[id] ommcaHO B pazaene Hactpoiika pesxnMOB pabOThI 4epe3 MeKCeTeBO SKpaH (Ha CTp.
136).

channelfirewallip — BHemHUM [P-aapec qoctyna x JaHHOMY y3I1y AJis albTEPHATUBHOIO
KaHaja B CIy4ae BKIIIOUSHHs pabOThI Uepe3 YKa3aHHbBIN allbTepHATUBHBIA KaHA (CM.
«Hactpoiika padoTsl ¢ ynanenusiM Koopaunatopom yepe3 GpuKCHpPOBaHHBIN
aJIbTepHATUBHBIN KaHal» Ha cTp. 142). 3HaueHne 3TOro mapaMerpa COCTOUT U3 2-X
4yacTe, pa3ielIeHHbIX 3alsATON: uM4 KaHaja 1 BHemHuil [P-aapec nocryna juist 1aHHOTO
KaHaja. B kauecTBe UMEHU KaHaJIa JIOJDKEH OBbITh YKa3aH OJIMH U3 KaHAJIOB,
OTIpeIeTIEHHBIX B CEKIUHU [channels] (cM. «Cekius [channels]» Ha cTp. 105). Yka3anue
TMOOBIX IPYTHX 3HAUYEHUH cunTaercs omuokoi. Kpome Toro, ommoOKoi cuntaercs
YKa3aHue B OJTHOM CEKIINH [id] HECKOIBKHX MapaMeTpoOB channelfirewallip C
OJIMHAKOBBIM UMEHEM KaHalla, a TAKXKe UCIOJIb30BaHUE JAHHOIO IMapaMeTpa B
COOCTBEHHOM CEKITUM [id] M B CEKIUAX [id] IS CIIy)KeOHBIX QUILTPOB. [laHHBIH
rapaMeTp SBISIETCS He0OS3aTeIHHBIM U 110 YMOIYaHUIO OTCYTCTBYET B CEKIUAX [id].

channelport — MOPT JOCTyIA K JJAHHOMY y3J1y JJIs albTEPHATUBHOTO KaHajia B Cliydyae
BKJTFOUEHUS pabOThI Yepe3 yKa3aHHbIH albTepHATUBHBIN KaHal (cM. «HacTpoiika paboThl ¢
ynaneHHeIM KoopnurHaTopom uepes (puKCHpOBaHHBIN allbTepHATHUBHBINA KaHAI» Ha CTP.
142). 3nadenue 3TOTO NMapaMerpa COCTOUT U3 2-X YaCTEH, Pa3/ICIICHHBIX 3allsATOW: UM
KaHaja U TIOPT JIOCTYIIA JUIs JaHHOTO KaHaia. B kaduecTBe MMEHU KaHaia J0JKeH ObITh
yKa3aH OJIMH U3 KaHAJIOB, OMPEAEIICHHBIX B CEKITUH [channels] (cM. «Cekrus [channels]»
Ha ctp. 105). Yka3zaHue J1o0bIX APYrUX 3HAYCHUH CUUTACTCs OmuOKou. Jlomyckaercs
yKa3aHWe JIaHHOTO MapaMeTpa TOJIBKO B CIIydyae, eCJIM B 3TOH JKe CEKIUM [id] yKa3aH
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napaMmeTp channelfirewallip JUIs 3TOTO e KaHana. Kpome Toro, ommoKo# cuuraercs
yYKa3aHUE B OJTHOM CEKIIUU [id] HECKOJIBKUX MapaMEeTPOB channelport C OJUHAKOBBIM
MMEHEM KaHaja, a TAaKKe UCTIOJIb30BaHKUE JAHHOTO TTapaMeTpa B COOCTBEHHOM CEKITUU
[id] ¥ B CeKIUAX [id] I cIyeOHbIX (GMIbTpoB. JlaHHBIH TapaMeTp SIBISETCS
Heo0s3aTeNbHBIM H [0 YMOJIYAHUIO OTCYTCTBYET B CEKIUAX [id].

proxyid — TUI HCIIOJI3YEMOTO PEKMUMA pa0OThI JAHHOTO Y371a 4epe3 MEeKCETEBOM IKpaH
(em. «Pesxumbl paboTer [1O ViPNet uepes mexcereBoil sxpan» Ha cTp. 23). st Bcex
CeKIUH [id], KpOME COOCTBEHHOM, JaHHBIN MapaMeTp MOXKET MPHUHUMATh Pa3IUYHBIC
3HAYEHUS B 3aBUCHMOCTH OT YCTaHOBJICHHOTO pekuMa. VIcmonp30BaHre JaHHOTO
napamerpa JJisi COOCTBEHHOM CEKIMH [id] OMUCAHO HIKe (cM. «HacTpolika pexinmon
paboThI Yepes MexceTeBo skpany Ha cTp. 136). Jns ynoocTBa BoCpUsATHS
UICHTHU(GHUKATOPHI 3aMMCHIBAIOTCS B IECTHAIIIATEPUIHOM (hopMaTe Kak B mapaMeTpe id,
TaK U B IapaMeTpe proxyid, IPH ATOM Iepe]] 3HAaUCHUEM CTaBUTCS npeduke 0x. Kaxnas
CEKIMsI [1d] UMEET TOJIbKO OJIUH MapaMeTp proxyid.

B GonpmmHCTBE CIIy4acB 3HAUCHMS IMapaMETPOB firewallip, port M proxyid
OTIPEIEIIIOTCS] ABTOMATHYECKH 110 UH(POPMAIIMH, MTOJyYSHHOU OT APYrHX y3ioB. Eciu mo
KaKHM-TO MMPHYMHAM JIAHHBIC MTapaMeTPbl HEU3BECTHBI, UX MOXKHO 337aTh Bpy4uHyt0. Eciu
JUTst y3i1a (KpoMe COOCTBEHHOTO y3J1a) KaKOW-TH00 M3 MapaMeTpoB firewallip, port U
proxyid UMEeT HyJIEBOE 3HAUCHHE, TO OH HE 3aIHChIBACTCS B KOH(DUTYpaIHOHHBIH (haii.

dynamic_timeout — mepuon ompoca (B cekyHaax) ViPNet-koopanHaTopa, BRIOpaHHOTO B
Ka4ecTBE MEKCETEBOI0 3KpaHa AJIsl JAaHHOTO y3J1a, Ui 00eclieueH sl IPOIyCKa BXOISILET0
Tpaduka yepe3 MexceTeBol 3kpaH (cMm. «HacTtpoiika pexuma ,,C quHAMIYECKON
TpaHcIsuei agpecos’» Ha crp. 139). JlaHHbIH TapaMeTp IPUCYTCTBYET BO BCEX CEKITHAIX
[id], KpOMe COOCTBEHHOH.

Bunmanue! MessTh napameTp dynamic timeout Bpy4YHYIO HE CIEAYET, OH

L

OIIPEACIACTCA aBTOMATHYCCKU.

usefirewall — JUISl BCEX CEKIUH [1d], KpoMe COOCTBEHHOH, STOT MapaMeTp OTBeUaeT 3a
UCIIOJIb30BaHHUE HACTPOCK PabOTHI Yepe3 MEKCETEBOM dKpaH ¢ JaHHBIM y371oM. OH MOXKET
MPUHUMATh 3HAYEHUE on WU off. ECIIM OH yCTaHOBJEH B of £, TO MapaMeTPhI
firewallip, port M proxyid JJIsSI 3TOM CEKIIMHU HUTHOPUPYIOTCS, U pa60Ta C TaHHBIM Yy3JIOM
OyZeT BO3MOKHA TOJIBKO 110 OJHOMY U3 ero peaibHbIX [P-ampecos. [{is cobcTBeHHOTO
y371a JaHHBIN apaMeTp OIpeeNsieT UCTI0Ib30BaHNE BHEIIHETO MEKCETEBOr0 SKpaHa, T.€.
€CJIM TTapaMeTp BBICTABIIEH B 3HAUEHHE of £, TO BHEUTHHUI MEKXCETEBOI dKpaH
MCIIOJIb30BaThCsl He OyzeT. 3HaUeHUE on JOJKHO MCIONb30BaThCA AJIST BCEX OCTAIBHBIX
peXUMOB padboThL. Mconp30BaHne JAHHOTO MapaMeTpa sl HACTPOIKHU pexXruMa padoThl
COOCTBEHHOT'O y3J1a Yepe3 MEKCETeBOM SKpaH OMUCAHO B paznene Hacrpoiika pexnmon
paboTeI uepes MeskceTeBoi skpan (Ha cTp. 136).
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fixfirewall — IPUCYTCTBYET TOIBKO B COOCTBEHHOU CEKIUU [id]. OmpenenseT pexxum
(ukcanmy HacTpOeK padoThl COOCTBEHHOTO y3i1a Uepe3 MEeKCETeBOM dKpaH. MoxeT
MPUHAMATH 3HAYEHHUE on WIH of f. [lo yMomuaHuio 3HaUeHNE TapaMeTpa of £.
Hcmons3o0Banre JaHHOTO IMapaMeTpa OIMUCaHo B pasmene HacTpoiika pesknMoB paboTe
yepes MexceTeBoi skpan (Ha ctp. 136).

virtualip — 0a30BBIH BUPTYyaIbHBIH ajpec qaHHOTO y3ia. HazHaueHue 1aHHOTO
mapameTpa omucano B pazzaene OOrmye IpUHINIE Ha3HAYeHNs BUPTYAIbHBIX aIpecoB (Ha
ctp. 109). Kaxxnas cexiust [id] UMEeT TOIBKO OJMH MapaMeTp virtualip.

/. Buumanue! MeHsTb 0a30BbIi BUPTYAIIBHBIHA a/Ipec y3i1a BpyYHYIO HE CIeyeT, OH

HazHa4acTCA aBTOMAaTHUYCCKHU.

forcereal — O3BOJISIET BCEr/ia 0Opamarhses K JaHHOMY Y31y 110 €r0 pealbHOMY aJipecy,
JlaKe B TEX CIIy4asx, KOTJia OH JOJDKEH OBITh BUJCH TOJIBKO MO BUPTYaIbHOMY (O
IpaBUIIax aApecalyy y3JI0B CM. HUXKE). DTOT HapaMeTp MOXKeT IPUHUMATh 3HaUEHHUE on
WIN of £, 3HAYEHHUE of f PABHOLICHHO OTCYTCTBHIO 3TOTO IMapaMeTpa B CeKLUH (IIPH 3TOM
napameTp yAasieTcsl U3 CeKLHMU IPH CIIeIYIOLIEM 3allyCKe YIPaBIISIOIEro JeMOHa).
Hcnonp30BaTh 3TOT apaMeTp HY>KHO C OCTOPO’KHOCTBIO, TAK KaK y CETEBBIX Y3JIOB,
KOTOpbIE BUAHBI 10 BUPTYAIbHBIM aJipecaM, MOTYT COBIIaJaTh PeabHbIC aapeca (€CiIu 3TH
Y3JIbI HAXOJSATCS B YACTHBIX CETAX).

pe Buumanue! Eciu y nByX y3710B C COBNAJAOIMMHU peabHBIMU apecamMu (HO pa3HbIMU
/5\
/1) BUPTyaJbHBIMH) yCTAHOBHUTH MapaMeTp forcereal B 3HAYEHHE on, ITO MPHUBEIET K
HEIPEJICKa3yeMbIM pE3yJIbTaTaM.

always use server — IIPU3HAK pabOTHI y3J1a B PEKUME UCIOIB30BAHUS MEXCETEBOTO
sKkpaHa ¢ auHamuyeckuM NAT ¢ HanpaBiieHHeM Tpaduka depe3 BHIOpaHHBIN
Koopnaunarop (cMm. «Hactpoiika pexxuma ,,C TuHAMIYECKON TPaHCISIINEH aTpecoB ™y Ha
ctp. 139). [Tapamerp npuHIMAaET 3HAYEHHUE on U MTPUCYTCTBYET TOJIHKO B CIIydae paOOThI
JAHHOTO y3J1a B YKa3aHHOM PEKUME.

Buumanme! [Tapamerp always use server SBISIETCA CIY)KEOHBIM M MEHSATH €0

L

BPYUHYIO HE CIEIYeT.
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secondaryvirtual — MEXaHW3M Ha3HAYEHHS BUPTYAIbHBIX aJIpECOB IS JAHHOTO y3Ja.
DTOT mapaMeTp MOXKEeT IPUHUMATh 3HaUYEHHUE on WIH of £, 3HAYEHHUE of £ PABHOIICHHO
OTCYTCTBHIO TOTO MapaMeTpa B CEKIUH (IIPH STOM MapaMeTp yaalseTcs U3 CEKIUHN MPU
CIIeTyFOIIEeM 3aITyCKe YIPaBIIsIomero AeMona). [Ipu BkitoueHnn JaHHOTO TapameTpa
KaKIOMY pealbHOMY aJIpecy CETEBOTO y37a, yKa3aHHOMY B ITapaMeTpe ip, Ha3Ha4aeTcs
BUPTYaJIBHBIN afgpec (cMm. «O01ie MpUHINITEI Ha3HAYEHN S BUPTYaIIbHBIX aJpecoB) Ha
ctp. 109). Ecnu nanHblil mapameTp OTCYTCTBYET HIIHM €ro 3HaYeHHE PaBHO of £, TO
MEXaHH3M Ha3HAa4eHMs BUPTYaJIbHBIX aJIpECOB I KaX/I0T0 pealbHOT0 aJipeca JaHHOTO
y3J1a BBIKIIIOUaeTCs, paboTa C y3JI0M OCYILECTBISIETCS TOJIBKO C UCIIOJIb30BaHNEM 0a30BOTO
BHUPTYQJIBHOTO aJipeca, OMpeIesieMOTo ImapaMeTpoM virtualip. B 3ToM cirydae Bce
BUPTYaJbHbIC a/ipeca, MPUCYTCTBYIOLINE B MapaMeTpax ip, yAalstoTes U3 ¢aiina
koH(urypanuu. [lo ymor4anuto JaHHEIN MapamMeTp OTCYTCTBYET.

filterdefault — ILCI\/'ICTBI/IC HaJ MakeTaMM, HallpaBJICHHBIMU K JAHHOMY Y31y UJIU OT
HETO, 110 YMOIYaHHIO, €CJIM OHU HE MOAIAJAI0T 10/ 00jiee KOHKPETHBIE (PHITBTPHI.
[TapameTp MOKET MPUHUMATH 3HAYCHUE pass (IIPOIMYCKATh MAKeThl) MU drop (HE
MpOMycKaTh makeTsl). Kasknas ceknust [id] MMeeT TOJIhKO OWH apaMeTp
filterdefault.

blockforward — BKIIOUCHHE/OTKIIOUEHHE OJIOKUPOBKH TPAH3UTHBIX MAKETOB, HAYIIUX OT
JAHHOTO y3J1a TH00 K HeMy. DTOT mapaMeTp MOXET IPUHUMATh 3HAYSHUE on WIIH of £,
3HAYCHHE off PAaBHOIIEHHO OTCYTCTBHUIO 3TOTO IapaMerpa B ceKuud. [1o ymomuanuio
napaMeTp OTCYTCTBYET JUIsl BceX y370B. [Ipu BKITIOUEHNN JTaHHOTO MapameTpa Bce
TPaH3UTHBIE AKETHI JUTS JAHHOTO Yy371a OJOKUpYIoTCs ¢ KogoM 70 (eM. «Kypran
peructparnnu [P-makeros» Ha ctp. 201). [TapameTrp pazpemiaeTcsi HCIOIB30BaTh TOIBKO B
CEeKIMSX JUIA 9yXKHX y37I0B. Ero ykasanue B COOCTBEHHOH CEKIIUH, a TAK)KE B TIIABHOM U
IIMPOKOBEIATEIFHOM (QHIIbTPAX 3aIIUIIECHHON CETH SBJISETCS OIIMOKOM, IIPH 3TOM
YIPaBJIAIONINI JEMOH HE 3aITyCKaeTcsl.

filtertcp — paBWja JIsl MPOITyCKaHUs Wi 0110kupoBkH naketoB TCP. 3HaueHue 3Toro
rapaMeTpa COCTOUT U3 YEeTHIPeX WITH IISITU YacTel, pa3aeneHHbIX 3amsaTeiMu. [lepBas yactp
COJIEPKUT HOMED JIoKaimbHOTro nopTa TCP-coemuHenws, BTopasi — HOMEp YAaJIeHHOTO
nopta TCP-coennuenus. B 000oux cirydasx MOXHO yKa3bIBaTh BMECTO OJTHOTO HOMEpa
MopTa TMana3oH, B 3TOM cliydae Hadallo ¥ KOHEIl JUara3oHa pa3IeNsioTcs JeQucoM.
OO0paTtuTe BHIMaHUE HA TO, YTO, B OTIIMYKE OT OONBITUHCTBA PACTIPOCTPAHEHHBIX CETEBBIX
9KpaHoB, B ViPNet 3Tu HOMepa IOPTOB He 3aBUCAT OT HAIIPABIICHUS ITAKeTa, OHU He
OTIMCHIBAIOT HOMEPA MOPTOB OTIIPABUTEIS U MTOJTyYaTENIS, @ BCET/Ia OMHCHIBAIOT JIOKATBHBIH
W yJaJIeHHBIA TIOPT, HE3aBHUCUMO OT TOTO, B KAKOM HAlpaBJICHUW UIET MakeT. TpeThbs
YaCTh OMHCHIBACT, UTO HYXKHO JIeJIaTh C MTAKETOM, U MOXKET MIPUHUMATh 3HAYCHHE pass
(npomyckats) unu drop (0y10KkHpoBatTh). YeTBepTas yactb onucsiBaeT HanpasieHue TCP-
COCIMHEHMS U MOKET MPUHUMATh 3HAYEHUS send, recv U any. JTa YaCTh TAKKe
ONUCHIBACT HE HAIIpaBJICHUE MakeTa, a HanpaieHue TCP-coenuuenus, T. €. Kakou y3en
SIBISIICA TIpH ycTaHoBieHun TCP-coeIuHEeHUs KIIMEHTOM, a Kakoil - cepBepoM. Eciu oHa
MPUHUMAET 3HaYeHHE send, TO m3 TCP-makeToB, nMEOMUX HOMEpa JIOKATLHOTO U
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yIAJICHHOTO TIOPTOB, COOTBETCTBYIOIHME YKA3aHHBIM, MO MPABHJIO TTOANAIAI0T TTAaKeTHI,
OTHOCSIIITMECS K COeTMHEHHSAM, B KOTOPBIX TaHHBIN Y3€ll ABJIUICS KIMEHTOM, ITPU 3TOM
HanpaBJIeHHE CaMHX [TAaKETOB HEe UMeeT 3HaueHus. Ecim oHa mpuHUMaeT 3HaueHHe recv,
TO TIO/ TIPABHJIO MOJITAIAIOT MAKEThI, OTHOCAIINECS K COSANHEHUSIM, B KOTOPBIX JTaHHBIN
y3el sABIsIcA cepBepoM. HakoHell, mpy 3HaYeHNUH any MOJ MPABHIIO MOANAAAIOT TOOBIE
MaKeTHl C COOTBETCTBYIOIIUMH HOMEpaMH MOpTOB. [1aTas yacTe HeoOs3aTeIbHA U MOXKET
NPUHAMATH 3HaYEHHE disable, KOTOPOE YKa3bIBaeT Ha BPEMEHHOE OTKIIIOYEHHNE JaHHOTO
¢ubTpa, MpH 3TOM OH BeAET celsl Tak, Kak OyaTO ero He CyIIeCTBYeT.

Hampumep, npasuio

filtertcp= 22, 1024-65535, pass, recv

YKa3bIBaeT, YTO JOJDKHBI MpoiryckaThesl TCP-makeTsl, OTHOCSIIUECS K TEM COSAMHEHHSM,
B KOTOPBIX YAAJIECHHBIN y3€J, HCIONIb3YIoMii HoMmep nopta ot 1024 o 65535, ycranoBun
COCIIMHEHHE C TIOPTOM 22 aHHOTO y3iia. [Ipy 3TOM MakeThl MPOIMYCKAITCs B 000UX
HanpasyieHUsix. C Jpyroil CTOPOHBIL, 3TO MPABUJIO HE pa3pellaeT MpOoITyCKaHUEe NMaKeTOB,
/i€ JAaHHBIM y3€J yCTaHaBIMBAET COCAMHEHHE C TTOPTOM 22 yIAICHHOTO y37a.

filterudp — OpaBUIa I MPOMyCKaHus Ui OokupoBkH naketoB UDP. Cunrakcuc
9TOrO IapaMeTpa aHAJIOTHYEH CUHTAKCHCY MapaMeTpa filtertcp C OJHUM OTINYHAEM:
MOCKOJbKY poTokoa UDP He noapa3zymeBaeT yCTaHOBKY COCIMHEHHIA, TO YETBEPTAast
4acTh NIPaBUJIa, ONUCHIBAIONIAs HAITPABJICHUE, OTHOCUTCS HEMOCPENCTBEHHO K
HaIpaBICHHUIO, B KOTOPOM HIET MaKeT:

¢} send JJIA IIAKETAa, IIOCIaHHOI'O C JaHHOT'O Y3714,
o recv IJA IIaKETa, IIOCJIaHHOI'O Ha JIaHHBIHI y3¢eJ1;

o any A 00OOUX HAIPABIICHUI.

filtericmp — MpaBUiIa AJs IPOIycKaHus win 61okupoBkyu nmakeroB ICMP. Cunrakcuc
3TOro NapaMeTpa I10XO0XK Ha CUHTaKCUC IIapaMeTpa f£ilterudp, OJJHAKO BMECTO HOMEPOB
MIOPTOB YKa3bIBaeTcs TUN U moATun coodmennit ICMP: nepBas yacTh 3aaet Twil, a
BTOpas — noxarumn. [lpu nx 3a1aHum Takke MOXKHO yKa3bIBaTh AWana3oHbl. OcTaabHbIE
YaCTH MPAaBUJIAa UMEIOT TO XK€ 3HAUYEHUE, YTO U JUIsl TapaMeTpa £ilterudp.

Ka)K,I[aH CEKIMA [id] MOXET COACPAKATh CKOJIBKO YTOQHO ITapaMETpoOB filtertcp,
filterudp ¥ filtericmp. [Ipy mpHUxoae KaKOro-mmbo makeTa OT JAHHOTO y3JIa HiIH
MOCBIJIKE MaKeTa Ha HEro (PUIIBTPBI MPOCMATPUBAIOTCS B TOM TIOPSIJIKE, B KOTOPOM OHU
YKa3aHbl. Ecmm maker COOTBETCTBYCT KaKOMy-J'II/I6O IIpaBuily, TO BBIIIOJIHACTCA 3aIaHHOC
9THUM IIPABUIIOM HeﬁCTBHC, U IMMPOCMOTP IIpaBUJI HA 3TOM IPCKpPALIACTCA. Ecnu maker He
COOTBCTCTBYCT HU OJTHOMY IIPpAaBUITy, TO BbIIIOJHACTCA HeﬁCTBHC, 3aJaHHOC MTapaMCTPpOM
filterdefault.

filterip — mpaBuiia 0OpabOTKU MAKETOB, COOTBETCTBYIOIIMX NpoToKoaaM [P, oTnnynbM
ot TCP, UDP u ICMP (nanpumep, IGMP u 1.11.). 3Hauenne 3Toro napamerpa COCTOUT U3
JIByX 4acTel, pa3feNeHHbIX 3alIThIMU. B epBoii 4acTH yka3bIBacTCsl HOMEP IPOTOKOJIA
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IP. Bropas 4yacTh ONHUCHIBAET, UTO HYXHO JI€JaTh C MAKETOM, U MOKET IPUHUMATh
3HAa4YCHHUE pass (MPOIMYyCKaTh) WK drop (OIOKMpOBaTh). YKa3zaHHE B 3TOM HpaBUIIE
HOMepoB mpotokooB ICMP, TCP u UDP (1, 6 u 17) cuntaercs ommbkoi. Kaxxmas
CEKIUA [1d] MOXKET COAepkKaTh JF000E KOJTUIECTBO NMapaMeTpoB filterip.

filterservice — IpaBuiIa 00pabOTKHU MMAKETOB, COOTBETCTBYIOIINX KAaKOMY-TTHOO
cepBucy. CepBuc IpeacTaBisieT OO0l IMEHOBaHHYIO COBOKYITHOCTb IIPaBMII £iltertcp,
filterudp, filtericmp (CM. HIXKe). 3HAUCHHUE 3TOTO apaMeTpa COCTOUT U3 ABYX WIIN
Tpex yacTel, pa3/ieIieHHbIX 3aIThIMU. [lepBast 4acTh — 5TO UM CepBUCA, HA COOTBETCTBHE
KOTOpoMY OyJeT MpoBepsAThCA NakeT. BTopast 4acTh ONMUCHIBAET JCHCTBHUE C MTAKETaMH —
pass WK drop. TpeThs yacTh HEOOA3aTENIbHA, €CIIU OHA YKa3bIBACTCS, TO MOXKET
IPUHUMATh TOJIBKO 3Ha4eHUE inform. Ecnu TpeThsa 4acTh yka3aHa, TO IMOCie cTapTa
YIPaBISIONIETO IEMOHA TTOCIIe JAHHOW CTPOKH filterservice BCTABISIOTCS CIyKeOHBIE
KOMMEHTAapHH, KOTOPbLIC OIMMMCHIBAIOT, KAKYI0 UMECHHO COBOKYIIHOCTD IMPAaBUJI IIPEACTABIACT
JIaHHBIA CEpBUC.

tunnel — HE3AUIICHHBIC KOMIIBIOTCPBI, KOTOPHIC TYHHCIUPYIOTCA JAaHHBIM Y3JI0M.
NmeeT cMbIch TOIBKO I y31a, sBisomerocs KoopannatopoM. 3HaueHne 3T0ro
mapaMeTpa UMEET BU: <ipl>-<ip2> to <ip3>-<ip4>,TAC ipl U ip2 — HaYaIbHBIN U
KOHEYHBIN ajjpeca TYHHETUPYeMOro AUana3oHa, ip3 U ip4 — HA4aJjo U KOHEll
0TOOpaXeHHUs 3TOr0 AMAINa30Ha HA JaHHOM y3je. B OonbIIMHCTBE CiiydaeB HYKHO
3aJaBaTh OJMHAKOBBIE TUAMAa30HbI, TO €CTh ip3 TaKoe e, Kak U ipl, U ip4 TaKoe ke, KaK
ip2. OnHaKo nHOrna OBIBAIOT CIy4au, KOTJIa TUAMa3oH ipl-ip2 NPUHAIEKHUT K YACTHOH
CETH, U TAKUE K€ aJpeca YaCTHOU CETHU YK€ €CTh B JIOKAJIbHOM CETH JaHHOrO y3i1a. B aTom
Cllydyae JUarna3oH ipl-ip2 oToOpaxkaeTcs Ha Ipyrue, CBOOOJHbIE afpeca MyTeM yKa3aHus
Apyrux 3HAYCHUIN ip3 U ip4. CJIC,Z[yeT OTMETUTD, UTO 3HAUCHUEC ip4 UTHOPHUPYETCA U
reHepUpyeTCs aBTOMAaTHYECKH IIyTeM MPUOaBICHUS K ip3 Pa3HHULIBI MEXIY ip2 U ipl.
Hampumep:

tunnel= 192.168.201.5-192.168.201.10 to 192.168.201.5-192.168.201.10

3amaer, 4to AanHbii KoopauHaTtop TyHHEIHpyeT aapeca ¢ 192.168.201.5 mo
192.168.201.10, koTopbie 0TOOPaXKAIOTCS HA JIOKAJILHOW MaIlIMHE 0€3 U3MECHCHUS;

tunnel= 192.168.201.5-192.168.201.10 to 192.168.202.5-192.168.202.10

3aaaet, yTo gaHHbld Koopaunatop TyHHenupyert aapeca ¢ 192.168.201.5 no
192.168.201.10, koTtopsie oToOpaxkarotcs Ha afgpeca ¢ 192.168.202.5 mo 192.168.202.10.

ITapameTpsl tunnel HE PacChLIAOTCS 110 CETH. JTO O3HAYAET, YTO €CIIU KaKOH-1160
Koopaunarop TyHHENIUpyeT rpyIiny HE3alMIEHHBIX KOMITBIOTEPOB, TO IPYTHE Y3IIbI HE
noiy4at nvHGopMaIHio 00 3TOM aBToMaTu4ecku. Heo0Xonnmo BpydHYIO yKa3arth, 4TO
nauHbii KoopanHaTop OyieT TYHHETUPOBATh TaHHBIE KOMITBIOTEPHI, Ha KKIOM Y3IIe,
KOTOPBIX OyeT padoTaTh C STUMH TYHHEIHPYEMBIMU KOMITBIOTEPaMH ITOCPEACTBOM
ViPNet.

[HonpoOHbIe TpUMepBl HACTPOMKH TYHHEJIEH B THIIOBBIX CXeMaX MPHUBEICHbI B
[Ipunoxxenun.
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HexoTopsle u3 ceknumii [id] UMEIOT crenuanbHoe 3HaueHne. Camas mepBast CeKIHs [id]
OTIHMCHIBaeT KOMIBIOTEP, Ha KoTopoM yctaHoBieH [IAK ViPNet Coordinator HW. Ilytem
M3MEHECHHS ITapaMeTPOB ITOH CEKIIMH MOKHO U3MEHSTh COOCTBEHHbBIE HACTPOHKH, KOTOPHIE
3aTeM PaCcChIIAIOTCS MO CETH.

Heckonpko 3aMedyannii, Kacaromuxcs COOCTBEHHOM CEKIUH [1d] .

Mensrtb mapaMeTphl ip HE CICOAYCT. OHU aBTOMAaTHUYCCKH 3aII0IHSIOTCS mpu CTapTe
YHIpaBJIAOMICTO AEMOHA 3HAYCHUAMU, IMOJTYYCHHBIMU OT OHCpaHI/IOHHOﬁ CHCTCMBI.

N3mensas ImapaMeTpel usefirewall, firewallip, port, proxyid, fixfirewall B
COBOKYITHOCTH C H3MEHEHHEM ITapaMeTPOB CEKIUU [dynamic] (CM. HUXKE), MOXKHO
YCTaHOBUTH PA3INYHBIC PEKUMBI PaOOTHI Yepe3 MEeXKCETeBOM dKpaH (cM. «PexnMel
paboTsr [1O ViPNet uepe3 mesxceTreBoil skpan» Ha cTp. 23). OnrcaHue HacTpOeK
Pa3IMYHBIX PEKUMOB (YHKIIHOHUPOBAHUSI COOCTBEHHOTO y371a Yepe3 MEKCETEeBOM dKpaH
MpHUBEIEHO B pa3aene Hactpoiika pexxnmMoB pabOTHI uepes3 MeXCceTeBOl dKpaH (Ha CTp.
136).

Ecnu coGcTBeHHBIH y3ei1 OyeT TYHHEIUPOBaTh KaKue-TH00 HEe3allUIIICHHBIC
KOMITIBIOTEPHI, TO IIPU YKa3aHUM MapaMeTpa tunnel HY’HO BCErJa 3aaBaTh OJIMHAKOBBIC
3HAYCHUS JUTS PEATbHOTO JMAana3oHa aJjpecoB U Tuamna3oHa orodpaxenus. B aTom ciaydae
nmapaMeTp tunnel JOJDKCH UMETh BUJ] tunnel= ipl-ip2 to ipl-ip2. HpI/I
HCCO6J'IIO,I[CHI/II/I 9TOr0 IpaBuJia Juara3on OTOGpa)KGHI/IH IIPUBOAUTCA B COOTBETCTBUE C
pC€ajlbHBIM IHalla30HOM aBTOMATHYCCKU.

C nomo1Ipo mapaMeTpoB COOCTBEHHOM CEKIUH [id] TaKXKe HACTPAUBAIOTCS pa3iIMUHbIE
pexxumbl pabotbl [IAK ViPNet Coordinator HW (cm. «Pexumvbr padoter [10 ViPNet yepes
MeKCceTeBoi sKkpan» Ha cTp. 23). bosee moxpoOHO ycTaHOBKA U HACTPOIKa ATUX PEKUMOB

omucaHa Hrke. [Ipu 3ToM He00X0UMO yIenaTh BHUMaHHE HaCTPOIKe MapIIpyTH3aIliH.
Crnenyer cobnr01aTh HECKOIBKO MPaBUIL:

Ecnu coOCTBeHHBIN y3€1 TYHHETUPYeT KaKue-Tn00 KOMITLIOTEPHI, TO Ha BCEX
TYHHEIIUPYEMBIX KOMITBIOTEpax HeoOX0AMMO yKa3aTh COOCTBEHHEBIH y3el B KaUuecTBe
default gateway.

Ecnu cobcTBeHHBIH y3en OyaeT paboTarh XOTs ObI C OJHUM Y3JI0OM 10 BUPTYaJIbHOMY
ajipecy, TO y HEro JIOJDKEH OBITh HACTPOCH default gateway. ECIHM default gateway He
Oyzer ykazaH, TO TaKeT MOXeET ObITh OJIOKMPOBAH CUCTEMOW Ha PaHHEH CTaIuu U BOoOIIe
He JOWTHU J0 ApaiiBepa.
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e Eciu coOCTBEHHBIN y3€Il UCTIONIB3YeTCsl KaK MIPOKCU-CEPBEP, TO HA HEM JIOJDKHA OBITh
BKJIFOUCHA Q)yHKHI/IH IP forwarding, TO €CTh MAPAMETP ipforwarding B CCKIUHU [misc]
(em. «Ceknus [misc]» Ha cTp. 103) momkeH ObITh YCTAHOBIICH B 3HAYCHHE on.

3a mepBoH CeKIuel [id] CIeAyIOT ABE CeKINH, TaK)Ke NMEOIINe CliennanbHoe 3HaueHne. OHn
OTIIMYAIOTCA OT APYTUX 3HAYCHUEM MapaMeTpa id, paBHBIM Oxffffffff U Oxfffffffe. OTH
CEKIMH MpeAHA3HAUYEHBI TOJIBKO Ul YCTAaHOBKU QUABTPOB. /s 3TUX ABYX CEKIMH UMEIOT
CMBICJI TOJIBKO CIEAYIOIMUE MapaMETphl: filtertcp, filterudp, filtericmp, filterip,
filterdefault. CeKmus ¢ id= Oxffffffff OTBEUAET 3a MUPOKOBEIIATEIbHEIEC TAKETHI,
MOCHUTAEMBIE CETEBBIMHU y3JIaMH. Y CTAHOBKOW COOTBETCTBYIOIMIUX (PIIIBTPOB B 3TON CEKIIMU
MO>KHO 3ampeniaTh WIK pa3peliaTh MPOX0KICHUE ONPEACICHHBIX TUIIOB IIHPOKOBEIIATEIbHbIX
nakeToB. CeKIusl ¢ id= 0xfffffffe —3TO INIABHBIN (PUILTP 3amuineHHoON cetr. [IpaBuia,
yKa3aHHBIE B HEM, IPOCMATPUBAIOTCS 0 TOTO, KaK HAYMHAETCS MTPOCMOTP (PIIIBTPOB ISt
KOHKPETHOTO y37na. Eciu maker nmoAmamaeT moja Kakoe-Imoo MpaBmilo, TO OH CPasy
MIPOITYCKAETCS WA OJIOKUPYETCS, ¥ NATbHEUINI aHann3 QrisTpoB npekpamaercs. Ecim xe
JUTS TTIABHOTO (DMITBTPA MaKeT MOAMAAACT MO/ MPABUIIO filterdefault M OH YyCTAHOBIICH B
pass, TO aHATTM3UPYIOTCS (PIIBTPHI 11 KOHKPETHOTO y371a. Y CTaHOBKA filterdefault B drop
JUTSI TIIaBHOTO (PHITFTPa MPUBEET K IMTOTHOMY OJIOKUPOBAHHIO BCEX 3alIM(PPOBAHHBIX MAKETOB.
Hexkotopsrit Habop HUIbTPOB, HEOOXOAMMEILH TSI HOPMATBHOMN paObOTHI 3aIUIIEHHON CeTH,
yCTaHABIUBACTCS B TJIaBHOM (HIBTPE aBTOMAaTHUECKH U HE MOXKET OBITH yJaJeH.

Jlnst cBSI3M ¢ y3/1aMH, ONMCAHHBIMH B TTapaMeTpax CeKIUH [id], MOTYT UCIIOIb30BaThCS
peanbHbIe WK BUPTyalbHBIE ajpeca. He3aBUCHMO OT pe:XKHMOB pabOTHI Y3J10B, JJISI CBSI3H C
y3J71aMH, OT KOTOPBIX COOCTBEHHBIN y3el MOodydaeT MHpOKoBemaTensHbie makeTs (broadcast),
UCIIOJIB3YIOTCS MX peallbHbIe a/ipeca. B MHBIX CHTyalMsaX UCIOIb3yeMbIl THII aipeca JUIsl CBS3U
C y3JIOM ONPENEIISETCS CIEAYIONM 00pa3oM:

e Ecnu [TAK pabotaer B pexxume be3 nenoab30BaHusA MeKCeTEeBOI0 IKpaHa (CM.
«Hactpoiika pexxnma ,,be3 ucrosib30BaHNs MEKCETEBOTO SKpaHa‘“y» Ha ¢Tp. 136), T.e. He
CTOUT 32 BHEIIHUM MEKCETEBBIM 3KPaHOM, TO:

o s cea3u ¢ Knnenramu, paboraromumu B pexrMe be3 ncnoab3oBanust
MesKCeTeBOro IKpaHa, T.€. He CTOSIIMMY 332 KaKUMHU-JINOO0 BHEITHUMHU MEKCETEBBIMU
9KpaHaMH, UCIIOJIb3YIOTCS peallbHbIE aJpeca.

o Jlns cBsi3u ¢ y3i1amu, paboTaronumu B pexxuMe KoopamHaTop v MCIoNb3yHOIUMU
ITAK kak ViPNet-mipokcu, UCIIONB3YIOTCS peaibHbIE apeca.

o Jlys cBSI3U CO BCEMU JIPYTHMHU CETEBBIMU Y3JIAMU HCIIONb3YKOTCSI BUPTYaJIbHBIE aJIpeca.

e Ecmu I[TAK pabotaer B pexxume Koopaunartop (cm. «Hactpoiika pexnma
,Koopaunatop“» na ctp. 136), T.e. cTouT 3a KakuM-nmubo ViPNet-npokcu, To:
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o s csazu ¢ Kimmenramu, paboTaromumu B pexxuMe be3 ncnosib3oBanust
Me:KCeTeBOro IKpaHa, T.€. He CTOSIINMU 332 KaKUMH-JIN0O0 BHEITHIMHU MEKCETEBBIMU
SKpaHaMH, UCTIONB3YIOTCA PealibHbIE aJipeca.

o Jnsa cesasu ¢ KoopauHatopamu, kpome ucronb3yemoro ViPNet-ipokcu, Bcerma
HCIIONB3YIOTCS BUPTYaJIbHBIC ajipeca.

o JIns CBSI3W C CETEBBIMHU y3JIaMH, CTOSIIIMMU 3a TEM e HHTEP(EHCcOM TOTO Ke Camoro
ViPNet-mpokcu, uro u ITAK (X firewallip paBeH firewallip ITAK), a Taxke mis
cBsi3u ¢ camuM ViPNet-ipokcu, HCIIONB3YIOTCS peanbHbIe agpeca.

o Jlms cBsI3M C ceTEeBBIMHU y3JIaMH, CTOSIIIIAMU 32 TeM ke caMbiM ViPNet-ipokcu, 9To u
[TAK, HO 32 apyrum uaTEpdEiicoM, a TakxKe paboTAIOIUMHU B PEXKUME, OTIMIHOM OT
pexnMa be3 HcnoJb30BaHus MeKCETEBOI0 IKPaHa, T.€. CTOSIIUMHA 32 KAaKUMHU-JTHO0
BHEITHIMH MEXCETEBBIMH SKPaHAMH, UCTIONB3YIOTCS BUPTyallbHBIE ajpeca.

e Ecmu [TAK pabotaer B pexxumax Co cTaTH4eCKOil TpaHCAAIUEH apecoB (CM.
«Hactpoiika pexxnma ,,Co cTaTudeckoil Tpancismnuei agpecor » Ha crp. 137) wm C
AUHAMHYECKOH TpaHcasiuueii agpecoB (cMm. «Hacrpoiika pexxnma ,,C THHAMUYECKOM
TpaHcIisIuei agpecos» Ha crp. 139), T.e. cTOUT 3a KaKUM-THO0 BHEIITHUM MEXCETEBBIM
9KPaHOM, TO:

o uns ca3u ¢ Knuentamu, paboratromumu B pexrMe be3 ncnosib3oBanust
MeJKCeTeBOT0 IKPaHa, T.c. He CTOSIINMH 32 KAKUMHU-THOO0 BHEITHUMU MEKCETEBBIMU
9KpaHaMHU, UCIIOJIb3YIOTCS pealIbHbIE aJpeca.

(e} I[Hﬂ CBsI3H C CCTEBBIMHU y3JIaMI/I, CTOALIMMHU 3a TEM K€ CaMbIM BHCITHUM MECXKCECTCBBIM
skpaHoM, uTo U [IAK (ux firewallip paBeH firewallip [IAK), ucrons3yrorcs
peanbHbIe ajapeca.

¢} I[J'IH CBs3U CO BCEMU JPYTMMU CECTCBBIMHU Yy3JIaMU UCIHOJIB3YIOTCA BUPTYAJIBHBIC aJipeca.

Bo Bcex onmmcaHHBIX BBIIIE CIydasx, KOTIa I JOCTYIA K CETEBOMY Y37y JOJDKEH
WCTIOTIb30BaThCsl BUPTYAIBHEIH agpec, IpH YCTAaHOBKE IS ATOTO y3Ja TapaMeTpa forcereal
(cMm. BBIIIIG) IS TOCTYTIA K HEMY BCET/Ia CTIONB3yeTCsl peabHbBIN apec.

OmnuncaHHbBIE BBIIIE TIPaBHUIa BUIMMOCTH CETEBBIX Y3JIOB 3alIOMHHATh, KaK MIPAaBUIIO, HE HYXKHO.
Texymmuii anpec 10CTyna K CETEBOMY y3IIy BCera 0ToOpakaeTcs B apaMeTpe accessip
COOTBETCTBYIOIICH CEKIIMU [id], U JII0ObIe 00pAaIIeHus 110 CETH K 3TOMY Y3Jy JOJIKHEI
HPOU3BOJUTHCS 110 ITOMY apecy.

Cekuums [adapter]

Cekluuu [adapter] OMUCHIBAIOT CETEBbIE aJIaNITEPhl, YCTAHOBICHHBIE HA KOMITBIOTEPE.
Kaxxmomy amantepy J0mKHA COOTBETCTBOBAThH CBOS CEKIUS [adapter]. Bee makeTsl Ha
ajianrtepax, He OMMCAHHBIX CEKIUSIMH [adapter], Onokupyrorcs. Eciau B daiine iplir.conf
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HEeT HU OJTHOM CEeKLUHU [adapter], TO YIPABIAIOMIUN 1EMOH IIPU CTApTE MOITYYaeT OT CUCTEMBI
CITMCOK aJIallTepOB U aBTOMAaTHUECKH CO3/1aeT CEKIIMU [adapter]. B kauecTBe mapameTpos
JAHHOM CEKLMH AOCTATOYHO YKa3aTh TOJBKO IapaMeTphl name M type (cM. Hmke). [lapamerp
ip YKa3bIBaTh HE 0053aTEIBHO, TAK KaK €ro 3HaueHue OyIeT MOJyYeHO OT CUCTEMBI IPH
3amrycke. B mporecce paboThI ypaBiIsFOni JeMOH IPOU3BOIUT ITEPHOIMIECKUN OMPOC
MIapaMeTPOB U3BECTHBIX €My aJallTEpOB C MHTEPBAIOM BPEMEHH, 3a1aBa€MbIM TapaMETPOM
ifcheck timeout ceKmmH [misc] (cM. «Ceknus [misc|» Ha ctp. 103). Ecniu oOHapyxuBaercs,
YTO a/lanTep ASaKTUBUPOBAH B CUCTEME, TO OH JCAKTUBUPYETCS U B IpaiiBepe CETEBOM 3aluThI
ViPNet. Ecnu agantep akTUBUpYETCsl HITH U3MEHSIETCS €T0 aJipec, TO YIPAaBISIONINN IEMOH
3arpy’aeT 3T U3MEHeHHs B apaiiBep. udopmanus 060 Bcex OMUCaHHBIX COOBITHAX
BBIBOJIUTCS] B CUCTEMHBIN JKypHaI.

B cexnmn [adapter] YKa3bIBAIOTCS CIEAYIOIIHE TapaMeTpPhL:

® name — CHCTEMHOE MMs ajanrtepa, Hanpumep, ethO, ppp0 u T.1.

Ecnu B cucteme 3aanbl Heckonbko [P-agpecoB Ha 01HOM aganTepe U NPUCYTCTBYIOT
OJTHO HMJTH HECKOJBbKO TiceBaoycTpoicTB (eth0:0, ethO:1 u T.11.), TO U yIIpaBISIFOIIEro
JeMOHa U JIpaiiBepa Bce OHU OyIyT MPEACTABIATh OAHO (PU3NUECKOE YCTPOMCTBO C
06a30BbIM uMeHeM (eth0).

e ip— IP-ampec amantepa.

OTOT mapaMeTp 3aroNHAEeTCs aBTOMaTHYECKH U PUCYTCTBYET TOJIBKO JIA
MHQOPMaIMOHHBIX Telei. st kaxkmoro agantepa MOXKeT OBITh HECKOJIBKO TapaMeTPOB ip
(HanpuMep, eclu Ha aJjanTepe UCIOIb3YIOTCS TOMOIHUTENbHBIC aipeca).

® type — Tum anantepa s ViPNet.

OTOT mapameTp MOXKHO YCTaHABIMBATh B OHO U3 3HAYCHUH: internal (BHYTPEHHUHN) WIH
external (BHemHMH). [lapameTp 3amomHsIETCS, UCXOMS U3 CIACAYIOIMICH JTOTUKH:

o Ecmu [TAK He cTouT 32 BHEITHUM MEKCETEBBIM dKpaHoM win 3a ViPNet-ipokcew, T.e.
pabotaet B pexumMe be3 nenosib30BaHus MeskceTeBOro 3kpana (cMm. «Hacrtpoiika
pexxnMa ,,be3 ucronp30BaHNs MEKCETEBOTO KpaHa‘“y» Ha cTp. 136), To TUIIBI BCeX
aJanTepoB AOJDKHBI OBITh YCTAHOBJIEHBI B internal.

o Ecmu [TAK crout 3a BHEIITHUM MEXKCETEBbIM FKpaHoM wiu 3a ViPNet-ipokcu, T.e.
paboTtaet B peXuMe, OTIIMYHOM OT pekuMa be3 HenoIb30BaHUsST MeKCEeTEBOT0
IKpaHa, TO TUII aJIanTepa, nocpeacTBoM koToporo [TAK Oynier CBA3BIBaTHCS C y3JI0M,
BBITIOJHSIOMIMM (DYHKITUH MEXKCETEBOTO 3KpaHa, YCTAHABIIUBAETCS B external, THUIIBI
OCTaJbHBIX aJalTePOB — B internal.

Kaxnomy amanrepy, onucaHHOMY CEKLIUEH [adapter], COOTBETCTBYET JONOTHUTENBHBIHN (haiin
KOH(i)I/II‘ypaHI/II/I, KOTOprfI HA3bIBACTCS iplir.conf-<name>, TA€ <name> — CUCTEMHOC UM
ajarnTepa, yKa3aHHOE B TIapaMeTpPe name €r0 CEKIMHU [adapter]. HacTpoiika sToro ¢aiina
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KOH(UTypanuu onucada Hmke (cM. «HacTpoiika mapamMeTpoB ceTeBhIX HHTep(eiicoB» Ha CT.
131).

Cekuyus [dynamic]

Cekuust [dynamic] COACPKUT MapaMeTpbl, HEOOXOAUMBIE 75l HACTPOHKH pexkuma C
AUHAMHWYeCKOH Tpancasimmeii agpecoB (cMm. «Hacrpoiika pexnma ,,C 1uHaMUYecKoi
TpaHcisen agpecos » Ha ctp. 139):

® dynamic proxy — BKIIOYEHHE WIH BEIKIIOUYeHHE peknMa C THHAMUYeCKOH
TpaHcasiueii agpecoB Ha [IAK. DToT mapaMeTp MOXKET IPUHUMATH 3HAYCHHUE on WUITH
off, YTO COOTBETCTBYET BKJIIOUCHUIO WU BBIKIIOUCHUIO JaHHOTO peskuma. [1o
YMOJIYaHUIO 3HaYCHUE NapameTpa of f. Onrcanue BIOOpa pas3IMyHbIX PEKUMOB JIJIS
CcOOCTBEHHOI'O y3J1a IPUBEJCHO B pazneie Hacrpoiika pexnmoB paboThl uepes
MeskceTeBoi axpan (Ha ¢tp. 136).

® firewallip — BHemHu# [P-angpec mocrymna k ITAK, paboraromemy B pexxnme C
AMHAMUYECKOI TpaHCc/IsiLMel agpecoB, CO CTOPOHBI APYTUX CETEBBIX Y3JI0B.

Buumanue! [Tapamerp firewallip onpeaenseTcs aBTOMaTHUECKH, PEJAKTUPOBATh

1\

P

€ro Bpy4HYIO He CIeayeT.

® port — IMOPT Ha3HAYCHUS, HA KOTOPBIN CIIEAYET MOChLIATh MAKETHI JJI1 COOCTBEHHOTO Y3I1a,
paboTaroiiero B pexxume C THHAMHYECKO TPAHCIASIHEH aIpecoB.

Buumanue! [Tapamerp port onpenensercss aBTOMaTHIECKH, PEAaKTHPOBATD €TO

/

P

BPYUYHYIO HE CIIEIlyeT.

® forward id— uaeHTudukatop KoopanHaropa, HaXosIIErocsi BO BHEIIHEH CETH U
WCIIOJIb3yEeMOT0 JIJIsl OPTaHU3aIMH BXOALINX COSUHEHNN COOCTBEHHBIM Y3JIOM,
paboraromum B pexkume C nuHaMuueckoii Tpancasinueii agpecos. MaeHtudukarop
3alUCHIBACTCS B IECTHAIATEPUIHOM (hopmate, IpH STOM INepe]] 3HAYCHUEM CTaBHTCS
npedukc 0x. OnrcaHrue YCTaHOBKH JJAHHOTO TIapaMeTpa IpUBEIeHO B pasene Hacrpoiika
pexnma «C IMHAMHYECKON TpaHCsuei aapecos» (Ha crp. 139).

® always_use_ server — BKIIOUYEHHE WM BBIKJIIOUEHHE PEXKHUMA, IPH KOTOPOM JI000H
TpavK ¢ BHEIIHUMHU y3J1aMH Hanpasisercs yepe3 KoopannaTtop, BEIOpaHHBIH B
napaMmeTrpe forward id JAHHOM CEKIIHH, T.€. BCE COEINHEHHS C APYTUMHU y3JIaMH Oy IyT
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MIPOUCXOANTH TOIBKO Yepe3 BHeMHu KoopanHaTop. DTOT mapaMeTp MOXKeT MPUHUMATh
3HA4YEHHE on WM of £. [lo ymMomuaHutio 3HaueHue napamerpa off. ONnrucaHue yCTaHOBKU
JIaHHOTO TIapameTpa puBeeHo B paznaene Hacrpoiika pexxuma «C auHaMAYeCcKO
TpaHcIsneit aapecos» (Ha crp. 139).

timeout — IEpUOA onpoca (B cekyHaax) Koopannaropa st odecrieueHns mpomycka
BXOJSIILIETO TpaduKa uepe3 MexxceTeBoi dkpaH. [1o ymonrdanuro 3HaueHue napamerpa 25
cekyHa. OnucaHne yCTaHOBKH JIaHHOTO TTapaMeTpa MPHUBEACHO B pasnene Hacrpoiika
pesknma «C THHAMUYECKOW TpaHCsuei aapecosy (Ha ctp. 139).

Cekuumsa [misc]

CCKHI/ISI [misc] COACPKUT PA3JIUYHBIC JOIIOJHUTCIbHBIC TIApaMETPhI:

packettype — (opmar mmdpoBaHHBIX TakeTOB. B kadecTBe (hopMaTa MakeToB MOTYT
OBITH BBIOPAHKI 4.0 WiK 4.1. [lo yMomuaHUIO ycTaHABIMBaeTCS opMar 4. 1.

YcraHoBKa mapameTpa packettype BIHSET TOJIBKO Ha (hOpMAT MAKETOB, MOCHIIIAEMBIX
JTAHHBIM CeTeBBIM y370M. DopMaT BXOAAIIMX TAKETOB ONPEAEIIEeTCS aBTOMAaTHUECKH, U
uX pacuipoBKa MPOU3BOIUTCS BHE 3aBUCUMOCTH OT YCTaHOBIICHHOTO 3HAYCHUS
napameTpa packettype. PekomeHayeTcs ycraHaBnuBath popMar 4 . 1, OJHAKO €CIIH
HEOOXOIUMO CBSI3BIBATHCS C y3JIaMU, HAa KOTOPBIX YCTaHOBIIEHBI cTapbie Bepcuu [10

ViPNet, He moanepskuBatomnme GopmMar 4.1, TO HEOOXOIUMO yCTaHOBUTH (DOPMAT ITAKETOB

4.0.

ciphertype — aJITOPUTM H_II/I(i)pOBaHI/IH T UCXOAAIUX MMAKETOB, aAPCCOBAHHBIX CECTCBBIM

y3nam ViPNet. [lapameTp MOKHO ycTaHaBIMBATh TOJIBKO B 3HAUYEHUE gost (MIMppoBaHuE
¢ nomotsto anroputma ['OCT).

IIpumeuanue. YcraHoBKa apamerpa ciphertype BIMSET TOJBKO Ha MIN(pPOBAHUE
ucxozsmero Tpaduka.

timediff — MAKCUMaJbHO JOMYCTHMAas Pa3HHUIIA BO BPEMEHH MEXIy CETEBBIMU Y3JIaMH.
N3 coobpaxennii 6e3omacHocTy ViPNet 3amperniaer mpoxoxeHre MakeToB OT CETEBOTO
y3J1a, €CJIM €0 BpeMs OTIMYAETCs] OT BPEMEHH COOCTBEHHOIO y371a 0oJiee, 4eM Ha YUCIIo
CeKyH]I, yKa3aHHOe B mmapameTpe timediff. [lo ymomdanuto ero 3nauenue pasuo 7200, To
ecTb ABa 4aca. [Ipu pabote ¢ y31aMu, HAXOAALIMMUCS B Pa3HBIX YACOBBIX MOSICAX, 3TO
3HAUEHUE CIIENYET YBEINIUTD.
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server pollinterval, client pollinterval — HAHTEPBAJbl BPEMCHH OIIpOCa
HEaKTHBHBIX CETEBBIX y3710B. CeTeBbIe y3IIbl MEPHOJNUYECKH OOMEHUBAIOTCS CITY>KEOHBIMH
MaKeTaMu, YTOObl UMETh HH(QOPMAIIHIO O TOM, paboTaeT KakoH-1100 y3em UM HeT.
KnuenTsl oOMeHuBaroTCs Takoi nHpopManueit Toiapko co ceouM KoopauHaropom —
Ceprepom [P-anpecos, a KoopnunaTopsl — Mesxy coboit. [apamerp

server pollinterval OTBEYaeT 3a HHTEpBal onpoca KoopanHaTopoB co CTOPOHBI
JaHHoro y3na. [lapameTp client pollinterval OTBEUYaeT 3a MHTEPBAJ OMPOCA TAHHOTO
y31a co cropoHsl Kimentos, BeiOpaBmmx ero B kadectse CepBepa IP-anpecos, u
CO00IIaeTcs UM B KaX/I0M ceaHce padoTel. Eciu oT kakoro-nnbo y3na, KOTOPBIA JOKEH
00MEHMBATHCSI TAKUMH IIAKETAMH C IAHHBIM Y3JI0M, HE ObUIO MOJy4EHO HUKAKUX
CIIy’K€OHBIX ITaKETOB B TEUCHUE BPEMEHH, YKa3aHHOTO B COOTBETCTBYIOIIEM ITapaMeTpe
pollinterval, TO B aIpeC TAKOTO y3J1a MOCBIIACTCS CIEIMATbHbINA MaKeT, Ha KOTOPBIN
JOJDKCH IMPUATHU OTBECT. Ecnu oTBeT He MIPpUXOJUT, TO Y3€JI CHUTACTCA BBIKIIFIOYCHHBIM.
3HayeHHe apaMeTpoB yKa3bIBA€TCs B CEKYHaX U 110 YMOJIYaHUIO ycTaHaBiauBaeTcs B 900
cexyHn (15 munyT) mns KoopnuHaTopoB (server pollinterval) u 300 cexynz (5
MUHYT) 10151 KineHToB (client pollinterval). YCTaHOBKA MapaMETPOB B MEHBIIIHE
3HAaYEHU ITO3BOJIAT OOJIEe OTIEPATHBHO OIPENEISITh HEPaOOTOCTIOCOOHOCTH y3I1a, HO
MOBBICUT 00BEM CITy’keOHOTO Tpadrka, 1 Ha000POT.

iparponly — BKJIIFOUEHHUE WM BBIKIIOYCHUE OJIOKUPOBKHU MAKETOB, HE MpUHAIekKaIux [P-
npotokoiy. ViPNet npenHazHadeH i aHanm3a makeros [P 1 mo ymon4aHuio mpormyckaet
BCC MAaKCThI APYTUX MMPOTOKOJIOB, YTO COOTBETCTBYCT YCTAHOBKE ITapaMeETpa iparponly B
3HaueHHe off. ECIM yCTaHOBUTH 3TOT MapaMeTp B 3HaUeHHE on, TO ViPNet Oyner
OJIOKMPOBAaTh MAKETHI BCeX MPOTOKOIOB, kpome [P, ARP 1 RARP. [lakeTs! mpoTOKOIOB
ARP u RARP mpormryckatorcst Bcerja, MOCKOIBKY WX MPOXOKACHUE HEOOXOAUMO IS
yCIemHoro (PyHKIMOHUPOBaHUs NpoTokoa IP.

ifcheck timeout — HHTEpBaJ OIpoca (B CEKYHAaxX) IapaMeTpoB aJalTepoB, U3BECTHBIX
ynpasisitorieMy aeMony. [lo ymonanuto 3HaueHne naHHoro napamerpa 30 cekyHz.

warnoldautosave — BKJIIFOUCHHUE WIN BBIKIIFOUYCHUE MTPEAYIIPEKACHUA O HATMYUU CTapbIX
aBTOCOXpaHEeHHBIX KoHpurypanuii ViPNet (cMm. «Paborta ¢ konduryparmmsvu ViPNet» Ha
ctp. 175). MoxxeT npruHUMATh 3HAYEHHE on WK of £. Eciu 3HaueHNe mapaMerpa on, TO
NIPY CTapTe YIPAaBJISIFOIIETO JeMOHA OYIyT BbIABATHCS TPEAYNPEKACHUS O HATHUNH
ABTOMATHYECKH COXpaHEHHBIX KOHPUTYpallnii, 1aTa cCOXpaHEeHHUsSI KOTOPHIX MEHBIIIE
TeKyIeil naTel 0ojee ueM Ha OJJMH MECSIIL.

ipforwarding — yIpasieHue BKiIoueHueM [P-gopsapannra B cucteme. Moxer
NPUHUMATH CIIEIyOLIe 3HAUCHUS:

o on — NPUHYIUTEIHHO BKIOYATh [P-popBapauHr npu cTapTe ynpapisIoniero JeMOHa;

o off — IPUHYJMTENBHO BHIKIIIOYATh [P-(hopBapauHT Npu cTapTe ynpasisiomero
JIEMOHA,;

o system — HE U3MEHITH HACTPOIKH (popBapaUHTa IIPH CTAPTE YIPABISIIOMIETO JEMOHA.
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IIpumeuanue. PekoMeHyeTCs BBICTABILATE 3HAUYCHUE on, TaK KaK IPH OTKIIOYSHHOM
F q ¢dopBapauare He OymeT padboTaTs MPOKCHPOBAHNE U TYHHEIHPOBaHKE. 3HAYCHHUS of £ U
system PEKOMEHYEeTCsl HCIIOJIb30BaTh TOJIBKO IPH OTIAJIKE.

® nmssdecrease — YHCIIO OalT, Ha KOTOpoe OyZeT yMeHblIeH napamerp MSS
(MakcHMaIbHBIN pa3Mep cermenTa) npotokona TCP s nckimodeHns GparMeHTaum
mmdpoBaHHbix ViPNet-makeroB. 3HaueHue o yMom4aHuio 0. B ciryuae, eciu npoBepka
COCIMHEHHsSI MEXY y37aMu (ping) WK TYHHENHPYEMBIMH PECypcaMy MPOXOAHUT
HopManbHO, HO TCP-coenHEeHNs HE yCTaHAaBIUBAIOTCA, TO, CKOPEE BCETO, IO MYTH
CJICZIOBAHMSI TAKETOB HA KAKUX-TO YCTPOUCTBAX MPOU3BOAUTCS (hparMeHTaIHs TAKSTOB U
ux OJOKUpOBKa. [[11g ycTpaHeHHsI TAKUX MPOOIEM PEKOMEHTyeTCsl yMEHBIINTh 3HAYCHUE
MSS, nanpumep, Ha 20-40. YMeHnsbiienue napamerpa MSS 1octaToO4YHO TPOU3BECTH
TOJILKO C OAHOM cTopoHbl. JlaHHast HacTpoiika Ha KoopauHaTope oOecrieunBaeT
paboToCTIOCOOHOCTE KaK ISl Y3JI0B, B3aUMOACHCTBYIOMNX ¢ KoopauHaTopom, Tak v AJist
TYHHEJIMPYEMBIX YCTPOUCTB, cTOSIMMX 3a HUM. Hactpoiika Ha KoopaunaTtope He
JICVCTBYET Ha y3JIbl, CTOSALIME 3a HUM. JlJIs TaKKX y3J10B AaHHBIN IapaMeTp CleayeT
HN3MCHATH HETIOCPCACTBCHHO HAa CaMUX 3THUX y3JIaX WJIM Ha APYTUX Yy3J1aX,
B3aUMOJICHCTBYIOLINX C HUMHU.

,‘ Buumanue! MensaTh napaMeTp mssdecrease 0e3 KpaiiHel HCOOXOIUMOCTH HE
Cllenyer.

Cekuumsn [servers]

Cekuus [servers] coaepxkut cnucok Koopaunatopos, uzBectHoix [TIAK. B stoii cexunu
MIPUCYTCTBYIOT CIIEAYIOIIUE ITapaMeTphl:

® server — ONMCHIBAET OJIMH U3 U3BeCTHBIX KoopamHaTopoB. 3HaU€HHUEM Ka)KJJOTO TAKOTO
napameTpa SIBJISIETCS] CTPOKa, TJIe Yepes 3aIsTyI0 YKa3aHbl HISHTU(HHUKATOP 3TOTO
Koopaunaropa u ero umsi. MeHATh 3TH TapaMeTpbl HE PEKOMEHAYETCH.

Cekumsa [channels]

Cek1ust [channels] ONpEAENSET CIIMCOK allbTePHATUBHBIX KaHAJIOB JocTymna K ViPNet-
KOOPJMHATOPaM CO CTOPOHBI JAHHOTO Y3712, & TaKKe perucTparuo rpynn KoopauHatopos aiis
paboThI Uepe3 albTepHATUBHBIC KaHAIbI (cM. «HacTpoiika paboTsl ¢ yj1aneHHbIM
Koopaunatopowm uepe3 (hMKCUPOBAHHBIN abTEpPHATUBHBIN KaHal» Ha cTp. 142). Cexus
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[channels] SBJISIETCS HEOOS3aTCIILHOM, €CIIM OHA HE 3a/IaHa, TO CUUTACTCS, YTO HU OJTUH KaHaJ
He onpeneneH. Eciu cekims [channels] IPUCYTCTBYET, HO B HEH HET HH OJIHOTO MapaMeTpa
channel, TO CEKIMS aBTOMATUYECKHU yAamseTcs. JlaHHas CeKIUs MOXKET COJIEPKATh OJMH HITH
HECKOJIKO TTApaMETPOB channel. 3HAYCHHE MTApaMETPa channel JTOJKHO UMETh CIICTYFOIINAN
dbopmar:

<uMs kaHajia>, <CIOMCOK I'PyIIl y3JI0B, padoTalmMx uYepes 3TOT KaHal,
pPasOesyIeHHEIX 3allsdThIMMU>

Nms xanana sBisieTcs ero YHUKaIbHBIM HAeHTU(UKaTopoM. IMeHa rpymm y3110B
onpeaensaorces B cekiuiax [id] (em. «Cexnwst [id]» ma ctp. 90). [Ipumep 3ananus mapaMeTpoB B
3TOU CEKIIUU:

[channels]
channel= LocalNet, WorkDepartmentGroup, OtherGroup
channel= ReservLocalNet

channel= Internet, SalesDepartmentGroup

HNmenem kaHaiia MOXKeET OBITh IPOM3BOJIBLHAS CTPOKA, COCTOSIIAS U3 CHMBOJIOB JIATHHCKOTO
andasuTa, UPp U 3HAKOB JieUC, MOTUYSPKUBAHUEC U TOUKA. B MMeHU KaHalla YU THIBACTCS
PETUCTP CUMBOJIOB. YKa3aHUE CIMCKA UMEH TPYII ITOCJIC UMEHH KaHajia SIBJISCTCS
HEOoO0s13aTeIbHBIM.

OmmbkaMu 71t KOHPUTYpAIUH CEKIUU [channels] SBISIOTCS CEXyIOIINE:

e Jlns kakoro-nu0o mapamerpa channel yka3aHa rpyIia, KOTopas HE 3aJlaHa HU B OJTHOH
CeKIUH [id].

L4 I[J'ISI ABYX WA Ooiee mapaMeETpoOB channel 3aJaHbl OJUHAKOBBIC HMEHA I'PYIIII, T.C. IpynIa
Y3JI0B HE MOXKCET OJHOBPEMCHHO OBITh 3apeTrUCTprUpOBaHa JIs1 HCCKOJIbKUX KaHAJIOB.

e Jlns nByx wim 00Jiee mapaMeTpoOB channel 3a/iaHbl OJIMHAKOBBIC UMEHA KAHAJIOB,

Jloruka BeIOOpa paboTHI ¢ yaaneHHbIM KoopanHaTopoM depe3 3aaHHbIi KaHaj MoApoOHO
omnmcana Hwke (cM. «Hactpoiika paboTsl ¢ yaanenasiM Koopauaatopom depes
(UKCHPOBAHHBIN AbTEPHATUBHBIN KaHa » Ha cTp. 142).

Cekuumsn [service]

Cekmus [service] ONpeaeNseT OJUH U3 cepBUCOB. CepBHC — 3TO IMEHOBaHHAsI COBOKYITHOCTb
(GUIBTPOB, KOTOPHIE 3aTEM PUMEHSIIOTCS JUIS KAKUX-THO0 CETEBBIX Y3JIOB KaK €IHOE 1EJI0E,
MyTeM yKa3aHMs apaMmerpa filterservice (cM. «Cexuus [id]» Ha ctp. 90). B daiine
KOH(UTYpaLul MOKET OBITh CKOJIBKO YTOJTHO CEKIMH [service]. PekoMeHyercs, 4ToObl OHU
NPEAECTBOBAIH JIIOOBIM APYTHM CEKLHUAM; 10 KpalfHel Mepe, OHU JA0JDKHBI OBITH ONpEIeNeHbI
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paHblile, 4eM OyayT UCIIOJIL30BaThCs B MapaMeTpax filterservice. [locie cTtapra
VIPABIISAIONIECTO JIEMOHA BCE ONPEEIICHHS CEPBUCOB aBTOMATHYECKHU MIOMEIIAIOTCSl B HAYAII0
datina.

Cekuus [service] MOXET COACPIKATH CICAYIOIINEC MapaMETPhI:

® name — UMJ cepBHca. MM MOXKET BKITIOYATh JTATUHCKHE OYKBBI, HU(PHI, a TAKKE 3HAKU
TUPE Y IOTYCPKUBAHUS. DTOT IMapamMeTp 00A3aTeNIbHO JOHKECH PUCYTCTBOBATh, IIPH STOM
UM CEpBHUCA JIOJDKHO OBITh YHUKAIBHBIM B Mpejieax JaHHOTo (aiina KoHPUTrypamnuu.

® parent — MMS CEpBHCA, HACIEAHUKOM KOTOPOTO SBJISIETCS JaHHBIN cepBUC. JlaHHbIN
napaMmeTp HeoOs3aTenpHbIN. Ecny oH yKa3aH, TO €ero 3Ha4eHHeM JOJKHO OBITh JTHOO WMST
CTaHIAPTHOTO CEpBHUCA (CM. HIXKE), THOO UMS CEPBHUCA, ONPEAEIICHHOTO BBIIIIE B TOM JKE
¢aitne koHpUryparun. CepBUC-TIOTOMOK UMEET BCe PUIBTPHI, ONpeeIeHHbIE IS €T0
POIIUTENS, TOTIOTHUTEIBHO K KOTOPBIM MOYKHO OIIPENIENATh J0OaBOYHBIE (PHITBTPHI.
VY nanare kakue-noo GUIBTPHI POOUTENS B CEPBUCE-TIOTOMKE Hellb3sl. BoaMokHO
yKazaHHe HECKOJIBKUX POJIUTENIEH, B ’TOM CIIydae IOTOMOK HACIIEAyeT BCe UX (PHIBTPHI.
CepBHUC-TIOTOMOK MOXHO HCTIOIB30BATh KaK POJIUTENLCKUAN ISl IPYTUX CEPBHUCOB, IPH
5TOM MOTOMOK ITOJTyYaeT BCIO MEMOYKY (PHIBTPOB, YHACICOBAHHYIO €T0 POTUTEISIMHU.
I'myOuHa BIIO’KEHHOCTH HUKAaK HE OrpaHUYHNBAETCS.

® filtertcp, filterudp, filtericmp— COBOKYITHOCTH (DUIBTPOB, KOTOPBIC OYyAET
coepxKaTh NaHHBIN cepBUC. CUHTAKCUC ATUX MAPaMETPOB TAKOH JKe, KaK U
COOTBETCTBYIOIIUX MapaMeTpoB B cekiuu [1d] (cM. «Cexius [id]» Ha cTp. 90), ¢ Tem
OTJIIMYHMEM, YTO B CEKLIUH [service] Y 3TUX ApaMETPOB HE YKa3bIBACTCS TPEThS 4ACTh,
OMMCBHIBAIOIIAS ACHCTBUE C MAKETAMHU — pass WM drop. DTa 9aCTh IPOCTO OCTABIISIETCS
IIyCTOM, ¥ IIPH YKA3aHUM JJAHHOT'O CEPBUCA B filterservice NPUHUMAET TO 3HAUECHUE,
KOTOpOE YKa3aHo B filterservice.

IIpumep onucanus cepsBuca:
[service]
name= http
filtertcp= 1024-65535, 80, , send

filtertcp= 80, 1024-65535, , recv
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Cekums [virtualip]

Cekuus [virtualip] COAEPHUT yCTAHOBKH BHUPTYAJIbHBIX afApecoB (cM. «O0mIne mpuHIUIIBI

Ha3zHAYeHUS BUPTYaIbHBIX agpecoBy Ha cTp. 109). B Hell mpUCyTCTBYIOT clieayromune

napamMceTphbl:

startvirtualip — CTapPTOBBIN aJIpec I TeHepaIiy 0a30BBIX BUPTYATBHBIX aPECOB.
[Tpu cMeHe monb30BaTeNeM MmapaMeTpa startvirtualip Ha3HAYEHUE BCEX 0A30BBIX
BHUPTYaAJIBHBIX aIpECOB ITPOU3BOAMUTCS 3aHOBO, KaK MPH HAYaJIbHOM (hOpMUPOBAHUHT
¢aitnoB koruUryparmu. Kpome Toro, mpon3BoAnTCS Ha3HAUYEHHE BUPTYAIbHBIX aPECOB B
nmapaMeTpax ip JJIA Y3JI0B C secondaryvirtual= on.

maxvirtualip — MAaKCHUMAJBHBIN aapec s TeHepanny 6a30BbIX BUPTYAIbHBIX aIpeCcOB.

JlaHHBIN mapaMeTp UCTIONIBb3YETCs ISl OrPaHUYCHUS JIMana3oHa Ha3HaYaeMbIX 0a30BbIX
BUPTYaJIbHBIX aapecoB. [1o yMOIUaHMIO MapaMeTp maxvirtualip COOTBETCTBYET
MaKCHMaJbHO BO3MOKHOMY a/IpECy, TO €CTh aJpecy, y KOTOPOTo JBa CTapIINX OKTETa
COBIAJAOT C TUMH K€ OKTETAMU CTapTOBOI'O aJipeca startvirtualip, a B MIAALINX
OKTeTa paBHHI 254. 3HaUeHHUE M0 YMOIYaHUIO MOKHO U3MEHUTH B CTOPOHY YMEHBIIICHHUS,
TP ATOM HEOOXOJMMO CIIEIUTH 32 TEM, YTOOBI 3HAUCHHUE IMapaMeTpa maxvirtualip OBLIO
OoutpIle, 4YeM 3HaUYeHHeE MapameTpa endvirtualip.

[pumeyanue. [Tapamerp maxvirtual ip moanep>KUBaeTCs, HAUWHAS ¢ Bepcuu 2.4.
[Ipu oOHOBNCHMH OO0Jiee paHHEH BEPCHH Ha BepCHIO 2.4 WK 00Jiee MO3IHIOI BEPCHUIO B
CEeKIUI0 [virtualip] aBTOMaTHYECKU H0OABIISIETCS napaMeTp maxvirtualip co
3HAYECHUEM I10 YMOIYAHUIO.

endvirtualip — CIly’)kKeOHBIH ITapaMeTp, B KOTOPOM XPaHUTCS CIEAYIONIHA 32 MTOCIETHUM
Ha3HAYEHHBIM 0a30BBIA BUPTYaAIbHBIN ajpec. JJaHHBIN mapaMeTp UCTIONb3yeTCsl B KAaYeCTBE
TOYKH OTCUCTA IPHU MMOUCKE U HA3HAUCHUN 0a30BBIX BUPTYAJIbHBIX aAPCCOB I HOBBIX
Y3J10B. HpI/I Ha3Ha4YeHUH 0a30BBIX BUPTYAJIbHBIX a/IpECOB CHavaJia MPOMU3BOAUTCS IMTOUCK
IIEPBOIO CBOGO,Z[HOFO aJipeca B AUANA30HE OT endvirtualip IO maxvirtualip. Ecnu B
3TOM AHAaIla30HE CBO60,I[HLIX aZIpeCoOB HET, TO MPOU3BOAUTCS ITOUCK B JHUAIIA30HE OT

startvirtualip A0 endvirtualip.

,‘ Buumanue! MensTs napamerp endvirtualip 6e3 kpaiiHeil HeoOxoaumMocTH He
clenyeT, 0COOEHHO B CTOPOHY YBEIHYCHHS.

startvirtualiphash — CIIy’)KeOHBIN TTapamMeTp.
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Buumanue! MensaTs mapameTp startvirtualiphash 0e3 KpaifHel HEOOXOTUMOCTH
/J\  He cIeyerT, 32 UCKIIOYEHUEM TOHKOM HACTPOMKY C IeNbIo MepeHa3HAYeHHUs
BUPTYAJIBHBIX apecoB y3IIoB (cM. «PydHOE NepeHa3HaueHNne BUPTYaIbHBIX apecoB
y370B» Ha cTp. 111).

.-

Cekuums [debug]

Cekmus [debug] ONpeneNseT mapaMeTphbl BeACHHs )KypHaIa YCTPaHSHNS HETOJIaI0K
yIpasisoniero qeMona (eM. «Kypuaiel yerpanenus nenonanok [10 ViPNet» Ha ctp. 213).
OHa coiepKUT CIEAYIONIHE TapaMeTphl:

® debuglevel — YPOBEHb MPOTOKOIHPOBAHUSA, YACIO OT -1 10 5. [l mogudukammii [TAK ¢
JKECTKUM JucKkoM 3HaueHue 1o ymomdanuto 3. [l [TAK ViPNet Coordinator HW 100
0a3oBoii KoOHUTyparuu (0e3 )KeCTKOTO TUCKA) 3HAYSHHE IO YMOTJaHUIo -1. 3HaueHne
napameTpa -1 OTK/IIouaeT BeACHHUE KypHaa.

® debuglogfile —MECTO XpaHCHUA XXypHaAIa, 3aTaHHOC B BUJC syslog:<facility.level>.
ITo YMOJIYaHHUI0 3HAYCHUC IMapaMeTpa YCTAaHABIUBACTCA B syslog:daemon.debug.

O6Lwue NpUHLUMNbI Ha3Ha4YeHUs BUPTYaJibHbIX afpPecoB

BupTtyanbHble ajipeca UCIOIb3YIOTCS JJIsl CETEBBIX Y3JI0B, HAXOAIIMXCS 3a BHELIHUM
MEKCETEBBIM SKpaHoM. Heo0X0o1MMOCTh HCIIOb30BaHNS BUPTYalIbHBIX aipecoB 00ycIoBIeHa
TEM, YTO Y3JIbI, CTOANIUEC 3a pa3HbIMU MCKCETEBBIMUA DKpaHaM, MOT'YT UMETH OAMHAKOBBIC
aZpeca B CBOMX YaCTHBIX CETAX, U IMPU UCITOJIB30BAHUHN UX PCAJIBHBIX aAPCCOB IIPU o6pau1eH1/H/1
K HUM BO3HUKaJIa 6[)1 HCOAHO3HAYHOCTb. I[JISI Y3JI0B, HC HAXOAAIIUXCA 3a BHCIITHUM
MEKCETEBbIM dKpaHOM, BUPTYyaJbHBIE a/ipeca HE HCIIONIb3YIOTCS, HO BCE PABHO 33 KaXIbIM
Y37I0M 3aKperieH CBOW BHPTYalbHEIN aapec. Mckimouenue cocrapisitor KoopauHaTopsl,
paboraromiue B pexxume be3 nenoab3oBanus MexkceTeBOro 3kpana (cM. «PesxxnMbl paboThl
[TO ViPNet gepes MeskceTeBoi dKpany Ha cTp. 23).

UYeTsIpe okTETa, cocTaBisitomue [P-aapec, UCob3yrOTCs P HA3HAYEHUN BUPTYaJIbHBIX
a/IpecoB CIeIyIOIUM 00pa3oM:

e  Crapumii OKTET BceX BUPTYaIbHBIX aJpeCOB UMEET OAMHAKOBOE 3HAUYEHUE,
COOTBETCTBYIOLIEE CTAPIIEMY OKTETY Ha4aJIbHOTO BUPTYAIBHOI'O ajipeca startvirtualip,
33JaHHOI'0 aJIMUHHCTPATOPOM.

e JlBa MITaIIMX OKTETAa XapaKTEPU3YyIOT ceTeBOo y3es. OHM OIMHAKOBHI IS BCEX
BUPTYAJIbHBIX aIPECOB JAHHOI'O CETEBOTO Y3J1a, U Pa3JIMYHbI JUIsl BUPTyallbHBIX aJIpECOB,
MIPUHAJIEKAIIMX PA3HBIM CETEBBIM y3J1aM.
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e BTopoli 0 CTapIIMHCTBY (ClE€Ba) OKTET XapaKTEpU3yeT OANH U3 PEATbHBIX aJJpecoB
CETEBOIO y3IIa.

Jpyrumu ciioBamu, IIpH IMPOXOJIE 1T0 CETEBBIM y3JaM MEHSETCs CHadalla MIIQAIINI OKTET, 3aTeM
ciemyromuii 3a HUM (BTopoi ciipaa). [Ipu mpoxoie Mo peasbHBIM apecaM OJTHOTO CETEBOTO
y371a MEHSETCS BTOPOH ciieBa okTeT. CTapIinii OKTET B 000MX CIIydasx OCTaeTCs HEM3MEHHBIM.

IIpumeuyanue. HazHaueHne BUPTyaIbHBIX apecoB JUIsl KaX10ro peansHoro IP-anpeca
y3J1a OCYIIECTBIISIETCS TOIBKO IIPY HAIMYMH Y CETEBOTO y3JIa TapaMeTpa

m secondaryvirtual= on (cM. «Cexnus [id]» Ha ctp. 90). B mpoTuBHOM Cirydae
pabora ¢ y3110M OCYLIECTBIISIETCS TOJIBKO C UCTIOIB30BaHHEM 0a30BOr0 BUPTYaIbHOTO
azpeca.

BupTtyansHslii agpec ceTeBoro y3na, B KOTOpOM BTOPOIl clieBa OKTET paBEH BTOPOMY cCiieBa
OKTETy HauyaJIbHOTO BUPTYAJILHOTO aJIpeca startvirtualip, HA3bIBAETCS Oa30BBIM
BUPTYaJIbHBIM aIPECOM virtualip CETEBOIO y37a. ba3oBblil BUPTYyaIbHBIH agpec ABISIETCS
TOYKOH OTCYETA IIPHU HA3HAYCHUH BUPTYAJIbHBIX aAPECOB I KAXKIOr0 U3 peabHbIX aJpecoB
y3Ia.

OcrajbHble BUPTYalbHbIE aipeca CETEBOI0 Y371a, XapaKTEePU3YIOILUE KaXKAbIH U3 peasIbHBIX
aJIPecoB y371a, Ha3bIBAIOTCS BTOPUYHBIMH BUPTYaJIbHBIMU apecaMy WIH AJISl IPOCTOTHI —
BUPTYQJIbHBIMU aJJpeCaMU, U YKa3bIBAIOTCS B TApaMETpPe ip Uepe3 3aIsATyIo Mocie pealbHOro
aapeca. OIUH U3 BUPTYAIbHBIX aJpECcOB y37a MOKET COBIIAAATh ¢ Oa30BBIM BUPTYAIbHBIM
aZipecoM, 4To MPAaKTUIECKHU Bcerna OyeT B cilyyae, €Ciii y3ell HIMEET OJIMH pealbHbIi aapec.

Kak y>ke roBopmiioch BbIlIe, TEKYIINH apec TOCTYIa K CETEBOMY Y3JIy OIpeaesnseTcs
ABTOMATHUYECKH U COJIEPKUTCS B MAPAMETPE accessip. ECM B JaHHBI MOMEHT y3€J BUJIEH TI0
BUPTYaJIbHOMY a/IpeCy, TO €ro aipecoM JIOCTYIa CUUTaeTcs 1100 0a30BbIl BUPTYyalbHBIH ajpec,
0o (B ciaydae, Korja secondaryvirtual= on) BTOPUYHBIA BUPTYalbHBINA aapec,
COOTBETCTBYIOIIHI IEPBOMY B CITUCKE PEATTLHOMY.

Bropuynble BUpTyaabHBIE aipeca MOTYT UCIIOIB30BaThCS, €CIIH HYKHO 0OpaTUTHCS K
KOHKPETHOMY PEabHOMY aJpecy JaHHOTO CETEBOI0 y3Jia, KOTOPBIM BUJICH 10 BUPTYAIbHBIM
azipecam, a He K y31y BooOmie. Takass HE0OX0JUMOCTh MOKET BOSHUKHYTh, HAIIPUMEp, €CJIN Ha
JTAHHOM CETEBOM Y3JIe paboTaeT MPUIIOKEHNE, KOTOPOE OKUIAET CETEBBIE 3aIIPOCHI TOJILKO Ha
OJTHOM M3 aJpecoB. B Takux ciiydasx HY»KHO YKa3bIBaTh MAPAMETP secondaryvirtual= on. B
OOJBIIMHCTBE CITy4aeB JUist OOPAICHHUsS K CETEBOMY Y31y JOCTATOYHO OJJHOTO BUPTYaIbHOTO
anpeca (6a30BOT0), ¥ yKa3bIBaTh MapaMeTp secondaryvirtual CIEAYET JIUIIL TOT/IA, KOT/IA
aJMUHHUCTPATOP y3JIa 4YeTKO IIOHUMAET, JJI 4er0 3TO HYXKHO.
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IIpn 0OHOBIEHHAX aIPECHBIX CIPABOYHHUKOB, a TAK)KE H3MEHEHHUAX B CITMCKE PEaTbHBIX apecoB
JUTSL KAKOTO-THOO Y314, CETEBBIE Y3IIBI COXPAHSAIOT CBOM BUPTYAJIbHEIE apeca, a BHOBb
nmoOaBleHHbIE Y376l M peanibHbie [P-ampeca momy4yaroT HOBbIE CBOOOIHEIE BUPTYaIbHBIE aapeca.

PyuyHoe nepeHa3HaueHue BUpPTyasibHbIX afApecoB y3/10B

B cranpapTHOM pexxume padOTh! YIIPABIIONIUI JEMOH aBTOMaTUIECKH Ha3HaYaeT
BUPTyaJIbHBIE afgpeca (cM. «O01Ire MpUHINITEI Ha3HAYeHNsT BUPTYaIbHBIX aJpecoB) Ha CTP.
109) HOBBIM CeTeBBIM y371aM, 100aBICHHBIM B CBSI3H. [Ipn 3TOM BHpPTyalbHBIC afpeca Ui yKe
CYLIECTBYIOLINX Y3JI0B HE U3MEHAIOTCA. B cimydae ynaneHus y3na u3 cBsi3ell COOTBETCTBYIOIIUI
BUPTYaJIbHBIM apec OCTAETCSI HEUCIIONb3YEMbIM, U 00pa3yeTcs «IblpKa» B TEKYILEeM JHAaIla30He
BUPTYaJIbHBIX a{pecoB. B HEKOTOPBIX Clydasx JaHHBIM aJITOPUTM SIBIsETCS HEI(P(HEKTUBHBIM,
HalpHuMep, €CIIM He00XO0AUMO B CHIIy ONPEAETICHHBIX IPUYHMH HCIIONb30BATh OrPAaHUYCHHBIN
JMana3oH BUPTYaJbHBIX aIpecoB. B TakoM ciydae aqMUHUCTPATOPy HEOOXOIUM MEXaHHU3M,
KOTOPBIH MO3BOJIUT MPOU3BECTH IIOBTOPHOE HA3HAUCHHUE BUPTYAIBHBIX aJPECOB y3JIaM C
3aIllOJTHEHUEM «IBIPOK», 00pa30BaBIINXCS paHee NP YAAJICHUU CBA3EH C y3IIaMH.

I[HSI IMOBTOPHOT'O Ha3HAYCHUA BUPTYAJIbHBIX aAPCCOB Y3JI0B MOXXHO MCIIOJIB30BATh IapaMeTp
startvirtualiphash (cM. «Cexrus [virtualip|» Ha ctp. 108), KOTOPBIH COAEPKUT X1
CTapTOBOI'0 BUPTYAJILHOTO ajipeca (mapaMeTp startvirtualip). C TOMOIIBIO JAHHOTO
napaMeTpa yrnpasJsIFOIIUN JIEMOH MPHU CTAPTe ONMPeACsIeT, ObUT I U3MEHEH CTapTOBBIN
BUPTYaJbHBIH aJIpec, ¥ B CIIy4yae, €Clid CTApTOBbI BUPTYAIbHBIN afipec ObLT H3MEHEH,
MPOU3BOJMT NIEpeHAa3HAYCHUE BUPTYaJIbHBIX aIpecoB ISl BCeX y3710B. UToOBI MTOBTOPHO
NepeHa3HaYuTh BUPTYAIbHBIC apeca 0e3 H3MEHEHHS CTAPTOBOI0 BUPTYAIBLHOIO aJipeca,
HEOOXOIMMO OCTAHOBHTH YIPABISIONIUHA JEMOH U YIATHTh CTPOKY, COACPIKAIIYIO TapaMeTp
startvirtualiphash, a TIOCJIE€ 3TOTO CHOBA 3aITyCTUTh YIPABIISIONINI JIeMOH. B aTOM ciydae
HpOH?,OﬁI[CT MEPEHA3HAUCHNE BUPTYAJIbHBIX aJpECOB I BCEX CETCBLIX Y3JI0B, HAUYWHAA C
ajipeca, yka3aHHOTO B IapaMeTpe startvirtualip. [Ipu 3TOM Bce 0Opa3oBaBIuecs paHee
«IBIPKH» OYTYT 3aIMOTHEHBI.
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Hactpoiika npaBui 00padOTKU
OTKPHBITHIX IP-makeToB

IIpaBuna 06pabOTKH OTKPHITHIX (Hemm(ppoBaHHEIX) IP-makeToB comepkarcs B (aiine

firewall.conf.

[TpaBuna 00pabOTKH BKIIOYAIOT B ce0sl IpaBuila aHTUCTTY(BUHTa, TpaBuia GuasTpanuu [P-
NaKeTOB M MpaBHJIa TPaHCISIMHU agpecoB. [lomumo npasmi, B daiiie firewall.conf
cofiepKatcs CiIy>KeOHbIe TapaMeTpbl MEKCETEBOT0 IKPaHa.

@aiin firewall.conf COCTOUT U3 CIEAYIOLIUX CEKIUI:
® [antispoof] — IpaBHUjIa aHTUCIY(UHTA;
® [local] — mpaBwia GUIBTPAIMHA JOKAIHHBIX [P-1akeToB;
® [broadcast] — IIpaBuia QUIBTPALMH IHPOKOBELIATENbHBIX [P-1akeToB;
® [forward] — IpaBuia QUIBTPALUH TPaH3UTHEIX [P-niakeToB;
® [tunnel] — mpaBuia GUIBTPAUK TYHHETUPYEeMbIX [P-mmakeToB;
® [nat] — IpaBWia TPAHCIALMH aAPECOB;

L4 [settings] — CJIy)Ke6HLIe mapaMeTpbl MEKCETEBOI'O SKpaHa.

B kadecTBe 3HaYCHUI HEKOTOPHIX MAPAMETPOB B (aiisie firewall.conf MOTYT OBITh YKa3aHBI
CIIEIyIOIINE BBIPAKEHUS:

e Jluama3ou agpecoB — 1Ba [P-aapeca, pazgenenusie neducom. [lpu 3amannn quamnasona
BTOPO¥ ajjpec (KOHEI uana3oHa) J0JDKeH ObITh OOJIbIIe, YeM TEePBBINA aapec (Hayaio
nuana3ona). /lnamna3oH ajpecoB BKIIIOYAET B ce0sl Bce ajpeca, JexKarine MexX Iy HadalloM U
KOHILIOM JMAalla30Ha, a TAK)KE Ha4ya0 ¥ KOHEL Juara3oHa.

Hampumep: 192.168.1.1-192.168.1.10.

e Jlnana3zoH HAeHTH(PUKATOPOB — 1Ba 32-OMTHBIX UACHTU(PHUKATOPA CETEBBIX Y3JIOB,
paszzaenennsie nedpucom. [pu 3anannm Auana3zona BTopoil uaeHTH(UKaTOp (KOHEI
JMana3oHa) I0JbKEH OBbITh OOJIbILE, YeM NEepPBBId HACHTU(DHUKATOD (HayajIo Auarna3oHa).
Juana3zoH uaeHTH(HHUKATOPOB BKIIOYAET B ce0s1 Bce MICHTU(DUKATOPEI, JIEKALIHE MEKIY
HAyYaJIOM U KOHIIOM JIMama30Ha, a TAKXKe Haualo U KOHEI Juana3oHa.
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W nenTnukaTopsl CETEBBIX Y37I0B 3aMMUCHIBAIOTCS B MIECTHANIATEPUIHOM (opmMare ¢
npedukcoM 0x. Peructp 6yks A-F MoxeT ObITh MI0OBIM, HYJIN MOCIIE IpeduKca 10 MepBoii
3Ha4amen u¢psl MOTYT OBITH OITYIICHBI.

Hampumep: 0x10e10000-0x10e100FF.

IIpumeuanue. [lnana3on uaeHTH(HHUKATOPOB MOKHO YKa3bIBaTh TOIBKO B MPaBHIIax
(GUIBTPALUH TYHHEINPYEMBIX ITAKETOB.

e Macka agpecoB — ceteBoii anpec B popmare CIDR (Classless Internet Domain Routing).
Macka aJipecoB COCTOMT U3 ajipeca mojceTH B popmare oosruHoro IP-agpeca u uucna
CTapIInX OMTOB B MacKe MOJICETH, KOTOPBIC PaBHBI 1. AJIpec MOJCETH U YHCIIO0 OUTOB
Pas3AeisIoTCs CHMBOJIOM «/» (TIpSIMOH crietn).

Hanpumep: 192.168.1.0/24 (cets ¢ aapecom 192.168.1.0 u Mackoii moaceTu
255.255.255.0).

e Macka uaeHTUPUKATOPOB — UACHTU(PHUKATOP CETEBOTO y3i1a B popMaTe, aHATIOTHYHOM
CIDR. Macka uaeHTH(QHKaTOpOB COCTOUT u3 32-0utHoro uaeHTudukatopa ViPNet B
HIECTHAIIaTEpUIHOM (hopMaTe W YHCiIa CTApPIINX OUTOB B MacKe, KOTOPBIE PaBHHI 1.
Wnentudukarop u 4nucio OUTOB pa3AesstoTCs CHMBOJIOM «/» (TpsimMoi ciern). Macka
UJICHTU(UKATOPOB [0 CMBICITy aHAJIOTUYHA MAacKe aJJpecoB.

Hanpumep: 0x10e10000/16 (y31b1 ¢ uaeHTHOHUKATOPAMH, Y KOTOPBIX cTapiiie 16 our
pasubl 4321 (0x10e1), T.e. Bce y3mbl, Bxojsmue B ceTb ViPNet ¢ Homepom 4321).

IIpumeyanue. Macky HACHTH(HHUKATOPOB MOXKHO YKa3bIBaTh TOJIBKO B IIPaBMIIaX
(GUIBTPALK TYHHEINPYEMBIX MTAKETOB.

e Jluama3zoH mMOpTOB — JIBa HOMepa MOPTOB (uucia ot 1 10 65535), pazneneHHsie Aedrcom.
ITpu 3apanuu quana3zoHa BTOPO HoMep (KOHeI Juana3oHa) JOKeH ObITh OOoJbIIe, YeM
nepBbId HOMep (Havasio auana3oHa). [luamna3oH HOpTOB BKIIOYAET B ceOs BCE MOPTHI,
JeKallye MeXly HauaJloM M KOHIIOM JIMana3oHa, a TAK)Ke Hadaslo ¥ KOHEI TUana3oHa.

Hampumep: 1024-65535.

I[anee HO}_IPO6H0 OITMCBIBAIOTCA CCKIIMHU (bal?ma firewall.conf, a TAKXKE CUHTAKCHUC IIPABUII
(bnanpauI/m MaKCTOB U MPAaBUJI TPAHCIALIUU aAPCCOB.
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HacTtpoiika npaBun aHTUcnyduHra

[IpaBwita anTHCITY (pMHTA TTO3BOJISIFOT 33/1aTh IS KaXkoro nHTepgerica crimcok [P-agpecos,
MaKeThI OT KOTOPBIX IOMyCTUMBI Ha JaHHOM HHTep(eiice. IIpu 3TOM makeTsl, KOTOpBIE HE
MOTTAAI0T B IOYCTHMBIHN CIIUCOK, OyIyT OiokupoBaThcs. Kpome Toro, ecii Ha Kakoi-muoo
uHTepdeiic OyTyT NPUXOIUTH NAKEThI C aIPECOB, KOTOPHIE YKAa3aHbl KaK JOILYCTHMBIE AT
Ipyroro uHTepdelica, To Takue MakeTsl Takke OynyT O10kupoBaThes. Kak BUIHO U3 Ha3BaHMS,
OCHOBHas 33/1a4a aHTHUCIy()HHra — 3TO 3aIIUTa OT TaK HAa3bIBAEMOT'O «CIIy(hHHIa», OMHOTO U3
BUJIOB CETEBBIX aTaK, OCHOBaHHOIO Ha noaaenke [P-aagpeca. Ilpu ciyduHre 310yMbIIIIEHHUK
MOCBIJIAET KAKOMY-THO0 KOMIIBIOTEpPY MAKEeT, B KOTOPOM B KauecTBE aJipeca OTIPaBUTEIS
yKasaH He ero COOCTBEHHBIH azipec, a KaKoH-1i00 Ipyroi, KOTOPBIH N3BECTEH TaHHOMY
kommbroTepy. Hanpumep, Takum 06pa3om MOXKHO mocnaTh nakeT u3 MHTepHeTa Ha nutio3,
3a1aB B KAYeCTBE aJpeca OTIIPABUTEIS aJlpec YaCTHOM BHYTPEHHEH CeTH, KOTOpas TaKKe
MNOJKITIOYCHA K JaHHOMY HIJTI03Y, IIPH 3TOM 3JI0YMBIIIJICHHUK MOXET HOIY4UTh JOCTYI K
KaKoMy-JTH0O CEpBHUCY, HOCTYII K KOTOPOMY pa3pellIeH TOJIBKO U3 BHYTpeHHel cetu. [IpaBuna
aHTHUCIY(MHTa TO3BOJISIOT UCKIIOUUTH TaKYIO BO3MOXKHOCTb.

ITapamerpsl anTHCTTy(DHHTA 3a1al0TCSA B CEKIUM [antispoof] (aiiyia firewall.conf.
CHHTaKCHC 3TOM CEKIIMU TaKOH ke, KaKk CHHTaKcHc (aitoB iplir.conf u iplir.conf-
<yurepoeric> (CM. «OOIIHE TPUHITUITEL HACTPOUKW» Ha CTp. 88).

Cekius [antispoof] CONEPIKUT CICAYIOLINE TTapaMeTpPh:

® antispoof — BKIIOUEHHE WM OTKIIIOYEHHE MEXaHU3Ma aHTUCIYQUHra. DTOT apaMeTp
MOJKET IPUHUMATh 3HaYCHHE yes WIH no. [10 ymMon4aHuto 3Ha4eHNE apaMeTpa no.

e [lapameTpsl ¢ IMEHAMH, COBIAAAOIINMHU C IMEHAMH CETEBBIX HHTEP(EcOB. 3HAaUEHUEM
KXKJ0T0 TapaMeTpa SBJISICTCS CIIUCOK apecoB, JOMYCTUMBIX Ha JaHHOM HMHTEpdeiice.
Crrcok azipecoB MOKET COCTOSTh M3 €IMHUYHBIX aIpECcOB, AUANa30HOB aJPECOB, MACOK
aJ[pECOB U KIIOUEBBIX CJIOB, YKa3aHHBIX depes3 3alaTyro. Bee aapeca B CiMCKe JOJKHBI
MIPUHAJUICKATh MOJICETAM, ITOAKIIIOUESHHBIM K JaHHOMY HHTepdeiicy. B cnucke aapecos
MO>HO YKa3bIBaTh CJIEAYIOIUE KIIFOUEBBIE CJIOBA!

o anypublic — O3HaYaeT BCe ajipeca, JOMycTUMbIe B IHTepHETe, T.€. Bce ajpeca, KpoMe
BBIJICICHHBIX JIJIS CIIEIMAJIBHBIX [IEJIeH: sl JIOKATBHOTO CETeBOro uHTepderica
(127.0.0.0/8) n qisa wactHbIX cetet (10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16);

o subnet — O3HaYaeT BCIO MOJICETh, K KOTOPOI MPUHAJICIKUT JaHHBIA HHTEpQEiic,
HCXOJs U3 €ro aapeca U MaCKHU MOJCETH.

Ecimm aHTI/ICHY(bPIHl" BKJIFOYCH, TO IIPpU KAXKXJAOM CTAPTC YIPABJIAOIICTO A1EMOHA UIIN
HU3MCHCHUU TapaMETPOB CCTU MTPOU3BOJAUTCA aBTOMATHICCKOC (bOpMI/IpOBaHI/IG CITMCKa
aJIp€COB, 3aJaHHOI'O KJIIFOYECBBIM CIIOBOM subnet.
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B cexnmu anTHCITyUHTa 0053aTENBHO TOKHBI OBITH TEPEYNCIICHBI BCE CETEBbIE HHTEP(EHCHI,
kpome JiokamsHOTO (loopback). JIokanbHbI HHTEpdEIC HE 0XBATHIBACTCS HUKAKUMHU
MIpaBIIaMU 00paOOTKY TTAKETOB, M HA HEM BCeTJa MPOITyCKaroTCs JIF00bIe makeTsl. Kpome Toro,
CIIeTyeT OTMETUTB, YTO TAKETHI C aJpecOB OTHPABUTEI, JIexamuX B quama3one 127.0.0.0/8,
OIIOKHMPYIOTCS Ha BceX HHTepdeiicax, oopadaTeiBaembix [10 ViPNet, He3aBHCHMO OT HACTPOEK
aHTHUCIY(hUHTa, TIOCKOJIBKY TAaKOBO TPEOOBaHUE CTaHIAPTOB.

[Tpu crapTe ynpasisOero AeMOHa POBEPSIETCs, BKIIOYCH JIM aHTUCITY(PHHT, U €CIIA OH
BKJIFOYEH, IPOBEPSAETCS HATMUUE B CEKLMH [antispoof] BCeX HHTeP(EicCOB, N3BECTHBIX
yhnpasisironieMy aeMoHy. OTCyTCTBYOIIUE HHTEP(ENChl aBTOMAaTHIECKH H00aBISIOTCS B
CEKIIMIO CO 3HAYEHHEM subnet.

[Tpumep cekumu aHTUCTTY(PHUHTA:
[antispoof]
antispoof= yes
ethO= anypublic
ethl= 192.168.1.0/24

B manHOM mIprMepe aHTHCITY(UHT BKIFOUEH U OyAeT paboTaTh CIEAYIONINM 00pa3oMm:

e Ha uHTepQeiic eth0 MOTYT MIPUXOANUTH MTAKETHI CO BCEX aJPECOB, KPOME YaCTHBIX
(mpenmonaraetcs, 4To uHTEpdeiic noaxmoyeH Kk urepHery);

e Ha nHTEp(EHC ethl MOTYT IPUXOIUTH MAKETHI ¢ aapecoB ot 192.168.1.1 mo 192.168.1.255
(npenmonaraetcs, 4To HHTEPEIC MOJKITIOUEH K JOKATBHOU CETH).

Ecnu B tanHOM npuMmepe Ha uHTEpQeiic eth0 n3 IHTepHETa NPHUIET MaKeT C aJJpecoM
ormpasutens u3 cetu 192.168.1.0/24 6o 192.168.201.0/24, To oH Oyaet 6mokupoBaH. Takum
o0pa3om, obecriedrBaeTcs HaJle)KHAs 3alUTa OT cITypuHTa.

HacTpoika npaBun punbTpaunm oTKpbiTbiX IP-nakeros

[lakeTs1, mporre e Yepe3 MEXaHN3M aHTHUCITyPHHTa, TTOTAIAI0T Ha 00paboTKy MpaBHiIaMu
(uIbTpanyK OTKPHITHIX TTakeToB. [IpaBmia GumbTpanuu oTKpHITHIX [P-takeToB 3amatorcs B
CCKIUIAX [local], [broadcast], [tunnel] U [forward] q)af/'ma firewall.conf.

B cexnuu [1ocal] 3amarorcs npaBuiia QUILTPAIIUH JIOKAIBHBIX TAKETOB — IMAKETOB, Y KOTOPHIX
OTTPaBHUTENIEM JHOO0 TIOTydaTeIeM SBIISETCS TaHHBIN CETEBOU y3eIl.

B CCKIUH [broadcast] 3aJar0TCA IpaBUiIa q)HHBTpaHI/II/I IMPOKOBCIIATCIIbHBIX MMAKCTOB.
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Hanuume cekumii [local] U [broadcast] o0s3arensHo. [Ipu crapre ynpasisromero ieMoHa
MIpOBEpsieTCA HAMMYNe TaHHBIX CeKIUH B (aiine korpurypammn. Ecnu kakoit-miubo u3 aTux
CEeKIMi HEeT, TO OHa aBTOMAaTH4YeCKU A00aBisieTcs B (Gailll firewall.conf ¢ IpaBUIAMH IO
ymomuanuio (M. «lIpasuia GunsTparmm oTKpeITEIX [P-1akeToB 10 ymMongannio» Ha ctp. 123).

B cexmuu [ forward] 3amaroTcs MpaBuiia GUIBTPAIIMN TPAH3UTHBIX MAKETOB — MAKETOB,
KOTOPBIC TOJBKO MPOXOIAT Yepe3 JaHHBIN CETEBOH y3el Ha IMyTH OT OTIPABUTENSI K
nony4vareinto. [1o ymonuanuio B daiine firewall.conf MPUCYTCTBYET IyCTask CEKIIUS
[forward]. i1 BO3MOKHOCTH TPOXOXKICHHS TPAH3UTHBIX MTAKETOB Yepe3 y3eJI HE00XOANMO,
9T0OBI MX MTPOXOKIEHNE OBLIO MO0 SBHO pa3penieHo MpaBUIaMH B CEKIIUN [forward], THOO
COOTBETCTBYIOIIUE HHTEP(]EHChl HAXOAWINUCH B PSKUMAX, MO3BOJISIONIUX MPOMYCKATh AKETHI:
uHTepdelic, Ha KOTOPBIN MPUXOAIT TPAH3UTHEIC MTAKETHI — B pekuMe 4, a uHTEpdelic, ¢
KOTOPOTO OHM YXOJAT — B pexkuMe 3 miu 4. Eciu UCIIonb3yI0TCs IpYTHe PeXKUMBI, TO HY>KHO
00513aTeNbHO 33/1aTh pa3peliaroliee MPaBIiIo B CEKIMU [forward]. DTO OTHOCHTCS TaKXKe K
CIIy4aro, KOrjia HCIONb3YyeTCs TPAHCIAIHS apecoB, Ooiee MoAPOOHO HACTPONKA TAKOH
KOH(UIYpaIluK OMHCHIBACTCS HIDKE.

B cexnuu [tunnel] 3aAaroTcs npaBuia GUIBTPALUN TYHHEITUPYEMBIX TAKETOB — MAKETOB,
nepeaBaeMbIX MEXIy pecypcaMy, TYHHEIUPYEeMbIMU TaHHBIM y3110M (Koopauraropom), u
3alMIICHHBIMY y31aMu ceTi ViPNet. Hammuue cexium [tunnel] B ¢aiinie KoHGHUTypanuu
oOs3arenpHO. [Ipu cTapTe ynpasisonero 1eMOHa poBepsieTCs Hanuue JaHHOM cekuun. Eciun
3TOW CEKLIUH HET, TO OHa ABTOMAaTHYECKHU N00aBisieTcs B paiisl firewall.conf C MPABUIOM IO
YMOJTYaHHMIO, KOTOPOE pa3peraet TpadhuK MeXIy BCEMH TYHHEITMPYEMbIMU PECYPCaMH U BCEMH
3aIIMIIEHHBIMH y3JIaMH, ¢ KOTOPBIMU CBSI3aH JaHHBIA y3eun (cM. «lIpasnina duistparmm
OTKpHITHIX [P-nakeToB 10 ymMomuanuo» Ha cTp. 123).

B mpenbinymux Bepcusix [IAK ViPNet Coordinator HW 1t mportycka TyHHETUPYEMOTo
Tpaduka HeoOX0IUMO OBIJIO 337aTh B CEKIIMHU [local] pa3pelmaroline IpaBuia OTKPBITON CeTH.
Jly1st aBTOMaTUYECKOTO CO3/IaHMUs ATUX MPABUII UCIIOJIB30BAJICS NApaMETP autopasstunnels B
CeKIMU [misc] ¢aina iplir.conf. B TekyIei Bepcun 3TOT mapaMeTp He MOAISPKUBAETCS, a
MpaBwiIa IJIsl TYHHEIUpyeMoro Tpaduka 3a/1aloTcsl B ceKIuu [tunnel]. [lpu nepexone Ha
TEKYIIYI0 BEPCUIO ITAPAMETP autopasstunnels aBTOMAaTHYCCKH YAAIACTCA U3 CEKIUU [misc]
¢aitna iplir.conf, a B hailt firewall.conf JOOABIAETCS CEKIUSA [tunnel] C MPABHIOM IO
YMOJTYaHHUIO. YBEIOMIICHUS O IPOU3BEICHHBIX U3MECHEHHIX KOH(PHUTYPAITMOHHBIX (hailyioB
BBIBOJIATCSl B CHCTEMHBIN JKypHAJL.

O6paborka IP-iporokosiop TCP/UDP/ICMP ocyiiiecTBisieTcsl HA OCHOBAaHUM aHAIHM3a
Pa3INYHBIX MTapaMeTpoB MakeToB. C MOMOIIBIO MPaBIl QUIBTPAIIMA MOKHO KOHTPOJIIHPOBATh
HPOTOKOJI, 3PEC M TIOPT OTIIPABUTEIIS, aJPEC U MOPT IOJydaTessi, HAlPaBICHHE YCTaHOBICHHS
COCIUHCHUA. HpI/IMeHeHI/Ie q)HHBTpaHI/II/I IMaKE€TOB 110 HAITPABJICHUIO YCTAHOBJICHHUA COCIUHCHUA
IMO3BOJISICT OT'PAHUYUTH IIPOXOKACHHUE IMTAKETOB paMKaMU YCTaHOBJICHHBIX COC}IHHGHHﬁ:
IIPOIYyCKaTh TOJBKO 3allpOChl, MTHUIUAJIN3UPYIOIINE COCANHCHW B 3aJaHHOM HaIlpaBJICHHUU, a
TAaKXXC OTBETHI HA HUX, U 3allp€IIaTh 3alIpOChbl, MTHUIUAJIN3UPYIOIINE COCINHCHUS B O6paTHOM
HaIlrpaBJICHUH.
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Hnst o6pabotku [P-nipoTokonos, orinmausix ot TCP/UDP/ICMP, co3marotcs BUpTyallbHbIE
COCTMHCHMS, OCHOBaHHBIC Ha IP-ampecax u HomMepe mpoTokoia. Takum 00pa3oM, JOCTaTOTHO
YKa3bIBaTh pa3pemaroiiee MpaBrmiIo TOIBKO IS 3a1poca, HHUIHATH3IUPYIOIIETO JaHHOE
COEIMHEHNE, OTBETHI OYyT IPUHUMATHCSI aBTOMATHUYECKH (©CIH OHH MPUXOJIAT C TOTO ke [P-
azpeca, Ha KOTOPBIM OTCHUIANCS 3aMpoC, U IO TOMY € MPOTOKOITY).

Kaxxnast U3 nepeuncieHHbIX CeKIMI MOYKET COAEPKaTh OJJHO MM HECKOJIBKO MPaBUII
¢unpTpanyy. CHHTAKCUC MPaBUIT (UIBTPALMH OJTUHAKOB JIJIsl BCEX CEKIIHH.

Kaxmoe IMpaBHUJIO OMUCBIBACTCA MAapaMETPOM rule, €0 3HAYCHUEC COCTOUT M3 CIICAYIOIINX
KOMIIOHCHTOB!:

rule= <ynpaBJgomMi KOMIIOHEHT> <yCJIOBMe> <pacnmucaHme> <nencTBue>

nin

rule= <ynpaBJgolMi KOMIOHEHT> <meMcTBue> <yCJioBMe> <paclucaHue>

praBHﬂIOHII/Iﬁ KOMIIOHCHT JOJDKCH YKAa3bIBATHCA B CAMOM HaydaJIC IpaBujia, paCliiCaHuc
JOJIDKHO YKa3bIBATHCA CJIICAOM 3a YCIIOBHUEM.

Ka;xamﬁ M3 KOMIIOHCHTOB IIpaBuJia, B CBOIO O4Y€PECb, COCTOUT M3 ‘IaCTeI\/'I, KOTOPBIC HAa3bIBAIOTCA

nekcemami. Jlekcema npeacTaBisieT co0oi ciry:keOHOE CIIOBO, MOCIE KOTOPOTO MOXKET
YKa3bIBaThCS KaKOW-T100 mapamerp.

KoMmoHeHTHI paBuil, IEKCEMbI BHYTPU KOMIIOHEHTOB, a TaK)Ke CIyKeOHbIe CI0Ba U
napamMeTpbl BHYTPH JIEKCEM OTAEIIIIOTCS APYT OT Apyra mpobenamu.

YnpaBnsitowmnii KOMNOHEHT

Yrpapisiomui KOMIIOHEHT ONTMCHIBAET CBOMCTBA MPaBUJIa, HE OTHOCSIIMECS HETIOCPEICTBEHHO
K 00paboTKe MaKeTOB, ¥ BCEI/la yKa3bIBaeTCs B Havasie mpapuia. OH MOXKET COCTOSATh U3
CIEAYIOLIUX JIEKCEM:

® num <uomep> — yKa3bIBaeT HOMep npaBuia B cekiuu (ot 0 1o 65535). Homepa
HCIIOJIB3YIOTCA JJIA 0603Ha'-IeHI/IH IIPUOPUTETA TPABUJI — YEM MCHBIIC HOMEDP, TCEM BBIIIEC
npuopureT. [Ipu 06paboTke MakeTa cHavaia MPOBEPSIOTCS YCIOBHS TeX MPaBHII,
IMPUOPUTET KOTOPHIX BBIIIC, U IIPHU COBITAACHUN yCJIOBI/II‘/'I BBITIOJIHACTCA YKa3aHHOC B
MpaBuJIe IEUCTBUE, MTOCIIE YETO JAIbHEHIINI TPOCMOTP MPaBUII PEKpaIlaeTCs.

JlekceMy num MOXHO HE YKa3bIBaTh, mp 3ToM 110 ViPNet nonsiTaercst caMoCTOATETEHO
HA3HAYHUTh IPABUITY HOMEP, UCXOS U3 HOMEPOB MPABUII, KOTOPBIE HAXOIATCS 10 M TTOCTIE
JaHHorO TpaBuia. [Ipu 3ToM He Bceraa mosydaeTcst TOT pe3ysbTar, KOTOPBIH OXKHUIaICs,

MO3TOMY PEKOMEH/IYETCSI BCET/Ia SIBHO YKa3bIBaTh HOMEP y KaXKIOT0 MpaBHJIa.

® disable — YKa3bIBACT HA TO, YTO JAHHOC MPABUIO BPECMCHHO OTKIIFOYCHO U HE ,I[eﬁCTByeT.
Ecmu YKasaHa JICKCEMa num, TO JICKCEMA disable MOXET YKa3bIBATHCA TOJBKO IIOCIIC HEC,
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€CJIM JIEKCEMBI num HET — TO B Havaje npasuwia. OTCyTCTBHE JIEKCEMBI disable O3HAYaET,
YTO MPABUJIO JEHCTBYET.

YcnoBue

YcnoBue ONMMUCHIBACT, KaKKE IMapaMeTphl JODKCH UMETh ITaKeT, 9TOOBI OH OBLT 00padoTan
JIAHHBIM TIPABUJIOM. Y CJIOBHUE MOXKET COCTOSTh U3 CIEAYIONINX JTEKCEeM:

proto <mpoToxos> — YKa3bIBAET IIPOTOKOJ TPAHCTIOPTHOT'O YPOBHSI, K KOTOPOMY JOKEH
MPUHAJUIeKATH MakeT. [loamepkuBaroTCs MPOTOKOIBI tcp, udp U icmp, TAKKE MOKHO
3a/1aBath MUQPPOBBIE HOMEPA JFOOBIX MMPOTOKOJIOB. ECii 071HO paBHIIO JOKHO
00pabaTheIBaTh MaKeTHl Pa3HBIX MPOTOKOJIOB, TO MX HA/I0 YKa3bIBATh Yepe3 3aIATYIO.

BwmecTto npoTokoa MOXKHO yKa3aTh KIIIOUEBOE CIOBO any, YTO O3HAYAET BCE MTPOTOKOIBI.
B cexium [broadcast] MOXKHO 3aJaBaTh TOJILKO 3HAUYCHUS udp U icmp.

type <rumn> — yka3eiBaeT Tan ICMP-cooOmerns. ITy JeKceMy MOXKHO yKa3bIBaTh TOJIBKO
B ycnosuu it ipoTokoia ICMP (proto icmp), €€ HENb3s HCIIOIB30BATh IS IPYTHX

MIPOTOKOJIOB U B ClTydae YKa3aHHs BCEX NMPOTOKOJIOB (proto any). B JIeKCeMe type MOXKHO
3aJ1aTh TOJILKO OJTUH THIT COOOIICHMSI, KOTOPBIN JOJKEH ObITh yrciioM ot 0 o 255.

Ecnu B ycnosuu nis npotokonia ICMP nekceMa type He yKazaHa, TO CUUTAETCS, YTO MO
YCIIOBHE MOANANAIOT JIt00bIe THIbI [CMP-coobmenuii.

IMpumeuanue. Jlekcema t ype 0043aTEIbHO YKa3bIBACTCS B CIyYae, €CIIU B YCIOBHU
1t ipotokosia ICMP yka3aHa jiekcema code (CM. HUXKeE).

code <xom> — yKa3biBaeT koj ICMP-coo0rieHus. DTy JIeKCeMy MOXHO yKa3bIBaTh TOJBKO
B ycnoBuu 1i1s mporokona ICMP (proto icmp), €e HENb3s1 HCNOIB30BATH TSI APYTHX
MIPOTOKOJIOB U B CIIy4Yae yKa3aHUS BCEX MPOTOKOJIOB (proto any). B mekceme code MOXKHO
3a/1aTh TOJBKO OJIMH KOJI COOOIIEHUS, KOTOPBIN JOJDKEH ObITh yrciioM oT 0 o 255.

Ecnu B ycnosun nist mpotokona ICMP nekcema code He ykazaHa, TO CUUTAETCS, UTO MO
yclioBHe noananaroT Jiroosie koapl ICMP-coobmieHwmid.

Mpumeuanue. B npenpinymux Bepcusix [IAK ViPNet Coordinator HW sekcemsl type
F q U code HE UCIIOJIB30BAIUCH. [Ipn Tiepexo/ie Ha TEKYIIYIO0 BEPCUIO B YCIOBUSI MPaBUII,
3aaHHbIX 11t mpoTokoia ICMP, aBTomaTryecku no0aBsieTcs «type 8 code O».
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from <cmmcox ampecos> — OMHCHIBACT YCIOBHS JJIS aJjpeca U TopTa OTIPABHUTEIS MTaKeTa.
Ecnu ykassIBaeTCsI M apec, U MOPT, TO OHU Pa3JICISIOTCS ABOCTOUNEM, HAIPHUMED:
192.168.201.1:22. Ecnu mopt He yka3bIBaeTcs, TO JJBOSTOUHE TIOCIIE aipeca He CTaBUTC,
B 3TOM CJIy4Yae YCIOBUE PACIPOCTPAHICTCS HA BCE MOPTHI.

IIpumeuyanue. B ycnoBuu Henb3sl yka3plBaTh HOMEpa MOPTOB Ul MIPOTOKOJIA icmp
(proto icmp) H B ciiydae yKa3aHHsS BCEX MPOTOKOJOB (proto any).

Kpome enuHu4HOrO agpeca, MOXKHO yKas3aTh AMAIA30H apecoB UM MACKy aJIpecoB,
HampuMmep: 192.168.1.1-192.168.1.10:22 U1K 192.168.201.0/24:22. MosKHO TaKxke
YKa3bIBaTh JHAIa30H [IOPTOB, HANIPUMED, 192.168.201.0/24:1024-65535. MOKHO
NEePEYHCIIATh HECKOJIBKO YCIOBUIL U1 afipeca U MopTa 4epes3 3aIsiTylo, HapuMmep:
192.168.1.1-192.168.1.10:22,172.16.1.0.24:25.

MoXHO 00BeINHATH a/ipeca, TUana3oHbl 1 MacKH aJIpecoB, a TAKXKe MOPTHI U AUATIa30HbI
MOPTOB B IPYIIIIBL, IIEPSUUCTISS UX Yepe3 3aMATyI0 U 3aKIiouasi IPYIIy B KPyrible CKOOKH.
TakuM myTeM MOKHO CBSI3aTh HECKOJIBKO JUANa30HOB MM MacOK aJpECOB C OJHUM
JMana3oHoOM IOPTOB, HE TIOBTOPSISl €ro HECKOJIbKO pa3. Hampumep, 3anuch

(192.168.201.0/24,172.16.1.0/24) :1024-65535

03HAYAET «IMAKETHI CO BCeX anpecoB B ceTsax 192.168.201.0/24 u 172.16.1.0/24, nmetomtue
nopT otnpaBurenst oT 1024 1o 65535». Bo3moxHBI 11 0oJiee KOMITIEKCHBIE (POPMBI 3aITUCH
C OZHOBPEMEHHBIM I'PYIIIIMPOBAHUEM a/IPECOB U IOPTOB, @ TAKXKE C IIEPEUUCICHUEM TaKUX
rpyni. Hanpumep, 3anuch

(192.168.201.0/24,172.16.1.0/24) : (22,25,6660-6667),10.0.0.0/8:1024~
65535

03HAYAET «IIAKEThI CO BCEX apecoB B ceTsax 192.168.201.0/24 u 172.16.1.0/24, umeromiue
nopT oTnpasutens 22, wiu 25, nian oT 6660 10 6667, a TakXkKe MaKeThbl ¢ aAPECOB U3 CETH
10.0.0.0/8, umeromue nopt ornpaButess ot 1024 1o 65535».

BMmecTo aapecoB v MX qUaa3oHOB MOXHO YKa3bIBaTh CICAYIONIUE KIIFOUEBBIC CIIOBA!
o anyip — 03Ha4aert Bce ajapeca (T.e. quanazon 0.0.0.0-255.255.255.255);

o broadcast — 03HayaeT ajapec 255.255.255.255.

Mpumeuanue. B npenpinymux Bepcusix [IAK ViPNet Coordinator HW BmecTo

m KITIOYEBOT0 CJIOBA anyip B IIPABMUIIAX HCIOIb30BANIOCH CIIOBO any. IIpu mepexoze Ha
TEKYLIYIO BEPCHIO CIIOBO any aBTOMATHYECKH 3aMEHSETCSI CJIOBOM anyip TaM, Iie OHO
HCIIONB3yeTCs IS yKa3aHus Bcex [P-aapecos.
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® to <cmucok azmpecos> — ONUCBIBACT YCIOBUA IJIA aApeca U MOPTa MOJIy4aTeiId maKeTa.
CHHTAKCHUC ATOU JIEKCEMBI TaKOU K€, KaK CHHTAKCHC JICKCEMBI from.

B cexuun [broadcast] B JIEKCEME to MOKHO yKa3bIBaTh TOJBKO CIIEAYIOIIUE afpeca:
o broadcast — 03HavaeT agpec 255.255.255.255;

o directed-broadcast — O3HA4YaCT NIMPOKOBCINATCIILHBIC aApeCa BCEX HOI[CGTCP'I,
MIOIKITFOYEHHBIX K nHTepdeticam kommbrotepa. [Ipu mporpyske npaBuia B gpaiiBep
3TO 3HAYECHHE 3aMEHSETCS HA CIIMCOK COOTBETCTBYIOIIMX ITUPOKOBEIATEIBHBIX
aJpecoB;

o IUPOKOBEMATEIbHBIC afpeca MoAceTel, MOIKITIOUSHHBIX K CeTeBBIM HHTEpdeiicam
KOMIThIOTEPA. YKa3aHHE KOHKPETHOTO MMTUPOKOBEIIATEIHFHOTO aipeca BIUSIET Ha
HaIpaBlieHHbIE IIMPOKOBEIIATEIbHBIE TAKETHI, TOCIAHHBIE B COOTBETCTBYIOIIEH
ITOJICETH.

® in WM out — YKa3bIBaeT HaNpaBJCHUE YCTAHOBIIEHUS coeauHeHus. [Ipu ykazaHum 3Tux
ycI0BUH HEOOXOANMO MTOMHHUTB O TOM, YTO 3aJ1al0T HE HAIIPABJICHUE IBHXKCHUS
OTJIENBPHOTO TTaKeTa, 8 IMEHHO HamnpaBlieHue ycTaHoBieHus coenuaenus. [10 ViPNet
OTCJIEKHBAET, KAKHUE ITAKETHl K KAKUM YCTAHOBJICHHBIM COCIMHEHUSIM OTHOCSTCS, U
IPOITyCKaeT UX MM OTOpackIBaeT B COOTBETCTBUH C IpaBwiaMu. Hanpumep, ecnu B
CEKIMH [local] 3aaHO yCIOBUE

proto tcp from 192.168.1.1 to anyip out

TO MOJ TAKOE yCJIOBUE MOMANAI0T BCE JIOKAIbHBIE AKEThI, OTHOCSIIUECS K TEM
COEIMHEHSIM, KOTOPBIE ObLTH MHAIIMUPOBAHEI ¢ aapeca 192.168.1.1, T.e. makeTsl,
nocianHble ¢ aapeca 192.168.1.1 B agpec yaneHHbIX KOMIIBIOTEPOB, U OTBETHBIE TAKETHI
Ha azgpec 192.168.1.1. OgHako eciu yJaJleHHBI KOMIBIOTED MOMBITACTCS YCTAHOBUTH
coeaunenue ¢ 192.168.1.1, To makeTbl, OTHOCSLIUECS K TAKOMY COSAUHEHUIO, HE MOMaIyT
0[] 3a/IaHHOE YCJIOBHE.

Ipumeuanue. s npaBul GUIBTPALMK TPAH3UTHBIX U TYHHEJIUPYEMBIX ITAKETOB,
F 1 3a7jaBacMbIX B CeKIIUIX [forward] M [tunnel], HCIB3s YKa3bIBaTh HAIIPABJICHUC
YCTaHOBJICHUS COCTUHCHUS.

Jns mporokona TCP coennnenus oTcnexuBaroTcs Beeraa. s nporokona UDP, koTopsrit
HE UMEEeT MOHATHS COCANHEHHMS, TAKKE IPOU3BOIUTCS MONBITKA OTCICKUBATD
BUPTYyaJbHOE COEMHEHHE, KOTOPOE YCTAHABIMBAETCA B OOJIBIIMHCTBE CIIy4aeB MEXIY
MPUIIOKEHUAMH, ncnons3yromuMu UDP. Hanmpumep, ecinu 3a1aHo ycnoBue

proto udp from 192.168.1.1 to anyip:53 out
TO TIOCJIE TOTO, Kak KoMIbioTep ¢ agpecoM 192.168.1.1 nommer UDP-naker Ha mopt 53
YIaJIE€HHOTO KOMIIBIOTEPA, CYUTAETCS, YTO C HUM YCTaHOBJIEHO BUPTYQJIbHOE COEINHEHHE.

Ecnm 3atem B TeucHHE KOPOTKOTO BpEMCHU NPUACT OTBET OT YAAJICHHOTO KOMIIBHOTEPA HA
TOT K€ IIOPT, KOTOpBII‘/'I HCIIOJIB30BAJICA ITPU MMOCBIJIKE IIEPBOI0 IMakeTa, TO TaKO# OTBET
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TaKKe TOMaIeT MO OMTMCAHHOE BHIIIE YCIOBHE, KaK MPHHAICKAIINN K YCTAHOBICHHOMY
BHUPTYQJIbHOMY CO€IMHEHNIO. BUpTyanbHbIe COeTMHEHHS CUUTAIOTCS Pa30PBAHHBIMU, €CITH
Ha HUX HeT Tpaduka B TeUeHHE BPEMEHH, OMPENEIIEHHOTO /I JAHHOTO TIPOTOKOIIA (CM.
«CnyxeOHbIe mapaMeTpbl MEKCETEBOIO dKpaHa» Ha ctp. 127).

B tex ClIydadax, Koraa npujioxeHus 00MEHUBAIOTCS TAKETAMU UDP, HCIIOJIB3YS pa3HBIC
HOMEpa MOPTOB IJIs1 OTCHUIKU U IIpUeMa IMaKETOB, BUPTYAJIbHOC COCAMHCHUE OTCIICANUTD
HEBO3MOXHO. B Takux ClIy4yasiX HY’KHO pacCMaTpuBaTh JEKCEMBI in U out KakK
COOTBETCTBYIOIIIME HAITPABJICHUIO ABMKCHUS ITAKETAa.

Jlexcembl proto, from ¥ to JOJDKHBI YKA3bIBATHCS B YCIOBUH 00s3aTebHO. Ecu kakoi-imubo
U3 3TUX NIapaMeTPOB HE BaXKEH, HY>KHO YKa3aTh any (B JIEKCEME proto) HIIHM anyip (B JIeKceMax
from U to). HanmpaBneHnue MoXeT He yKa3bIBaThCS, IPH 3TOM CUUTAETCS, YTO MO YCIOBUE
JOJDKHBI TIONAaTh COSAMHEHHS, YCTaHABINBAaEMbIE B 000X HAIPABJICHUSX. JIeKCeMbl type U
code B ycioBuu A npotokoia ICMP mMoryT He yka3bIBaThCs.

IIpumeps! OJIHBIX YCIIOBUA:

proto any from anyip to 192.168.201.1:22 in
proto tcp,udp from anyip:53 to 192.168.0.0/16,172.16.1.0/24
proto tcp from 10.0.0.1 to (192.168.0.0/16,172.16.1.0/24):(22,25) out

proto icmp type 8 code 0 from anyip to anyip

Oco0eHHOCTH 32/1aHMsI YCI0BHSI B IPaBUIax GUILTPALUN TYHHEIHPYEeMbIX IAKeTOB

i mpaBuIT QUIBTPALMK TYHHENIMPYEMbIX IAKETOB, COJAEPXKAIMXCS B CEKIIMU [tunnell],
YCIIOBHUE 32/Ia€TCS C YUETOM CIIEIYIOIIX OCOOCHHOCTEH:

B oz1HO#t U3 JIeKceM from M to JOIKEH ObITh yKa3aH CIUCOK a/I[peCOB TYHHEIHPYEMbIX
PecypcoB, B Ipyroi - CIUCOK UAECHTH()UKATOPOB 3aIIUILEHHBIX Y3JI0B,
B3aMMO/ICHCTBYIOLINX C TYHHEIUPYEMBIMH PECYPCaMH.

Crucok HﬂeHTH(l)I/IKaTOpOB COCTABJIACTCA 110 TEM KC€ ITpaBUJIaM, YTO U CIIUCOK aApECOB,
HaTpuMep: 0x10e10000/16: (22, 25). Jlis yKazaHust BCeX HAEHTU(PHUKATOPOB
HMCIIOJIb3YETCs KIIF0YEBOEC CIIOBO anyid.

BMmecTo Ki1t0UeBBIX CIIOB anyid M anyip MOKHO HCIIOJIB30BATh CJIOBO any (IIPH 3TOM
MOJKHO yKa3aTbh OPTHI). Eciii B 0JTHOM U3 JIEKCEM from MIIH to yKa3aHO KIIOYEBOE CIIOBO
any, TO B IpYTOH JIEKCEME TaKKe JOJHDKHO OBITh yKa3aHO CIOBO any, HHAYE YCIOBHE
cunTaercs omuoouHbIM. Takast 3anuch 3aMeHsIeT co00i 2 TpaBuia: MepBoe MPaBHIIo, B
KOTOpOM B JIEKCEME from YKa3aHO CJIOBO anyip, a B JJEKCEME to YKa3aHO CIIOBO anyid, U
BTOpOE MIPaBUJIO, B KOTOPOM B JIEKCEME from YKa3aHO CIOBO anyid, a B JIEKCEME to
YKa3aHO CJIOBO anyip.
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DeicTBue

JlelicTBHE ONUCBHIBAET, YTO HYXKHO CIENIATh C [IAKETOM, IapaMeTPhl KOTOPOTO yJOBJIETBOPSIOT
ycnoBuio. JlelicTBre 3a1aeTcs OMHON U3 JBYX JEKCEM:

® pass — YKa3bIBACT, YTO ITAKET JOJDKCH OBITH IIPOIMYIICH.

® drop — YKa3bIBAaeT, YTO MAKET JOJDKEH OBITh OTOpoIeH (OIOKUPOBaH).

PacnucaHue

Pacnncanue no3BosnseT 3a1aTh BpeMEHHbIE HHTEPBAJIbl, B TEUEHHE KOTOPBIX IEHCTBYET
npasuiio. [Ipu oTcyTcTBUM pacnucaHus MPaBUWIo IEHCTBYET MOCTOAHHO. Pacniucanue
ONUCHIBACTCS OJHOU JIEKCEMOMH time, MapaMeTp KOTOPOU COCTOUT U3 HECKOJIBKUX YacTel,
Pa3/ieIeHHBIX 3alSTHIMH:

time <pexmMm pacnmcaHus>, <TUI PACOMCAHUSI>, <MHTEPBaJl BPEMEHWU>
Pexxum pacnmcaHus MOXCT IMIPUHUMATb OAHO U3 CICAYIOIIUX 3HAYCHMI:

®  on — 03HAYaeT, YTO [IPABUJIO JCHCTBYET B T€ HHTEPBAJIbl BPEMEHH, KOTOPhIE YKAa3aHbI B
paciucaHny, U He AEHCTBYET B OCTaJIbHOE BPEMSI;

® off — O3HAUAET, YTO MPABUJIO He JIEHCTBYET B YKa3aHHbIE HHTEPBAJIbl BpEMEHU U
JICHCTBYET B OCTAIBHOE BpeMs (B MPOTHBOIMOJIOKHOCTD 3HAYCHHIO on);

® disable — 03HAYACT, YTO PACIHCAHKNE OTKIFOYACTCS U MMPABUJIO ICHCTBYET BCETa, KaK
ecim Obl pacriucanus He OBLIO.

Tun pacnmcaHus MOXKET IIPUHUMATL OJJTHO U3 CIICAYIOIIUX 3HAYCHMI:

® daily— O3HAYaeT paclHUCaHUE Ha KaXAbIi JeHb. /1 9Toro THNa pacnucaHus
YKa3bIBAaETCS OJIMH HHTEPBAJ BPEMEHH, B T€UEHHE KOTOPOro MPaBUiIo OyJeT BKIIOYaThCs
(eciu peXKUM paCIIMCAHUSI on) HIIH BBIKITIOYATHCS (€CIIH PEIKUM PaCIIUCAHUS of £).

® yeekly — O3HAYaeT pacHUCaHUE HAa HEAENI0. DTOT THII PACTIUCAHUS ITO3BOJISIET 33a7aTh JUIs
Ka)XJIOTO JHS HEJIeJIM CBOM MHTEPBAJl BPEMEHH, B TE€YEHUE KOTOPOTO MPaBUIiIO OyaeT
BKJIIOYATHCS (€CTIH PEKUM PACIIUCAHUS on) WM BBIKIIOYATHCS (€CIH PEKUM PACITUCAHUS
off). Takoil Tun pacnucanusi MO3BOJSIET YUUTHIBATh, HATIPUMED, APYTol pexkuM paboThl
JUTSL BBIXOJHBIX JHEH.

I/IHTepBaJ'I BPEMEHHM B 3aBUCUMOCTHU OT TUIIA PACIIMCaHUA 3aJa€TCs CIICAYIOIINM O6p330MZ

e Eciu Tun pacnucanus daily, TO 334a€TCS OJUH UHTEPBAI B BUJE hh : mm-HH : MM, TJI€
hh:mm — gacer u MunHyTHI Hayaa uaTepBana, HH:MM — yackl 1 MUHYTBI KOHIIA
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uHTepBaia. BpeMs Hauala HHTepBaia BKIFOUACTCS B IEPHOJT ICHCTBHS PACTIICAHUS, &
BpeMsl KOHIIAa — HeT. MUHYTHI MOTYT TpHHUMATh 3HadeHus oT 0 1o 59, gacel — ot 0 1o 24.
Ecnu uncno gacoB paBHO 24, TO YHCII0O MUHYT MOXET OBITH paBHO Tobko 00, Takoe BpeMs
o3Havaet () 4acoB CJICAYIOIIETO JTHSI.

e  Eciu TUIl paclucaHus weekly, TO MOKHO 3a/1aTh HECKOJIBKO MHTEPBAIOB BpeMeHH. [l
Ka)JIOTO JIHS HEJICJIM YKa3bIBAIOTCS TIEPBBIC TP OYKBBI €r0 aHTIIUICKOT0 Ha3BaHus (mon,
tue, wed, thu, fri, sat, sun), 3arem 3HaK paBEeHCTBA W BPEMEHHOW MHTEPBAJ VIS TAHHOTO
JIHSL HEZIEIM B TOM ke (popMare, 4To U JJIs ©KCAHEBHOIO PACIIMCAHMs, HAIIPUMED:
mon=9:00-18:00. Pacnicanus Ha pa3Hble JHU HEACTH Pa3CIISIOTCS 3asAThIMHU,
HaIpUMEP: mon=9:00-18:00, tue=10:00-18:00. KpoMe TOro, MOXHO 3a7aTh OJUH X TOT
K€ MHTEPBAJI JJIs1 HECKOJIBKUX JTHEH HEJeNN, B 3TOM CIIy4ae JHU HECIH TePEUUCIISIOTCS
JI0 3HAKa PAaBEHCTBA Yepe3 IBOCTOYUE, HAPHUMEP: sat:sun=00:00-24:00.

B pacnucannu MOXKHO yKa3bIBaTh He BCE IHHU HeAelau. B aToM ciyyae B Te JHH, U1
KOTOPBIX paclycaHue He 33aH0, IPaBUIIO OyAeT BecTH cedsl Tak ke, KaK U B yKa3aHHbIC
JHY 32 TIpe/ieIaMu 3aJaHHbIX HHTEPBAIOB BPEMEHHU (T.€. BBIKIIIOUATHCS, €CIIH PEKUM
pachucaHus on, U BKIFOYATHCS, €CITH PEKUM PACITHCAHUS Off).

[Ipumepsl NOJHBIX paCHUCAHMIM:
time off,daily,9:00-18:00

time on,weekly,mon:tue:wed:thu:fri=9:00-18:00,sat:sun=00:00-24:00

MpaBuna ¢punbTpaumumn oTKpbITbIX IP-NakeToB No yMoN4YaHUIO

®aiin firewall.conf CO3/aeTCs aBTOMaTHUYeCKH B mporecce yctaHoBkH [10 Ha [TAK ViPNet
Coordinator HW. Co3nansslit (aiii cogep>kxut 00s3aTeNIbHbIC CEKIUU C 3aIaHHBIMU B HUX
MpaBUJIaMU 110 YMOJTYaHu0. HekoTopbie 13 3THX MPaBUJI OTKIIOYCHBI, IPUYEM BMECTO JICKCEMBI
disable JUISl UX OTKIFOYEHHS UCIIONB3YeTCs KOMMEHTUPOBAHUE COOTBETCTBYIOMINX CTPOK. Jis
BKITFOUEHUS KAKOTO-THOO MPpaBUIIa JOCTATOYHO YAAIUTh U3 CTPOKH 3HAK KOMMEHTAPHSI.

B mponecce paboThl aAMUHHCTPATOP MOXKET U3MEHSITh HA0Op MpaBmJl, OHAKO BCETAa MOXKHO
BEPHYTHCS K MPaBUiIaM M0 YMOJYAHHIO B JII000 13 00s13aTeNbHbBIX ceKuni. s 3Toro Hago
HENMKOM yJIAJIUTh CEKIUIO U3 (aiina firewall.conf. [Ipu cienyromieM 3amycke
YIPaBISIOLIErO IEMOHA OTCYTCTBYIOLIAsl CEKIHs OyIeT aBTOMAaTH4ecKu 1o0aBiieHa B ¢aiin
firewall.conf C IIpaBUJIaMH 110 YMOJIYAHUIO.

B CEKIUH [local] MO YMOIYaHHUIO IIPUCYTCTBYIOT CICAYIONIME IIpaBuiIa:
rule= proto udp from anyip:67 to anyip:68 pass
rule= proto udp from anyip:68 to anyip:67 pass
# rule= proto udp from anyip:138 to anyip:138 pass

rule= proto udp from anyip to anyip:53 pass
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rule= proto udp from anyip to anyip:123 pass

[lepBbie ABa MpaBMIIa pa3penaT npomyck naketoB ciyx0s1 DHCP (mopTe! 67 u 68),
MIpeIHa3HAaYeHHOM U TUHAMHWYECKOTO BhIIETIeHHs KomnbioTepaM [P-anpecos. O1tu npasuina
BKITIOUEHBI (IEHCTBYIOT).

TpeTbe mpaBuio pa3pemaet MpoIyckK nakeToB ciyxosl gatarpamm NetBIOS (netbios-dgm,
nopt 138), mpenHa3HaYeHHOM ISl TepelauM JaHHBIX MEXTy KOMIIBIOTEpaMHy IpU
HCIOJIb30BaHUHU B JoKanbHOU ceTh NetBIOS-umeH. 3To mpaBuiio oTKIIOUEHO
(3aKOMMEHTHPOBAHO).

YeTBepToe MpaBUiIO pa3periaeT NpoImyCcK UCXOAAIUX HakeToB Ha 53-i mopt DNS-cepeepos,
MATOE MPABUJIO pa3pelIaeT IPOIMyCK NCXOAAIMMX nakeToB Ha 123-it mopt NTP-cepBepoB. Ot
MpaBuiia BKIIOYCHBI (ICHCTBYIOT).

B cexuunn [broadcast] MO YMOJTYaHUIO NPUCYTCTBYIOT CIEAYIOIINE IPaBUIA:
rule= proto udp from anyip:67 to anyip:68 pass
rule= proto udp from anyip:68 to anyip:67 pass
# rule= proto udp from anyip:138 to anyip:138 pass

# rule= proto udp from anyip:137 to anyip:137 pass

IlepBBie Tpu mpaBuia TE ke, 4YTO U B CEKLUUH [local]. UeTBepToe MpaBUiIO pa3peraeT MpoIycK
nakeToB cy0b1 mMeH NetBIOS (netbios-ns, mopt 137), npenmHa3Ha4eHHO TSI pETUCTPAIIUHU H
nposepkd NetBIOS-uMeH KOMIBIOTEPOB B JIOKAJIBHON CETH. DTO MPABUIIO OTKIKOYEHO
(3aKOMMEHTHPOBAHO).

B cexunu [tunnel] TO yMONTYaHHUIO PUCYTCTBYET CIEAYIOIIEE MPABUIIO:

rule= proto any from any to any pass

OT0 NMpaBUIIO BKIIIOYECHO U pa3peniaeT Tpaduk Mex 1y BCeMU TYHHEIHPYEMBIMH PeECypcamMu U
BCEMH 3allMLICHHBIMH y3/1aMu, ¢ KoTopbIMH cBs3aH I1AK. Takas 3anuch sKBUBaJIeHTHA
3aJaHMI0 2-X CIICAYIOIINX NPAaBWII AJIsl TYHHEJIUPYEMBIX PECYPCOB:

rule= proto any from anyid to anyip pass

rule= proto any from anyip to anyid pass

HacTtpoiika npaBu/1 TpaHCALMM afpecoB

ITAK ViPNet Coordinator HW noaep kiBaeT TpaHCIALNIO apecoB, TO €CTh M3MEHEHUE
ajipeca OTIPABUTENS WIH TIOTydaTells [TaKeTa [0 OTPEIeIIeHHBIM aIrOpUTMaM.
IToxaepkuBarOTCs 1Ba THUIA TPAHCIISAIMH aJAPECOB:

e Tpancasuus agpeca oTHpPaBUTeIs, HA3bIBa€Mas TaK)KE MacKapaJMHIOM WJIU
JIMHAMUYECKOU TpaHchsanueil. Takast TpaHCIIMS apecOB UCIIOJIb3YETCA, €CIIN HYKHO
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OpraHu30BaTh BbIX0J B IHTEpHET mojib3oBaTenel, MMEIOIINX YaCTHBIE ajapeca. B aTom
ciydae mipu ripoxoze depes [IAK makeToB oT 4aCTHBIX OTIIpaBUTENEH B HUX 3aMEHSIETCS
azpec OTHpaBUTEI Ha BHeITHUH (peanpHbIi) aapec ITAK. [Ipu npuxome OTBETHBIX
MAKEeTOB B HUX MOJMEHSETCS aapec MoydyaTelnss 00paTHO Ha YAaCTHBIN aJipec, U B TAKOM
BUJIE TTAKET JJOCTABIIACTCS B YACTHYIO CETh.

e Tpaucasuus aapeca nojy4aress, Ha3piBaeMasl TaKke (OPBapAUHTOM MOPTOB MU
CTaTUYECKOH TPaHCISIMEH, UCTIONB3YeTCsl, KOTIa HY’)KHO 00ECTIEUHUTh TOCTYTI U3
HHTepHeTa K KOMIIBIOTEPY, HAXOAAIIEMYCsl B YaCTHOM ceTu. B aTom ciaydae makeTsl,
npuxojsuye n3 utepHeTa Ha onpenenaeHHbI nopt BHemHero aapeca [TAK,
TIEPEHAIPABIIAIOTCSA Ha YKa3aHHBIN ajpec BHYTPEHHEH CETH IyTeM MOJMEHBI B HUX aJipeca
MOJTy4yaTesis, a y OTBETHBIX TAKETOB OT KOMITBIOTEPA BHYTPEHHEN CETH MOAMEHSAETCS aJipec
OTIIpaBUTE.

HpaBI/UIa TPaHCIIHUA aAPCCOB 3aJa0TCA B CCKIIMU [nat ] q)afma firewall.conf.

CMHTAKCUC NpaBuJl TPAHCNSILMKM afpecoB

[TpaBuia TpaHCISAIMU aJPECOB UMEIOT CHHTAKCHC, TTOAOOHBI CHHTAKCHCY MPaBUi (GUITBTPALIUH
(eM. «Hactpoiika npaBui GuinbTpanun oTKpeITEIX [P-iakeToBy Ha ctp. 115). Kaxnoe npasuio
OITMCHIBACTCS TAPAMETPOM rule, €T0 3HAUYCHHUE COCTOMT U3 CIEAYIONINX KOMIIOHCHTOB!

rule= <ynpapJjgolyi KOMIIOHEHT> <pencrTtBue> <yCJIOBUE>

praBHﬂIOHII/Iﬁ KOMITIOHCHT JOJDKCH YKAa3bIBATHCA B CAaMOM Ha4daJIC IMpaBujia, OCTAJIbHBIC
KOMIIOHCHTEI ITpaBuWjia MOT'YT CJICJOBAThH B JIF000M IopsAaKe.

' ] l Ipumeuanue. B otnuune ot npasui GUIIbTpalyy, B IPaBUIaX TPAHCISIIUK aIPECOB
OTCYTCTBYET pacIlicaHue.

Yupapiasiromuuii KOMIIOHEHT ITOJIHOCTBIO HJIEHTUYEH YIIPABJISIFOLIEMY KOMIIOHEHTY,
OTMCaHHOMY JUI ipaBwil QuibTpanuu (cM. «Hactpoiika mpaBuil GuiIbTpaui OTKPBITHIX [P-
makeToB» Ha cTp. 115).

I[eﬁCTBHe OIIMCBIBACTCS JISKCEMOM change C IapaME€TPOM, YKa3bIBAOIINM, YTO UMCHHO HYXXHO
NOIMEHATH KU HA YTO MMCHHO. B 3aBucumocTu ot TOTO, KaKoH THII TPAHCIIAIUN aIpECOB HYKHO
OCYLICCTBJIATD, HeﬁCTBHe MOIXKCET [IPUHUMATDh CJ'IC,I[YIOH.II/Iﬁ 13501

e Jlns TpaHCHSAUMU aJipeca OTIPABUTENA: change src=<ampec>:dynamic

ryie <anpec> — BHemHUH anpec [TAK, Ha koTOpbIii OyeT 3aMEHAThCS aJipec OTHPABUTEIS
nakeroB. HampumMep: change src=194.87.0.8:dynamic.
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o I[J‘ISI TPpaHCIIAOUHN aapeca MOJydaTeIid: change dst=<anmpec>:<nopT>

T/ <ampec> M <nopt> — aJIpeC U MOPT KOMITHIOTEPA B JIOKAJTHHON CETH, Ha KOTOPHIN OyaeT
MIPOU3BOIUTHCS TEpEHAIpaBieHe makeToB. Hampumep: change
dst=192.168.201.1:8080.

YcaoBue 11 npaBUil TPAHCIALUH aJpECOB UMEET TaKOM K€ CHHTAKCHUC, KaK U JJIs IPaBUiI
¢GuIbTpanyu, HO ¢ HEKOTOPBIMH 0COOCHHOCTSIMU:

e Jlns TpaHCHAINH agpeca OTIPaBUTENS (JMHAMUYECKasi TPAHCIISIHS aIpecoB) B JIEKCEMe
proto JOHKHO OBITh YKa3aHO any, a B JIEKCEME to JODKHO OBITh YKa3aHO anyip.

e Jlns TpaHCISIUMU agpeca OTIIPaBUTENI JIEKCEMa from yKa3bIBaeT HA0Op agpecoB
BHYTPEHHEH CeTH, KOTOPBIE OYAyT MOJIBEPraThCsl TPAHCIISIIINY, TIPU 3TOM B JIEKCEME from
MOJKHO YKa3bIBaTh TOJIBKO aJipeca, JUaNa3oHbl aAPECOB U MACcKH, a TAKXKE UX CIUCKU.
YKa3bIBaTh NOPTHI WK IHANIA30HBI [IOPTOB HENB3SL.

e Jlns TpaHCISILMY apeca Modydaress (cTaTuYecKas TpaHCILLMA aipecoB) B JIEKCEME from
JOJDKHO OBITh YKa3aHO anyip, a B JIEKCEME to JOJDKHBI OBITh YKa3aHbl BHELIHUN aapec U
nopt [TAK, Ha KoTOpBIil OyIyT MPUXOIUTH MAKETHI, MOJIEKAIINe IepeHanpasieHuio. B
3TOM CJIy4ae B JIEKCEME to MOYKHO YKa3bIBaTh TOJIBKO apEC UM CIHCOK aJpecoB, a TAKKe
MOPT WJIN CIIMCOK MOPTOB. YKa3aHUE AUANa30HOB U MAaCOK aJpecoB, a TAKXKE IUANa30HOB
MIOPTOB 3aMpeLeHO.

ITpumeps! OJIHBIX TPaBUI TPAHCIISILIUU AIPECOB:

e Jlns TpaHCHAMH aapeca OTIPABUTEN:

rule= num 10 change src=194.87.0.8:dynamic proto any from 192.168.201.0/24
to anyip

L4 I[J'ISI TPAHCIIAIMHA aJipecCa MOJIydaTeisd:

rule= num 100 change dst=10.0.0.7:8080 proto tcp from anyip to
194.87.0.8:80

B3anmopeicTeue npasumn qmnb'rpauuu MU NpaBuJ1 TpaHCAUUU

[TakeTsl, MoJBEpraroIHecs MpeoOPa30BaHUIO aIPECOB, IIPOXOSAT TAKKe 00PaOOTKY MpaBUIaMU
GUIBTpAIK, YKa3aHHBIMY B CEKIMAX [local] U [forward]. [Ipy yCTaHOBIEHUH COOTBETCTBHSI
MEX/y TTapaMeTpaMu MakeTa, MPOIIC/IIEro yepe3 TPAHCISIIHUIO aPecoB, U YCIIOBUEM MpaBHiia
GUIbTpAIK TPUMEHSETCS CIICAYIOIINI MPHHIUITL aJpec OTIPABUTENA OEpeTcs U3 MaKeTa Jio
TPAHCJIAIUH, a 3JPeC MOTyJaTeNs — Mocie TpaHCasIui. IMEHHO 9TH ajpeca IpoBepstoTCs Ha
COOTBETCTBHE YCIIOBHUSM ITPABHIL.
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Hampumep, mycts cymectByeT [IAK ¢ BHyTpenneii cetsio 10.0.1.0/24 u BHEITHIM agpecoM
194.87.0.8. Heobxoaumo obecniednTs TOCTYI MOIh30BaTeNel BHyTpeHHeH ceTu B IHTepHEeT.
J1J1s 3TOT0 B CEKIIMU [nat] JOJHKHO OBITH 3a/1aHO CIIeNyIolIee MPaBUIIo:

rule= num 10 change src=194.87.0.8:dynamic proto any from 10.0.1.0/24 to
anyip
Heobxoamnmo Takke 3a1aTh pa3pelniaroliee MpaBuiio B CEKIUH [forward] .

rule= num 100 pass proto any from 10.0.1.0/24 to anyip

Ecnu npu 3TOM HE00X0IMMO 3alpPETUTh BHYTPEHHUM T0JIb30BaTENAM ycTaHnaBiauBaTh TCP-
COEIMHEHWSI ¢ BHEITHUM azpecoM 194.226.82.50, To U1t 3TOTO B CEKIUIO [forward] HYKHO
J00aBUTH CIIeIyIOIIee PABHJIO:

rule= num 90 drop proto tcp from 10.0.1.0/24 to 194.226.82.50

Kak BuaHO 13 mpumepa, B IeKceMe from yKa3aH aApec JOKAIBHOTO OTHPABUTENS MaKeTa 10
TPaHCISALUH aPECOB, a B JIEKCEME to — a/Ipec yAaJeHHOTO MOIy4aTess Mociie TPaHCIALUN
azipecoB (B JaHHOM CIIydae OH HE U3MEHSETCS B IPOLIECCE TPAHCIIALIUHN).

ToT ke NpUHLUI IPUMEHSIETCS IPH TPAHCISIIMHU axpeca nosydaress. [lycts Heooxonumo
MEPEHANPABIIATH BCE MAKEThI, Npuxoasiue Ha nopT 80 BHemHero aapeca [IAK, B nokanbHyto
ceth Ha aapec 10.0.1.1 u mopt 8080. {151 3TOr0 B CEKIUU [nat] MOJXKHO OBIThH 3aJIaHO
cienyrolee npaBuio:

rule= num 10 change dst=10.0.1.1:8080 proto tcp from anyip to
194.87.0.8:80

Heobxonumo Taroke 3a1aTh CICAYIOIIee pa3peliaroliee MpaBuio B CeKIUH [forward] !

rule= num 100 pass proto tcp from anyip to 10.0.1.1:8080

Ecmm IIpu 3TOM HGOGXOZ[I/IMO 3alpeTUTh BXOAIINE COCANHCHHUA Ha ,Z[aHHBIﬁ KOMIIBIOTEP

BHYTpPEHHEH ceTH ¢ BHeIIHero aapeca 194.226.82.50, To 11 3TOro B CEKIUIO [forward] HYXKHO

J100aBUTh CIIEAYIOIICE TPABKIIO:

rule= num 90 drop proto tcp from 194.226.82.50 to 10.0.1.1:8080

Cnyxe6Hble NnapaMeTpbl MEXXCETEBOIro SKpaHa

[TapameTpbl MEXKCETEBOTO 3KpaHa, He ABJISIONIHECS MpaBriiaMi 00pabOTKH OTKPHITHIX [P-
MAKETOB, 33JIAI0TCS B CEKIMH [settings] (aiina firewall.conf. CHHTAKCUC 3TOU CEKIIUU
TaKOH ke, KaK CHHTaKCHC (DalJIOB iplir.conf M iplir.conf-<unrepoeirc> (cM. «O0IIHE

NIPUHIUITEL HACTPOHKM» Ha cTp. 88). [Ipu co3nanmu ¢aiina firewall.conf CEKIHA [settings]

HE COACPKUT NapaMCTPOB, IPHU 3TOM HCHOJB3YIOTCA 3HAYCHUA 110 YMOJTYAHUIO, IPUBCACHHBIC
HIKC.
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Ceknus [setti ngs] COACPKHUT CICAYIOLIUEC ITapaMECTPhI:

max-connections — MAaKCUMaJIbHOC KOJIHMYCCTBO OTHOBPEMCHHBIX COCIUHCHUIA. CnenyeT
HUMCTb B BUAY, UTO YUCJIO 06pa6aTBIBaCMBIX pCaIbHbIX (I)I/ISI/IIJCCKI/IX COCOUHCHUI 6YILGT B
3 pa3a MCHBIIC. 3HaueHue Mo YMOJI4YaHUIO 300000, 3TO MAKCUMAJIBHO JOITYCTUMOE
3HAa4YCHUC MMapaMeTpa. Ecnu H606XOI[I/IMO OIrpaHUYUTL YUCJIO OJHOBPEMCHHBIX
COGHHHGHHﬁ, CJICOAYCT YMCHBIIUTL 3HAYCHUC MTapaMcTpa.

dynamic-ports — JAMAIa30H MOPTOB, KOTOPBIC UCTIONB3YIOTCS IS AMHAMUYECKOM
TPAHCJISIIUY aJIPEcOB. 3HAYCHUE IO YMOTYAHHIO 60000-65000.

listen-timeout — BpeMs OXHIAHUS «BCIIOMOTATEIBHBIX) COSAMHEHNH (B CEKYHAAX).

HexoTopsiM npoToKoIaM BO BpeMsi paboThl TpeOyeTCsl YCTAaHOBKA JTOTIOTHUTEIBHBIX
coeqiMHeHN. Eciy ycTaHOBIIEH COOTBETCTBYIOLIHI MOAYJIb 00paOOTKH MPHUKIIATHBIX
MIPOTOKOJIOB, TO aBTOMAaTH4ECKH CO3/1at0TCS IIPAaBUIa JUIsl BCIIOMOTaTeIbHBIX COSTMHEHUH.
OTH npaBuia yAAIAIOTCS, €CIM B TEYEHNE BPEMEHH, 3alaHHOTO B listen-timeout, HE
OBUIO YCTaHOBJICHO COEMHEHKE. 3HAUeHHE N0 YMOTYAHHIO 3 (CEKYH/BI).

connection-ttl-tcp — BpeMs (B CEKyHJax), 10 UCTEUEHUU KOTOPOIO MOCIE PErUCTPaLiU
HOCJI/THETO TaKeTa, OTHOCSAILErocs K JanHoMy coequHeHnto TCP, oHo pa3pbiBaeTcs 1o
TaitM-ayTy. 3HaYeHHE TI0 yMOYaHHo 3600 (60 MuH).

connection-ttl-udp — BpeMs (B CEKyH/Jax), 10 HICTEYEHUH KOTOPOI'0 TOCIE PETUCTPALIH
MOCJIETHETO MAaKeTa, OTHOCALIErocsa K aHHOMYy coeauHennto UDP, oHo pa3pbiBaeTcs 1o
TaliM-ayTy. 3HaYEHHUE TI0 YMOJIYaHUIO 300 (5 MUH).

dynamic-timeouts — BKIFOUEHHE UM OTKITFOUYCHUE PEKUMa JUHAMUYECKIX TaliM-ayTOB
COoeMHEeHM (yes/no). 3HaAUEHHUE IO YMOIYAHHUIO no.

PexuM TMHAMUYECKUX TaiiM-ayTOB HUCIONb3yeTcs st potuBoaeiicTBus flood-arakam u
paloTaeT cieayromuM 00pa3oM: KOraa KOJIMYECTBO COETUHEHUI JOCTUTaeT
OIIPEJICJIEHHOTO MPOLIEHTa OT MAaKCUMyMa, TaliM-ayThl BCEX COCMHEHNI YMEHBIAIOTCA Ha
OTIpeJICJICHHYIO BEJIMUMHY, U 3Ta BeJIMYMHA TeM OoJble, 4eM OJrKe YUCIO COeIMHEHUH K
MaKCUMyMy (HO TaiM-ayT HE YMEHbLIAETCs] HWXKE OIpeeNIeHHOro MUHUMyMa). Koraa
KOJINYECTBO COEAMHEHUH MaJaeT 10 ONPENEIEHHOI0 MPOLEHTA OT MaKCUMAJIbHOTO, TaiM-
ayThl BOCCTAHABJIMBAIOTCS JO HOPMAaJIbHOM BEJINYHHBL.

cleanup-interval — NEPUOAUYHOCTh YAAIEHUS YCTAPEBIINX COSAMHEHNH (C UCTEKIINMU
TaliM-ayTamH). 3a/1a€TCs B CEKyH/IaX, 3HAUCHHE 110 YMOYAHUIO 5 (CEKYH]T).

Bonpmue 3HaYeHMS MPUBEIYT K MEHEE aKKypaTHOMY (TI0 BPEMEHH) YIAICHHUIO
YCTapeBIINX COEMHEHUM, a CIMIIKOM MaJICHbKHUE K JIMIIHEN HArpy3Ke Ha MpPOoIEeccop.
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Hactpoika npaBun ¢buabTpaumm u TPAHCAALMU C NOMOLLBIO
annnera SGA

Hactpoiiky [TAK ViPNet Coordinator HW M03kHO ocyiecTBIsSITh HE TOIBKO IyTEM
penakTupoBanus (HaiioB KOHPUTypaIuu, HO Takxke ¢ ToMoIbko ammiera SGA. Ammier SGA
npeHa3HavYeH JIJ1si MOHUTOPUHTA U yrpasieHust ViPNet-koopauHaTtopoM nocpeacTBoM BeO-
uHTepdelica ¥ O3BOJISET, B YACTHOCTH, HACTPOUTH MTPaBMiIa QUIBTPALH OTKPBITHIX [P-
MaKeTOB M MpaBuia TpaHCIALIUU afapecoB. [lonpobHoe onucanne pabotsl ¢ ammietoM SGA
COJEPIKUTCS B JIOKYMEHTE «ATIUIET MOHUTOPHHTA U ynpasineHus ViPNet-koopanHaTopom.
PykoBoicTBO MOsIB30BaTENS.

Hpumeuanue. [IpaBuna uabTparmu TyHHEIUPYyeMbIX [P-makeToB Helb3s
MIPOCMOTPETH U U3MEHUTH € OMOLIBI0 anmiera SGA.

Hactpoiika npaBui GuibTpaiiyy U TPAHCHIAIUN C MTOMOIIIb0 amiera SGA UMeeT HEKOTOphIC
0c00eHHOCTH, 00YCIIOBIICHHBIE TEM, YTO MpEICTaBICHHE paBUIl B HHTep(deiice ammiera
OTITUYAETCS OT MX 3aIUCH B (paiine firewall.conf. B (haiiie koH(UTYpanyi MOKHO yKa3bIBATh
KOMILJIEKCHbIE ()OPMBI 3aIIMCH YCIOBUH (CITUCKH IIPOTOKOJIOB, IP-anpecos u T.1., TpyIIHpOBKa
YCIIOBHIT), TOT/1a Kak B anmuieTe SGA BO3MOXKHBI TOJIBKO TIPOCTHIE (POPMBI TIPEACTABICHUS
(emMHUYHBIE TPOTOKOIIBI U aJIpeca, AUana3oHbl aipecoB U T.4.). Eciu gain firewall.conf
COJEPKUT CIIOXKHBIE MTPaBWIIa (B KOTOPBIX YKa3aHbl CJIOKHBIE YCIOBHUS), TO IPU MPOCMOTpE
MIPaBHJI C TOMOIIBI0 amieTa SGA KaxIoe CI0XHOe PaBUiIo Ipeodpasyercs u/uim
MOJBEPraeTcsi JeKOMIIO3ULINH, T.€. pa30uBaeTcs Ha HECKOJIBKO MPOCTHIX MpaBuil. B ciyuae,
korga anmer SGA HCHONb3yeTcsl TOIBKO ISl IPOCMOTpa MPpaBuil, 3alicy B (aiiie
firewall.conf He U3MEHSIOTCS. Eciu npaBuia pegakTUpPYIOTCA U 3aTEM COXPaHSIIOTCS C
nomorpko ammuiera SGA, To B daiine firewall .conf H3MEHSIOTCS 3aIHCH, OTHOCSIIHECS K
CJIOKHBIM TPaBUIIaM.

Mpumeuanue. [Ipu perakTHPOBAHUU U COXPAHSHUH MPABUIT PUIBTPALMU U

m TPAHCIIANNY C TOMOIIBIO anmieTa SGA cloXHbIE TTpaBuiia pa30oUBarOTCS Ha HECKOJIBKO
MPOCTBIX MPABHJI, TAK YTO B (aiiie firewall.conf BMECTO OJHOIO CII0KHOIO
npaBuiia OyAyT 3alKMCaHbl HECKOJIBKO 0OJIee MPOCTHIX MPABHIL.

JexoMmo3uius npaBuil QUIBTPALUN OTKPBITHIX [P-MakeToB MPOBOAMTCS B CIEAYIONIHX
CIIyJasx:

e B IpaBwiIe QUIBTPAIMU YKa3aH CIIMCOK MIPOTOKOJIOB;

e B mpaBwie QUIBTPALMU YKa3aH criucok IP-aapecos;
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® B IIpaBUIC (pnnmpaunn YKa3aH CIMCOK MOPTOB OTHPABUTEIIA H/UIHU CITUCOK IOPTOB
MOJIy4aTeJid;

e B mpaBwiIe QUIBTPAMU YKazaHa Macka i [P-agpecos.

Hanpumep, ecnu B daiine firewall.conf B CEKIUH [local] 3aaHO MPABUIIO

rule= num 1 proto any from 10.0.2.0/24 to anyip out pass

TO TIOCJI€ COXPaHEHU MPaBIIT (HUIBTPAINH ¢ TIOMOIIEI0 anmuieta SGA 3To mpaBuio 0yneT
MPeoOpa3oBaHO CIEAYIONNM 00pa3oM:

rule= num 1 proto any from 10.0.2.0-10.0.2.255 to anyip out pass

B nanHoM nmpumepe Macka IOJACETH, 3alaHHast B YCIOBUH IIPaBUIIa, Mpeodpa3yeTcs B AUANa30H
aIpecoB.

JlexoMmo3umus mpaBuil TPAHCIISIINH aJpeCOB MPOBOJUTCS B CIEIYIOIINX CIyJasX:

® B IIpaBWJIC TPAHCILILMU aapeca OTIPABUTEIS (IMHAMUYECKAs! TPAHCIISLUS aJpEecoB) B
JIeKceMe from YKaszaH crucok [P-anpecoB otnpasuresns w/unu Macku 1uis [P-aapecos;

® B IpaBWIIC TPAHCILILMU agpeca Moaydarens (cTaTuyecKas TPaHCISLHS aIPECOB) B JIEKCEME
to yKa3aH cnucok [P-ampecoB n/mim mopToB moigyvaTens.

Hampumep, ecu B haiine firewall.conf B CEKIUU [nat] 3aJIaHO MTPABHIIO
rule= num 1 proto tcp from anyip to 80.251.135.75:(80,81) change
dst=10.0.2.1:8080

TO MOCJIE COXPAHEHUs! IPaBUJI TPAHCIISLUY C IIOMOIIBIO anmiera SGA BMECTO 3TOro Ipasuja B
¢aiine firewall.conf OyAyT 3amMcaHbl 2 MpaBUia;

rule= num 1 proto tcp from anyip to 80.251.135.75:80 change
dst=10.0.2.1:8080

rule= num 1 proto tcp from anyip to 80.251.135.75:81 change
dst=10.0.2.1:8080

B nannoMm npumepe o1HO MPaBHUIIO, B YCIOBUH KOTOPOT'O yKa3aH CIIMCOK U3 2-X MOPTOB,
pa3buBaeTcs Ha 2 MpaBUIIa, B YCIOBHUSAX KOTOPBIX YKa3aH TOJBKO OJMH TOPT.
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HacTtporika napaMeTpoB CETEBBIX

MHTEP(DENCOB

[TapameTpsl HACTPOWKH CETEBHIX HHTEpQEcOB conepxkarcs B painax iplir.conf-
<murepderic>. g pegakTupoBaHus 3TuX (ailyIoB HCHONB3YEeTCS KOMaHAa iplir config
<unrepperic>. Dailnel KOHGUTYpanun 11 HHTEP(HEHCOB coepKaT CEKINH, OMTUCaHHBIE HIDKE.

Cekuusa [mode]

Cek1ust [mode] HMCIIONB3YETCS U 3a1aHUs pexxuMa Oe3omacHocTH aApaiiBepa ViPNet Ha
JTAHHOM UHTepdeiice. DTa CeKIMsI COACPIKUT CICAYIOUIHIA MapaMeTp:

® mode — HOMEp pekUMa 6e30macHOCTH Ha nHTepdeiice. MoXeT MPUHUMATE CIIeIYOLIHe
3HAYCHUS:

o

1 — 6iokupoBath [P-nakeTsl Bcex coeMHEHMH (MPOITYCKATh TOIBKO 3alIu(pPOBaHHEIE
MTaKeTHhI);

2 — OJIOKUPOBATh BCE COCTUHEHUS, KPOME pa3pelIeHHbIX (MPOITyCKaTh
3amu(poBaHHbBIE TAKETHI, 8 TAK)KE He3aln(POBaHHBIEC TAKETHI OT IPECATOB, SIBHO
yKa3aHHBIX B QUIBTPax OTKPHITOH CETH);

3 — IPOIYCKAaTh BCE UCXOSIINE COSIMHEHHSI, KpOME 3allPELICHHBIX (IIPaBUIIO
OymepaHra: B JONIOJHEHUE K PEXHUMY 2 MPOMYCKATh BCE HCXOISIIIE MAKEThI, a TAKKE
(B TeueHHE HEKOTOPOT'O BPEMEHH ) BXO/SIIUE MTAKEThI OT Y3JI0B, COEMHEHNE C
KOTOPBIMH YCTAHOBJIEHO MCXOAAIIUMH MTaKeTaMn);

4 — IIPOMMYyCKaTh BCC COCTUHCHMA,

5 — mporyckath [P-makeTsl 6e3 00paboTKH (OTKIIOUYHTE JIpaiiBep, He
pacmudpoBHIBaTh 3aIM(POBAHHBIC TIAKETHI).

[To ymonuanuto Ha Bcex uHTepdeiicax [IAK ycranoBneH pesxum 6e30macHOCTH 2.

[HonpoOHoe onucanue pe:xMMOB 0€30IaCHOCTH MPUBEACHO B pasnesie OCHOBHBIC PEKUMBI
oesonacuoctu [10 ViPNet (na ctp. 21).
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Cekums [db]

Cekuus [db] MCHOIB3YETCS AN 3a/laHKs TapaMeTpoB KypHaia Tpaduka. JKypHan Begercs

OTJIENIBHO JIJIS KaXKI0T0 MHTep(derica U XpaHUTCS B TOM XKe KaTaJlore, IJIe HaXOAsITcs (aiibl
KOH(UTYpalny, B (paiiyie c UMEHEeM iplir.db-<uurepderic>. MaKCUMaIBHBIA pa3Mep KypHaja

YCTaHaBJIMBACTCA IMOJIB30BATCIIEM.

3amrcH o TaKeTax HaKarlIHBalOTCs B JKypHaJI€ 10 TEX I1OP, IMTOKa HE 6yz[eT JOCTUTHYT

MaKCHUMAJIBHBIA pa3Mep KypHaJIa, MOCIe Yero CaMble CTaphie 3aIUCU CTUPAIOTCS U HA UX MECTO

3aMUCBIBAOTCS HOBBIE. [ yMeHbIIeHH 00beMa KypHaja U yAo0CcTBa ero IpocMoTpa
OJIMHAKOBBIE 3aIIMCH O IIAKETaX, 3apPErUCTPUPOBAHHBIC B TEUEHHE KOPOTKOI'O BPEMEHH,

O6’I)GHI/IH$1}OTC$1 B OJIHY 3aIlMChb, X 3aTCM IIPpU IPOCMOTPE KypHajIa MOXKHO y3HATh, CKOJIBKO pa3

Impoun301Io CO6I:»ITI/IC, OITMCEIBAEMOE 3TOH 3aIHMChHIO.

Cex1ust [db] COIAEPKUT CIETYIOIINE TapaMeTPHhI:

® naxsize — MaKCUMaJbHBIA pa3Mep KypHana B Meradaiitax (1 merabaitt = 1048576 6aiir).

Bunmanue! /I [TAK ViPNet Coordinator HW 100 MakcuManbHbIi pa3Mep xKypHaia
‘4 momxeH ObTh He Oonee 10MB. Ipu ykasanum OomnbIero pazMepa OH NPUHYIUTEIHHO
ycraHaBnuBaercsa B 10Mb.

PeanbHbIii pazMep sxypHaiia H3-3a HAJIMYUS B HEM CIIy>KEOHOTO 3arojI0BKa IIOJIy4aeTcs

npumepHo Ha 1 Koaiit 6omnpmie. [Ipu crapre ynpasisromero JeMoHa 1mociie pasmepa

JKypHaj1a aBTOMaTHYECKH AOMUCHIBaeTCs cIoBO Mbytes, 4ToObI 00JerYuTh MOHUMaHHUE

3HA4YCHUA 3TOT'O IMapaMeTpa. HpI/I MOCJICAYOIIEM PEAAKTUPOBAHUU 3TO CJIOBO MOXKHO
OCTaBUTb, 4 MOKHO CTEPETb — OHO 6yz[eT ,I[O6aBJ'IeH0 aBTOMATHYECKH. 3HAUYCHHE

napameTpa 0 oTkiIroyaer BCACHHC KypHaJIa. Ecimm A0 OTKIIFOYCHUA KypHaAJla B HCM ObLIH

3aIlUCH, TO OHU HC YAAJTIAIOTCSA, HO IPOCMOTPETh UX HEJIb34.

o timediff — HWHTCPBAJI BPpEMCHHU, B TCHCHUEC KOTOPOI'0 OJNMHAKOBLIC COOBITHSA
00BEIMHAIOTCA B )KYPHAJIE B OJIHY 3alHCh. 33JIa€TCsI B CEKYH/IaX, 3HAUYECHHUE I10
YMOITYAHUIO 60 (CEKyHI).

B ciryuae 3aganus HyneBoro 3HaueHUs 00beIMHEHNE COOBITHIT OTKITIOYaeTcst. Ecnu

o0beTMHEHNE COOBITHI IS )KypHaJia BBIKIIIOYECHO, TO TIPH OY€Hb HHTCHCUBHOM Tpaduke

HE BCE IIAKETHI MOT'YT PETMCTPUPOBATHCS B )KypHAJIE.

® registerall — BKJIIOUECHHE/OTKIIOUCHHE perucTpaiu BCEX MAaKETOB, MPOXOAANINX YECPE3
,I[aHHBIﬁ I/IHTCp(l)ef/iC. Moker IIPUHUMATH 3HAYCHUE on UIIH of £, 3HAYCHHUEC 110 YMOJIYAHUIO

off. Ecnm mapameTp registerall YCTAaHOBJIEH B 3HAYEHHE of f, TO PETUCTPUPYIOTCS
TOJILKO OJIOKMPOBaHHBIE MAKETHI, & TAKIKE COOBITUSI 00 U3MEHEHUH aJ]PECOB CETEBBIX
y3JI0B.
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registerbroadcast — BKJIFOUCHHE/OTKITIOUCHHE perucTpaiu NIMpOKOBEINATCIIBHBIX
MakeToB. MOKeT MpUHUMAaTh 3HAYEHUE on WIIU of £, 3HAYEHUE T10 YMOJIYaHUIO off.

registertcpserverport — BKIIIOUECHUE/OTKIIOYCHNE PETHCTPAIIMH TTOPTA KIIMEHTA MPH
coenuuHeHnn TCP. MoxeT mpruHUMATh 3HAYEHUE on WIH of f, 3HAYSHHE TI0 YMOITYaHHUIO
off.

Kax mpasuiio, mopt kiuenTa npu TCP-coequHeHIN BRIASIACTCS TMHAMIUYCCKA U HUKAKOH
noje3Hoi nHpopmanun He HeceT. Eciu ¢ kakoro-nmmdo ceTeBoro pecypca npou3BOIATCS
HOIBITKY IOACOCIUHNUTECS K KaKOMY-JIMOO OPTY Ha KOMIIBIOTEPE, & COEITNHEHHUE T10
KaKMM-TO IIPUYMHAM He OyZIeT YCTaHOBJIEHO, TO IIPH CJIEAYIOLIeH NONBITKE YCTAHOBUTh
COEIMHEHHE C TOTrO e pecypca OyneT HCIoIb30BaThCs APyroi Homep nopta. Ilpu
UCIIOJIb30BaHUN CKaHEPOB IIOPTOB I KAKUX-JINOO CETEBBIX aTaK YMCIIO TAKHUX IOMBITOK
MOXET JJOCTUTaTh HECKOJIBKUX COTEH B CEKYHY. [I0CKONIBKY KIIMEHT UCIIONB3YET KayK bl
pa3 pa3HbI€ NOPThI, TO TAKUC MAKETHI HE CHUTAIOTCA OAMHAKOBBIMU U JJId KAXKI0I'0 U3 HUX
CO3/1a€TCs CBOS 3aIMCh B JKypHAJe, 4TO 3aCOPSIET €ro U 3aTpyJHSAET IOCIIEAY O
aHanu3. [Ipu ycTaHOBKE apaMmeTpa registertcpserverport B 3HAYEHUE of £ OPT
kireHTa npu TCP-coeIMHEHNN HE pETUCTPUPYETCS U HE YUUTHIBAETCS, UTO MO3BOJIAET
00BEIUHNUTE COOBITUS O MOMBITKaX MPUCOEIUHUTHCS K KAKOMY-JINOO MOPTY Ha
KOMITIBIOTEPE C ONPENIEIIEHHOTO aJpeca B OJHY 3alllCh, UYTO YacTO OBIBACT OUCHb yJOOHO.
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Padora ¢ moauTukamMu 0e3011acHOCTH

[Monutuka 6ezomacHoCTH hopmupyeTcs B LIeHTpe ynpaBieHuUs MOJMTHKaMU 0€30MacHOCTH
(IYTIB) u paccbuiaeTcs Ha CETEBBIE Y3IIbI C MIOMOIIBIO TpaHcopTHOTO Moayiist METP. Ona
oTpeieNieT TEKYIYIO MOJIUTHKY O€30I1aCHOCTH Ha y3Jie COBMECTHO C NIPaBUIIaMU, 3aJaHHBIMU
MOJIb30BATENIEM HA caMOM Y3Jie (B daiiax KOHQUTypaIyn).

[Monutnka 6e30macHOCTH BKIIOYAeT B ceOs MpeAnpaBuia U MOoCTIpaBuia GUiIbTpanun
OTKPBITHIX [P-ntakeToB (JIOKaIbHBIX, TPAH3UTHBIX U IIMPOKOBEINATEIBHBIX) U PaBHIa 3a1aHUS
PEeKMMOB Oe30macHOCTH Ha uHTepdeiicax. [IpeanpaBuna npeAnIecTBYIOT IpaBUiiaM, 3aJaHHBIM
MOJIb30BaTENIEM Ha y3J1€, IOCTIPaBUiIa CIeAYIOT OCIIe OIb30BaTeIbCKUX MPaBMIl. PesxuMel
Oe3onacHocTH Ha MHTep(delicax, ycTaHOBICHHBIE MOJIMTHKON 0€30MacHOCTH, UIMEIOT IPHOPUTET
HaJ peKMMaMHu, 3alaHHBIMU TI0JIb30BaTEIEM Ha y3IIe.

B mpaBuiiax moJiMTHKY 0€30IaCHOCTH BMECTO KOHKPETHBIX 3HAYCHHI MOXKET OBbITh yKa3aHa
crienManbHas JeKCuuecKas eIMHIIA, Ha3biBaeMasl moacTaHoBKoi. [loncTanoBka 3amaer
HEKOTOPOE YCJIIOBUE U PE3YJIbTAT, KOTOPBIN BCTABJISCTCS B MPABUIIO BMECTO TOJCTAHOBKU NPU
BBITIOJIHCHUH yCiI0BUA. [10poOHOE ONMcaHre CHHTAKCHCA TIPABKJI TIOJMTUKHA O€30MaCHOCTH U
(hopMaTa 1moAcCTaHOBOK cojiepkuTcs B okyMeHTe «ViPNet Policy Manager. PykoBoicTBo
aJMHUHHUCTPATOPAY.

O06paboTKa MONUTHKY 0E30MaCHOCTH IPOU3BOAMUTCS YIPABIISIOMINM JEMOHOM KaXIbIi pa3 mpu
ero crapre/pecrapte. B pesynbraTe 00paboTku npaBumiia, CoAepIKaniuecs B OIy4eHHOH 13
LIVIIB nonutrke 6€30MacHOCTH, J00aBISIFOTCS B (paiiiibl KOHPUTYpanuu firewall.conf U
iplir.conf-<unTepberic> B BUJIE CICAYIOIINX ITapAMETPOB:

® [IpeanpaBuia — MapaMeTphl policy-pre-rule;
® [IOCTIpaBUJIA — IMAPAMETPHI policy-post-rule;

® peKUMBI 0€30MaCHOCTH Ha MHTepdericax — mapamerpbl policy-mode.

Ipumeuanue. He cieqyer perakTHPOBATh yKa3aHHbIC TAPAMETPhl BPYUHYIO, TAK KaKk
F ] MOCJIE CTapTa/pecTapTa YIpaBIIsOIIEro JeMOHA OHH Oy Iy T 3aMEHEHbBI IIPaBHIaAMHU U3
MOJIMTUKHA 0€30MaCHOCTH.
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Ilepen 06pabOTKON MOTUTHKH O€30TIACHOCTH U3 (hailIoB KOHPHUTYpAINH YAAJSIOTCS BCE
MpaBwiia, 100aBICHHBIE MIPH MPeabIIyIei 00padoTKe TOTUTHKN 0€30TTaCHOCTH:

u3 (baﬁﬂa firewall.conf YOAIAIOTCS BCC MAPAMETPHI policy-pre-rule U policy-post-
rule U3 BCEX CCKHHﬁ, TAC OHU NPUCYTCTBYIOT,

H3 BCEX (baf/'IJ'IOB iplir.conf-<unrepderic>, IJIC B CCKIUU [mode] MPUCYTCTBYIOT
IMapaMeTpsl policy-mode, 3TH MAPAMETPHI YAAISIOTCS.

O06paboTKa MOTUTHKHN 0€30TTACHOCTH OCYIIECTBIISIETCS B CIEAYIOMIEH TIOCIe0BATEIHbHOCTH:

1

O0pabaTbIBatOTCA U PaCKpPBIBAIOTCS MOJCTAHOBKH (€CTIM OHU MPUCYTCTBYIOT B TIOJIUTHKE

oe3omacHoctn). [Ipu oOHapy)eHHH OMMOOK B (hOpMaTe MOJACTAHOBOK COOOIIEHHE 00 ATOM

BbIZIaeTCs B SySlOg 1 00paboTKa MONMTUKU OE30MaCHOCTH MPEKPAIIAeTCsl.

[IpoBepsieTcst cHHTaKCHYeCKasi KOPPEKTHOCTD TPABHIL, TTOJyYEeHHBIX ITOocIe 00paboTKH
moicTaHOBOK. [Ipy oOHapykeHUHU XOTS OBl OJTHOTO HEKOPPEKTHOT'O MPaBHiIa COOOIIEHNE
00 3TOM BbITaeTcs B Syslog n 06paboTKa MONMUTHKH O€30MaCHOCTH MPEKPAIaeTCs.

B CCKIIUU [local], [forward] U [broadcast] cbap”ma firewall.conf L[O6aBJ'I5{IOTC$I
mapaMeTphl policy-pre-rule U policy-post-rule COTJIACHO IIOJUTHUKE 0€30I1aCHOCTH.
[TapameTpbl policy-pre-rule pacmnojaratoTcs B HaYaje KaxJ0i CEKLIUU B OPSAKE UX
CJIETOBAHMS B MTOMUTHKE O€30TIACHOCTH, TTApaMETPHI policy-post-rule — B KOHIIE
KQKIO0W CEKI[UH B MOPSIKE MX CJICOBAHUS B MOJIUTUKE OC30IMaCHOCTH.

OmnpenensiroTcs nHTEPHENHCHI, AT KOTOPHIX JOKEH OBITh YCTAHOBIICH PEKUM
0€301MacHOCTH COTJIACHO MONMUTHKE Oe3omacHoCcTH. J{iist 3Tux nHTepdeticoB B (aiib
iplir.conf-<uHTepderic> B CEKIUIO [mode] ):[06aBJI$IeTCSI mapaMeTp policy-mode C
COOTBCTCTBYIOIIIMM 3HAYCHUEM PCIKUMA.
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Hactpoiika pexxuMoB paOOTHI Uepe3
MEXCETEBOU IKPaH

Ecmu ITAK ViPNet Coordinator HW paboTaer Bo BHyTpeHHe# ceTr ¢ BHyTpeHHUMH [P-
aJpecaMy, U Ha BXOJIE 3TOM CETH YCTAaHOBJICH MEKCETEBOM SKPaH WU APYTroe YCTPOUCTBO,
OCYIIECTBIISIIONIEe Tpeodpa3oBaHre BHYTPEHHHUX aIPECOB B a/Ipeca, JOCTYITHBIE U3 BHEITHEH
cetu (to ecth BemonHAeTcs NAT — Network Address Translation), To 111 HopMaIbHOW pabOThI
C IPYTUMH y3JIaMH, HAXOAAIINMICS HE BO BHYTPEHHEH CETH WU CTOSIIUMU 32 APYTHUMH
MEXCETEBBIMH dKpaHaMH, HEOOXOIUMO HACTPOUTH OJMH U3 PEKUMOB pabOTHI uepe3
MexceTeBO# KpaH (cM. «Pexrvpl padoter [10 ViPNet uepes mesxceTeBoil sxpan» Ha cTp. 23).
[Ipu HacTpoiiKe pexkrMa HEOOXOANMO TIOMHUTb, UTO TIEPE PelaKTHPOBaHUEM (aiina
KOH(UTYpaLlUKU iplir.conf HEOOXOIUMO OCTAHOBUTD YIPABJISIOIINN JEMOH, a TIOCHe
OKOHYAHUS PEIaKTHPOBAHUS BHOBbB 3aIyCTHTh €r0, YTOOBI BCE W3MEHEHHS BCTYIIHIIN B
JIeHCTBUE.

Hacrpo#ka pexxuMma «be3 ncnosib30BaHUs MeXXCeTeBoro
3KpaHa»

ITpu BEIOOPE AAaHHOTO pEXUMa HEOOXOIUMO YCTAaHOBHUTH CIIEIYIOLINE apaMeTpsl B (haiine

iplir.conf:

e B cexmuu [id], onuceiBaromei [TAK, ycTaHOBUTE TapaMeTp usefirewall B 3HAUCHHE
off, T.€. BHEITHUI MEXCETEBOH 3KpaH HE UCIOIb3yeTCH.

e B CEKIMH [dynamic] YCTAHOBHUTH MAPpaMETP dynamic proxy B 3HAYCHHUC off.

e Jlns Bcex MCIOJIb3YEMbIX CETEBBIX HHTEP(EHCOB B CEKIUSX [adapter] YCTAaHOBUTH
napaMeTp type B 3HAYEHHE internal.

HacTpoitka pexxuma «KoopauHaTtop>»

ITAK moxxet ycranaBiuBaTbes 32 KoopanHaTop, TOJIBKO €Ciy OJUH U3 CETEBBIX HHTEP(EHCOB
storo Koopaunaropa nocrynen [TAK no peansHoMy aznpecy (TO €CTh MEXILy HUMH HET
HUKaKUX MEKCETEBBIX SKPAHOB).
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s mactpoiiku pabotsr [TAK depes KoopanHaatop, BEIOpaHHEIH B KaYECTBE IMPOKCH-CEPBEPA,
HEO0XOJMMO YCTAaHOBUTH CIICAYIOIIUE MMapaMeTphl B (aiisie iplir.conf:

e B cekmuu [id], onuckiBatolieit KoopauHarop, 3a1ath 3Ha4eHUE JIFOOOTO U3 €0 PeallbHBIX
IP-ampecos, noctynaeix [TIAK (mapameTp ip), eciivi OH elie He 3a/1aH; B 3TOH K€ CeKIIHH
3a]aTh 3HAYCHUE MapaMeTpa port, T.€. MOPTA HA3HAYCHUS, HA KOTOPBIH OyIyT MOCHUIATHCS
nakeThl i AanHoro KoopauHaTopa.

e B cekuyu [adapter], COOTBETCTBYIOLICH ceTeBOMY HHTEp(EiiCy, CO CTOPOHBI KOTOPOTO
ycraHoBJIeH KoopauHaTop, yCTaHOBUTH 3HAYEHHUE MapaMeTpa type B external.

e B cekmum [id], onmuceiBatomieit IIAK, mapameTp usefirewall BBICTABHTH B 3HAYCHHE on;
B 9TOM )K€ CEKIIMU 3HaUEHUE MapaMeTpa proxyid BBICTABUTh PABHBIM 3HAUEHUIO id
Koopaunaropa.

e B cexmmm [dynamic] mapaMeTp dynamic proxy BbICTABUTh B 3HAUYCHUEC of f.

ITocne coeaunenus ¢ KoopanHatopom u eciny OH NpaBUIBHO HACTPOCH, B CEKLUH [id],
onuceiBaronieil Koopauuarop, ycTaHOBSITCS 3HAYEHUS firewallip, port U proxyid. Kpome
TOIro, MOT'YT UBMCHUTLCA 3HAYCHUA MTAapaMCTPOB firewallip U port B CEeKUMUHU [id],
onrceiBatoriei [IAK — oHM 1OKHBI COOTBETCTBOBATH MapaMeTpaM BEIOPaAHHOTO
Koopnunaropa.

HacTtpoika pexxuMma «Co cTaTU4uecKoM TpaHcnsaumen
agpecoB»

Ecmu [TAK ycTaHOBIIEH 32 MEKCETEBBIM IKPaHOM (YCTPOHCTBOM) C TPAHCISAIUEH apecoB
(NAT), Ha KOTOPOM MOKHO HACTPOUTH cTaTmueckue npaBmwina NAT, To Ha [IAK HyXHO
MIPOU3BECTH HACTPOUKH peKHMa paboTHI co ctaTuaeckuM NAT.

B sToMm ciiyuae [P-agpec ITAK u mopt A0CTyIa K HEMY JOJDKHBI OBITh )KECTKO 3a/IaHbl Ha
MexceTeBoM 3kpane. Kpome Toro, Ha [TAK He0OX01MMO HACTPOUTH MapIIPYTH3ALMIO HA
BHEIITHUN MEXKCETEBOU dKpaH (IILUTI03 TI0 YMOTYAHHUIO MIIH MAPIIPYTHI JUTSI YAAICHHBIX
MOJICETEH).

Jns mporrycka makeToB Ha MexceTeBoM 3kpaHe (i NAT-ycTpoiicTBe), Ha KOTOPOM MOKHO
HacTpouTh ctatnyeckue npasmwia NAT, gomkeH ObITh obeciedeH:

e [Ipomyck ncxomsmux UDP-mmakeros ¢ [P-agpecom 1 moprom [TAK (Source-nopt) Ha
000 BHENTHHMA afipec  MopT (C TOIMEHOH ajipeca HCTOYHMKA Ha BHENTHUH anpec NAT-
YCTpPOHCTBA).
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e [Iponyck u nepenanpasinenue Bxonsmmx UDP-nakeros ¢ moptom ITAK (Destination-
nopt) Ha [P-agpec [TAK.

Jns sactpoiiku padotsl [TAK depes MexceTeBoit 3xpan co ctarmdeckuM NAT HeoOxoammo
YCTaHOBUTH CIICAYIOIIHE MapaMeTpPhl B aiiiie iplir.conf!

e B coOCTBeHHOI ceKMH [id] YCTAaHOBUTH MMapaMeTp usefirewall B 3HAUYEHHUE on.
e B cexmum [dynamic] YCTaHOBUTH MAPaMETP dynamic proxy B 3HAYCHHUC off.

e B cekuyu [adapter], COOTBETCTBYIOLICH ceTeBOMYy HHTEp(Eiicy, CO CTOPOHBI KOTOPOTO

YCTAHOBJICH BHEIIHUN MEKCETEBOM OKpaH, YCTAHOBUTDL IMapaMETp type B 3HAYCHUC
external.

e B coOcTBeHHOl CeKMM [id] YCTAaHOBHUTBH MapaMeTp proxyid B 3HAUCHHE 0; IPH
HEOOXOJMMOCTH 3HaUeHHE MapaMeTpa port BBIOpaTh U3 AuamnazoHa 1-65535 (mo
yMomdaHuto 55777). DTOT mapameTp orpeneisieT HoMep mopTa, OT KOTOPOTO
npeoOpazoBanHbie B UDP-hopmar maketsr yxonsat ¢ ITAK (Source-niopT), 1 Ha KOTOpBIit
takue nakeTsl npuxoaaT Ha [IAK (Destination-mopt). Homep mopta umeer cMbica
W3MEHSTh, TOJIBKO €CJIM BHYTPH JIOKAJIbHOM CETH Yepe3 OAMH MEXCETEBOM 3KpaH (MIIH

NAT-ycrpoiicTBo) pabotaeT Heckonbko y3110B ¢ [1O ViPNet. B 3Tom cinydae y Bcex Takux

y3JI0B HOMEpa IMOPTOB JIOJIKHBI OBITh pa3HbIC.

B ciyuae ecniu Ha BHemtHeM MeskceTeBoM 3KkpaHe ¢ NAT ecTb BO3MOKHOCTb HACTPOUTH
CTaTMYEeCKHUE MPaBUIIa TOJIBKO JUIS BXOJAIINX MaKeToB, npeAaHasHaueHHbIX [TIAK, To ecTh
o0ecnevynTh IPOMyCK MaKeTOB, UMEIOIIMX 33aHHBIN aJpec U MOPT Ha3HAUYEHUS, a TAKKe UX
nepeHanpasienue Ha aapec [IAK, To cnenyer ycTaHOBUTE mapameTp fixfirewall B 3HAUCHHE
on. B aTom ciyqae [P-anpec ITAK 1 mopt gocTyma Kk HeMy JTOJDKHBI OBITh )KECTKO 3a/1aHbI Ha
MEKCETEBOM 3KpaHe, U X He0OXO0AUMO MPOMHUCATh B MapaMeTpax firewallip M port B
COOCTBEHHOH CEKLIMH [id].

B cnydae ecnm BHenHuMiA afpec MexcereBoro 3kpaHa ¢ NAT B mporiecce pabOThI MOXKET
MEHSTBCS, TO CIIEAYET yCTAaHOBUTH NapaMeTp fixfirewall B 3HAU€HHE off. B 3TOM ciydae Ha
npyrux ysnax [P-agpec gocrymna x ITAK Oyzxer peructpupoBaThCs 110 BHEITHUM ITapamMeTpam
nakera. [lapamerp firewallip B JAaHHOM pEXHME ONpEAEIAeTCS aBTOMAaTHYECKH 110
MH(OPMALUH, TIOJTYYEHHOH OT y3JI0B, HAXOASIIINXCS BO BHEIIHEH CETH, TIO3TOMY
PElaKTHPOBAThH €r0 BPYYHYIO HE CIIEIYeT.

Wudopmanus o6 [P-aapece MexkceTeBOro SKpaHa U MopTe AOCTyIa co00IIaeTcs mporpaMmmMon
BCEM OCTaJIbHBIM y3J1aM, ¢ KOTOpbIMU cBsi3aH [TAK.
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HacTtpoika pexxuma «C gMHaMMUeCKon TpaHcnsumen
aapecoB»

Ecnu B mokanbHOM ceTH MOAKIIOUEHHUE K CETHU IMIPOUCXOIUT Yepe3 HEKOTOPOEe YCTPOICTBO,
BeinonHsoniee NAT, Ha KOTOPOM 3aTpyAHUTEIBHO HACTPOUTH CTAaTHUECKHE MPaBUiIa
TPAHCISIUY, U €CTh HEOOXOAUMOCTh BO B3aUMOJICHCTBHUY C APYTUMH Y3JIaMU, HAXOISIIIUMUCS
BO BHEIITHEH OTHOCUTENBHO 3TOT'0 YCTPONCTBA CETH, TO HA y3JIe HY>KHO HACTPOUTH PEKUM
paboThI C MMHAMHUYECKOH TPaHCISAIUCH apecoB.

Pexum paboTHI ¢ UCTIONB30BaHKEM TAKOTO THITa MEKCETEBOTO IKpaHa HanboJiee yHUBEpCcalleH U
MOJKET MCII0JIb30BATHCS MPAKTUYECKH BO BeeX ciydasix. OJHaKo OCHOBHOE €ro Ha3HaueHUe —
o0ecreunTh HaJeKHOE IByXCTOPOHHEE COEJUHEHHE C y31aMu, paboTatommmu yepe3 NAT-
yCTpOICTBa, HA KOTOPBIX HACTPOHKA CTATUYECKUX MPaBUIJI TPAHCIIALUY 3aTpyJHEHA WIH
HEBO3MOJKHA. Takas CUTyalysi TUITUYHA A1 IpocThIX NAT-yCTpoicTB ¢ MUHUMYMOM
HacTpoek, Hanpumep, DSL-mMonemoB, Wireless-yCTpoiCTB 1 B APYTHX CIyYasiX.
3aTpyIHUTENHHO TaKXke MPOou3BecTH HacTporku Ha NAT-ycTpoicTBax, yCTaHOBICHHBIX Y
npoBaiizepa (B qoManiaux cetsx Home network, GPRS u npyrux cetsx, riae npoBanaep
MpeaocTaBisIeT yacTHoIl [P-agpec).

Janee kpaTko OnMUCHIBaeTCs TEXHOJOTHS Mporycka Tpaduka Takumu NAT-ycrpoiictBamu. Bee
NAT-yctpoiicTBa o6ecnieunBatoT nponyck UDP-Tpaduka B pesxumMe aBTOMaTHYECKOTO
CO3JaHMs TaK Ha3bIBaEMBIX JUHaMU4eckux npasuwil NAT, koraa npomyckaroTcs Jro0bie
MCXOJSIIINE MTAKEThI C MOIAMEHOM aapeca U MopTa, GUKCUPYIOTCS UX MapaMeTpbl, U Ha
OCHOBAHUH 3THX [1apaMeTPOB CO3AAI0TCS JUHAMUUECKHUE MIPAaBUIa IPOIycKa ISl BXOISIIETO
Tpaduka. B TedeHne onpenereHHOTo MPOMEXyTKa BpEMEHH (TaiiM-ayTa) MPOITyCKAIOTCS
BXOZSIIHME MaKeThl, HapaMeTPbl KOTOPBIX COOTBETCTBYIOT CO31aHHBIM NpaBuiaM. [1o nucreuennun
TaiiM-ayTa 1mocje MpoXoKIACHHUS IMOCIEIHETO NCXOISIIETO TaKeTa COOTBETCTBYIOLIHE
JUHAMHUYECKHUE MIPaBUia yIaNSIOTCS, U BXOSIIUE TAKeThl HAYMHAIOT 0JIOKMpoBaThes. To ecTh
MHHULIMATHBHOE COSAMHEHHE U3BHE C y3JaMH, paboTatommmu yepes takue NAT-ycTpoiicTsa,
HEBO3MOJKHO, €CJIM HE OyJIeT COOTBETCTBYIOIIET0 HCXOAALIETO TpadHKa.

st obecrieueHrs BO3MOXKHOCTH JIBYXCTOPOHHEH pabOThI Ha y3Iie, paboTatomieM yepe3 NAT-
YCTpOKCTBO, U Bcex ero Kinmenrtos (eciu y3en sBisercss Koopannaropom) Ha y3ne
YCTaHABIIMBACTCS PEXXUM pabOThI yepe3 MEXKCETEBON 3KpaH ¢ IMHAMUYECKOH TpaHCIIsAuen
aapecoB. OIHOBPEMEHHO JOJKEH MIPUCYTCTBOBATh MOCTOSHHO AoCcTynHbIA Koopaunatop,
HaxOJIINICS BO BHEIIHEH ceTH (cM. pucyHok Hike). HazoBem ero Koopauaaropom
BXOJSIINX COEANHEHNUH (MapaMeTp forward id CEKUMHU [dynamic]). Y3€l B pexxumMe
MCIIOJIb30BaHMS THIIA MEXKCETEBOI0 3KpaHa ¢ ftuHaMuaeckuM NAT mocie nogximoYeHus K ceT
NPOU3BOAMT C 3aJaHHBIM NEPHOAOM (IO yMOTUaHUIO — 25 cekyHa) otnpaBky UDP-nakeToB Ha
cBoit KoopauHaTop BXOAIINX COSAMHEHHH (TTapaMeTp timeout CEKIUU [dynamic]). Ilepmon
OTIIPaBKHU ATHX ITAKETOB HE JOJKEH HAMHOT'O MIPEBBIIATh TAMM-ayT COXPaHHOCTH
IrHaMHA4YecKoro mpasmia Ha NAT-ycrpoiicte. Y pazHbix NAT-ycTpoiCTB 3TOT TaiiM-ayT
YCTaHaBIMBAETCS Pa3HBIN, HO O0BIYHO HE MeHee 30 ceKyHA. DTO MO3BOIISET TI000OMY BHEITHEMY
y3I1y B J1F0001 MOMEHT MPUCIIATh Ha JIAHHBIH y3el uepe3 ero KoopauHaTtop BXOISIINX
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COEIMHEHH MaKeT fo0oro Tuna. VcXosimue makeTsl B pacCCMaTpUBAEMOM PEXUME y3EI
BCEr/ia OTIIPABISIET HAMIPSAMYIO ajpecaTy, MUHYs cBoi KoopanHaTOp BXOASIINX COSTMHEHHH.
ITocite mepBOTo MOTYYEHHOTO B OTBET [TaKeTa BHEIIHWH y3€J]1 aBTOMaTHYECKH HAUMHAET
nepeaaBaTh Bech Tpa(puK HAMIPSIMYIO JAHHOMY Y31y, paboTaromemMy depes yeTporcTBo ¢ NAT
(cM. pucyHoOk Hike). Takas TEeXHONIOTHS 00€CIeUNBACT MOCTOSHHYIO TOCTYITHOCTD Y3714,
pabotaromiero uepe3 NAT-ycrporicTBo (T.k. Ha NAT-ycTpolicTBe He yAaNsSIOTCS THHAMHYECKUC
MPaBWJIa), U OJJHOBPEMEHHO CYIIECTBEHHO YBEIIMYMBACT CKOPOCTh OOMEHA MKy y3JIaMHU.
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Pucynox 31: Opeanusayus mpaghuxa ysna, pabomaiowezo uepes yCmpoucmeo ¢ OUHAMUYECKUM
NAT

Ecnu Bce jxe ecTh MpoOJIEMBI CO CBA3BIO B PEXKUME MEXKCETEBOI0 KpaHa ¢ TMHAMUYECKUM
NAT, T0 cymiecTByeT BO3MOKHOCTb BKJIFOUNTH OMIHIO (TapaMeTp always use server CEKIUHU
[dynamic]), KOTOpast MO3BOJISIET HAIIPABIATH 000K TpaguK ¢ BHEIIHUMH Y3JIaMHU Yepes3
Koopaunarop. Eciau BKIIOYUTH 3Ty OMIIKIO, TO BCE COEAMHEHUS C IPYTHUMH y3JIaMu OyayT
MPOMCXOMTH TOJILKO Yepe3 BIOpaHHbIi KoopauHaTop st opraHu3aiuy BXOISIINX
COEJIMHEHHI, T.€. TEXHOJIOTHS, ONIMCaHHAs BBIIIE, UCIIOIB30BaThCs He OyAeT. B aTom pexume
W3-32 YIJIMHEHHS] MapIIpyTa MPOXOXKISHHS TAKETOB BO3MOYKHO CHIYKEHHE CKOPOCTH OOMEHa.

[pumeuanue. Y3en B pexxume padotsl C TMHAMIYECKOI TPaHCIsIIHMEl aapecoB Ui
F 'q B3aMMOJICHCTBHA C y3JaMH, paboTaIOMMMU Yepe3 Kakoi-1u6o Koopaunarop, qomkeH
ObITh cBsA3aH ¢ 3TUM KoopauHaTopom.

st HacTpoiiku padoTel [TAK B 1aHHOM pekrMe HEOOXOAUMO YCTAaHOBUTH CIIEAYIOIIHE
napaMmeTpsl B Qaiiyiec iplir.conf:

e B coOcTBeHHOMI CCKIUHU [id] YCTAHOBHUTH IIAPAMETP usefirewall B 3HAYCHHUC on.

e B cOOCTBeHHOH CeKIMH [1d] 3HaUCHHUE IMapaMeTpa port BhIOpATh U3 Auarna3zoHa 1-65535
(0oOwraHO 55777), €eciiu OHO ellle He YCTaHOBJICHO.
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e B cekmun [adapter], COOTBETCTBYIOIIEH ceTeBOMY HHTEP(EHCY, CO CTOPOHBI KOTOPOTO
YCTaHOBJICH BHEIIHUN MEXXCETEBOH IKpaH, yCTAHOBUTH MAapaMeTp type B 3HAUCHUE

external.
e B cexmum [dynamic] YCTaHOBUTH MAPAMETP dynamic proxy B 3HAYCHHEC on.

e B cekmum [dynamic] BEIOpaTh BHeMTHUH KoopauHaTOp I OpraHU3aIiK BXOISIIIAX
COCIIMHEHUI — MapaMeTp forward id, €CJIM OH ellle He BhIOpaH. JlaHHbBIN mapamerp
BBICTaBIISIETCS] BPYYHYIO, HO HE MOYKET MPUHUMATH HYJIEBOE 3HAUCHHE.

Hpumeyanue. Beidpanusrii KoopamHaTop 10KEH HMETH XOTS OBl OAHH anpec
JOCTyIa, HAa4Ye BKIIOYEHUE PacCMAaTPUBAEMOr0 pexuMa OyJeT HEBO3MOXKHO.

L HpI/I HEOO0XOMMOCTH U3MEHUThH 3HAUCHUS MapaMEeTpPoOB timeout M always use server B
CEKIIUU [dynamic].

HapaMeTpLI firewallip U port CEKOMHU [dynamic] B JAHHOM PEXHUME OIPCHACISAIOTCA
aBTOMATHYECKH 110 HH()OPMAIINH, TIOTYIEHHON OT y3JI0B, HAXOISAIINXCS BO BHEIITHEW CETH,
IIOATOMY HE CIIENYyET PEAAKTUPOBATH 3TH ITIAPAMETPHI BPYUHYIO.
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Hactpolika paOOThI ¢ y1a1eHHBIM
Koopaunaropom uepes
(DMKCUPOBAHHbBIN aJIbTCPHATHUBHBIN

KaHaJI

CormacHo 6a30Boi#i IoTUKe pabOTHI, KAKABIN y3ea cetn ViPNet B3auMOIEHCTBYET ¢ KaXIbIM
JPYTUM Y3JIOM IO ONIpeNIeIEHHOMY aJipecy JOCTyIa U MOPTY, KOTOPBIE 3a1al0TCs HapaMeTpaMu
firewallip M port B CeKIMH [id]. [Ipr n3MeHEHNH afpeca JOCTyNa KaKoro-1u0o0 y3ia 3Ta
UHQOpMAaIUs pacchiIaeTcsl BCEM OCTaJbHBIM y3i1aM ceTi ViPNet ¢ momMomipio MexaHu3ma
CIIy*eOHBIX PacChUIOK. DTa CXeMa XOpOoIIo paboTaeT, KOTaa y KaskaA0ro y3/1a €CTh TOJIbKO OJUH
BO3MOJKHBIH ajjpec 10CTymna B KaKJIbl MOMEHT. OJTHAKO HEPEIKO HEKOTOPHIE y3JIbI
MOAKIFOYCHBI K HCCKOJIBKUM HE3aBHCHUMBIM KaHajlaM CBA3U U UMCHOT HECKOJIBKO aIp€COB
OO0CTYyIIA, Ka)KI[Hﬁ M3 KOTOPBIX MOXKET UCIIOJIB30BATHCA JIA CBA3U C APYTUMU y3JIaMU. HpI/I 3TOM
OTCYTCTBHE KOHTPOJIS HaJl BLIOOPOM KaHala 3a4acTylo MPUBOAMT K IPOOIIeMaM, CBSI3aHHBIM C
TE€M, 4TO Y3JIbl MOTYT IIEPHOANYIECCKH NEPEKIIIOYATHCS MEXKYy KaHAJIaMH, UCIIOJIb30BaTh Oosee
«1OpOroi» KaHai U T.1.

s ynpaBieHust BBIOOpOM KaHaJIOB cBsi3u Mexay Koopannaropamu 10 ViPNet
NPEIOCTABISET CIeHUATbHBIN MEXaHU3M, TO3BOJISIOLINN TOIb30BATENIO IPUHY IUTEIHLHO
YCTaHOBUTH HYKHBIN KaHai 111 oOMeHa Tpadukom. st aToro B haiine koHpurypanun
iplir.conf CyIIECTBYET CEKIHUsA [channels], B KOTOPOH 3aaeTcss HAOOP BOBMOXKHBIX KaHAIIOB
CBS3M C BO3MOKHOW perucTparuei rpyn y3noB (KoopauHaTopoB) B onpeeieHHBIX KaHalaxX.
IIpu onpeneneHny MMEHHN KaHalla B CEKLUH [channels] He 0053aTENIbHO PETUCTPUPOBATH B
9TOM KaHajle Kakue-i0o rpymmnsl. B aToMm ciydae OyaeT cuntaThes, 4To AJsi paboThl Yyepe3
JTAHHBIN KaHAJI HEe 3aperucTPUPOBAHBI HUKAKUE TPYINBI y3710B. Eciu rpynmsl y3710B 3a1aHbl, 3TO
03HaYyaeT, YTO OHHU 3apETUCTPUPOBAHBI JIJIsl pabOTHI Uepe3 ATOT KaHain. OJTHAKO 3TO HE O3HAYAET,
4TO JF000H y3el IpyNIIbl IEPEKIIOUNTCS Ha paboTy Yepe3 3TOT KaHall, TaK Kak He00X0AUMO
ere 3a7aTh BHENIHMM [P-aapec qoctyna u mopT mocTyma (OMIMOHAIRHO) AJII TOTO KaHaa.
OTH 3HaYCHUS 3a4AI0TCS ISl KAKAOT0 y3/1a TPYIIIBI MapaMeTpaMu channelfirewallip U
channelport COOTBETCTBEHHO (IOJPOOHOE OMUCAHUE CHHTAKCUCA DTHUX MApaMETPOB CM.
Cexnus [id] (ma ctp. 90)). To ecTh st ABYX pa3iIUUHBIX Y3JIOB OAHOM M TOH e TPYIIIBI
3HAQYCHUS channelfirewallip M channelport AJII OAHOI'O M TOTO XK€ KaHaJIa MOT'YT OBITH
pasHBIMH. DTO MO3BOJISET MPOU3BOIUTH THOKYIO HACTPOMKY B psJie CIydaeB, HAIPHUMED, KOT/1a
JUTSL TOCTYTIA TI0 OTHOMY M TOMY )K€ KaHaJTy K Pa3IMYHBIM Y3JIaM HCIIOJIb3YIOTCS pa3IUdHbIe
MOPTHI AOCTYTIA.
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Takum 06pa3oM, KKl KaHAT XapaKTepU3yeTcsl IMEeHEM (YHUKAIbHBIN HaeHTH()HUKATOD),
3aperuCTPUPOBAHHBIMY B HEM TPYIIIAMHU Y3JI0B U apaMeTpaMHu JOCTYIa, HHIUBHYaTbHO
HACTpauBaeMbIMHU ISl KQKIOTO y3/1a Tpymbl. B 1enoM oruky BeiOopa KaHama Jijist
ynanerasoro Koopannatopa K M0XHO ommcaTh cleayIoniM oopa3om:

€CJIA B CEKITUH [channels] OMpezesieH KaHall A B B HEM 3aperucTpupoBana rpymma B
(charmel= A, B),

eciu B rpymiy B Bxoaut ynanennsiii Koopauaarop K (B cexmum [id] IS 3TOTO
Koopaunaropa 3aan COOTBETCTBYIOIINI apaMeTp group= B),

€CJIM B CCKIIUU [1id] KOOpI[PIHaTOpa K 3a1aHO 3HAYCHUE channelfirewallip JJIA 3TOIO
JKe KaHaja (channelfirewallip= A, IP),

T0 pabota ¢ Koopauuartopom K OyneT Bceria oCyIiecTBIASThCS Yyepe3 KaHaa A ¢ BHEIITHUM
aJ[pecoM JI0CTyma IP.

Eciu IIpU 3TOM B CCKIIMM [1id] IJIsA KOOpI[I/IHaTOpa K nmomumo napamMeTpa channelfirewallip

NPUCYTCTBYET MapaMeTp channelport JJs BBIOpaHHOTO KaHanma A (channelport= A, Port),

TO B KaUCCTBE IOPTa AOCTYIIa 6yz[eT BCCr/1a NUCII0JIb30BAaThCA 3HAYCHHUC Port.

BaxHO MOMHHMTE, YTO JUIs TOrO YTOOBI JaHHBIM y3el Bceraa paboTal ¢ yaaJeHHbIM
KoopamraTtopom uepe3 BEIOpaHHBIHN KaHall, HEOOXOUMO Ha caMoM yaalieHHoM KoopanHaTtope
BBINIOJIHUTH CUMMETPUYHBIC HACTPOMKH, HACTPOUB TOT K€ CaMBbIi KaHaJ U1 B3aUMOAEHUCTBHS C
JaHHBIM y3JI0M. B IpOTHBHOM cilydae MOXKET BOSHUKHYTh CUTYallMs, KOT/1a UCXOSIIIE AaKeTh
C IaHHOTO y3J11a OyIyT HampaBIsAThCA Ha yaaneHHbli KoopauHaTop o BEIOpaHHOMY KaHay, a

MaKETHI C APYTOd CTOPOHBI OYIyT IPUXOAUTH IO JPYTrOMY KaHaITy.

B cityuae BeiOopa [uist paboThl ¢ yaneHHbIM KoopanHatopoM (GUKCHPOBaHHOTO KaHANa C

IIOMOIIBIO OITMCAHHOTI'O BBIIIC cnoco6a, 3HAYCHUA NApaMETPOB firewallip M port (GCJ'II/I 3aJ1aH

napaMeTp channelport) B ceKluu [id] Koopannaropa OymyT aBTOMAaTHYECKH 3aMEHEHBI
10CJIE CTapTa YIPAaBJIIOIIEr0 JeMOHA 3HAaUeHMSIMU IIapaMeTPOB channelfirewallip U
channelport cooTBeTCTBEHHO. [Ipn 3TOM BCe makeTs! B afgpec nannoro KoopauHaropa OyayT

OTIIPABIIATHCA Yepe3 BEIOPAHHBIN KaHAJ HA aJpec IOCTyNa channelfirewallip U THOPT

channelport, HE3aBUCHMO OT TOTO, CYIIECTBYET JIH (PU3MUECKOE COeTMHEHHE IT0 STOMY KaHaITy
WM HET. ABTOMAaTHYECKOTO Mepexo0/ia Ha APYToi KaHaa He MPOU30MIET.

s onpeneneHus Ipyroro KaHaia B3aMMOJEHUCTBUS ¢ yaajdeHHbIM KoopauHaTtopom

HeO6XOI{I/IMO 3a4aTh apaMETpPhl channelfirewallip U channelport OJIA APYroro KaHajiaa B

cekmuu [id] Koopamaaropa, a TakyKe ONPEAeIIUTh dTOT KaHANl B CEKINH [channels].
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[Mepekmrouenue Mexay kananamu st KoopiuHaTopa MOKET OBITh OCYIIECTBICHO IBYMS
crocobamu:

1 TIlepeperucrparueii Koopaunaropa B Ipyroi rpyrie, KOTOpas 3aperucTpupoBaHa Juist
paboTHI Yepe3 HyKHBIH KaHal, T.e. I3MEHEHHEM 3HAUEeHHUS apaMeTpa group B CEKIHH
[id] Koopaunaaropa. Jlanusiii cioco0 Hanbolee MpeAnovTUTENCH B CIIydae, eCliu
TpeOyeTcs MepeKITIOYNTh Ha IPYTON KaHA TOJIBKO OIHMH y3€ll, TIPU 3TOM JIPYTHE y3JIbI
TPYHIIBI OCTAIOTCS paboTaTh Yepe3 CTapblil KaHall.

2 Ilepepeructpauueii rpymnmsl, B KOTOpYIo BxoauT Koopaunarop, 1uist paboTsl uepe3 Apyroi

KaHaJ, T.C. IEPEHOCOM MMEHH TPYIIIbl B KAY€CTBE 3HAYCHUsSI APYTOro mapaMeTpa channel
CEKIIMH [channels]. JIaHHBIH CIOCOO Go0JIee MPEAMOYTHTENCH B CITydae MePEKIFOUCHHUS
TPYIIIbI y3JI0B JUIsE pabOThI Yepe3 APYroi KaHall, Tak Kak B 3TOM CJIydac MepeKIFueHIe
KaHaJIa IPOU30MIET IS BCEX Y3JI0B IPYIIIbI, Y KOTOPHIX 3aaH apaMeTp
channelfirewallip JUIS COOTBETCTBYIOIIETO KaHaia. Kpome Toro, 3ToT cnocod yaooeH
JUTS CiTydasi, KOT/ia B TPYIITY BXOIHUT TOJIBKO OJIMH Y3ell.

OtkiroueHre MeXaHu3Ma padoTHI Yyepe3 (PUKCHPOBAHHBIN KaHAT MOXET OBITh OCYIIECTBICHO
CIIEeTyFOIIAMH CTIOCO0aMHU:

1 B cekmuu [id] a8 cooTBeTCTBYOmEro KoopanHatopa yaamuTh mapamerp group. Ilpu
3TOM y3ell He OyIeT 3apEerUCTPUPOBaH B KaKOW-1100 rpymrme. DTOT crocod yao0eH, Koraa
HCO6X0[II/IMO BPEMCHHO OTKJIFOUYUTH ):[aHHBII\/'I MEXaHM3M, TaK KaK IJid €ro NOBTOPHOT'O
BKITFOUCHUS HY>KHO OYJIET JIMIITh CHOBA 33]1aTh MApaMeTp group JJIS 3TOTO y37a.

2 B cekuun [channel] I COOTBETCTBYIOIIETO KaHaIa yOAIUTh U3 CIIMCKA TPYII HYKHYIO
rpymiy. IIpu sTom pabota uepes pukcupoBaHHBINA KaHa OyJeT OTKIIIOUEHA IS BCEX
Y3JI0B TPYTIIHL.

[Mpumepsl HacTpoeK It BEIOOPa, IEPEKITIOUSHHUS M OTKITIOUEHUS aJIbTePHATHBHBIX KaHAJIOB
npusesieHb! B [Tpunoxennn (cm. «lIprumepst HacTpoek pabotsl [TAK uepes puxcupoBannbie
alIbTePHATHBHBIC KaHaJb» Ha cTp. 241).

Buumanue! OnucaHHBIN B JaHHOM pa3jiesie MEXaHU3M PAcCUMTaH Ha HCIIOJIb30BaHNE B

cXeMax, B KOTOPBIX Ha CETEeBBIX KaHallax Mex 1y KoopanHaropamu nu6o He

npumenstoTcest NAT-ycrpoiicTsa, mnbo npumensrorcs NAT-ycrpoiictea co
cratudeckoit Tpancisnueit agpecos. I[Ipu atom NAT-ycTpoHCTBO HE JOKHO U3MEHSTH

.-

B IIpoliecce paboThl CBOM BHENTHHM ajpec, a TaKKe MOPT OTIPABUTEIIS.

B cayuae ncnonn3oBanns NAT-ycTpoiicTB ¢ AMHAMIYECKOI TPaHCasinHei
ajpecoB padoToCNOCOOHOCTh MEXaHN3MA YCTAHOBKH (PMKCHPOBAHHOI0 KaHAJIA
CBSI3U He rapaHTupyercs!
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Hactporika ITAK, BEIIOJIHSIOMIETO
¢ynkiun CepBepa OTKPBITOTO
HNuTepHera

Ecnu B oprannzanuu u3 cooOpaKeHU MOJIMTUKY 0€30MaCHOCTH KOMITHIOTEPaM JIOKAJLHOW CETH
3arpelneH Beixo]] B IHTepHeT (Ha30BeM UX TPYIIO KOMITLIOTEPOB A), HO OTIEIBHBIM
KOMITBIOTEpaM HEOOXOIUM TaKOU JOCTYI (TpyIa KOMIbIOTEpOoB b), To 11t rpynisl
KOMITBIOTEPOB b MOXHO ¢ Mcnonb3oBanreM TexHooruu ViPNet co3nats B JIOKanbHOM ceTn
BBIJICJICHHBIN BUPTYaIbHBINA KOHTYP KOMIIBIOTEPOB, TPa(HK KOTOPHIX TpU paboTe B CETU
HutepHeT OB OBl OIHOCTBHIO H30JIMPOBAH OT OCTANBHON JIOKATBHON CETH.

Jis penieHust JaHHOM 3aa4M Ha rpaHuie cety ycranaBiuaercs Koopaunatop (ITAK) c
¢dynkiueit Cepsepa OtkpbiToro MaTepHeTa. OHOBPEMEHHO Ha KOMITBIOTEPE, KOTOPBIM
tynHenupyetcst [ITAK u pacrionoskeH 3a oTAeTbHBIM HHTEP(EHCOM B IEMIITUTAPH30BAHHOM
30HE, YCTaHABJIMBAETCA JII0OOH MPOKCU-CEPBEP MPHUKIAIHOTO ypoBHs Thma Squid. Ha
KommbloTephl pymmnsl b ycranaBnuBaetcst [10 ViPNet Client, u 3TH ceTeBbIe y3Ibl
cesi3piBatoTcs B L{Y Ce ¢ ITAK.

Bo3mosxHBI 1Ba criocoba opranu3any paboThL:

1 Kowmmnsrorepam rpynmnsl b paspemaercsa padora nckmounrtensHo B MHTEpHETE.

B aTom ciydae ceteBsiM y3naM B LY Ce He mpeaocTaBIsAI0TCS HUKaKUE IPyTHe CBA3H,
kpome cBsi3u ¢ Cepeepom OtkpeiToro Mateprera (Koopaunatopom). 1O ViPNet
YCTaHABIMBAETCS B MIEPBBIA pekuM 0e30macHOCTH (CM. « OCHOBHBIE PEIKIMBI
6ezomacHoctu [10 ViPNet» Ha crp. 21). Takum o6pazom tpaduk ¢ IHTEpHETOM, IPOXOIs
yepes3 MPOKCH-CePBEp MPHUKIAIHOTO YPOBHS, HAa y4acTKe MEKAY KOMIIbIOTepOM rpymibl b
u KoopannaTopoM (To ecTh B JIOKaJIbHOM ceTn) OyneT ynakoBaH B VPN-coenunenue.
Taxko# Tpaduk mpu JIOOBIX aTakax HE MOXKET BBIUTH 3a MPEJIENbl CO31aHHOTO
BUPTYaJIbHOTO KOHTYpa. [laHHOE pelieHre SKBUBAIEHTHO (DU3NYECKOMY BBLICICHUIO
CerMeHTa JIOKaJIbHOHU ceTH 1iist paboTel B IHTEpHETE.

2 Komnbsrorepam rpynnsl b tpeGyeTcs Taxke nperocTaBUTh BO3SMOKHOCTD PaOOTHI €
JPYTUMH 3aIIMIICHHBIMU Y3JIaMH M OTKPBITBIMH PECYpCaMH JIOKAJIbHON CETH.

OTOT crmocod MeHee Oe3omaceH, 4eM NepBhlil. Tem He MeHee OH 00ecreunBaeT JOCTATOYHO
BBICOKHIA YPOBEHB 3aIl[UTHI OT aTaK KaK KOMIIBIOTEPOB IPpyNIbI b, Tak 1 KOMIIBIOTEPOB
rpynnsl A. Lenb mocturaercs myTeM pasJielieHus BpeMeH! pa0oThl B ceTH MIHTepHeT U B
nokankHOM cetu. [Ipu 3ToM Ha KoMITBIOTEpE TPYNIIHI b!
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o npu pabore B HTEpHETE OIOKMpYeETCs TH000# TpaduK Kak B JOKATBHYIO CETh, TaK U C
NPYTUMH ceTeBbIMHU y31amu, kpome CepBepa OxpbiToro MHTEpHeTa;

o TIpu paboTe B JIOKANBHOI ceTn Omokupyetcs r00it Tpaduk ¢ MHTEpHETOM.

Takoe pa3zgeneHre BO BpeMEHH HCKIIIOYAeT JF00bIE OHIAH-aTaKi Ha KOMIIBIOTEPHI
rpynnsl A uepe3 KOMIIBIOTEpHI Tpymsl b.

B kauectBe CepBepa OtkpoiToro MutepHera KoopauHaTop BEIOMHSET clieAytomue GpyHKIuu:

® OpraHu3syer JOCTYI K pecypcaM OTKpHITOro MHTepHeTa uepe3 mpoKCU-cepBep
MIPUKJIATHOTO YPOBHS;

® 3ampeniaeT JIOCTYII K pecypcaM OTKPHITOro MHTepHeTa A1 KOMITBIOTEPOB TPYIIIBI A;

® OpraHu3yerT 3allUIICHHBII TYHHEIb MEeXIy OO0l U KOMIBIOTEPOM Ipymiisl b Ha Bpems
ero pa0oThI ¢ pecypcamMu OTKpbIToro MHTEpHETa, 0€3 BO3MOXKHOCTH OCTYIIA K 3TOMY
TYHHEJIO CO CTOPOHBI BCEX OCTANIBHBIX MOJIB30BATENEH JIOKAIbHON CETH;

®  SBISIETCS MEKCETEBBIM 3KPaHOM, KOTOPBIH 3alpeIiaeT JOCTYH B JOKAJIbHYIO CETh U3
oTKpbITOro HTEpHETA.

TexHOIOTHS TaApaHTUPYET, YTO HUKAKHE CTPATETHH aTaK KaK CHapYX U, TaK U H3HYTPH CETH HE
MOTYT MIPUBECTH K HAPYIIEHUIO 0€30MaCHOCTH KOMITBIOTEPOB CETH, TIOKITIOYCHIE KOTOPBIX K
WutepHety 3anpernieHo (KOMIbIOTEpHI rpynmbl A). Ha Takue kommnbroTepsl Tpaduk u3
HuTepHeTa npu JIFOOBIX aTakaXx MOXKET MONACTh TOJIBKO B 3alIM(ppOBAaHHOM BHJIE, UTO He OyaeT
BOCIIPHHSTO KOMITLIOTEPOM H B CBSI3U C 3THM He onacHoO. [0oNbITKM NpOBEICHHST aTak Ha CETh
Yyepe3 KOMITBIOTEpHI TPYNIbl b HEBO3MOXKHBI, TaK Kak OJIOKHpYETCsS TOCTOPOHHUHN TpaduK OT
HUX, kpome Tpaduka ¢ Cepepom OTkpbiToro MaTepHera. OMHOBPEMEHHO HCKITIOYAOTCS
T00bIe BO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO MOIKITIOUSHHS U3 JIOKATLHON CEeTH K
WHTepHeTy.

Hns vacrpoiiku [TAK, Bemonustomero gpynkiuu Cepeepa OTtkpbiToro MHTepHeTa,
HE00X0IUMO:

e B (haiine koHpUTypanmu A ceTeBOro HHTepgeiica co CTOPOHBI JTIOKAUTLHOW CETH €
HOMOIIIBIO TTApaMeTpa mode YCTAHOBUTD TEPBBIH PEXXUM O€30IIaCHOCTH (B 3TOM PEKHME
OJOKUpyeTCs 000 OTKPBITHIN TpadUK, KaK CHAPYXKH, TaK ¥ U3HYTPH JIOKAJIbHOW CETH).

e B (paiiyie koHpUrypanmu ajst ceTeBOro uHTepdeiica co ctopoHsl IHTEpHETa YCTAaHOBUTH
pexuM 06e301macHOCTH 2.

e B cekmuio [local] (aina firewall.conf (cM. «Hactpoiika mpasmin 00padboTKu
OTKpBITHIX [P-r1akeToBy Ha cTp. 112) no6aBuTh 1Ba npaBuia:
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o TPaBWIJIO, pa3pelmaroliee OAHOCTOPOHHEE COETMHEHNE OT BCEX CETEBBIX y3II0B
JIOKaJbHOU ceTu B cTopoHy [P-anpeca TyHHEIUpPyeMOro NpoKCU-CepBEpPa;

o TIPaBWJIO, pa3pelmarolee OJHOCTOPOHHEE COeNNHEHHE OT MMPOKCH-CEPBEPa B CTOPOHY
BCEX aapecoB 3a HHTepdercoM co cTopoHsl HTEpHETA.

KommbroTepsl, 7151 KOTOPBIX OpraHu3yeTcs BhIXo B IHTEpHET, MOTYT B3aMMO/IEHCTBOBATS C
ITAK tonpko yepe3 VPN-coennHeHNs ¥ TOJBKO MO CIYKeOHBIM MMPOTOKOJIAaM, KOTOPbIE
koHTponupytotcs [10 ViPNet. Takum o0pazom obecrnieunBaetcst monaHas 6e3onacHocts [TAK.
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Ha3zHadyeHue u PyHKIIMOHAIBHOCTD
TPAHCIIOPTHOTO MOJYJIA

TpaHCcTIOpTHBIN MOIYJIH MPeTHA3HAYEH U 00ecTieYeHus HaleXKHOH 1 0€30TIaCHOM Iepeiadn
TPAHCTIOPTHBIX KOHBEPTOB Mex 1y y3inamu ceti ViPNet mocpencrsom nmporokono TCP (atoT
kaHan nepenaun HazpBaeTcs MFTP) u SMTP/POP3. Kpome TOT0, TpaHCTIOPTHBIN MOIYITb
MIPUHAMAET HETIOCPEACTBEHHOE YIacTHe B YIaJeHHOM OOHOBJICHHUH aPECHBIX CIIPABOYHUKOB
W/WIH KITIOYEBBIX 0a3 Ha y37aX, a Takke B yaaneHHoM ooHosieHun [10 ViPNet.

DYHKIHOHATBHOCTE TpaHcmopTHOTro Moayiist B coctaBe ITAK ViPNet Coordinator HW100
3aBUCHT OT JIMIIEH3UOHHBIX orpanmdeHnit Ha [IAK (cMm. «Jlunensnonnsie orpannuenus [TAK
ViPNet Coordinator HW100» na ctp. 39). [Ipu Hanmuuuu JUIEH3UY, HE TPEIyCMATPHUBAIOICH
¢bynkuuto CepBepa-MapLIpyTU3aTOpa, TPAHCIIOPTHBIN MOIYJb BBIIOJIHSET TOIBKO (QYHKIMH,
CBsI3aHHBIE C yAaleHHbIM 00HOBIeHHuEeM Ha [IAK coOCTBEHHBIX alpecHBIX CIPAaBOYHHUKOB,
kimoueBbix 0a3 u 110 ViPNet: TpaHCTIOPTHBIN MOIYIh MPUHAMAET TOJIHKO KOHBEPTHI,
coneprxamue aapecoBanHbie [IAK 0OHOBIEHNS, Bce TpoUrie KOHBEPTHI HE TPHHUMAIOTCSI.

: Buumanue! IIpu popmupoanuu B IIY Ce cetn ViPNet Hesib3s1 perucTpupoBaTh
V&5 KummentoB Ha ITAK ViPNet Coordinator HW100 ¢ sinnensueii 0e3 noaep:xxku
¢pynkmun CepBepa-mapmpyTusaTopa.

Yrober KimenTsl, ycranoBieHnHsie B cetr 3a [IAK ViPNet Coordinator HW 100 ¢ nuneH3ueit
0e3 nmonaepxkku pyHkun CepBepa-MaplIpyTH3aTOPa, MOTIIH MTOTyYaTh TPAHCIIOPTHBIC
KOHBEPTHI, UX CJIEAYET PErHCTpUpoBaTh Ha ToM KoopauHaTope, KOTOPBIH BHIONHSET (DYHKIIHIO
Cepsepa-mapiipyTtuzaropa. [Ipu Hamu4uu TUIeH3Uu ¢ nojaepx ko pyHnkuun Cepsepa-
MapIIpyTH3aTopa TPAHCIIOPTHBIA MOJTYJIb 00JIaaeT MOJHON ()YHKIIMOHAIBHOCTBIO, U HA TAKOM
ITAK moxHO peructpupoBats KineHToB.

TpancnoptHerit Monysb B coctaBe [TAK ViPNet Coordinator HW1000 1 HW-VPNM =e umeer
OrpaHUYeHMd 0 PYHKIIMOHABEHOCTH, M Ha 3THX [TAK MoxHO peructpuposats KitneHTOB.

TpaHCcTOpTHBIE KOHBEPTHI MPENICTABISIOT COO0W KOHBEPTHI C IAHHBIMH, KOTOPHIMH
00MEHHBAIOTCS MEXy CO00H npuioxeHus, Bxojsiue B coctas [10 ViPNet. TpanciopTHbIi
MOAYJb IIEPENAET KOHBEPTHI B COOTBETCTBHH € aJPECAMH ITOJIydaTeIel, IPOIMCaHHBIMU B
3aroJ0BKax 3TUX KOHBEPTOB.
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IIpu cBsi3u mo kanaaxy MFTP ycranasnmuBaercst coequaenue TCP ¢ y3nom-momydarenem
KOHBEPTOB, IPOBOIUTCS B3aUMHasl ayTeHTU(HUKALNS Y3JI0B U OCYIIECTBIIIETCS IpueM/mepenayda
KOHBEPTOB APYT AJIS IpyTa.

IIpu cBsi3u mo kanaaxy SMTP/POP3 TpancniopTHBI MOIYITb IepeaapecyeT KOHBEPTHI IS
otmpaBku Moy MailTrans (cM. «Cexuus [mailtrans|» Ha ctp. 155), KoTopbIif nepenaeT ux
yepe3s ceppep SMTP, a takke 3a0upaet ¢ cepBepa POP3 koHBepTHI, IpeHaA3HAUCHHBIC IS
9TOTO y3Ia.

Bce HacTpoiiku TpaHCIOPTHOTO MOAYJISl COAEPKATCS B €ro KOH(pUrypanuoHHoM (aiine,
KOTOPBIIl Ha3bIBAETCS mftp.conf. s €ro peaakTUPOBaHMS HCIIONIB3YeTCS KOMaH/a mftp
config (eM. «Komaniel rpymisr mftp» Ha cTp. 79).

IIpumeyanue. s MpaBUILHOM pabOTHI TPAHCIIOPTHOTO MOIYJISI HEOOXOANMO BHECTH
COOTBETCTBYIOIINE U3MEHEHUSI B €r0 KOH(GHUTYPALMOHHBIN (aii.
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Hactpoiika mapamMeTpoB TpaHCIOPTHOIO
MOJTYJISI

Kondwurypammonnsiit paitn MFTP coctout n3 cexnnit, Kakaast u3 KOTOPBIX COAEPKUT PSiJT
napaMeTpoB. FIMeHa ceKIuii 3aKIF0UeHBI B TIPSIMbIE CKOOKHU, HAPUMEDP [channel], [misc].
3HaueHUs MapaMeTPOB OTIACISIFOTCS OT UX HICHTH(PHUKATOPOB 3HAKOM «=» U CJICIYIOIIUM 32
HUAM TIpOOEIOM, HAIIPUMED: ip= 192.168.201.1.

Cekuyus [channel]

CekIuu [channel] coAepIKaT HACTPONKH KaHAJIOB, 0 KOTOPEIM ITAK MOXeT ocyiiecTBIsATh
00MEH C IpyrMMHU CETeBbIMU y3iaMu. Kak[joMy KaHally COOTBETCTBYET CBOSI CEKITUS
[channel]. KonnyecTBO mapaMeTpOB B KXK/IOW CEKIIUH 3aBUCHUT OT TUIIA BHIOPAHHOT'O KaHaja.
[lo yMoa4aHuIO Ipy CO3IaHUU (aiiyia KOHGHUTypaIK BCE THITBI KAHAJIOB YCTAaHABIUBAIOTCS B
3HAYCHHUEC mftp.

Buumanue! J[oGaBnenue u ynaneHue cekiuii [channel] oCyIecTBIsETCSA
1\ aBTOMATHYECKH, [I03TOMY HE CIeyeT J00aBIATh U YAAISTh CEKIMH JAHHOTO THIIA
Bpy4HYyIO!

Cek1MM [channel] COAEPIKAT PsiJl OOIIMX MAPAMETPOB Il KAHAJIOB JIFOOOTO THIIA!

®  id— YHUKaIbHBIN 4-X 0ATOBBIN HICHTU(DHUKATOP CETEBOTO y371a, C KOTOPBIM
yCcTaHaBIMBaeTCs OOMEH 110 JAHHOMY KaHaly. MJeHTu(HKaTOp IpeIcTaBlieH B
IIECTHA/IIIATEPUYHOM BUJIE, HAIIPUMEP: id= 0x270e000a.

g Buumanue! MeHsTh mapamMeTp id BpyUHYIO HE clieqyeT!

® name — UM CETCBOIO Yy3ia. 9TOT napamMeTp HOCUT I/IH(l)OpMaLII/IOHHI)If/i XapakTep.

® type — TUN KaHaJa. MOXXET NPUHUMATH CIEAYIOIINE 3HAYEHNA: mEtp, smtp. 110
YMOJIYaHUIO 3HAYCHHE NTapamMeTpa mftp JUIsl BceX y3i10B. Eciau nanHbIil napamerp
OTCYTCTBYET, TO HCIIOJIB3YETCS 3HAYEHHE IO YMOIYAHHIO.
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off flag — HPU3HAK OTKIIOYCHMA KaHama (yes/no). Ilo ymMoauaHuio 3HaUeHHE TapameTpa
no. YCTaHOBKa IapaMeTpa B 3HAYCHUE yes MO3BOJSIET BPEMEHHO OTKITIOYHTH KaHal. B
TaKOM CJTydae UCXOJISAIINE KOHBEPTHI, Mepe/laBacMble TI0 3TOMY KaHaTy, OyIyT 0CTaBaThCs
B OYEpEe/IU JIO TeX TOp, TIOKa KaHaJ He OyJIeT BKIFOYEH MM HHUIMATOPOM COCTHHEHUS T10
JMAHHOMY KaHally He cTaHeT yaaneHHbIi CepBep-mapmpytuzatop (Koopaunarop). Ecim
WHHUIIMATOPOM COCJMHEHHSI B JIAHHOM clly4yae CTaHeT yJaJeHHbIH KineHrt, To
npeiHa3HaYeHHbIC €My KOHBEPTHI HE OTIPABIISIOTCS, a 3ToMy KireHTy nepenaercs
crienMaNbHas KOMaH/a, KOTOpasi BHIKIFOUAET COOTBETCTBYIOIIUI KaHa B HACTPOIKAxX ero
TPAHCHOPTHOTO MOAYJISA. Ecnu naHHbIi mapaMeTp OTCYTCTBYET, TO UCTIONB3YeTCs
3HAYCHUE 110 YMOIYAHUIO.

call flag— IpU3HAK HEMEJICHHO mepenayn KOHBepTOB o kaHaimam MFTP u SMTP
(ves/no). Ilo ymouanuto 3HaUCHHE MapameTpa yes. [Ipu ycTaHOBKe 3HAUCHHS TapameTpa
B yes TOIBITKA Iepeadl KOHBEPTa M0 JaHHOMY KaHary OyIeT IpOu3BOIUTHCS
HeMeUIeHHO. B MpoTHBHOM cilyyae KOHBEPT OYJET OCTaBaTLCS B OUEPEAH A0 TEX TMOp,
MOKa MHULIMATOPOM COEMHEHHUS M0 JaHHOMY KaHaly He CTaHeT yAaJeHHbIH y3en (B
ciyuae MFTP-kanana) unu e Oyzaet BeizBaH Moayiis MailTrans (B cmywae SMTP-
KaHaja). Eciau nanHbIN mapamMeTp OTCYTCTBYET, TO UCIOIb3yeTCsl 3HaUSHHE TI0
YMOJTYaHHUIO.

JJ1s KaXKa0T0 13 TUTIOB KaHAJIOB CYIIECTBYIOT clielu(uiIecKue mapaMeTphi.

Cneundunueckue napamMmeTpbl Ansa kaHana MFTP

Hns xanana MFTP B cexkuuu [channel] JONOJHUTENBHO 33JAI0TCA CIACAYIOLINE TAPAMETPHI:

ip — IP-azpec ynaneHHOro ceTeBoro y3ia. 3HaueHHe JaHHOIO IapaMeTpa 3alpalinBaeTcs
y yrpasJsitouiero geMosa. Eciin oHO 1o KakuM-1100 Npu4rHaM He ObIJI0 COOOIIEeHO
(paBuo 0.0.0.0), To ero MOXHO 3a7aTh BPY4YHYIO, a 3aTeM IePe3aIyCTUTh TPAHCIIOPTHBIN
MOIyJIb. JlaHHBIN TapaMeTp MOXKET U3MEHSTHCA B IpoLiecce paboThl, TOITOMY
KOPPEKTHUPOBATh €ro BPYUHYIO HE PEKOMEHAYETCSI.

call timeout — MHTEPBAJ OIpoca (B CEKyHJax) COOTBETCTBYOIIETO YIaJICHHOTO
CETEeBOTrO y3y1a. Bpems ciie/yromiero onpoca OTCUMTHIBACTCSA OT MOMEHTA pa3phbiBa
MOCJIETHET0 COSIUHEHUS C OTHM Y3JIOM.

IIpu 3HaueHnn mapamerpa -1 ornpoc He npousBoauTca. I1o ymonuanuio 3HaueHne
napameTpa -1 Ui Bcex y3J10B. Ecnu naHHbI mapaMeTp OTCyTCTBYET, TO UCTIONB3YETCS
3Ha4YEHUE 110 YMOJIYAHHUIO.

last port — 3HAYEHHE MOPTA, [0 KOTOPOMY OCYIIECTBISLIOCH ocheaHee yaaunoe MFTP-
coeMHeHHe. DTO 3HAYCHHE OYET UCTIOIb30BAThCS MIPH CIIECIYIOIICH TOIBITKE
COCIMHEHHUSI C 3TUM Y3IJIOM.

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa

152



S5 Buumanue! MensaTs napameTp last port BpydHYIO He cienyet!

® last call —BpeMA HOCJ'IGI[HCI‘/'I IMOMBITKU OIMMPOCa JAHHOT'O KaHajia.

‘) Buumanme! Mensts mapamerp last call Bpy4HYIO HE ciemyer!

® last err — BpeMs, KOT/Ia IPOU30ILIA TIOCTEIHSS OMHUOKA MPH TOTBITKE COSAMHEHUS MITH
B TIpOIleCCe TIepelavun JaHHbIX.

25 Bunmanme! MeHsATh napaMeTp last err BPy4HYIO He clexyeT!

Cneundunueckmne napamerTpsl gna kaHana SMTP
Jns kanana SMTP B cekiuM [channel] JOTOJIHUTEIHHO 334AI0TCA CIEAYIOIINE TTapaMeTPBI:

® reportaddress — aJIpec SIIUKA 3JIEKTPOHHON IIOYTHI, B KOTOPBIH OyAyT OTIIPABISTHCS
UCXOJIAIINE KOHBEPTHI. AJIpEC 3a1a€TCsl B COOTBETCTBUU CO CJIEAYIOIIUM IIPABUIIOM:

reportaddress= <username>@<servername>.<domain>

® version — BepcHUs NPOTOKOJA MHKaNCysuun koHsepra MFTP B mouroBslit kouBepT RFC-
822, nepenasaemblil o kaHary SMTP. Bo3moxHbIe 3HaUeHUs apaMeTpa: 1.0 U 2. 0.
JlaHHBIi TapaMeTp ornpenessieT BEPCUIo MPOTOKOJIA ISl KOHKPETHOTo KaHana. B ciydae
OTCYTCTBHS IapaMeTpa B CEKIMU HCIIONB3YETCsl IPOTOKOJI, ONPEAEIIEMBbIN TI100aNbHO IS
Bcex kKaHasmoB SMTP B ceknuu [mailtrans] (eM. «Cexrms [mailtrans]» uHa ctp. 155).

® maxsize — MaKCHUMaJbHBIN pa3Mep (B kuiobaiiTax) moutosoro SMTP-koHBepTa mpu
otmpaBke. Mcronb3yercs B cirydae, €Clid YCTaHOBJICHA BEPCHsI TPOTOKOJA 2. 0 (CM.
napaMmetp version). [Ipu ornpaske MFTP-koHBepT pa3zouBaeTcs Ha HECKOJIbko SMTP-
KOHBEPTOB, pa3Mep KaKJ0ro U3 KOTOPBIX HE IPEBHIIACT 3alaHHBIH TapaMeTpoOM
maxsize. 3HaUEHHE 0 03HAUYAET, YTO OrpaHUYeHre Ha pazmep SMTP-koHBepTOB
oTcyTcTByeT. JlomycTuMble 3HadeHHs JaHHOTo mapamerpa: ot 100 go 2048000 (2 I'b). B
ClIy4ae OTCYTCTBHA ITapaMeTpa B CEKLUU HCIIOJIb3YETCSI 3HAUEHUE maxsize, ONMPEIEIIEMOE
rinobanpHO Tt BceX kKaHamoB SMTP B ceknunt [mailtrans] (M. «Cexrus [mailtrans]|»
Ha cTp. 155).
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Cekuums [transport]

JlaHHast CEKIUsI COAEPIKUT PSZT TTAPAMETPOB, OIIPEACISIOMINX IyTH K TPAHCIIOPTHBIM KaTajioram,
TO €CTh K KaTaJoraM, y4acTBYIOIINM B 0OMeHe KOHBepTaMH, uX 00paboTke u T.1I. DTH
napaMeTphl 3aJaf0T JIMIIH OCHOBHBIE KaTaJoru. BcromMoraTenbHbIe KaTalory CO3/1al0TCs
TPAHCIIOPTHBIM MOIYJIEM B TIpoliecce padOTHI Kak MOAKATaIOrH OCHOBHEIX. [1pu mepBom
CO3JIaHUH KOH(UTYPALIMOHHOTO (aiiia 3HaYeHHUsI TAPaMEeTPOB 3TOI CEKIMU OTPEEITICHBI TI0
YMOJTYaHHIO OTHOCHUTEIBHO KaTaJIora KIFOUeBhIX 0as3.

IIpumeuyanue. TpaHCIIOPTHBIN MOYJIb IPH KAXKAOM 3aIlyCKe MPOBEPSIET
F 1 CYIIECTBOBAHNE KAaTaJIOTOB, 3aJJaHHBIX 3TUMH ITapaMeTPaMu, U IIPHU HEOOXOJMMOCTH
CO3Ja€T HX.

Cekuus [transport] COIEPKUT CIEAYIOLIHE TTaPaMETPhI:

® in path — MOJHBIM MYTh K KaTajory, B KOTOPHII MOMENIAIOTCS TTOTHOCTBIO IPUHSTHIE
KoHBepThl. [1o ymMomyaHuto 3HaUeHne napaMeTpa basedir/in, TI€ basedir — NOJIHBIA
MYTh K KaTajory KJI04eBbIx 0a3.

® out path — IOJHBIN MyTh K KaTaJIOTy, B KOTOPBIN BHEIIHUE MPUIIOKEHNS TOMEIIAIOT
chopMHUpOBaHHbBIE KOHBEPTHI I OTIIPaBKU. 110 yMonmuaHuio 3HaueHHE napameTpa

basedir/out.

® trash path — IOJHBIN IyTh K KATAJIOTy, B KOTOPHIH MIOMEIIAIOTCS YCTapEBIITNE KOHBEPTHI
W3 UCXOJISIICH o4Yepeu — TaK Has3bIBa€Mas «KOp3uHa». ITo YMOJIYaHUIO 3HAUCHUE
napameTrpa basedir/trash.

Cexkuus [upgrade]

B naHHOIi cekMM NPUCYTCTBYIOT IApaMETPhI, KOTOPbIE ONPEEIISIOT MTOBEICHHE
TPaHCIIOPTHOTO MOYJIS IpH IpreMe oOHOBIeHUs. CeKIus [upgrade] COACPIKUT CIIETYIOLINE
rapaMeTpsbl:

® upgrade path — IOJIHBIHA MyTh K KaTaJIOTy, B KOTOPBIH ImoMeIiatoTcs Gpaiiinbl 0OHOBIEHHUS
[I0CJI€ PACIIaKOBKH COOTBETCTBYIOIUX KOHBEPTOB. [1o yMoIyaHuIo 3HaUCHHE TapaMeTpa
basedir/ccc, T1I€ basedir — IOJHBIN MyTh K KaTaJOTy KJIIOYEBBIX 0a3.

® upgrade ini — uMs Qaiina KoHPHUTYpaIuK Jis Iporiecca oOHoBiIeHus. [To ymomyanuio
3HAQYCHUEC NTapaMeTpa basedir/user/upgrade.conf.
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upgrade for kc path — IOJHBIN MyTh K KATAJIOTY, B KOTOPbIA BHEIITHHE TPHI0KEHHS
nomeniaroT (aitisl ¢ 3arpocaMu cepTUGUKATOB * . sok. [10 yMOTUaHUIO 3HAYCHHE
rnapaMeTpa basedir/ccc/for ke.

upgrade_checktimeout — HHTEpBaJ (B CEKyH/aX) MEPUOANIECKON TPOBEPKHU
TPAHCIOPTHOTO KaTaJora, 33IaHHOTO NMapaMeTPOM upgrade path, Ha Hauaue (aiion
oOHOBIeHNs. B cirydae cooTBeTCTBUS (ailioB OOHOBICHHS YCIOBUSIM OOHOBICHHS (BpEeMS
OOHOBJICHUS U T.JI.) IPOUCXOUT BHI30B MOJTyJIsl OOHOBIEHHS. [10 yMOTUaHHIO 3HAUYCHHE
napameTpa 300 (CEeKyHT).

confsave — THII COXpaHIeMOl KOH(DUTYypalliy U aBTOCOXPaHEHUH Niepel TPOBEICHUEM
oOHoByeHus (cM. «Pabora ¢ koudurypanusvu ViPNet» Ha ctp. 175). MoxkeT npuHAMAaTh
CIIEAyIOIIME 3HAYCHUS: full, partial U off. [Ipu 3HaUeHNH mapaMeTpa full
MIPOU3BOIMTCS] aBTOCOXPAHEHHE TIOTHOW KOH(PUTYpalliH, TIPU 3HAYCHUH partial —
YacTUUHOU KoH(UTypanuu. [Ipu 3HaueHun mapamerpa of f aBTOCOXpaHEHUE HE
npousBoautcs. [lo ymonganutio 3HaueHHE mapaMeTpa partial.

maxautosaves — KOJHYECTBO aBTOCOXPaHEHHBIX KOHHUryparwuii B 6aze. [lepen
OUYepeAHBIM aBTOCOXPAaHEHHUEM KOH(PUIYPALIUH [IPOBEPSAETCS YHUCIIO aBTOCOXPAHEHHBIX
KoH(urypauuii. Ecnu 5170 yncio 6onblie win paBHO 3HAUCHHIO maxautosaves, TO U3 0a3bl
YAAIAOTCA CaMbI€ CTaPbIC aBTOCOXPAHCHHBIC KOH(I)I/Ipra]_[I/II/I B TaKOM KOJIMYECCTBCE, ‘ITO6I)I
0CTaJIOCh maxautosaves-1, IOCIIE YeTO COXpaHsIeTcs TeKywas KoHpurypauus. [Ipu stom
B CHCTEMHBIH )KypHaI Syslog BEIBOAHUTCS COOTBETCTBYIOIIEE coolmieHue. TekyIas Bepcust
TPAHCIIOPTHOTO MOAYJIA UMECT OrpaHNYCHUC Ha MaKCUMAJIbHOC KOJINYECTBO
ABTOCOXPAaHEHHBIX KOH(UTypaluii — He 6onee 10, mo3ToOMy 3HaUeHHUE MapameTpa
maxautosaves He MOXeT mpeBbIiath 10. [Ipu monsiTke yCTaHOBKH OOJBIIETO 3HAYCHHUS
OHO NPHUHYIUTEIHHO YCTaHABINBACTCS PAaBHBIM MaKCHMAJIbHO JAOIYCTUMOMY 3HAYEHUIO.

Cekumsa [mailtrans]

B nanHOIi cekMM NPUCYTCTBYIOT IapaMETPhl, KOTOPbIE ONIPENEIISIOT B3aUMOIEHCTBUE
TPAHCIOPTHOTO MOAYJIS C MOJIyJieM nouToBoro ooMeHna MailTrans. Cekiusi [mailtrans]
COJIEPKUT CIEAYIOIINE TapaMeTpPhl:

mailtrans_bin — HOJHBIA MyTh K HCHOJIHAEMOMY (haiiry Moyt mouToBoro oomena. 1o
YMOIYaHUIO 3HAYECHUE ITapaMeTpa /sbin/mailtrans.

inputmailbox — aJpec NOYTOBOIO SIUKA, U3 KOTOPOro MOJYJ]b IOYTOBOIO 0OMeHa OyeT
3a0upaTh KOHBEPTHI 10 npoTokony POP3. Anpec 3amaercs B COOTBETCTBUH CO
CIIETYIOIINM IPaBUIIOM:

inputmailbox= <username>:<password>@<IP-azmpec POP3-cepmepa>
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outputmailbox — IP-ampec SMTP-cepBepa, Ha KOTOPBIH MOIYJb IIOYTOBOTO OOMEHA
OyzeT OTHpaBIATH KOHBEPTHI IO poToKoIy SMTP.

frommailbox — IIOYTOBEIN aapec ornpaButeiass SMTP-koaBepTOB. Anpec 3agaercs B
COOTBETCTBHH CO CIICTYFOIHM MPABUIIOM:

frommailbox= <username>@<servername>.<domain>

mail in path — IOJHBIA IyTh K KaTaJIOry, B KOTOPBIH MOYJIb IOYTOBOrO OOMEHa
MIOMEIIAET MPUHATHIE KOHBEPTHI. [lo yMom4aHuto 3HaueHHe napaMeTpa basedir/smtpin.

mail in chunks_ path — IOJHBIA MyTh K KaTaJIOTy, B KOTOPBIH MOJYJIb TOYTOBOTO
oOMeHa moMenaet npuHsThie hparMeHTsl SMTP-KOHBEPTOB B Cllyyae UCTIOJIB30BaHMUS
MpoToKoya 2. 0 (cM. Huxke). [lo yMoruanuro 3HaUeHNe IapaMeTpa

basedir/smtpin/chunks.

mail out path — IOJHBINA OYTh K KATaJIOr'y, B KOTOPOM TPaHCIIOPTHBINA MOYJIb
(hopMUpYyET 3aroJIOBOYHbBIE (hailiibl HA OTIIPABIIAEMbIe KOHBEPTHI. [10 ymMouaHuio
3HAYCHHE ITapaMeTpa basedir/smtpout.

mail call timeout — MHTEpBaJ (B CEKYHAAX) HEPUOANYECKOTO BHI30BA MOIYIIS
MIOYTOBOI'O0 OOMEHA, TO €CTh IIEPHOA ONPOCa MOYTOBOTO SIIUKA BXOIAIINX KOHBEPTOB U
OTIPaBKH UCXOAAIIMX KOHBepTOB 1o kaHary SMTP. Ilpu 3Hauenuu napamerpa -1
MePUOANYECKUH BBI30B He Mpon3BoAuTCa. OHAKO NpU HATMYUU B OYEPETH UCXOSIINX
KOHBEPTOB, NPEeIHA3HAYCHHBIX ISl OTHpaBKU 10 kanairy SMTP, Bb13oB Oyzaer
MIPOU3BOAMUTECSA, €CIIN 3TO HE 3aIlPEIEHO MapaMeTPOM call flag COOTBETCTBYIOLIETO
kaHaza. [1o ymonyaHuto 3HaUeHHe mapameTpa - 1.

version — BepcHs MPOTOKOIA HHKANCyasuu koueepTa MFTP B moutoBsiit konBept RFC-
822, nepenaBaemsblii o kaHary SMTP. BosmoskHble 3HaueHuns napameTpa: 1.0 1 2.0. B
ClIydae UCIOJIb30BaHMs MPOoToKoa 1.0 MFTP-koHBEpT HONHOCTHIO MHKAICYIUPYETCS B
SMTP-kouBepT 115 iepenaun. Bepcus mpoTokosia 2. 0 mo3soiiset nepeaats MFTP-
KOHBEPT B Buje Heckobkux SMTP-koHBepTOB. DT0 y100HO B Cilydae UCIIOIb30BaHUS
orpannueHuii Ha pa3mep nuceM SMTP/POP3-cepsepamu. Ilpu otnpaske MFTP-koHBepT
pasbuBaeTcsa Ha HecKoIbKo SMTP-KOHBEpTOB, pa3Mep KaxI0ro U3 KOTOPBIX HE
MIPEBBINIACT 33JaHHBIN MApaMeTPOM maxsize (CM. HUXKE). [[puHUMaromas cTopoHa
cobupaet Bce SMTP-dparments! B equnbiii MFTP-konBepT.

[TapameTp version MOXeT ObITh yKa3aH Kak B cekuusx At SMTP-kananoB (cm. «Cexius
[channel]» rHa cTp. 151), Tak ¥ T00aTBHO B CEKIUM [mailtrans]. [10 yMoIUaHUIO
JTAHHBIN TTapaMeTp OTCYTCTBYET B CEKIUAX [channel]. B ciaydae oTcyTcTBHS mapaMmeTrpa B
CeKIMH [channel] UCHONB3YETCS 3HAUCHHE TII00AIBHOTO MapaMeTpa.
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’ ] ‘ IIpumeuanue. [To ymoTuaHNIO HCHONB3YETCS MPOTOKOI 1 . 0, TaK KaK MPEIbIAYIIIE
BEPCUU TPAHCIIOPTHOT'O MOAYJISI HECOBMECTUMBI C IIPOTOKOJIOM 2 . 0.

® maxsize — MaKCUMaJbHBIN pa3Mep nouroBoro SMTP-koHBepTa npu oTnpaske (B
Kkuiobaiitax). Mcmones3yercs B cirydae, €Clii yCTaHOBJIEHa BEPCHSI MPOTOKOJIA 2. 0 (CM.
nmapameTp version). 3HAaYEHHE 0 O3HAYAET, UTO OrpaHHdYeHne Ha pazmep SMTP-
KOHBEPTOB OTCYTCTBYeT. JlomycTiMble 3Ha4eHus JaHHOTO mapamerpa: oT 100 mo 2048000
(2 T'b). 1o ymom4yaHuto 3HaYeHUE TapaMeTpa 0 .

[MapameTp maxsize MOXKET OBITh yKa3aH Kak B cekiusax s SMTP-kananos (cMm. «Cekius
[channel]» ra cTp. 151), Tak ¥ T7100aTBHO B CEKIUH [mailtrans]. [1o ymMoIuaHuIO
JTAaHHBIN TapaMeTp OTCYTCTBYET B CEKIMSIX [channel]. B ciiydae oTCyTCcTBHSI MapameTrpa B
CEKIMH [channel] HCHONB3YETCs 3HAUCHHE TTI00AILHOTO MapaMeTpa.

Cekuums [journal]

Cekuus [journal] COAEPKUT NapaMmeTpbl HACTPOilkH xypHaia MFTP-koHBepTOB,
00pabaThIBaeMbIX TPAHCIIOPTHBIM MoayJieM. B npouecce paboThl TpaHCIIOPTHBIM MOIY b
OCYIIECTBIISET 3amuch HHPopMarmu 00 00paboTaHHBIX KOHBEPTaX B CIENHAIBHYIO 023y
JaHHBIX, HA3bIBAEMYIO )KYPHAJIOM KOHBEPTOB. B xypHan 3aHocuTCsS HHPOpMALH:

® O IIOJHOCTBIO ITPUHATHIX KOHBEPTaX;
e 00 OTIIPABJICHHBIX KOHBCPTAX;
e 00 YAAJICHHBIX KOHBCPTAX;

® 0 IIOBPCKIACHHBIX KOHBEPTAX.

ITpocMoTp KypHaa KOHBEPTOB OCYLIECTBISAETCS ¢ IOMOLIBIO KOMaHABI mftp view (CM.
«Kowmansr rpyrmnsl mftpy Ha ctp. 79).

CCKLII/ISI [Journal] COACPKHUT CICAYIOIINEC ITapaAMETPHI:

® use journal — BKJIIOYEHHE/BBIKIIOUEHUE BEICHUS KyPHaJla B TEKYILIEM ceaHce paboThl
TPaHCHOPTHOTO MOAYJIA (yes/no). [lo ymomdanuto 3HaueHne nmapamerpa yes. Ecnu
JTAHHBIN TTapaMeTp OTCYTCTBYET, TO MCIIONB3YETCs 3HAYEHHUE 110 YMOITYAHHIO.

® nax size — MakCUMaJbHBIN pa3mep (B MerabaiiTax) ¢aiina xKypHaia KoHBepToB. [Ipu
NPEBBIIEHNN YKAa3aHHOTO pa3Mepa OCYILECTBIISIETCS 3aMCh TTOBEPX CaMbIX CTaphIX
3anucei. [Ipy n3MeHeHnn MakcHMalTbHOTO pa3Mepa KypHaja B polecce padoThl
NPOUCXOANT PEKOHCTPYKIHMSA (aiina. B ciryuae yMeHbIeHHS pa3Mepa Mo CPaBHEHHUIO C
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npeapIayIuM u3 ¢aiina yaansroTces 3anucu ¢ Haubosee crapbiMu gatamu. 1lo ymonuanuio
3Ha4YeHue napamerpa 1 (meradaiit). Ecnu qanHbIii mapaMeTp OTCYTCTBYET, TO
UCIIOJIb3YETCsl 3HAUCHHE 110 YMOTYAHHIO.

dump filename — MpeQUKCHAS YaCTh UMEHHU TEKCTOBOTO (haiiia, B KOTOPBIH
OCYIIECTBIISCTCS PETyJIPHBIN 1aMi HH(POpMAaIUY U3 )KypHaia KOHBepTOB. 1o
YMOJIYaHUIO 3HaUY€HHE NapaMeTpa /var/log/mftpenv. log. [locTdukcHas yacTs nmMeHH
(haiina onpenenseTcs TEKYIEH IaToi U 3aBUCUT OT MHTEPBaJIa IaMIia, 3aIaHHOTO
mapaMeTpoM dump_interval. Hampumep, daiin namma MoXXeT UMeTh UMs
/var/log/mftpenv.l10g.2009.09.23.

Buumanue! MessTh mapameTp dump_filename BPydHYIO HE cienyet!

dump_interval — WHTepBaI co3qanus (B AHAX) (haiioB gamia nHGOPMAIIH U3 KypHAa
KOHBEpTOB. B mporecce paboThl TpaHCIOPTHBIN MOJYJIb BEIBOJUT HHPOpMAIHIO 00
00pabOTaHHBIX KOHBEPTaX B TEKyIIUH (aiin namma. [lo ucreyeHnn naTepBaia, 3aJaHHOTO
JAaHHBIM TIApaMETPOM, CO3JIaeTCsl HOBBIN (aiii qamia, mocTGUKCHAS YaCcTh KOTOPOTO
ompezenseTcs Tekymel garoit. [lo ymonuanuto 3HaueHne mapamerpa 1 (nens). Eciun
JaHHBIA IapaMeTp OTCYTCTBYET, TO HCIIOJIb3YETCs 3HAUEHHUE 110 YMOIYaHHUIO.

last_dump — BpeMsl CO3JaHusI TEKyILero ¢aiiia gama.

Buumanue! MensaTs napameTp last dump Bpy4dHYIO He cienyert!

Cexkuumsa [misc]

Cekuus [misc] COOEPKUT pa3iIWYHbIC TapaMeTPhl, ONPeeIIIoINe paboTy TPAHCIOPTHOTO

MOAYJIA B LHECJIOM:

port — OPT, HA KOTOpoM JeMoH mftpd oxxunaer coenunenus o kanany MFTP ot
yIAJIEeHHBIX CETEBBIX y3J10B. [Io yMomyaHuio 3HaueHune mapamerpa 5000.

max_listen ports — AMAana3oH 3HaYeHHUH mepedopa MOPTOB ISl COSAMHEHUH 10 KaHATY
MFTP ¢ ynajieHHbIM y3JI0M B Cily4ae HeyJqaud. TpaHCIOPTHBIA MOAYJIb LIUKINYHO
nepedupaeT MopTHl B IMANa30HE OT port 0 port+max listen ports-1. s oxxumanus
BXOJAIINX COEANHEHNH TPAHCIIOPTHBIM MO/YJIb TPOCIYIINBAET BCE MOPTHI U3 YKa3aHHOTO
Iuanasona. [To ymonganuro 3Ha4eHUe IapaMeTpa 3.
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num_attempts — KOJMYECTBO MOCIIE0BATEIHHBIX TIOMBITOK COSAMHEHHSI, TIOCIIE KOTOPHIX
YCTAaHABIUBACTCS TallM-ayT, €CIM COSAMHUTRCS TaK U HE yaaioch. I1o yMoTdaHuio
3HAYCHUE MapaMeTpa 3.

max connections — MaKCUMaJIbHOE KOJIMYECTBO BXOAAIINX U UCXOASAIINX COETUHEHUH 110
kanajnam MFTP. 1o ymonyanuto 3HaueHue napamerpa 100.

send buff size — pa3Mmep Oydepa nmepenaun (B 6aiitax). MUHUMANBHO TOMYCTHMOE
3Ha4YeHue 1024 (0alT), 3HAUCHHUE TI0 YMOTYAHHIO 65500 (OaMT).

recv_buff size — pa3mep Oydepa mpuema (B Oaiitax). MUHUMAaNBHO JOMYCTHMOE
3HaYeHue 1024 (0aiiT), 3HAaYEeHHE 0 YMOITYAHHIO 65500 (OanT).

Bo MHOTrHX city4asix 3Ha4€HHE 65500 MAPAMETPOB send buff size U recv_buff size
ABIACTCS ONITUMAJIBHBIM JIsA obecreueHnsT MaKCUMaJIBHOM CKOpPOCTHU aneMa/r[epe/:[aqH
KOHBEPTOB TPAHCIIOPTHBIM MOJIYJIEM.

pingpong —BKIIIOYCHHE/BBIKIIOUCHUE pexKrMa 00MeHa KOHBepTamH 110 kanany MFTP
(ves/no). Ilo ymom4aHuto 3HaYCHHE MapaMeTpa yes.

Ecnu 3Hauenne nmapameTpa pingpong YCTAaHOBIEHO B yes, 3TO O3HAYAET, YTO CTOPOHA,
nepeaBIIas KOHBEPT, TO3BOJISAET MepeaaTh KOHBEPT APYTOil CTOPOHE, TO €CTh Y3JIbI
00MEHHBAIOTCS] KOHBEpTaMu oodyepeaHo. Ecim ke 3HaueHue yCTaHOBJICHO B no, TO
CTOpOHa, HayaBIllas MepeaBaTh KOHBEPTHI, OylIeT UX MepeaaBaTh, IOKa OHU HE
3aKOHYATCA, ¥ TOJIBKO MOCIIE 3TOTO MO3BOJIUT MEpeaBaTh KOHBEPTHI APYTOH CTOPOHE.

connect timeout — MHTEpBaJ (B CEKyHIaX), B TeueHHe Kotoporo Koopaunatop Oyzaer
IIBITAThCSl YCTAHOBUTB COEIMHEHNUE C yIaJIeHHbIM y3710M 110 kaHainy MFTP. Ecnu o
MCTEUYEHHUH 3TOT0 HHTEPBaJa COeIMHEHNE He ObUIO YCTAaHOBJIEHO, TO IIOBTOPHBIE TIOMBITKH
OyZAyT NPOMCXOIUTH Yepe3 HHTEPBAJ outenv_timeout (CM. HIKE). Ilo ymonuanuro
3HaUCHHUE TapameTpa 2 (CeKyHIbl).

wait timeout — MHTEpBaJ (B CEKyHJaX) OXKHAaHUs aKTUBHOCTH ycTaHOBIeHHOro MFTP-
coenvHeHMs. Eciu B TeUeHUE 3TOro HHTEpBaja y3Jibl, yCTAHOBUBIINE COEUHEHUE, HE
00OMEHSUIHCh HUKaKOH MH(pOopMaliuel, To TaHHOE COSJMHEeHUE 3aKphiBaeTcs. Eciu B
nporecce 0OMeHa UCXOISAIINE KOHBEPTHI IS yIAaJIeHHOTO y3J1a ObUTH TepeaHbl He
MOJTHOCTBIO, TO TIOBTOPHBIE TIOMBITKH COSTUHEHHUS Oy YT MPOUCXOIUTH Yepe3 HHTEPBaI
outenv_timeout (cM. HMXke). [lo ymMomuaHuio 3Ha4YeHUE mapameTpa 300 (CEKyH).

outenv_timeout — HHTEpBAI (B CEKYHAX), B TEYEHHUE KOTOPOTO HCXOSIINE KOHBEPTHI
JUTSL KaHaJia, Ha KOTOPOM IPOU30IILIa OIIiOKa repeadn, He MOTYT OBITh TIOBTOPHO
otmpasieHbl. Eciin Ha kakoM-1100 KaHaje Mpou3olnia olroKa nepeaadu (pa3pbiB
COCIIMHEHVSI U T.I1.) M JUIS 3TOTO KaHaJla CYIIECTBYIOT UCXOIAIINE KOHBEPTHI, TO
CJEeAyIOLIas IONBITKA IIEPEAAYN IIPOU30OUIET Yepe3 outenv _timeout ceKyHA. I1o
YMOITYaHUIO 3HAYCHUE TTapameTpa 300 (CeKyHI).
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ttl out — BpeMs XKU3HU KOHBEPTOB B UCXOIIEH odepenu (B nHAX). Eciu mo ncredennn
BPEMEHH ttl out KOHBEPT HE yIaJIOCh OTIPABHUTD, TO OH yJAISIETCSA U3 OUEPEH U
nomenaeTcs B kop3uHy. [1o ymonyanuio 3HaueHue napamerpa 30 (aHei).

ttl trash — MaKCHMaJbHOE BpeMsI XpaHEHUSI KOHBEPTOB B KOp3uHE (B AHAX). Ecii Bpems
XpaHEHUs] KOHBEpPTa B KOP3WHE MPEBBIMIACT tt1 trash, TO KOHBEPT ynansercs. 1o
YMOJTYaHUIO 3HaUeHHE apameTpa 90 (aHei).

save sent — BKIIIOUCHHUE/BBIKITIOUCHHUE XPAHEHHS UMEH OTIPABICHHBIX MIPUKIATHBIX
KOHBEPTOB (yes/no). [To yMonmanuto 3HaueHne mapameTpa no. Eciu 3HaueHune mapamerpa
YCTAaHOBJICHO B yes, TO MPH YCICITHON OTIPaBKE KOHBEPTA B KATAJIOTE out path/sent
co3naetcs (aiin HyJeBOW JUTHHBI C HMEHEM, MJICHTUYHBIM UMECHHU OTIPABICHHOTO
KOHBEpPTA.

Cekuums [debug]

Ceknus [debug] ONpeneNseT mapaMeTphbl BeACHHs )KypHaIa YCTPaHSHMS HETOJIaI0K
TPaHCIIOPTHOTO MOIYJIA (M. «OKypHaib! yerpanenus nernonaaok [10 ViPNety na ctp. 213).
OHa coiepKUT CIeAYIONIHE TapaMeTphl:

debuglevel — yPOBEHb MTPOTOKOIUPOBAHUS, YUCIIO OT -1 10 5. Jmst mogudukarnmii [TAK ¢
YKECTKUM IUCKOM 3HaueHue 1o ymomdanuio 3. s [TAK ViPNet Coordinator HW 100
0a3oBoii KOH(Urypaiuu (0€3 )KEeCTKOro TUCKA) 3HAUCHHE 110 YMOJIYAHHUIO —1. 3HAUCHUE
napaMeTpa -1 OTKJIIOYaeT BeICHHE KypHala.

debuglogfile — MECTO XpAaHCHM: KypHaAJIA, 3aJJaHHOC B BUJIC syslog:<facility.level>.
ITo YMOJIYaHHUI0 3HAYCHUC IMapaMeTpa YCTAaHABINBACTCA B syslog:daemon.debug.
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O HAaCTPOMKE CUCTEMHOTO BPEMEHU

s xoppextHo#t pabotsl [IAK ViPNet Coordinator HW B cocTaBe reorpaduiecku
pacnpenencHHol cetu ViPNet TpeOyeTcst yCTAaHOBUTH Ha HEM TOYHOE CUCTEMHOE BpeMst. J{is
3TOro HeoOXO0ANMO CHayasa 3aJlaTh BpeMEHHYIO 30HY (4acoBoii Mosic) reorpaduyeckoil Toukwy,
B KoTopoii skcmuryaTupyetcs [IAK, a 3aTeM ycTaHOBHUTH TeKylee BpeMsl. ITH yCTaHOBKU
MPOU3BOSTCS B MPOLiEcCce TIEPBOHAYATBHOTO Pa3BEPTHIBAHUS KITFOUEBBIX 0a3 (CM.
«IlepBoHauansHoOEe pa3BepThIBAHNE KIIOUCH» Ha cTp. 42), HO B JaJbHEHIIIEM MOTYT OBITh
MU3MEHEHBI C TIOMOIIBI0 KOMaH/I.

YcTaHoOBKa BpeMEHHOM 30HBI OCYIIECTBIISIETCS] C IOMOLIBIO KOMaHbl machine set timezone,
YCTaHOBKA TEKYIL[Er0 BPEMEHH — C IIOMOIIBI0 KOMaH/bl machine set date (cM. «Komanabl
rpynmel machine» Ha ctp. 82). [lepen ycTaHOBKO#H BpeMeHU TpeOyeTCsl OCTAHOBUTH BCE
JEMOHBI, a TI0CJI€ YCTaHOBKH 3aIllyCTHTh MX BHOBb C IIOMOILBI0 COOTBETCTBYIOLINX KOMaHA. Jns
IPOCMOTpPA TEKYIIUX YCTAHOBOK HCIIOJIB3YIOTCS KOMAH/bl machine show timezone M machine

show date.

CucremMHOe BpeMsI MOXKHO NepHUOJNYEcKH CHHXpOHU3npoBaTh ¢ NTP-cepBepamu TouHOTO
BpemeHH. [1o ymomuanuto cunxponusanus spemenu Ha [TAK BkitoyeHa, B kauecTBe CEpBEpOB
TOYHOTO BpEMEHH HUCIIONB3YI0TCs mybnuanabie NTP-cepBeps! u3 knacrepa pool.ntp.org. B
npoliecce epBOHAYaIbHOTO pa3BepThIBAHUS KIIOUYEBbIX 0a3 MOXHO 3a1aTh [P-agpec
nomoauTenbHOTO NTP-cepBepa (HanmpuMep, KopropaTuBHOTO). B manpHeimeM BKIFOYEHUE H
BBIKJTFOUEHUE CHHXPOHM3AIMH, a TAK)KE YIIPaBJICHUE CIUCKOM Hcnonb3yeMblx NTP-cepepos
OCYIIECTBISIETCS C MOMOIIBI0 KOMaH T (M. «Koman il roarpymnsl inet ntp» Ha cTp. 75).
[TonpoGHee o cuHXpOoHM3aMK BpeMeHH cM. pasaen Vcrnons3oanne [TAK B kagectBe NTP-
cepsepa (ua ctp. 193).
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Cnoucku KOHTHHCHTOB, CTPpAH U

BPCMCHHBLIX 30H

YcranoBka BpCMeHHOﬁ 30HBI C IOMOIIBIO KOMAHJBI machine set timezone IPOHCXOIHUT B
TpPHU dTalla: CHavaJla npeajaracTcsd BI)I6paTI> HY)KHLIP'I KOHTHUHCHT, 3aTE€M CTpaHy U JaJiec

COOCTBEHHO BPECMCHHYIO 30HY. CIHCcOK KOHTUHEHTOB HCI/I3MCHHI>II7I, OH BKJIIOYAET B ce0s TaKxke

okeaHbl. CIIHCOK CTpaH U CIIUMCOK BPEMCHHBIX 30H U3MCHAIOTCA B 3aBUCUMOCTHU OT BI)I60pa,
CACJIAHHOTO Ha MPEAbIAYIICM 3TallC. Bcee crincku coacpiKar aHTTIMICKHME Ha3BaHUS COIJIaCHO

crangapty ISO 3166 u ynopsimoueHs! 1o andasuTy.

Tabmuia HUXKE CONEPIKUT TOTHBIN CIIUCOK KOHTUHEHTOB M OKEaHOB, B JIBYX CIICAYIOIIUX

TabIMIax MPUBEACHBI MPUMEPHI CIIUCKOB CTPaH M BPEMEHHBIX 30H.

Tabnuya 7. Cnucox KOHMUHEHMO8 U OKEAHO8

IopsaakoBblii HOMep  AHIVIMIICKOe Ha3BaHHUe

Pycckoe HazBanue

Africa
Americas
Antarctica
Arctic Ocean
Asia

Atlantic Ocean
Australia

Europe

©O© 00 N o o B~ W N P

Indian Ocean

[y
o

Pacific Ocean

Adpuxka

Awmepuka (CesepHas u FOxHas)
AHTapKTHKa

JlemoBUTHIN OKeaH

Azus

ATIaHTHYECKHHA OKeaH
ABctpanus

EBpomna

Wnapuiickuii okeaH

Tuxwuii okean

Tabruya 8. Cnucox nepsvix 10-mu cmpar Egponsi

[opsakoBblii HOMep  AHIVIMIICKOe Ha3BaHHUe

Pycckoe nHazBanue

1 Aaland Islands
2 Albania

3 Andorra

4 Austria

AnaHzcKue oCcTpoBa
Anbanus
AHpoppa

ABcTpus
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© 00 ~N o o

Belarus

Belgium

Bosnia and Herzegovina
Britain (UK)

Bulgaria

Croatia

benapycs

benbrus

BbocHuus u I'epuerosuna

bpuranns (O6benuaeHHOe KopoieBcTBo)
Bonrapus

XopBaTust

Tabnuya 9. Cnucok nepgvix 5-mu gpemeHnHwix 304 6 Poccuu

IMopsaakoBbIi HOMeP

AHrImicKoe Ha3BaHHe

Pycckoe Ha3BaHue

1

2
3
4
5

Moscow-01 — Kaliningrad
Moscow+00 — west Russia
Moscow+00 — Caspian Sea
Moscow — Samara, Udmurtia

Moscow+02 — Urals

Kanununrpan
Bamagnas Poccust
Kacnuiickoe mope
Camapa

VYpan
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YnaneHHbI MOHUTOPHUHT U
yrpasiicHue [TAK

Mounwurtopunr u ynpasnenue [1AK ¢ momonipio ammiera SGA 166

Hactpolika noctymna K yaaJeHHOMY MOHUTOPHHTY H yIIPaBICHHIO 167
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MounutopuHr u ynpasiienue [TAK ¢
noMoupto ammiera SGA

B cocras I10 ITAK ViPNet Coordinator HW Bxoaut Be6-cepsep c ammieroM SGA (Security
Gateway Applet), koTopslii o6eciednBaeT MOHUTOPHHT 1 yripaBienue [IAK nmocpenctsom Be6-
uaTepeiica. Moautopunr u ympasinenue [IAK ¢ momoripro anmiera MoO>KHO OCYIIIECTBIISTh
Kak JokanbHO Ha camoM I1AK, Tak 1 ynanenHo Ha apyrux y3nax cetu ViPNet.

JlokanpHBIN 3aITycK amruieTa BO3MOokeH cpasy mocie ycraHoBku 110 Ha [TAK, 6e3 kakux-nm6o
JOIOJTHUTEJIBHBIX HACTPOEK.

Y naneHHbI| 3aIyCK aniuieTa BO3MOXEH Ha y3J1aX, YAOBJIETBOPSIOIINX ONpeeICHHbIM
TpeboBanusM. I1pu 3TOM HOCTYN K DYHKLUSIM MOHUTOPHUHTA U YIPABJICHUS HA TAKUX y3J1aX
3aBHCHT OT HACTPOEK, 3a1aHHbIX Ha caMoM [TAK (cm. «Hactpoiika jocTyma K yaaieHHOMY
MOHHUTOPUHTY U YIIPaBICHUIO» Ha cTp. 167).

Omnucanne padoTel ¢ anmuieToM SGA COIEpXKUTCS B JOKYMEHTE «AMIIJIET MOHUTOPUHTA U
ynpasnenust ViPNet-koopauaaTopoM. PykoBOICTBO MOIB30BATEIS.
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HacTponka nocryna K y1aleHHOMY

MOHHUTOPHUHI'Y U YIIPABJICHUIO

YV nanennsiit MoruTopuHr u ynpaeienue [IAK ViPNet Coordinator HW ¢ momomisio anmera
SGA MOXeT OCYIIeCTBISATHCS Ha CETEBBIX Y3/1aX, YAOBIETBOPSIONINX CIEAYIOITIM
TpeOOBAHUM:

e V3wl sBisitores Kimmenramu ViPNet (¢ yeranosnenasim 110 ViPNet Client [MorwuTop]).

e Kiments ViPNet 3apeructpupoBansl B mpukiagHoi 3amade «Kmmeat SGA» 1 UIMErOT
cBa3b ¢ [IAK ViPNet Coordinator HW.

Perucrpanus y3/10B B IpUKIaIHBIX 3a7adax v 3aJJaHUE CBA3EH MEXAY y3IaMu
ocymectisitorea B Y Ce.

ITo yMom4aHUIO MPENOIaraeTcsi, YTO BCEM CETEBBIM y3J1aM, 3apETUCTPUPOBAHHBIM B
npukiaagHoi 3anade «KnueHt SGA» u csizanHbIM ¢ [TAK, paspelieHbl MOHUTOPHUHT U
ynpasnenne [IAK. OmHako BO3MOXHBI CUTYAIlNH, KOTJa TpeOyeTcs 3alpeTHTh BO3MOKHOCTh
3aIlycKa amlJieTa Ha ONpeIesieHHbIX y3Jax.

Ipumeuyanue. CeTeBoH y3ell, 3aperucTpUPOBAHHbIN B IpUKIaAHOHN 3agaue «KiueHt
SGA», MoxxeT OBIT CBsI3aH ¢ HECKONBKUMHU ViPNet-koopanHaTOpaMu, Ha KOTOPBIX
ycTaHoBlIeH anmuieT. [Ipu 3ToM y3en npeznonaraeTcsi HCHONb30BaTh U1l MOHUTOPUHTa

m 1 yIpaBIeHUs TOJIBKO OJHUM onpeneneHHbM ViPNet-koopauHaTopom, a cBs3b ©
ocranbHbIMK ViPNet-koopauHaTopamu TpeOyeTcs s Apyrux 3a1ad. B atom cimydae
HEOOXO0/IMMO SIBHO 3aIIPETHTh TOMY y3JIy MOHUTOPHUHT U ynpasiieHue Bcemu ViPNet-
KOOpAMHATOPaMH, KpPOME OJJHOTO.

[t orpaHrueHUs TOCTYTIA y3JI0B K (YHKIMSIM MOHUTOpHHTA U yrpasienus [TIAK ¢ momorsio
anreTa cyxut ($aitn KoHQUTypaIyu sga . conf. J{ist penrakTupoBanust 3Toro daiina
WCTIONB3yeTCA KOMaH/a iplir config sga (cM. «Komaner rpymmesl ipliry Ha cTp. 76). [lepen
penakTHpoBaHueM (¢aiiia He0OX0IUMO OCTAHOBHUTH BCE JIEMOHBI, IPOU3BECTH HEOOXOIUMBIE
W3MEHEHUS M 3aTeM CHOBA 3aIllyCTUTh JIEMOHBI C IIOMOIIHIO COOTBETCTBYFOIINX KOMAHI.
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@Dailnt CoOAePKUT OIHY CEKIMIO [access], B KOTOPOW MOTYT IPUCYTCTBOBATh CIEAYIOIINE
napaMeTpsbl:

allow — CHMCOK HACHTU(HUKATOPOB Y3JI0B (Uepe3 3alsTyI0), KOTOPBIM pa3pelieHbl
MOHMTOPUHT U yrpasnenue [TAK.

deny — CTIHCOK MUIEHTH(PHUKATOPOB y3JIOB (depe3 3aIsTyI0 ), KOTOPHIM 3aIlpereHbI
MOHMTOPUHT U yrnpasinenue [TAK.

default — 3HAQYCHUEC OOCTYIIa K (I)YHKHI/IHM MOHHUTOpPHHI'A U YIIPABJICHUA 110 YMOJJIYaHHUIO.
OToT napamMeTp onpeacIa€T JO0CTYI I BCEX y3JI0B, KOTOPBIEC HE OIIMCAHbI IBHO
mapamMeTpaMu allow UM deny. HapaMeTp default MOXKET NIPUHUMATH CICAYIOIINAC
3HA4YCHMUA:

o allow— Pa3pelIUuTb MOHUTOPUHI U YIPABIICHHUE;

o deny — 3alpeTUTh MOHUTOPHHT U YIPABICHHE.

3HaueHUs MapaMeTPOB OTIACISIFOTCS OT UX MISHTH()HUKATOPOB 3HAKOM paBEHCTBA (=).

[TapameTpsl allow M deny MOTYT BCTPEUAThCS B CEKLMM HECKOJIBKO pa3, IPH 3TOM UX HAJINYHE
HE SBJISIeTCSl 00s13aTeIbHBIM. MIIeHTH(UKATOPEI Y3JI0B B 3THX MapaMeTpax MOI'YT OBTOPSITHCS.
[TapameTp default JOIKEH NPUCYTCTBOBATH B CEKLIUM O0S3aTENILHO U TOJIBKO OJIUH pas.

ITo ymomuanuio MoHUTOpUHT U ynpasieHue [TAK pazpemniens! BceM y3naMm: CeKIMs [access ]

COJEPKUT OAMH HapaMeTp default CO 3HAYCHHUEM allow, APAMETPHI allow U deny

OTCYTCTBYIOT.

IIpoBepka 1ocTyna KOHKPETHOTO y371a K (PyHKIHMAM MOHUTOpHUHTA U yrpasieHus [TAK
BBITIOJTHSIETCS CIIELYIOLIM 00pa3oM:

Ecnu y3en He 3apeructpupoBaH B pukiIagHoi 3anade «Kimuent SGA», To 1ocTym
3aIpeliceH.

Ecnm y3en 3apeructpupoBan B npukiagHoi 3anaue «Kimuent SGA», To aHanu3upyercs
(haiin sga.conf:

o eciH uAeHTU(UKATOP y3Jia BCTPEYaeTcs B MapaMeTpax allow MU deny, TO JOCTYII
COOTBETCTBEHHO pa3pellieH UiTH 3arpelieH;

0 €CIIM UASHTU(PHUKATOP y3J1a BCTPEUASTCs B HECKOJIBKHX TapaMeTpax allow WM deny,
TO IPUOPUTET UMEET TOT MapaMeTpP, KOTOPOU HAXOJUTCS B CEKLIUU [access] HUKE
BCEX;

o  eCiH uACHTU(DHUKATOP y3JIa HE BCTPEUAETCS HU B OJTHOM U3 MTAPaMETPOB allow M deny,
TO AOCTYII pa3pClIacTCAa UK 3alIpCIIacTCAd B 3aBUCUMOCTHU OT 3HAYCHUS ITapaMCTpa
default.
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Ha3HaueHue cucTeMsl 3alIMThI OT COOEB

Cucrema 3a1UThl OT cOOCB NMpeIHA3HAYCHA JJIsl CO3JJaHUs 0TKa30yCTOWYHMBOTO PELICHUS Ha
6aze [TIAK ViPNet Coordinator HW. JlanHas cuctema umeet aBa pexkuMa QpyHKIHOHUPOBAHMSL:

1  OpwHOUHBIHN pexuM (pexum onuHOIHOTO [TAK).

2 Pexum knactepa (pexuM Kiactepa ropsiuero pesepuponanus [1AK).

Buumanmue! Kitactep ropsuero pesepBHpOBaHHsS MOKHO OPTaHH30BaTh TOJNBKO Ha Gase
A\ ITAK ViPNet Coordinator HW 1000 u HW-VPNM. ITAK ViPNet Coordinator HW 100
MOKHO HCTIOJIb30BATh TOJNBKO Kak oauHouHbIi [TAK, Mo3TOMyY Ha HEM CHCTEMa 3aIlUThI
0T ¢00eB Beera QyHKIMOHUPYET B OHHOTHOM PEXKUME.

.-

ITpu paboTe B ONMHOYHOM peXHUME, KOTOPBIH yCTaHABIMBAETCSI aBTOMATHYECKH MIPU YCTAaHOBKE
I1O ITAK ViPNet Coordinator HW, cuctema 3amuThl OT cO0€B BBHITIONHSET (DYHKITHH,
o0ecrnevnBaroue MOCTOSHHYI0 Pab0TOCIIOCOOHOCTh OCHOBHBIX CITYKO, BXOJSIINX B

cocras I10:

®  [IOCTOSIHHBIA KOHTPOJIb COCTOSIHUS CIIYXO U BeJCHUE CTATUCTUKU HCIOIb30BAHUS
CHCTEMHBIX PECYPCOB;

e oOHapyxeHHe (axTa cO0sl CITy>KOBI M OCYILIECTBIICHHE ITOCIEAYIOINX OMBITOK
BOCCTaHOBJIEHUS pab0TOCIIOCOOHOCTH COOMHOTO MPHUIIOKEHUS;

® NIPCOOTBPAIICHHEC BHYTPCHHUX c0OocB B pa60Te CcaMOU CHCTEMEI 3allIuThl OT C60€B;

® [pejoTBpalleHue cO0eB nMpu 00padOTKe MAKEeTOB ApaiiBepoOM CETEBOM 3alUTHI iplir.

Pexxum kitactepa ropsuero pe3epBUpoBaHusl ooecreurBaeT nepeaady QyHKIUN BBIISAIICTO U3
ctpos [TAK npyromy (pe3epaomy) ITAK. [Ipu paboTe B perkumMe KiacTepa CUCTEMA 3alUThI OT
c00€B TaKXKe BBIOJIHACT (DYHKI[UKM OJMHOYHOTO PEKHUMA, T.€. 00CCIICUNBACT ITOCTOSHHYIO
paboToCcTIOCOOHOCTE OCHOBHBIX CITYK0, BXoaauumx B coctas [10. [TonpobHoe onucanue pexxuma
kiactepa npuseaeHo B nokyMmenTe «I[TAK ViPNet Coordinator HW. Cucrema 3amutsi oT cO0€B.
PykoBojicTBO anMuHKHCTpaTopa». B 1aHHOM TOKYMEHTE COJCPIKUTCS OIMCAHUE OJUHOYHOIO
pekrMa pabOThl CUCTEMBI 3aIUThI OT COOEB.
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CocTaB CHUCTEMBI 3aIlUTEHI OT COOEB U
IPUHIIMIIBI €€ PaOOTHI

Cucrema 3aImmTH OT COOEB COCTOWT M3 IpaiiBepa v MporpaMMBbI-IeMOHa, paboTaromieii B
¢doroBoM pexxnme. [paiiep watchdog paboraer Ha HU3KOM YpOBHE U B OONIBIITMHCTBE CIIy9acB
COXpaHseT paboTOCIIOCOOHOCTD JaXe B CIIydasx, KOTJla CUCTeMa YKe He pearrpyeT Ha BHEITHHUE
coObITHs. B 3aBUCHMOCTH OT HACTPOHKHM mapaMeTpa reboot (cM. «HacTpoiika cucTeMsl
3amuThl OT cOoeB» Ha cTp. 174) nporpamma-nemoH failoverd npu 3amycke peructpupyercs B
JpaiBepe ¥ MepUOJUECKH OTPAINBACT €To, TOATBEPHKAas pabOTOCIIOCOOHOCTh CHCTEMBI.
Ecnu mo ncTeueHnun 3alaHHOTO MTPOMEKYTKA BpEMEHH JipaiBep 0OHApyKUBAET, YTO OMpoca He
OBLITO, TO OH TIepe3arpyxaer cucreMy. [lepen 5TUM OH JieTaeT MOMBITKY 3aIicaTh Ha TUCK KAII-
Oydepsl cuCTeMBbI, YTOOBI HE BO3HUKJIO OIIHMOOK B (haiJIOBOM CHCTEME, OJTHAKO 3TO HE BCErIa
BO3MOXHO. [Ipr KOppEKTHOH OCTaHOBKE MPOTPaMMBI-IEMOHA (HAIpUMeEp, Il H3MECHEHUSI
HACTPOEK CHCTEMBI 3aITUTHI OT cO0EB) OHA COOOMIAET apaliBepy 00 3TOM, U ApaiBep MmepecTaeT
CJICJIUTH 33 BPEMEHEM OIpOca, TaK YTO CHCTeMa He OyJeT nepesarpyxena. Takold MexaHu3M
obecrnevnBaeT NpeAOTBpaIleHIe BHYTpEHHIX cOoeB B neMone failoverd.

ITpu crapre OC nemMoH cucTemsl 3alUTH OT cOoeB failoverd ocymecTBiser crapt
MOIKOHTPOIIBHBIX CITYK0, a TaKXKe JanbHeiIee ciexenne 3a Humu. Jlemon failoverd
MOCTOSTHHO KOHTPOIHUPYET paboTOCIIOCOOHOCTH cienyromux cayx0 ViPNet:

e ympasisttonuil nemoH (iplircfg);

e TpaHcnopTHEI Moayie MFTP (mftpd).

KoHTposb paboThl 3THX CITyKO OCYIIECTBISETCS IIyTEM MX PErUCTpPaIi B CUCTEME 3aIUTHI OT
c00eB B MOMEHT CTapTa C YCTaHOBKOH Iepro/ia ornoBenieHus. B npouecce paboTs
KOHTpOJIUpyeMast ciry>k0a (IpriioKeHre) IEPUOINIECKH OMPEACIISIEeT CBOE COCTOSIHUE U
OTIOBEIIAET O HEM CHCTEMY ciexeHus. Ecnu KoHTponupyemMoe NpruiiokeHne B TeUeHUe nepruoa
OTIOBEIIEHHS HE COOOIIMIIO O CBOEM COCTOSIHUH HJIH COOOIIMIIO O BHYTpEHHEM cOoe, TO cucTeMa
3alUTHI OT COOCB MICHTHU(PHUIUPYET COOM MPHIIOKEHUS U HHUITUUPYET TPOICIYPY
BOCCTaHOBJICHUS pab0TOCIIOCOOHOCTH TOTO MpHIIOKeHus1. [t 3Toro cHavana Jienaercs
TMOITBITKA KOPPEKTHOH OCTAHOBKH COOMHOTO MpHiiokeHusl. Eciii 9Ta morsiTka OKa3bIBaeTcst
HEYJIa4YHOM, TO OCYIIECTBISETCS NMPUHYAUTEIbHAS KHEKOPPEKTHAS» OCTAHOBKA MPHUIIOKEHUSI.
[Mocne sToro cucrema 3amura ot cO0EB Nepe3anycKaeT OCTAHOBIEHHOE MTPHIIOKEHHE.

B nporuecce pabotsl gemoH failoverd BezeT ctaTucTHKY ¢OO€B [Tl K&KIOTO KOHTPOJUPYEMOIO
NPUIIOKEHUSI, B TOM YUCIIe U JIsi caMoro ceOsi. Eciin oOHapy»)uBaeTcsi, 4TO JJIsl KaKOTo-JIn00 U3
TIPUIIOKEHHUH TTPOM3OIILIO 5 COOEB MOAPS, T.€. B TEUEHHH 5-U MOMBITOK BOCCTAHOBIICHMS
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paboTOCTIOCOOHOCTH MPHIIOKEHUE HE CMOTIIO KOPPEKTHO CTAPTOBATH, TO JIETIACTCSI BEIBO O
MOJTHOM HEpaOOTOCTIOCOOHOCTH TPUIIOXKEHHS. B 3TOM ciiydae, B 3aBHCUMOCTH OT HACTPOEK
CHCTEMBI 3aIIUTHI OT cO0eB (cM. «HacTpoiika crcTeMsl 3alTUTE OT cO0eB» Ha cTp. 174),
npousBoAnTCs 0o mepesarpyska OC, b0 ocTaHOBKa COOWHOTO MPHIIOKEHUS U
MIPEKPAICHUE CIICHKCHHUS 32 HUM.

CucteMa 3aIuTHl OT COOEB OTCIIEKUBACT TaKKe COOM, KOTOPbIE MOTYT MMPOM30UTH B MOTOKAX
00pabOTKH MakeToB ApaiiBepa ceTeBoi 3ammThl iplir. s 3TOro Kak cneasuiee, Tak U
KOHTPOJIMPYEMBIE MPHUIIOKEHUS IIPH CTAPTE OCYIIECTBISIOT CIIEHUAIBHBIN 3apoc K IpaiBepy
iplir. Ecniu B 0TBeT Ha 3TOT 3ampoc ObLT MOTYYeH KOJ OMIMOKH, COOTBETCTBYIOIINH cOOI0
OJTHOTO M3 MIOTOKOB 00Pa0OTKH MAaKeTOB B IpaiiBepe, TO KOHTPOIUPYEMOE NPHIIOKEHHE
coobuiaet Gakt BHyTpeHHEro cO0sl clesmeMy IPHIOKEHNIO, KOTOPOE B CBOIO OUepeb
oTpabaThIBaeT CTaHAAaPTHYIO JOTHUKY, OTIMCAaHHYIO Bhie. [loMumo crapra, ynpaBnstommi
JIEMOH OCYIIECTBIISICT MEPUOJMUECKHUE 3alPOCHI K apaiBepy iplir 1 B mpoiecce cBoel paboTh
(3anpoc uHpopManuu o xypHaie maketoB). [Ipu 3ToM jtoruka oOHapyx)eHus cCOOEB B IOTOKAX
00pabOTKH MaKeTOB Takasl e, KaK IMpH cTapTe KOHTPOIUPYEMOTO MpHiioxkeHus. OMUcaHHbIA
MCXaHHN3M IO3BOJIACT OIICPATUBHO (OT HECKOJIBKUX JACCATKOB CCKYH/ 10 HECKOJIBKUX MUHYT — B
3aBUCHMOCTH OT MPOU3BOIUTEIHLHOCTH KOMITBIOTEPA U psifia APYTHX BHEITHHX (PAKTOPOB)
oTcineauTh GakT co6os B paboTe npaliBepa M OCYIIECTBUTh KOPPEKTHPYIOLIHE ACHCTBUS

(mepe3arpy3uTh KOMITBIOTEP B CIy4ae BKIIFOUSHHS COOTBETCTBYIONICH HaCcTPOHKN). OIHAKO 3TOT

MEXaHH3M HE CMOXKET OTCIICJUTh BCE BO3MOXKHBIE cOOM B ipaiiBepe iplir, Hanpumep, 3aBUCaHKe
OJTHOT'O U3 NOTOKOB 00paboTky u T.1. [ToaTOMy ero Hemb3sl paclieHHBATh KaK YHHUBEPCAIbHOE
CPEZICTBO OT JII0OOT0 THIIA COOEB YPOBHS APABEPOB.

Ecnu koHTpONHMpyeMoe NpriioKeHHe ObIII0 KOPPEKTHO OCTAHOBJICHO aJIMUHUCTPATOPOM
CUCTEMBI C TIOMOIIBIO COOTBCTCTByIOHlGP’I KOMaHbI (iplir stop WA mftp stop), TO OHO
MIPOM3BOANT JACPETUCTPALIMIO B CUCTEME 3alIUTHI OT COOEB, CIeKEHHUE 3a HUM OTKIIo4Yaercs. B
3TOM CIiIy4ae JJis AajibHeiei paboThl aAIMUHUCTPATOP JTOJDKEH BPYUHYIO 3aIlyCTHTh
HPHIOKEHHE (COOTBETCTBEHHO KOMAH/IOM iplir start HJIM mftp start).

Ecmum npu 3amycke nemona failoverd BeIsicHSIeTCS, UTO KaKne-TNO0 U3 TOKOHTPOIBHBIX
JIEMOHOB OBLTH OCTAHOBJICHBI BPYYHYI0, TO 00 3TOM BBIAAETCS MpeaynpexacHue B syslog, a
TaKXe Ha TEPMHUHAJ, €CJIH OH eCTh. [IpeaynpekIecHre BBIIACTCS TAKKE B CIyYae, eCliv B
Tedenue 10-u MpOBEPOK MOJPS] OJHOTO AEMOHA OH HAXOJUTCS B PEXKUME PyYHOH OCTAHOBKH.
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Y1paBjaeHruEe CUCTEMOM 3aIUTEI OT
cOOCB

Habop nmeficTBuii agMuHICTpaTOpa MO YIPABICHUIO CUCTEMOH 3aIIUTHI OT COOEB B OIMHOYHOM
pexkuMe paboThI CBEJIeH K MUHUMYMY: aJIMIHUCTPATOP MOXKET 3aIyCTHTh WJIA OCTAHOBHUTH
nemoH failoverd. YmpaBneHue mpon3BOANTCA ¢ TOMOIIBIO0 KOMaH/ U3 Tpymisl failover (cm.
«Kowmansr rpymnen failovery Ha ctp. 78).

3arryck CUCTEMBI 3aIIUTHI OT COOEB MPOU3BOAUTCS KOMAHIOH failover start. [Ipu aTom
3amryckaetcs neMoH failoverd. OctaHoBKa crCcTEMBI TPOM3BOINUTCS KOMAH/ION failover stop.
ITpu sToM nemon failoverd 3aBepiaet padboTy, cooOIas 00 3ToM AparBepy.

[Tpu 3arpy3ke CHCTEMbl aBTOMATHYECKH 3arpyKaeTcsi IpalBep watchdog U BBITIOIHICTCS
KOMaH/a failover start. B pe3ynbTare 3arpyxaercs neMmoH failoverd, koTopslii B CBOIO
ouepeab MPOU3BOANT CTAPT OCTAIBHBIX KOHTPOIUpPYEeMBIX cityk0 ViPNet.

A Buumanue! [Tpu BeIOTHEHUN KOMaHbl failover start BPyYHYIO B OJUHOYHOM
peXHUMe Nepe3anyck KOHTPOJIUPYEMBIX MPUIOKEHUI HE TPOU3BOJUTCS.

s 3anpoca uH(popmaimu 0 padoTe CUCTEMBI 3aIIUThI OT COOEB UCTIOJIB3YETCs KOMaH1a

failover show info.
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Hactpoiika cucteMsl 3alUThI OT cOOEB

AI[MI/IHI/ICTpaTOp MOXET HACTPaUBaATh MMapaMECTPhI pa60TI)I CUCTCMBI 3aIlIUThI OT cboeB IIyTeEM
penaktupoBanus (aiina konpurypanuu. ng pegakrupoBanus ¢aiina KOHPUTYpaLUU CUCTEMEI
3aIIUTHI OT COOEB MUCTIONB3YETCs KOMaHa failover config edit (cM. «KoMaHIBI TPYTITIBI
failover» na ctp. 78).

Daiin KOHPHUTypaIH CHCTEMBI 3aIUTHI OT COOEB COCTOUT M3 HECKOJBKHX CeKIuil. Kaxmas
CEeKIIMS HAYMHAETCS CO CTPOKH, COAEpIKAIeil MMS CEKITMU B KBaAPATHBIX cKoOKax. Kaxkmas
CEeKIIUS COJEPKUT HECKOJIBKO apaMeTpoB. CTpoka ¢ mapaMeTpoM HaYMHAETCS C IMEHU
rapaMeTpa, 3aTeM HJIET 3HaK «=» U MpoOeT, 3aTeM 3HaYeHHe ITOro napameTpa. s HacTpoiiku
CHCTEMBI B OJTHOYHOM pEXHME PaOOTHI CIIYXKaT CIeAyIOIIne TapaMeTphI:

e Cekmus [misc] COIEPXKHUT MapaMeTp, OTBECUYAIOIINIA 3a IEUCTBUSI CHCTEMBI IIPU
0o0HapyXKeHHUH TIOITHOW HEPaOOTOCTIOCOOHOCTH JIFO00T0 U3 KOHTPOIUPYEMBIX TIPUIIOKESHUH:

o reboot — yKa3bIBaeT, JOJDKEH Jin AeMoH failoverd BKITIOYaTh MEXaHU3M PETUCTPAIUH B
npaiiBepe watchdog u moymkHa 1 TPOM3BOAUTHCs epe3arpy3ka OC B ciyuae, eciiu
KaKoe-JIN0O U3 KOHTPOJIIMPYEMBIX MPUIOKECHUN HE MOXKET BOCCTAHOBHUTH CBOKO
paboToCcmocoOHOCTh (CM. «CoCTaB CUCTEMBI 3alIUThI OT COOCB U IIPUHIIMIIBI €¢
paboTer» Ha cTp. 171). MoxeT nprHUMATh 3HAYCHHE yes WIH no. 3HAYCHHUE yes
BKITIOYAET MEXaHU3M Iepe3arpy3Ku CUCTEMBI, no — BBIKJIIOYaeT. [lapaMeTp siBisieTcs
00s13aTeIHHBIM.

e Ceknus [debug] ONpeaessieT MapaMeTphl BEACHUS KypHaja yCTpaHEeHHS HETOaI0K
nemona failoverd (cm. «Kypraier yerpanenns vernosanox [10 ViPNety ua crp. 213).
OHa cofepXHT CIETYIONINE TapaMeTphl:

o debuglevel — YPOBEHb MIPOTOKOJIUPOBAHUS, YUCIIO OT -1 J10 5. [yt Mogudukammii
ITAK c xectkuMm arckoM 3HaueHue no ymomdanuro 3. J{ist [TAK ViPNet Coordinator
HW100 6a30Boii koHpuryparmu (6€3 )KeCTKOro JUcKa) 3HAYCHHUE 110 YMOITUAHUIO — 1.
3HaveHne mapaMeTpa -1 OTKIIOYaeT BEACHHUE KypHaa.

[e) debuglogfile — MECTO XpaHCHMUS )KYpHaJIa, 3aIJaHHOC B BUC
syslog:<facility.level>. II0 yMOIUaHUIO 3HAYECHHE [TAPAMETPA YCTAHABIMBAETCS B
syslog:daemon.debug.

[lepen penaktupoBanueM ¢aiina KOHPUTrypauruy Hy>)KHO OCTaHOBUTH JieMOH failoverd xkomaHmoi
failover stop, a IOCJE PENAKTHPOBAHUS 3aIIyCTUTh €r0 CHOBA KOMAHJION failover start.

s mpocMoTpa KOH(QUTYpALIK CUCTEMBI 3aIUTHI OT COOEB HCIONB3YeTCA KOMaHAa failover
show config (cM. «Komaniel rpymis failover» Ha ctp. 78).
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O xoHpurypanusax ViPNet

Kondurypauus ViPNet — 310 coBoKynHOCTh (PaiiiioB KOH(UTYpallK, CIIPABOYHUKOB U
KJIIO4eBBIX 0a3. PasnuualoT qBa TMHa KOHQHUTYpaLnu:

YacruuHasa kondurypanus (partial).

YacTruHast KOHPUTYpaus BKIOYAeT B ce0st Bce KOH(MHUTYpAIMOHHBIC (haiiibl
koMnoHeHTOB ViPNet.

IHoanas xondurypanus (full).

[Monnas koH(UTYpaysl BKIOYAeT B ceOs Bee (ailiibl YacTHUHON KOH(QUTYpAIHH, a TAKKe
BCE CIIPABOYHUKH H KitoueBbie 0a3zbl ViPNet.

st 3amuTsl GaidnoB KOH(GUTypanuu, CIIPaBOYHUKOB U KJIFOYEBBIX 0a3 OT HCKAKEHUS B COCTAB
I1O ViPNet BriIrOUeHa cricTeMa COXpaHeHHsI KOH(UTYpaLnid, KOTOpast TO3BOJISET BHITIOTHSATH
cleaymouiee:

CoxpaHuTh TEKYLIYIO0 KOHQUTYPALHIO.

[Ipu cOOTBETCTBYIONIMX HACTPOMKAX TPAHCHOPTHOTO MOAYJS (cM. «Cexrus [upgrade]» Ha
ctp. 154) npeaycMoTpeHO aBTOMaTHIECKOE COXpaHeHHE TeKyIel KOHQUTypamnuy nepes
IpoBeeHHEeM OOHOBJICHUS — Takask KOH(QUrypalnus Ha3bIBaeTCs aBTOCOXPAaHEHHON
KOH(UTypanuei.

3arpy3uTh OJHY U3 PaHEe COXpPaHEHHbIX I0JIb30BaTeIeM KOH(DUTYpaLid.

3arpyska coXpaHeHHOH KOH(PUIYpaLul OCYIIECTBISIETCS TOIBKO BPYUHYIO 10 KOMaH e
M0JIB30BATENIS, IPH ATOM TeKyIlast KoHpUrypauus tepsiercsi. OTHaKo mepes 3arpy3Kon
M0JIH30BATEIIIO TIPEAIAraeTCsl COXPaHUTh TEKYIIYI0 KOHQUTYPALHIO 11 BO3MOKHOT'O
MCIIOJIb30BaHUs B OyIyIIeM.

VY nanuTh COXpaHEHHYIO M0JIb30BaTeIeM KOH(pUTypanuto.

Y aanenve coxpaHeHHBIX KOH(UTYpaIHii TPOU3BOAUTCS TOIBKO BPYUHYIO [0 KOMaH/IE
MIOJIL30BATEIIS.
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KoMaHas! 171 paOOTHI ¢
koHpurypanusmu ViPNet

Hnst paboTel ¢ koHbUTypanusmu ViPNet mpeaHa3HadeHbl CIEAYONHe KOMaHIbI:

® admin config list [<eepcma>] —IPOCMOTP TCKYLICTO Ha6opa COXpPaHCHHBIX

KOH(UTYypanui B clieayromeM Gopmare:

«YHuKanpHOe nMs KoH(puTrypanuny, Bepcus [10 ViPNet, ¢ moMombsio KoTopoii ObLta
co3laHa JaHHas KOHQUrypanus (MOXKET OTCYTCTBOBATh), THIT KOHQUTYpaIH, 1aTa U

BpEMsI COXpaHEHHUS, 1aTa U BpEMS 3arpy3KHu.

Hampumep:

"Config 1", full, saved on 21.03.2011 at 11:49, never loaded

"autosave-2011-1-0", full, saved on 31.03.2011 at 17:05, loaded at

01.04.2011 at 12:45

"rollback-2011-10-12", wversion 1.0.3, part, saved on 12.10.2011 at

11:30, never loaded

Bepcus — HE00A3aTeNIbHbIN apaMeTp, NO3BOJSIOLINN (GHIBTPOBATE 3alpaliiBacMble
koHurypanun o Bepcuu [10 ViPNet, ¢ momoIipio KOTopoii Obula co3iana naHHast
KoH(UTypanus. 3aaeTcs B CIeIyomeM GopMare: Major.Minor . Subminor. ECTIH TaHHBIN
napameTp MpPUCYTCTBYET, TO BBIBOAUTCS HHPOPMALHS TOIBKO O TeX KOHPHUTypauusix, y

KoTOpbIX Bepcust [1O MeHbIIe MM paBHA 3alaHHOMY I1apaMeTpy.

B ciydae aBTOocOXpaHeHus nMst KOH(UTypallul HAYMHAETCS CO CJIOBA autosave.

® admin config save <uma>— COXpaHEHHUE TEKylIed KOHQUTYpaIIH.

yMa — UM, TIOA KOTOPBIM HY’KHO COXPaHUTb KOHQUTYPaLIUIO.

Ecmm YK€ CyHIECTBYCT COXpPAaHCHHAA KOH(i)I/IpraLII/IH C 3aJaHHBIM UMCHEM, TO KOMaHI[HLIfI
HWHTCPIPECTATOP 3allPalINBACT ITOJIB30BATCIIA, HYKHO JIU IIEPE3allnCaTh UMCIOLIYIOCA

KOH(HTYpaIHIo.

/), ~ Bummanme! B nvenax KOH(GHUTypaLuii MOXKHO HCTIONB30BATE TONBKO CHMBOJIIBI

* JATHHCKOTO andasuta, UGPHI, 3HAKK Ae(UC U TOJISPKUBAHNE.

® admin config delete <uma> [<sepcua>] — yIAJICHUC COXpaHeHHOfI KOH(l)I/IpraLII/II/I C
3aJaHHbIM UMCHECM nmMmA. B nMenu Mo3KHO YKa3aTb CUMBOJI IOACTAHOBKHN «*», KOTOpLIﬁ
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0003HaYaeT JIF000e KOTMIECTBO CUMBOJIOB. Takum 00pa3zoM, MOKHO TIPOU3BOIUTE
yaanenue KoHpurypanuii no madiony nmenn. Hampumep:

admin config delete "Config *"

admin config delete "autosave-2011-08-03-*" 1.0.3

Ecnu op 3amanHenif m1ab10H IMEHN TIOJXOANUT O0Jiee 0THOM KOH(PUTYPALiH, TO BRIAACTCS
MpeIyTpeXIeHNE U y TTOB30BaTeNs 3allPaIlIuBACTCS MTOITBEPKIACHIE Ha YAaJICHHE.

Buumanmue! [Ipy ucnons30BaHUY CUMBOJIA ITOJCTAHOBKH HEOOXOIMMO 3aKIFOYHTD

/) mapameTp B JABOIHBIC KaBbIUKU. B IPOTUBHOM ciTydae KOMaH/1a MOKET OBITh
HETPaBWIGHO HHTEPIPETUPOBAHA, YTO MPUBEIET K HEKOPPEKTHBIM Pe3yiIbTaTaM
paboTEL.

.-

Bepcus — HE0Os3aTeIbHBIN MapaMeTp, MO3BOJISIONINH yka3aTh Bepcuro [10, k koTopoit
OTHOCHUTCS KOHUTYpanus. 3aaaercs B cleAyronieM popmare: Major.Minor. Subminor.
Ecnu mapamMeTp He yka3aH U CyIIECTBYeT HECKOJIBKO KOHPUTYpAIHil ¢ COBIAJAIOIIMMU
MMEHaMH, HO Pa3IMYHbIMU BEPCUSMHU, TO KOMAH/1a HE BBIIOJIHAETCS, TI0JIb30BATEIIO
BBIBOJTUTCS CIIMCOK MMEIOIINXCA KOHPUTYPAIINH C MPeIIOKEHHEM yKa3aTh BEPCHIO.

admin config load <mma> [<sepcus>] — BOCCTAHOBJICHHE KOHPUTYPALIUH C 3aJaHHBIM
UMEHEM s U BEPCHEH sepcusa. [lepes] BOCCTaHOBICHHEM KOHPUTYypaIlUK KOMaHHBII
HMHTEPIPETATOP CIPAIINBACT MOIH30BATENS, XOUET JIM OH COXPAHUTh TEKYIIYIO
KOH(UTypaluio. PEKOMEHIyeTCsl COIIACUTRLCS M BBECTH MM, TI0]T KOTOPBIM OyIeT
COXpaHEHa TeKyIas KOHQUTrypamus 10 BOCCTaHOBJIeHUs. Eciu mosib30BaTelb
OTKa3bIBACTCS COXPAHATH TEKYIIYIO0 KOH(PUTYPAIUIO, TO IPOrpaMma BO u30exkaHue
omunOoK TpeOyeT BBECTH crieluaibHyo ¢pazy. Hampumep:

Save current configuration [y/n]? n
You are about to overwrite your existing configuration.
This is unsafe. To continue, type
>>> Yes, do as I say
in response to the prompt:
>>>
B sToMm ciydae mons3oBaTennto HEOOXOANMMO BBECTH (Ppa3y «Yes, do as I say» JUIS

IpoaO0JLKCHUA BOCCTAHOBJICHUS. B IIPOTHUBHOM CJIy4a€ HaJl0 HAXKaThb KIIaBUIITY <Enter>,
9TOOBI OTMEHUThL BOCCTAHOBIICHHE.

sBepcus — HEOOSM3aTEIBHBINA TTapaMeTp, MO3BOJISIONTNH yka3aTs Bepcuto [10, k koTopoit
OTHOCHUTCS KOH(UTypalus. 3aaaercs B ciieAyromieM Gopmare: Major.Minor. Subminor.
Eciu napaMeTp He ykas3aH U CYIIECTBYET HECKOJIBKO KOH(PHUTYypaIUii ¢ COBIAIAIOITIMH
MMEHaMH, HO Pa3INIYHBIMHA BEPCUSIMH, TO KOMaH/Ia HE BBITIOIHSAETCS, TIOJE30BATEITIO
BBIBOJIUTCS CIIUCOK MMEIOIIUXCS KOHGUTYPALIUi C MPEII0KEHHEM YKa3aTh BEPCHIO.
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IIpu monsITKE BoccTaHOBIIEHUS KOH(pHTyparu Tekymas Bepcus [10 ViPNet
CPaBHHBAETCS C BEPCHUEH, K KOTOPOW OTHOCHTCS KoHuryparws. Eciu Texymas Bepcus
I1O 6onpre nnm paBHA BEPCHH, K KOTOPOI OTHOCUTCS KOH(MUTYpANs, TO TPOU3BOIUTCS
BOCCTAaHOBJICHHE 0€3 JIOTIOIHUTENFHOTO MTOATBEPKAeHHs. B mpoTHBHOM cirydae
MOJIL30BATEIII0 COOOINACTCS, YTO KOH(UTYpaIusi OTHOCUTCS K Ooliee mo3aHew Bepcuu 110,
1, BO3MOXHO, MIOTPEOYETCS BPYUHYIO OTPEIAKTUPOBATh (Paiftyibl KOHPUTYypaAIIUH, YTOOBI
OHH OBLITM KOPPEKTHO BOCIPUHSATHL. 3aTEM MOJIB30BATEINIO 33/1a€TCs BOIIPOC,
JICHCTBUTEIHHO JIM OH XOYET BOCCTAHOBUTH 3Ty KOHpUrypanuto. [Ipu oTpunarenbHOM
OTBETE KOH(PUTYpaIusi HE BOCCTAHABIIUBACTCS.

[epen npoBeneHNEM oriepaluii COXpaHSHHsI U BOCCTAHOBIICHUS! KOH(DHUTypalyii JOKHBI ObITh
OCTaHOBJICHKI Bce City)kObl ViPNet. Eciu 3T0 yciioBre He BBITOIHAETCS, TO MTOSBUTCS
COOTBETCTBYIOIIEE COOOICHUE U KOMaH/1a He OyIET BBIMTOIHATHCS.
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DKCIIOPT ¥ UMIIOPT KIIFOYEBBIX 0a3,

CIIPABOYHHKOB N HACTPOCK

[Ipomeaypsl 3KCIOpPTa ¥ UMITOPTa KITFOYEBBIX 0a3, CIIPAaBOYHUKOB U HACTpoeK ciryx0 ViPNet
MpeTHa3HAYeHbI COOTBETCTBEHHO /ISl COXpAaHEHH U BOCCTaHOBIICHUS 3THX MaHHBIX Ha [IAK B
ciryuae oOHoBieHus Ha HeM Bepcuu 11O ViPNet, a Takoke ais mepeHoca KITFOUeBhIX 0a3,
CIIPaBOYHHUKOB M HAcTpoek ¢ ogHoro aeicteyromero [TAK nHa apyroii. [lpumenenne sTix
MIPOLEAYP MO3BOIISAET YIPOCTUTH MoarotoBky ITAK k paboTe, Tak Kak mpy WX UCHIOIB30BaHUH
He TpeOyeTcsl BRIOMHATh PYUHYIO HACTPOUKyY ciryk0 ViPNet, mapamerpoB nnTepdeiicos u
MapIIpyToB.

OKCIIOPT KIIHOYEBBIX 0a3, CIPAaBOYHMKOB U HACTPOEK OCYILECTBISIETCS B (paiiil, U3 KOTOPOTro UX
MO>KHO UMIIOPTUPOBATh Ha Jpyroi nericteyromuil ITAK, nMeromunii Takoi >xe TUI TULEH3UU.
Hmnoprt kmroueBbIX 0a3, CIPABOYHUKOB M HACTPOEK BBIIOIHSAETCS B paMKaXxX IPOLEAypH
NEPBOHAYAIIBHOTO pa3BepThIBAaHU Kitouel (cM. «llepBoHadanbHoe pa3BepThIBAHNE KITHOUECH
Ha cTp. 42).

,‘ : Buumanue! Bo Bpemst BoimonHeHust okciopTta [TAK okaxkeTcst He3aIuIIeHHbIM, TaK
KaK JI0 Hauaja dKcrnopTa TpeOyeTcs BpyUYHYI0 OCTAHOBUTH BCE IEMOHEI.

B cocraB skcniopTupyemoii nHpOpMaunuu BXOIAT CIEAYIOIINE JaHHbIE:

e  (baiinbl, copeprkalue Koun muppoBanus s cBsa3aHHbIX ¢ [TAK y31moB (kiroueBbie
0a3pn);

e  (ailnel, conepxamue nHPopManuro o cesa3aHHbIX ¢ [TAK y3max (cnpaBoyHUKH);
®  HACTPOWKH 3alIUIICHHOH ceTH (Pailst iplir.conf);

e HacTpoliku ceteBbIX nHTEepdeticos (IP-anpec, Mmacka momcern, Gpaiiin iplir.conf-

<MHTepcbe17[c>);

®  MapHIpyT MO YMOJTYAHHUIO M CTaTHUECKHE MapIIPyThl (CHCTEeMHas Tabauia
MapuIpyTH3AIHH);

®  HACTPOWKH BPEMEHHOM 30HBI;

e npaBmiIa 00pabOTKH OTKPHITHIX [P-ntakeToB (daiis firewall.conf);
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®  HACTPOWKHU CHCTEMBI 3alUTHI OT COOEB;

®  HACTPOWKH TPAHCIIOPTHOTO MOy ((haila mftp.conf);

®  HACTPOWKH MPOTOKOIMPOBAHUS;

e Hacrpoliku gonoaHuTenbHBIX cepBrucoB (DHCP-cepsepa, DNS-cepsepa, NTP-ceprepa);
e HacTpoliku B3aumonencTeus ¢ UPS;

® TeKylIMe KIIOYH JUIs COelMHEHHH Mo npotokony SSH2;

e xypHan peructpauuu IP-nakeros;

® KypHaJ TPaHCIOPTHBIX KOHBepTOB MFTP;

e ouepelpb MOYTOBBIX KOHBepTOB (st [TAK, mogmepxkuBarommx gpynknuo Cepsepa-
MapLpyTH3aTopa).

OKCIIOPT U UMITOPT OCYILECTBIISIIOTCS C UCIOIb30BAHUEM HOYTOYKa, MOAKIIOUEHHOTO K ITOPTY
Ethernet [TAK ¢ momomsto kpoccupoBanHoro kabenst Ethernet, nnm ¢ ucrionp3oBanueM ¢uidII-
namsati USB, 94ToOBI UCKITIOUNT Tepeavy KITtodel yepe3 He3alueHHbIe KaHambl. Daiin
sKcropTa mudpyeTcst Ha mapoiie MoIb30BaTeNsl, KOTOPBIA HE0OXOAUMO OyIET BBECTH MIPH
MOCJIEAYIOLIEM BBIIOJTHEHUH UMIIOPTA.

[l BocCcTaHOBIICHHS KIIFOUEBBIX 0a3, CIPaBOYHUKOB M HACTpoeK nocisie ooHosieHus Ha [TIAK
Bepcuu [10 ViPNet HeoOX0AMMO BBINOIHUTE NPOLEAYPY [IEPBOHAYATBLHOTO Pa3BEPTHIBAHUS
KJII04EeH, BEIOpaB pexXUM UMIIOPTA U yKa3aB (ailsl 3KCIopTa B KAUeCTBE MCTOYHUKA UMIIOPTa
(eMm. «IleproHavanbHOE pasBepThIBAHUE KIIOUEH» Ha ¢Tp. 42). DTy Ke mporeaypy HeoOX0auMo
BBITIOJTHUTD IS IepeHoca (Mmnopra) Ha faeiictByrommii [IAK kimtodeBbix 6a3, ClipaBOYHUKOB U
HACTPOEK, MOJIyYeHHBIX B pe3yJibTaTe 3kcropra Ha Apyrom [TAK. B mocnennem ciydae nepen
BBITIOJTHEHHEM UMIIOPTa HEOOXOANMO YAAIUTh TEKYIIHE KIFOUYH, CIPAaBOYHUKH U HACTPOUKH C
MOMOIIIBIO KOMAH/IbI admin remove keys (cM. «Koman el rpymisr adminy Ha ctp. 79).
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BrIToJIHEHME SKCITOpTa KITIOYEBBIX 0a3s,

CIIPABOYHHKOB N HACTPOCK

DKCIOPT KITFOYEBbIX 0a3, CIPAaBOYHUKOB U HACTPOCK MOXHO BBITIOJHUTH OJHUM U3 CIICAYIOIINX
croco0oB:

e C nmoMoms0 MOOMIIPHOTO KOMITBIOTEpa (HOYTOYKa), Ha KOTOPOM YCTaHOBJIEHA CEeTeBast
kapra Ethernet 1 OC Windows XP wimm Windows Vista.

e C nomomsto pmm-mmamsaru USB (USB-¢ummr), kotopast oropMaTtupoBaHa B OAHY U3
nonepxuBaeMbIx (harinoBeix cucrem: FAT32 wmm ext2.

[Tpu sxcnopTe ¢ MOMOIIBI0 HOYTOYKa HCTob3yeTcs crannaptHas cnyxx6a TFTP. B OC
Windows XP 3ta ciyx06a o ymonmuanuto BkiatoueHa. B OC Windows Vista ata ciyx6a 1o
YMOJIYaHHUIO OTKIIFOUEHA U €€ HEOOXO0IUMMO BKIIFOUUTH BpyuHYH0. s BKitoueHwust ciryk0b1 B OC
Windows Vista BBITIOJHUTE CIIEIYIOIIEE:

1 Bmibepure Start > Control Panel > Programs and Features.

2 3aitmure B Mento Turn Windows features on or off u Bxarounte cy:x661 TFTP Client u
Simple TCPIP services.

Kpome toro, Ha BpeMs BBINIOIHEHUs 3KcnopTa Ha HOyTOyke ¢ OC Windows Vista oTkitounre
CIIeTyFOIINE CITy>KOBI 6€30MaCHOCTH (€CITM OHH BKITFOUEHBI):

e Windows Firewall;
e Windows Defender;
e Windows Update;

®  OTKJIIOYMTE 3aIIUTY 0 BceM mapamerpam B Internet Explorer (Menro Internet Options,
3aKmaaka Security).

Ipumeyanue. YpapieHHE IPOUEIYPOIl SKCIIOPTa OCYIIECTBIISETCS TOIBKO C OJHOM
13 KOHCOJIeH. Y TaJIeHHOe YIIpaBJIeHUEe YKCIIOPTOM IO mpoTokory Telnet HeBO3MOXKHO.
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Ha Bpewmst BEIIOTHEHHS SKCIIOPTA € MTOMOIIBI0 HOYTOYKa aBTOMATHUYECKH H3MEHSIOTCS
HacTpoiku cereBbix HHTEpQeiicoB [IAK: Ha naTepdetice Ethernet] ycranaBnmBaercs [P-ampec
169.254.241.1, Bce ocrtanbhble nHTepdeticel [IAK BeikirOUatoTes. [locne yenentHoro
3aBepIIeHNs SKCIopTa HacTpoiiku naTepdeiicoB [IAK OyayT aBTOMaTHuecKn BOCCTAaHOBIIEHBI.

/) Buumanme! Bo m36exanue norepu ynanennoro pocryna k ITAK sanpemaercs
BBINOJHATH SKCIOPT HAa HOYTOYK 1o npoTtokony TFTP B ynanennoit SSH-ceccun.

[Ipoueaypa sKcropTa BBITOTHSAETCS B CIEIyIOIIEH TOCIeI0BATeIFHOCTH:

1 Tloxknrounte HOYTOYK K mopty Ethernetl ITAK ¢ momomipto KpoccupoBaHHOTO Kabesst
Ethernet wiu BctaBeTe USB-¢imm 8 USB-pazsem [TAK.

2 llpwu 3xcnopTe ¢ MOMOIIBI0 HOYTOYKa YCTAaHOBHTE BPYYHYIO Ha CETEBOM HHTepderice
HOyTOYKa IP-ampec 169.254.241.5.

3 Toaxmounte k [IAK COM-K0HCOIb MitH 0OBIYHYIO KOHCOJIb (MOHUTOD U KIIABHATYPY).
4 OcTaHoBHUTE BCE ACMOHLI C TIOMOIIBIO COOTBETCTBYIOIIUX KOMAaH/I.

5 BbINOJIHATE KOMAHIY admin export keys binary-encrypted (cM. « KOMaHIBI TPYITITBI
adminy Ha cTp. 79), ykazaB B Hel COOTBETCTBYIOIINI mapaMeTp (tftp HIH usb).

[Ipu ycrienrHoM BBIMOJTHEHUU KOMaH/IbI TIOSIBJISIETCS COOOIICHHUE, COICPIKAIICEe UMS
chopMupoBaHHOTO (haiiia FIKCIOpTa, U NPEJIOKEHUE CKadaTh 3TOT (haiil.

Ipumeuanne. Vms ¢aiina sxcriopta popMupyercs 1o cienyoneMy madaoHy:

<Mommbmxaumsa INAK>-<mpmeHTHOMKATOP y3Jja>-<maTa 3KCIopTa>.vbe.

6 Ilepenecure daiin sxcriopra Ha HOYTOYK M Ha USB-dmam. [epenoc datina Ha HOyTOYK
ocymiecTBisieTcst o TFTP ¢ moMombi0 KOMaH/IbL:

tftp -1 169.254.241.1 get <umsa odanna>

7 HaxMwure BBOI.

Buumanue! 3anwce ¢aiina sxcriopra Ha USB-¢duam 3aBepimaercs: cooOImeHneM,

A

‘1) pazpemaronium m3BinedeHue USB-hmam. HeoOXxoamMo 10K aaThest STOT0 COOOIICHHUS
npex e, ueM u3Bieub USB-¢umm u3 pazpema.
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ITocre 3aBepmIeHUs MPOIIEYPHI IKCIOPTA HEOOXOMMO 3aITyCTUTh BCE IEMOHBI C TIOMOIIBIO
COOTBETCTBYIOITUX KOMaH]I.
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KOHTpOJIb 1IETTOCTHOCTH
KOH()UT'YPALlMOHHBIX (palJIOB

Kondurypaunonnsie daiiner OC Linux u cinyx0, Bxomsumx B coctaB [IAK ViPNet Coordinator
HW, 3amuimess! KOHTPOJBHBIME CyMMaMH, KOTOPBIE XpaHATCS B (aiiyiax ¢ pacupeHuem

* . crg. Kaxmoii cimy:x6e ViPNet comocraBieH oauH Gaiii * . crg, CoaepKallfii KOHTPOJIbHBIE
CYMMBI BCeX KOH(UTYPAIIMOHHBIX (aiiIoB, HCIIOIB3YEMBIX 3TOH ciryk0oi. B oTnensHOM daiine
* . crg XpaHATCS KOHTPOJIbHBIE cCyMMBbI (aiinoB koHpurypaunu OC Linux u nakera NUT.
Kaxpiii ¢aiin * . crg COAEpPKUT TaKkKe COOCTBEHHYIO KOHTPOJIBHYIO cyMMy. [IpoBepka
KOHTPOJIBHOM CyMMBI (haiiia * . crg BBITIOJHACTCS MEPe]] IPOBEPKOH 1EJI0OCTHOCTHU (hailiioB
KOH(HTYpaIUH.

ITpoBepka 11eIOCTHOCTH KOH(UTYPALMOHHBIX (haHIIOB BBIOJIHATCS MPU KaXI0H IMOTBITKE UX
HCIIOJIB30BaHUS:

®  [IpU 3aIlyCKE JIEMOHOB U KOMaHJIHOI'O HHTEPIPETATOPA;
®  [IpH BBIIOJHEHWU KOMaH/| peIaKTUPOBaHUs (PaiiIoB KOH(UTYpaIHX JIEMOHOB;

®  [IpH BBIIOJHEHUU KOMaH]l M3MEHEHHS TApaMeTPOB, XpaHsImuxcs B (aiinax koHPUrypaum
OC Linux;

® IIPH BBIIIOJHCHHH NPOLUEAYPHI PEIIIaMCHTHOT'O TCCTUPOBAHUA, HHHHHpreMOﬁ KOMaH,[[Oﬁ

machine self-test.
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IIpoBepka 11enocTHOCTH KOH(PHUTYPAITHOHHOTO (aiiyia OCYIIeCTBISETCS ITyTeM BEIYACICHHS
TeKyIIe KOHTPOIBHOW CyMMEI (paiiyia 1 ee CpaBHEHUs ¢ KOHTPOJIBHOW CyMMOH m3 (paiina

* . crg. [Ipu HecOBIageHNN KOHTPOJIBHBIX CYMM BBIBOJHTCS COOOIIECHHE O HAPYIICHUH
[EJIOCTHOCTH 3TOoTO (haiiina koHpurypanuu. HapyimenneM 1enocTHOCTH KOH(PUTYPAIHOHHBIX
(haiinoB ABIsIETCA TAaK)Ke OTCYTCTBHE XOTs ObI 0HOTO (haitna KoHpuUryparun uin (aiina ¢
KOHTPOJIbHBIMHA CyMMaMU. B 1m000M ciiydae HapyIIeHus [eIOCTHOCTH (ailioB KOH(pHUTyparin
ciryx0b1 ViPNet 3ammyckaTtbes He OyayT.
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Hcnonr3oBanue IIAK B kauecTBe
DHCP-cepBepa

B cocrag I10 ITAK ViPNet Coordinator HW Bxoaut DHCP-cepBep, KOTOpBIi MOKET
WCTIONIB30BaThCS U JUHAMAYecKoro HazHaueHus [P-agpecos cereBbim y3inam (DHCP-
kireHTaM). OmHOBpeMeHHO ¢ BeiaenenneM [P-angpecoB DHCP-cepBep MokeT Ha3HadaTh
JIOTIOJTHUTEIbHBIE TTapaMeTphl HACTPOUKHU KIIMEHTOB, Hanpumep, IP-agpeca nuiro3a no
ymomyanuio 1 WINS-cepBepos. B kauecte agpecoB DNS-cepsepa u NTP-cepsepa DHCP-
cepBep Bceraa NpeaocTaBisieT KIIMEeHTaM ajfpec nHTepgeiica, ¢ KOTOPbIM OH paboTaeT.
Kimmentsl, momyausme ot [TAK Bmecte ¢ IP-anmpecom anpeca DNS- u NTP-cepsepos, OyayT
OCYILIECTBIISITH 3alIPOCHI HA pa3pelIeHne HMEH U CHHXPOHHU3ALMIO BPEMEHH Yepe3
COOTBETCTBYIOIIHE cepBepsl, 3amymeHHble Ha [IAK. Eciu Ha [TAK 3TH cepBepbl OCTaHOBIIEHBI,
TO KJIMEHTHI He cMOTYT paboTath ¢ DNS-uMeHamMu 1 CHHXpPOHHU3UPOBATH CBOE BPEMSI.

Buumanue! Mcnons3zoBanue ITAK B kauectBe DHCP-cepBepa BO3M0XXHO TOJIBKO IIPH
/) pabore INAK B onunOuHOM peskume (cM. «CrcTema 3amuthl 0T cOoes» Ha cTp. 169).
Pabora DHCP-cepBepa B pesxuMe KilacTepa ropsiuero pe3epBupoBaHus He
TIOJI/ICPKUBACTCSL.

ITpu nactpoitke DHCP-cepBepa J0MIKHBI COOTIOAATHCS CIEAYIONIUE OTpaHNYEHUS:

e DHCP-cepBep moxeT BbIenATh [P-aipeca ToJbKO U3 AMANa30HOB, yCTAHOBIEHHBIX
CTaHJApTOM JUIS YaCTHBIX ceTell (ZOMyCTUMBIE AUANa30HbI aipecoB): 10.0.0.0/8,
172.16.0.0/12,192.168.0.0/16.

e DHCP-cepBep MokeT UCTIONB30BATH TOIBKO HHTEPPEIC CO CTATHUECKUM aJIPECcOM,
NPUHAISKALIIMM OJHOMY M3 JIOIYCTUMBIX THANa30HOB aJPECOB.

e Hasznauennsiit DHCP-cepsepy untepdeiic 1omkeH ObITh BKIIIOYEH.

e Briensemsie knueHnTaMm [P-anpeca 10mKHBI BXOAUTE B ITOJCETh HHTEpdeETica,
HazHaueHHoro DHCP-cepsepy.

e Anpec untepdeiica, HazHaueHHOro DHCP-cepBepy, He JTOJKEeH BXOIUTh B JMAIIa30H
BBIACIIACMBIX KIIMCHTAM apeCOB.

Hacrpoiika u ynpasineaue DHCP-cepBepoM OCYIIECTBISETCS C TOMOIIBIO KOMaH/I M3 TPYTITIHI
inet (cM. «Komanasr nmoarpynmsr inet dhep» Ha cTp. 73). YpaBneHue CBOAUTCS K 3aIIyCKy U
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octaHoBke ceppepa. 3anmyck DHCP-cepBepa npou3BoAUTCSI KOMaHION inet dhcp start, A
OCTAHOBKHU CEpBEpa UCMOJIb3YeTCs KOMaHa inet dhcp stop. KpoMe TOro, MOXKHO HACTPOUTH
aBromarndeckuii 3amyck DHCP-cepBepa mipu crapre [IAK ¢ momorpio koMaHy inet dhcp
mode on (BKJIIOUYUTH aBTOMATUYECKUH 3aIyCK) U inet dhcp mode of £ (BBIKIIIOYUTH
aBTOMAaTHYECKHii 3ammycK). ABromarndeckuii 3ammyck DHCP-cepBepa mo ymom4anuto
BBIKJTIOYEH, ¥ 1pu riepBoM nocie yecranoBku 110 crapre [IAK DHCP-cepsep He 3amyckaercs.

Hns nactpoitku DHCP-cepBepa cirykat ciiefyronue mapamMmeTpsl:

e Uutepdeiic, koTopslil nomwkeH ncnonb3oBaTh DHCP-cepBep (komaHaa inet dhep

interface).

e Jlnama3oH agpecoB, JOCTyMHbIX A HazHadueHus DHCP-knrenTam (koMaHaa inet dhep

range).

e Bpewms apenasl (musunra) [P-anpecos, Beiaensembeix DHCP-cepBepom knmenTam (koMaHaa
inet dhcp lease).

BpewMs apenipl 03Ha4aeT CpoK, Ha KOTOPBIN KIIMEHTy npeaocrasisiercs [P-anpec. 1o
WCTEUYCHUH TOJIOBUHBI ATOTO CPOKA KIIMEHT JOJDKEH BO30OHOBHUTH apeH 1y, 0OpaTHBIIHCH K
DHCP-cepBepy ¢ moBTOpHBIM 3anpocoM. Takum 00pa3omM, BpeMsl apeH IbI BIUSCT Ha
4acTOTy OOHOBJICHUS apeH/Ibl, T.€. HA HHTEHCUBHOCTH oOparienuii Kk DHCP-cepsepy.

e |P-agpec nuro3a mo yMordaHuo (KOMaHIa inet dhcp router).

e |P-agpeca WINS-cepBepoB. MoxxHO 3a1aTh anpeca Heckonbkux WINS-cepBepoB, crimcox
aapecoB (popMHpyeETCs C TOMOIIBIO KOMaH T00aBiIeHus (inet dhcp add wins) H
yaaneHus (inet dhcp delete wins).

N3menenune Hactpoek DHCP-cepBepa 3anpereHo, eciu cepsep 3amylieH. B aToMm ciydae Bce
NpYBEACHHBIE KOMaH bl BBIIIOJHSTHCS HE OYAyT.

B cnyuae ecnn DHCP-cepBep ocTaHOBIIEH, TPOU3BOANMBIE KOMaHIAMH N3MEHEHUS
NPOBEPSIIOTCS HA COOIOICHNE OrpaHUYEeHUH, IPUBEACHHBIX Bhllle. Eciu aBTroMaTHyeckuit
3armyck DHCP-cepBepa BKIIIOUEH, TO IIPU HECOOIIOICHUN OIpaHUYEHNH BBIAAETCS COOOIIEHUE
00 ommbKe 1 U3MEeHeHus He npuMeHstoTcs. Eciam aBTomarnueckuii 3amyck DHCP-cepsepa
BBIKJIFOYEH, TO IIPU HECOOIOIEHIH OTPaHNUCHUN N3MEHEHHS IPUMEHSIOTCS, IIPH 3TOM
BBIJIAE€TCSl COOOIEHNE O HEKOPPEKTHOCTH TeKyIux HacTpoek DHCP-cepsepa.

s mpocmotpa tekytuero cocrostaust DHCP-cepBepa u ero HacTpoek HCIoNIb3yeTcsl KOMaHaa
inet show dhcp (cM. «Koman/isr rpyrinsl inety Ha ctp. 67).
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Ncnoas3oBanue IIAK B kauectBe DNS-
cepBepa

B cocras 10 ITAK ViPNet Coordinator HW Bxomut DNS-cepBep, KOTOpPEIif MOXKET
UCIIOJIb30BaThCS JIJIsl pasperieHust (peoOdpa3oBaHus) CAMBOJIBHBIX HMeH B [P-aipeca B oTBeT Ha
coOCTBEHHBIE 3aITPOCHI ¥ Ha 3aIlPOCHI PYTUX ceTeBhIX y310B (DNS-KkiImeHToB).

ITo ymomuanuto DNS-cepBep, ycranosiennsiii Ha [TAK (nokansabIit DNS-cepBep), HacTpoeH
TaKuM 00pa3oM, YTO OH MOJKET BBIIOJIHATH Pa3pelleHre UMEH C HCIONb30BaHHEM KOPHEBBIX
DNS-cepgepos. [ns sToro Tpebyercst Hamuune noakaroueHus k MUatepuety. [lpu otcyrcTBUM
noctyna K IHTepHeTy 1Uis pa3pelleHns: HIMEH ciieyeT UCI0Ib30BaTh IPYyroi JOCTYIHBIN (He
kopHeBoit) DNS-cepsep (cepBepsr). B aTom cirydae HeoOXoauMo 100aBUTh aApeC TOCTYITHOTO
cepsepa (cepBepoB) B HACTpoiikH JokanmbHOro DNS-cepBepa. Bce DNS-cepBepsl, OTIMYHBIE OT
KOPHEBBIX, J00aBITIOTCS B KadecTBe (hopBapaHbix (forwarder) cepsepoB. Ecim agpec
noctynHoro DNS-cepBepa U3BECTEH 3apaHee, TO €ro MOKHO 3a7aTh B POLECCE
NEPBOHAYAIILHOTO Pa3BePTHIBAHUS KIIOUEBBIX 0a3 (cM. «lIpouenypa pazBepThIBaHMs
KJTFOUEBBIX 0a3y» Ha cTp. 46).

Buumanue! B curyarm, xorna GopBapaHsie cepBephl, 3alaHHBIE B HACTPOHKax
4\ jokanpHOro DNS-cepBepa, HeJOCTYNHBI, HO IPU 3TOM JOCTYIHbBI KOpHEBBIE DNS-
cepBepbl, DNS-kiMeHTh OyIyT MoJIydaTh OTBETHI HA CBOM 3aIIPOCHI C 3aJIEPIKKOM.

Criucok ¢opBapanbix DNS-cepBepoB MOKHO CPOPMHUPOBATH BPYYHYIO C TIOMOIIBIO KOMAaH/I
WY TIOJTy4uTh uX ajipeca ot BHemHero DHCP-ceprepa (ecim Ha oqHoM 3 nHTEepdeiico [TAK
ycranosiieH pexxum DHCP). Ipu stom nomyuenusiii ot DHCP-cepBepa ciucok Hennb3st
W3MEHHUTH ¢ TOMOIIbI0 KoMaH . [Ipu nomydenun aapecoB or DHCP-cepBepa moHOCTEIO
Nepe3anrchIBaeTCs CYIMECTBYIONINI CIIMCOK (HE3aBUCHMO OT CIoco0a ero GopMupoBaHusi).
INocne nepesarpy3ku [TAK win yctaHoBkHM Ha unTepdetice craTudeckoro IP-aapeca cnucox,
nosryueHHbIH oT BHemHero DHCP-cepBepa, ynansercs u3 Hactpoek jJokansHoro DNS-cepsepa.
B aToMm citydae i pa3penieHust UMEeH OyIyT UCTIONIb30BaThesi KopHeBbie DNS-cepBepbl.

Ipumeuanue. Ecnu pexxum DHCP ycraHoBneH Ha Heckonbkux uHtepdeiicax [TAK, o

m pe3ynbTat 00paboTku coocTBeHHBIX DNS-3anpocos u 3anpocoB DNS-knueHTOB He
oTIpeJiesieH, TaK Kak HEM3BECTHO, Kakol MHTepdeic OyIeT BKIIIOYEH MEPBBIM U KaKoi
cricok popBapaaex DNS-cepsepos momyunt ITAK.
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Hacrpoiika u ynpanernre DNS-cepBepoM OCyIIECTBIIETCS C IIOMOIIBI0 KOMAH]T U3 TPYIIITBI
inet (cM. «Komanaer moarpynmsl inet dns» Ha cTp. 74). YrpaBieHHe CBOJUTCS K 3aIyCKy U
ocTaHOBKe cepBepa. 3amyck DNS-cepBepa Npon3BOANTCS KOMAHJON inet dns start, JUId
OCTaHOBKHM CepBepa UCIOJIB3yeTCs KOMaHMa inet dns stop. Kpome TOro, MOXKHO HACTPOUTH
apToMatudeckuit 3amyck DNS-cepBepa npu crapte [TAK ¢ moMomipio kKOMaH inet dns mode
on (BKJIFOUUTH aBTOMATHYECKUH 3aIyCK) U inet dns mode off (BBIKIIOYUTH ABTOMATHYECKHUH
3amyck). MI3MeHeHne HacTpOMKH aBTOMaTHYECKOT'0 3allycKa He BIHSIET Ha TEKYIIee COCTOSHHE
DNS-cepBepa, HOBast HACTPOKa BCTyMaeT B CHITY TOJIBKO mpu cieaytomieM crapre [TAK. [{ns
n3MeHeHus coctosiauss DNS-cepBepa B TekyleM ceance paboThl clIeayeT HCIOIb30BaTh
KOMaH/Bl inet dns start M inet dns stop. ABTOMaTudeckwii 3ammyck DNS-cepBepa mo
YMOJYaHUIO BKJIIOUYEH, U Ipu nepBoM mociie ycraHoBkH [10 crapre IIAK DNS-cepsep
3aIrycKaeTcsl.

®dopmupoBanue crimcka GopeapaHbix DNS-cepBepoB oCyIecTBISeTCs ¢ TOMOIIBIO KOMaH/
nmobaBneHus (inet dns add) M yoaneHus (inet dns delete). st mpocMoTpa crimcka
¢dopBapauabix DNS-cepBepoB HCIONB3YETCS KOMaHIa inet dns list.

Ecnu na ITAK 3anymen DHCP-cepgep, To B kauecTBe anpeca DNS-cepBepa oH Bcerga
npenocrapnsier DHCP-kimuenTam cBoit coOCTBEHHBIN afipec.

Hns npocMoTpa Tekyiero coctostHust DNS-cepBepa 1 ero HacTpOeK UCIONIb3yeTCsl KOMaHAa
inet show dns (cM. «Komamibl rpymiel inety Ha cTp. 67).
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Hcnons3oBanue ITAK B kauectBe NTP-
cepBepa

B cocras 10 ITAK ViPNet Coordinator HW Bxomut NTP-cepBep, KOTOPBIif MOXKET
UCIIOJIb30BaThCS JIJISl CHHXPOHH3AIUHM BpeMeHu Ha caMoM [TAK u Ha npyrux ceTeBbIX y3iax
(NTP-kinuenrax).

ITo ymomuanuto NTP-cepsep, ycranosnenusiid Ha [TAK (mmoxansnsrit NTP-cepBep), HacTpoen
TakuM 00pa3oM, 4TO MPH HAJTHYUH MOAKIIOYEHUS K IHTepHEeTY OH MOXKET OCYIIECTBIISATh
CHHXPOHHM3AIINIO0 BPEMEHH C HCII0NIb30BaHueM myonuaHbIXx NTP-cepBepoB u3 kinacrepa
pool.ntp.org. DTOT KJacTep cepBEPOB MOXKHO AONOJHUTH ApyruMu NTP-cepsepamu
(TyONMYHBIMY WM KOPHOPAaTUBHBIMHE). Takas HE0OOXOIUMOCTh MOYKET BO3HUKHYTH B Cllydae
OTCYTCTBHS JOCTyMNa K MHTEpHETY WK NIPU HAIMYUK 0oJiee OIM3KOro U MEHEE HarpyKEeHHOTO
NTP-cepBepa (Hanpumep, kopriopatusHoro). Eciu agpec nononaurensHoro NTP-ceprepa
M3BECTEH 3apaHee, TO €ro MOKHO 33/1aTh B IMPOIIECCE TIEPBOHAYAIBHOTO Pa3BEePTHIBAHUS
KITFOUYEBBIX 0a3 (M. «[Iporieiypa pa3sepThiBaHs KIFOUEBBIX 0a3y Ha cTp. 46).

IIpumeuanne. Ecnu B kauecTBe AonoiaHuTenbHOoro NTP-cepBepa ucnonb3yercs
3allUIICHHBIN y3€J1, BUAUMBIH 10 peaJbHOMY aJipecy, TO AJis yCTIEIIHON

m CHHXPOHM3AINY BPEMEHH C TAKIM CEPBEPOM TIPH CTapTe CUCTEMEI B (haiire
iplir.conf HaIlIAK B cexkuuu [1id] A 3TOTO 3aLIUILEHHOrO y3J1a pEKOMEHIYETCs
YCTaHOBHUTH MapaMeTp forcereal B 3HAUYCHHUE on.

Criucok gononautensHbIX NTP-cepBepoB MokHO chopMUpPOBaTh BPYUHYIO C IIOMOLIBIO
KOMaH/] WJIM OJIy4uTh UX aapeca ot BHemHero DHCP-cepBepa (ecin Ha oHOM U3
unrepdeiicos [TAK ycranosnen pexum DHCP). Ilpu sTom nonyuennsiii or DHCP-cepepa
CIIMCOK HENb35 U3MEHUTH ¢ MOMOIIBI0 KomaH . [Ipn nonyduennn agpecos or DHCP-cepsepa
MOJIHOCTBIO [IEPE3aIChIBAETCS CYLIECTBYIOIUM CIIMCOK (KpOME 3aJaHHOI'O 110 YMOJIYaHUIO
KJIacTepa CepBepoB pool.ntp.org). [locne mepesarpysku [TAK umu ycranoBku Ha uHTEpdeEiice
cratnueckoro IP-anpeca crmcok, nmomyueHHsli ot BHemHero DHCP-cepBepa, ynangercs us
HacTpoek JokansHoro NTP-cepsepa.

Hpumeuyanue. Econ pexxim DHCP ycranosien Ha Heckonbkux uarepdeiicax I[TAK, o

m pe3ynbTaT CHHXpoHH3auK BpeMeHnu Ha camoM ITAK n na NTP-ximenTax He
OTIpe/ieNieH, TaKk KaK HeM3BECTHO, KaKoil mHTep(deiic OyaeT BKIIOYEH IePBBIM U KaKOU
cicok gonorHnTensHBIX NTP-cepBepor momyuut ITAK.
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Hacrpoiika u ynpasnenue NTP-cepBepom ocyliecTBIIETCA ¢ TOMOILIBIO KOMAaH/ U3 TPYIIIIbI
inet (cM. «Komanas! moarpymnmsl inet ntp» Ha cTp. 75). YpaBieHre CBOJUTCS K 3aIlyCKy U
ocTtaHoBke ceppepa. 3amyck NTP-cepBepa npou3BouTCs KOMaHAON inet ntp start, AJA
OCTaHOBKH CEPBEPA UCIIOJIB3YETCA KOMAHA inet ntp stop. KpoMme TOro, MoxHO HaCTPOUTh
aBromarndeckuii 3amyck NTP-cepsepa npu crapte [IAK ¢ moMomipto KOMaHA inet ntp mode
on (BKJIFOUUTH aBTOMAaTHYECKUH 3alyCK) M inet ntp mode off (BBIKJIIIOYUTH aBTOMATHYECKUI
3aIyCcK).

IIpumeuanue. [Ipy opranusanuu Kiaacrepa B yCIOBHAX OTPAHUYCHUI 110 BBIIEICHUIO

m IP-anpecoB npu nepexoje cepBepa U3 NaCCUBHOTO pexkuMa B akTuBHbIH NTP-cepep
OyneT nepesaryckaTbCsl aBTOMAaTHYECKH, €CJIM OH ObIT OTMEYEH K 3alycKy (inet ntp
mode on), BHE 3aBUCIMOCTH OT TOT0, OBIJI JIM OH JI0 3TOTO 3aITyICH MIH HET.

N3MmeHeHne HACTPOMKM aBTOMAaTHYECKOr0 3aIlycKa He BIMAET Ha Tekyliee cocTtosiaie NTP-
cepBepa, HoOBas HACTPOUKa BCTYIAET B CHILY TOJBKO Tpu cheayromem crapte [TAK. Jlns
n3MeHeHus coctosiuus NTP-cepBepa B Tekyliem ceance pabOThI CIICAYET HCII0JIb30BaTh
KOMaHJIbl inet ntp start M inet ntp stop. ABTOMaTthuyeckuil 3amyck NTP-cepeepa no
YMOJIYaHUIO BKJIIOYEH, U pH nepBoM mocie ycraHoBkH [10 crapte ITAK NTP-cepsep
3aITyCKaeTCsl.

Buumanue! Eciin aBTOMaTtndeckuii 3anyck jokanbHoro NTP-cepBepa BKIIIO4€EH, HO
/) 1npu crapte [TIAK HE onun u3 NTP-cepBepoB, yka3aHHBIX B €r0 HAaCTPOHKax,
HeZoCTyIEH, To NokanbHeIH NTP-cepBep He OyzeT 3amyIeH, a Ha KOHCOJIN TTOSIBUTCS

COOTBCTCTBYIOLICC NPCAYIIPLCIKIACHUC.

[lepen xaxnpm 3anmyckoM NTP-cepsepa Ha ITAK 3anmyckaercst NTP-knuent gis
cuHxpoHu3anuu Bpemenu Ha camoM [TAK. NTP-cepBep Oyzer 3arryiieH TOiIbpKO B CiIy4ae
ycnemHou cunxponuzaunu BpeMenu Ha ITAK. Ecinu NTP-knuenty He yaanocsk
cunxpoHusupoBaTh Bpems Ha [IAK, To NTP-cepBep He 3amyckaeTcsi.

®dopmuposanue criucka NTP-cepBepoB, HCIIONB3yeMbIX U CHHXPOHU3AIINH, OCYIIIECTBIISETCS
C TIOMOIIIBIO KOMaH H00aBiaeHus (inet ntp add) M yaaneHus (inet ntp delete). Jlms
npocMoTpa cnucka NTP-cepBepoB UCTIONb3yeTCsl KOMAaHMA inet ntp list.

Ecnu na I[TAK 3amymen DHCP-cepsep, To B kauectBe aapeca NTP-cepBepa oH Bceraa
npenoctapisier DHCP-kirenTam cBoit coOOCTBEHHBIH ajpec.

Jns mpocMoTpa tekyiiero coctosinug NTP-cepBepa 1 ero HaCTpOEK UCIOJIb3yeTC KOMaH1a
inet show ntp (cM. «Komanel rpynnsl inety Ha cTp. 67). JlaHHas KoMaHAa TaKKe MO3BOJISIET
noJay4uTh nH(popManuio o pyHkunonupoBanuu NTP-cepBepoB, ¢ KOTOPIMU B3aUMOACHCTBYET
nokanbHblii NTP-cepBep. Ota naHdopMaiys noMoraet BBISIBIATE U yCTPAHATh MPOOIEMBI,
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CBsI3aHHBIE C HACTPOWKON BpeMeHu. Hampumep, korma KianeHTsl, ncnons3yromue [TAK B
kadectBe NTP-cepBepa, mepecTaroT CHHXpOHHU3UPOBATH CBOE BpeMs, HEOOXOIMMO IIPOBEPUTH
ypOBeHB (Stratum) cepBepa, KOTOPBIH SBIAETCS TEKYIINM UCTOYHUKOM CHHXPOHH3ALUH (3TOT
cepBep OTMeYeH 3Be3/104Koi ). Ecim y Tekyiero cepepa CIUIIKOM BBICOKHI YPOBEHB, €TI0
cieayeT yaaauTh u3 HacTpoek JokanbHoro NTP-cepepa. Y npyrux cepBepoB (IIpex/ie BCEro
TeX, KOTOpBIE OTMEUYEHBI 3HAKOM IUTIOC) TaKXKe HEOOXOJMMO MPOBEPUTH YPOBEHD U MTAPaMETPHI,
OTpasKarolllue HaJIeKHOCTh CEpBEPOB (HampuMep, mapaMeTpsl reach u jitter). Hemoctarouno
HaJIe)KHbIE CepBEPHl PEKOMEHIYETCS yAAINTh U3 HacTpoek. LlenecooOpa3Ho Takxke yIanuTh U3
HacTpoek NTP-cepBepsl, oTMeUeHHBIC 3HaKOM 'X' 1in '-'.

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa 195



Bzaumoneiictsue ITAK ¢ UPS

B cocras ITAK ViPNet Coordinator HW Bxomgut naketr Network UPS Tools (NUT),
npeHa3HaYeHHbIN JUTs opranu3anuy B3aumoeiicteus [TAK ¢ ncrounukom decriepe0oitHoro
nurtanus (UPS, Uninterruptable Power Supply).

[pu monkmouennn [TAK k UPS nocnennuii obecnieunBaeT paboTy KOMIIBIOTEPA TOJIBKO J0 TEX
nop, Noka He pa3psautcs Oarapes. [locne paspsina 6arapen KOMITBIOTEp OyJeT HEKOPPEKTHO
BBIKJTFOUEH, YTO MOXKET MPUBECTH K MOTEePe NaHHBIX. B TO ke BpeMst OOJBIIMHCTBO
coBpeMeHHBIX UPS MOTYT MoAKIII0YaThCSl K KOMITBIOTEPY C MTOMOIIBI0 HHTEPPEHCHOTO Kadems
Y TIOChLIATh CUTHAJ 00 ucTomeHuH OaTapeu. [TonydeHHbI CUTHAT KOMITBIOTEP MOXKET
KCIIOJIb30BaTh ISl KOPPEKTHOTO BBIKIIOUEHHUS.

Bzanmopeiictue komnptorepa ¢ UPS obecnieunBaet nmaker NUT, KoTOpbIi BKIIIOYAET B CEOSL:
e Habop apaiiBepoB paznuyHbIX pousBoauTeneit UPS;
®  1eMOH upsd, B3aUMO/JICHCTBYIOLIHH C ApaliBEpOM;

®  JIEMOH UpSMON, B3aUMOJICHCTBYIOIIHH ¢ JeMOHOM Upsd; IMEHHO 3TOT AEMOH
OCYIIECTBISIET MOHUTOPUHT cocTosiHus UPS 1 py HeoOX0AMMOCTH MTPOU3BOIUT
KOPPEKTHOE BEIKIIFOUEHUE KOMITHIOTEPA.

Ipumeuanue. B Hacrosiiee Bpems nojaepxkuBatotcs Tonbko UPS dupmer APC,
F 1 noaximoyaemele yepe3 USB-niopT.

B o0mem cinyuae ot ogaoro UPS MOryT mUTaThCSI HECKOJIBKO KOMIIBIOTEPoB. KoMItbioTep, k
KOTOPOMY IMOJIKITI0UeH uHTep¢elicHbIi kabens UPS, siBnsercs riaaBHbIM (master) 1 0TBEYaeT 3a
CBOEBpPEMEHHOE OTOBEIICHHE M0 CeTH NOAYMHEHHBIX (slave) kommbioTepos. paiisep UPS u
JeMoH upsd paboTaroT TOJIBKO Ha INIABHOM KOMITbIOTEpE (master); JeMOH upsmon paboTaer Ha
BCEX KOMIIBIOTEpaX M B3aUMOJICHCTBYET C IEMOHOM UPSC JIOKaIBbHO WK yIaJIeHHO (CM.
Pucynok 32 Ha ctp. 197).
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nOpansep UPS

|| -m NPaBNAKLLKMA KaHan Rz JamMoH upsd -

1]
UPs = AEMOH UpSmon
master
."\.
OeMOH Upsmon €——
[ ]
B

slave

JemMOoH Upsmon s——

slave

Pucynox 32: Cxema ezaumooeiicmsus [NAK ¢ UPS

[pumeuyanue. J{71s1 oOecrieueHNs pe3epBUPOBAHUS dICKTPOIHTAHISI Moyt VPNM B
moaudukanmu [TAK ViPNet Coordinator HW-VPNM HeoOxonumo nHTepdeiicHbIn
kxabenp UPS noakmo4uTs K MOAYIMIO, @ Kabenb AJIEKTPOIUTAaHUSI — K

m MapmpytuzaTopy. IIpu TakoMm moakirodeHun OyaeT obecrieueHa BO3MOKHOCTh
KOPPEKTHOTO BBIKIIOUEHHSI MOy 1o curHairy oT UPS. Bo3MoxkHOCTB
pe3epBUPOBAHHUS 3JECKTPONUTAHUS HEMOCPEICTBEHHO MapIIPyTH3aTOPa CIeLyeT
pemarts cpeacTBaMH M CIIOCOO0aMH, PEKOMEHI0OBAaHHBIMHU TIPOU3BOAMUTENEM
MapHIpyTH3aTopa.

st HacTpoiiku u ynpasieHns BzauMoaerictsueM ITAK ¢ UPS npennazHaueHbl KOMaHbI
rpymmbl ups (em. «Komanisl rpymis upsy Ha crp. 84). C OMOIIBIO 3THX KOMaH]l MOYKHO:

®  BKIIIOYHTH MJIH OTKIIFOUMTE B3anmojeicteue ITAK ¢ UPS;

e 3ayartk pexxuM B3aumoeiicteus [IAK ¢ UPS (master uu slave);
®  3aMyCTUTh WJIH OCTAaHOBUTH IeMOHBI nakeTa NUT;

® [IPOCMOTPETH TeKyIIe HacTpoiiku B3aumoseiicteus [TIAK ¢ UPS;

® TpPOCMOTpETH TeKkymiee coctosiHne UPS.
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Uto06s1 HacTpouTs B3auMoeiicTere ¢ UPS, mociieoBaTenbHO BRITOIHUTE CIIEIYIOIINE
JEUCTBHUSL:

1 HalIIAK, xoropsiii OyneT BbICTynaTh B poiu Master:

1.1 Tlopkmrounte uaTepdeiicHbit kadenb UPS k [TAK, koTopblii OyieT BeICTYNaTh B pOJIA
master.

1.1 Bxmounte ciyx0y UPS (koMaHIoit ups set monitoring on).

1.2 TIposepsTe, ycranosieH jin Ha [TAK pexxum B3auMoeiicTBrs master (koMaHI0# ups
show config). Pexxum master ycranaBiuBaeTcs mo ymonuanuto. [Ipu Heobxoaumoctu
YCTAaHOBHUTE I[aHHI:IfI PEKUM (KOMaHHOﬁ ups set mode maste r).

1.3 Bamycrure cayx6b1 UPS (koMaHIOM ups start).

1.4 TIposepswTe B3auMoeiicTBue ciyx0bl ¢ UPS (koMaHIo# ups show status). Eciu
B3aUMOJICCTBUE YCTAHOBIICHO, BhIBEAETCA cTaTucTukKa ¢ UPS.

2 HallIAK, xoTtopblii OyneT BoICTynaTh B poju Slave:

2.1 Bxurounte cirysx0y UPS (koMaHI0# ups set monitoring on).

A\ Buumanue! ITpu nonkmouenun k UPS kinactepa ropsuero pe3epBUpOBaHNs HUKAKHE
Ipyrue koMibioTepsl kK UPS nogximtodaTs Henlb34.

2.2 Ycranosute Ha [TAK pexum B3aumoaeiicTBust Slave (koMaHIol ups set mode slave
<master TP>). [IAK, BeICTYnaroNuii B pojiu Master, 1omkeH ObITh TOCTYIICH C
tekymiero [TAK mo stomy IP-aapecy.

IIpu nonxmouennu k UPS kiacTtepa ropsiuero pezepBupoBaHus B kauectse [P-anpeca
Macrtepa ykaxure ajgpec nepsoro IIAK Ha pezepBHOM KaHaie.

2.3 3amyctute cyx6s1 UPS (koMaHm0# ups start).

2.4 TIpoBepbTe B3auMoieicTBrE cay0bl ¢ UPS ¢ master (koMan1oii ups show status).
Ecnu B3auMoielicTBre yCTaHOBIICHO, BBIBeIeTCsl cTaTticTuka ¢ UPS, monkiroueHHOTo
K master.

Ipumeuanue. [Ipu noaxnrouenuu k UPS kiactepa ropsiuero pe3epBUpOBaHUs s
CBS3M MEXIY KOMITBIOTEpaMHU MOYKHO HCIIOJIb30BaTh TOJIBKO PE3EPBHBIN KaHall, Ha

m koTopoM IP-anpeca HensmenHs! pu nepexojie ITAK n3 akTHBHOTO pekrMma KiiacTepa B
MTaCCUBHBIN ¥ HA000POT.

s aBTomarrueckoro BkmodeHus [TAK mocite mossiaeHus nutanus B BIOS nHeodxoaumo
HACTPOUTH MapaMeTPhI, IPUBEICHHBIC B TA0JIHIIE HUXKE.
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Tabruya 10. Iapamempor nacmpotixu BIOS ons asmomamuyeckozo sxniovenus IHAK nocne

NOABGJIEHUA NUMAHUA

Momndpukanusa [TAK I[IyHKT MeHI0/TIOAMEHI0 IMapameTtp 3HaveHue
ITAK ViPNet Coordinator Power > APM Restore on AC Power Loss Power On
HW1000 G1/G2 Configuration

ITAK ViPNet Coordinator ~ Advanced > APM Restore on AC/Power Loss Power On

HW100 G1

ITAK ViPNet Coordinator
HW100 G2

Configuration

Integrated Peripherals > PWRON After PWR-Fail On

SuperlO Device
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[IpoTOoKOIUpPOBAHUE COOBITHH,
BEACHUE U IIPOCMOT]P JKYPHAJIOB

Kypnan peructpauuu [P-nakeros 201
Kypnan tpancnoptHbix kouBepToB MFTP 208
Co6op undopmaruu o cocrosiHuu [10 ViPNet ¢ ucnonszoBanuem mpotokoia SNMP 210
Kypuans! ycrpanenus Henonagok [10 ViPNet 213

OKcnopT KypHanoB ycrpaneHus Henonagok [10 ViPNet 216
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JKypnai peructpanuu [P-mtaketos

JKypnuan peructpanuu [P-nakeToB B qpaliBepe ceTeBOM 3alTUTHI iplir BeeTCsS OTACIBHO 110
KaxaoMy anantepy. CoObITHs, OTHOCSIIUECS K 3aIUIICHHON CETH, TCHEPUPYIOTCS
MOJICUCTEMOH JipaiiBepa iplir, OTBETCTBEHHOM 3a pabOTy 3aIUICHHON CETH, a COOBITHS,
OTHOCSIIAECS K OTKPBITOM CETH — TOJICUCTEMOM 00pabOTKU OTKPBITHIX MakeTOB. [Ipu 3TOM u Te,
U JIpyTUE MOMEINAIOTCS B OJIHY U TY )K€ OUYepe/Ib IS TAHHOTO aJanTepa, U3 KOTOPOH UX 3aTeM
3a0upaeT YIpaBISIONUI IEMOH, KOTOPBIM COXpaHsIeT JaHHbIC )KypHalla B 0a3¢ JaHHBIX Ha
JKECTKOM JTUCKE.

B sxypHain 3aHOCUTCs MH(OpMAIHS HE O COSMHEHUSIX, a O TTAKeTaX, KOTOpPBIE MPOXOASAT Yepes3
JaHHBIA anantep. TakuM 00pazoMm, Bce MPOMyIEHHBIE TPaH3UTHBIC MAKEThl OTOOPAKAIOTCS B
JKypHase JBaXKAbl: IEPBEIA pa3 — Ha HHTepdeiice, Ha KOTOPBIA OHU MIPUXOAAT, BTOPOH pa3 — Ha
uHTepdelice, yepe3 KOTOPBIM OHM YXOAAT. Bece mpomyiieHHbIe JTOKaIbHBIE TaKeThI
oToOpaxaroTcsl OJIMH pa3 — Ha TOM UHTepdelice, yepe3 KOTOPBIi OHU NPUXOIST HIIH YXOJIIT.
Bce Gi1okupoBaHHbBIE TAKETH OTOOPAXKAIOTCS B KypHAJIe OJIMH pa3 — Ha TOM uHTepdelice, Ha
KOTOPOM OHH TIOSIBUIIMCH U OBLTH OJIOKUPOBAHBL. DTO OTHOCHTCS M K He3aIIHN(PpOBaHHBIM
MaKeTaM, u K 3ali(pOBaHHBIM.

IIpocmoTp xypHana peructpauuu [P-nakeToB OCyECTBISIETCS C MOMOIIBI0 KOMEHABI iplir
view (cM. «Komanae! rpynmst ipliry Ha cTp. 76). Ilpn mpocMoTpe KypHama mpeIoCcTaBIseTCs
BO3MOJKHOCTB BBIBECTH COOBITHS, OTOOpAHHBIE IO CIIEIYIOIINM apaMeTpaM:

®  UYHTEpBAaJ JaT;

e cereBoil nHTEp(deEiic, Ha KOTOPOM OBLT 00pabOTaH MaKeT;

e |P-npoTokou;

® HampaBJIEHHUE MaKeTa — BXOJIAIINMN I UCXOISALINT;

® THn COOBITHS,

® Mamna30H WM OJHO 3HaueHue [P-ampeca oTnpaBuTes U/WIK HOIydaTess MaKkeTa;
® Mana3oH WIX OJHO 3HaueHue mecTHoro mopta st TCP, UDP;

® Mamna3oH WIXA OJHO 3HaueHue ynaneHHoro mopra mist TCP, UDP;

®  YMJ II0JIb30BaTECIIA SaHIHIHeHHOﬁ CCTHU — OTIIpaBUTEIIA 150470) 4% IMoJry4aTeJid makeTa.

Tlocnie BBO1a KOMaH/IbI iplir view 3KpaH TEPMUHANIA IPUHUMAET CIIEAYIOIINI BUI:

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa

201



Set search parameters

29.89.2818 B9:55:87 3f.09.2818 12:55:87

All
All

All

All IP packets

Pucynok 33: 3a0anue napamempog noucka 8 scyprane pecucmpayuu IP-naxemos

[lo ymonganuto npeamnosuaraeTcsi IpOCMOTpP COOCTBEHHOTO XypHaia. Ecian HeoOxoaumo
MPOCMOTPETh JKypHAI yIaJeHHOT0 y3i1a, Halo BKIYUTh omiuto External Node, mocine dero
MTOSIBUTCSI 3a1Ipoc mapostst anMuHucTpatopa cetu ViPNet. Ecnu BBeneH npaBuiIbHbI 1apoIb,
crpasa ot onuu External Node nosiButcst kHomnka Select. 1o 3Toit KHOIIKE OTKpBIBAETCSI OKHO
CO CIMCKOM 3alIHUIICHHBIX Y3JI0B, B KOTOPOM HaJ0 BbIOpATh HY>KHBIN y3ei. i1 ycremnoro
MIOJICOCANHEHHS K yIAICHHOMY Y311y HE0OX0AMMO, YTOOB! y3€1 OblI JOCTYIICH Ha YPOBHE
TCP/IP u Ha HeM paboTaina nmporpamMma ynpasieHus. Eciu noxcoequHuThCSA HE ynaercs,
rporpaMma coo01iaet 00 3TOM | 3aBepIIaeT CBOK padoTy.

Jlnis moucka 3amuceid B )KypHajie peructpanuu [P-makeToB MOXHO 3a/1aTh CIIeqyIOIIHe
napameTphl:

o Date/time interval — untepBan 1aT ¥ BpeMeHH, B KOTOPOM OYI€T MPOU3BOAUTECS MTOUCK
3anucei o peructpaiuu nakeros, B popmare JJA.MM.ITTT Y4:MM:CC.

e Records num — KoJIU4eCTBO BBIBOJIUMBIX 3aITUCEH.

e Interface — cereBoit naTepdeiic (BEIOMPAETCS U3 CIHCKA TOCTYITHBIX HHTEP(EHCOB).

JocTynHbIM cuuTaeTcs uHTepdeiic, y KOToporo cymecTByeT xypHai [P-nakeros. [Touck
nakeToB OyJIeT MPOU3BOJUTHLCS B )KYpHaJe BRIOpaHHOTO HHTepdeiica. B kauecTse
napameTpa MOXeT ObITh yKa3aHo uMs uHTepdeiica win 3nauenue All s paboTsr co
BCEMH HHTEpdeiicami.

e Protocol — npoTokos [yis moKucKa cpeir BCeX MaKeTOB TOJIBKO MAKETOB 110 3a1aHHoMy IP-
IIPOTOKOILY.
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B kadecTBe mapamerpa MOXeT ObITh yKa3aHO UMs IIPOTOKoJa Wik 3HaueHue All s
paboOTHI CO BCEMH MTPOTOKOIAMH.

Direction — HanpaBiieHHE POXOKICHUS TAKETa, MOYKET IPUHUMATH OJIHO U3 CIICAYIOIIHX

3HAYCHUU:

o

o

o

All — Bxomsmue 1 UCXOIAIINE TAKETHI;
Incoming — BxosIIKe TaKeTHI;

Outgoing — ucxoaAIme MakeThl.

Check reverse — IMMPU3HAK BKIIFOYCHUS B XXYpHaAJI OTBETHBIX IMAKCTOB OT IOJIYYaTC/IA
OTIPABUTCIIIO.

Wmeet cmbich npu yka3anuu kKoHkpetHoro IP-anpeca (1P Filter) nnum y3na (Node Filter) B

Ka4uCCTBEC OTIIPABUTECIIA W/ WIIH MOJIy4aTeiid IMaKCTOB.

Flag filter — npu3Haku 1 OMCKa CPEIH BCEX MAKETOB TOJIBKO MAKETOB C OJTHUM HIIH

HECKOJIbKMMHU M3 3aJIaHHBIX ITPU3HAKOB:

o

o

Drop — 6J10KupOBaHHBIC TAKETHI;
Encrypted — 3ammidpoBanHbie MaKeThI;
Broadcast — mmpokoBenare bHbIe TAKEThI;
NAT — TpaHCITUpOBaHHBIE TAKETHL;

Forward — TpaH3uTHBIE TTAKETHI.

Event — cobOpITHE TS TIOMCKA CPEIH BCEX TMAKETOB TOJIBKO MAKETOB C 3aaHHBIM
COOBITHEM.

BBI6Hpa€TC$I H3 CIIUCKaA, 10 YMOJYAHUIO MOUCK IMMPOU3BOJUTCA CPEAN BCCX COOBITHIA.

IP Filter — moka3pIBaeT OKHO JJIsI 33aHUsI CIICIYIOINX TAPaMETPOB 3apoca:

o

Source IP address — All, quama3on wix 0OJHHOYHOE 3HAYCHUE TS TOIyCTUMOro IP-
aJpeca OTIPaBUTENS MAKETa,

Destination IP address — All, quana3oH wix OMMHOYHOE 3HAYCHUE TS TOMYCTUMOTO
IP-anpeca momyuarens nakera,

Source port — nuana3zoH WK OJMHOYHOE 3HAYCHHUE TSI JOIYCTUMOT0 HOMEpa IopTa
otnpasutens (0-65535) s nporokosnos TCP, UDP;

Destination port — quana3oH WM OJJMHOYHOE 3HAYEHHE JJIsI JOIYyCTUMOTO HOMEpa
nopra noy4areis (0-65535) mist mporokonos TCP, UDP.

Node Filter — moxa3pIBaeT OKHO JUIs 3aJaHUS TAPAMETPOB 3aIPOca MO Y3IIy OTIPABUTEIIS
n/vm nosydarensi: Source n/unu Destination.
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Set search parameters

29.89.2818 B9:55:87 38.89.2818 12:55:87
= Node Filter

fll

Select source MHode

fll

Pucynox 34: 3a0anue napamempos 3anpoca no y3iy omnpasumens u/uiu noiyvamens

J11st HEeMmOCPEICTBEHHOTO BHIOOPA y371a OTHPABHUTEIIS WK MTOJIyYaTessl HEOOX0AUMO
HCIIOJIL30BaTh CoOTBeTCTBYrONIKE KHOMKH: Select source Node mu Select destination
Node. ITpu 3TOM OTKPBIBAETCSI OKHO CO CITUCKOM 3aIIUIICHHBIX y3JI0B B BO3MOYKHOCTBIO
ITOMCKA B DTOM CITUCKE.

3et search parameters

£9.89.20168 89:55:87 38.89.20818 12:55:87
———— HNode Filter
Select Hode

Pucynok 35: Cnucok 3awuueHnbix y3106 015 86160pa OMNpasumest Uiy noay4amens

OKHO BBIOOpa Y3JI0B COJIEPIKUT CIIMCOK BCEX 3alIUIIEHHBIX y3I10B ViPNet, cBsi3aHHBIX ¢
JaHHBIM y3JIOM. Y3JIbl B CIIMCKE OTCOPTUPOBAHHKI B alipaBUTHOM Hopsiike. B neBom
cTonbie oTobpa)kaercs mecTHaAlATepUYHbIN naeHTuduKaTop y3na. [lomumo y3710B,
CIIUCOK COAEPKUT ciyxeOHbii aemeHT All, BBIGOp KOTOPOTo COOTBETCTBYET (DHIbTPALIUH
110 BCEM Y3J1aM.
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Jli1st momcka y3ioB HaxxMuTe KHOnKy Search. IIpu 3ToM B OTIeIbHOM OKHE 0TOOpa)aeTcst
MOJCTPOKA IIOMCKA C BO3MOXKHOCTBIO PYYHOTO BBOZA U BEIOOpA paHee BBEACHHOM
MOJCTPOKHU U3 BBIIAJAIOILET0 CIIMCKA. B kauecTBe KpUTepys MOUCKa MOKHO HCIIOIb30BATh
KaK UM y371a, TaK ¥ YHUKaJIbHbBIN HACHTU(PUKATOP Y3714, TO €CTh IOUCK OyAeT

OCYIIECTBIATHCS Ha COOTBETCTBHE BXOXKICHHUS BBEACHHOM MOACTPOKH Kak B Name, Tak u
B ID.

Knonka Search next npenHasnadeHa ajst ObICTPOTO TIOMCKA CIIEYIOIIETO 3JIeMEHTa
CIIHCKA, YJIOBJICTBOPSIOIIETO paHee BHIOPAHHO MOACTPOKE TOMCKA.

JIyis BRITIOSTHEHHS 3aMpoca )KypHaa 1o 3aJaHHbIM MapaMeTpaM HaxMuTe KHonky Find,
PacroJIOKCHHYIO B HIDKHEH 4acTH OCHOBHOTO OKHa (cM. Pucynok 33 Ha ctp. 202). [ns
3aBEpPIICHUS IPOCMOTPA JKypHalla HaXKMHUTE KHOTIKY EXit.

Cricok 3amuceil, HaliICHHBIX B )KypHase peructpaiuu [P-makeToB, BHIBOJAUTCS B OKHE View
results (cm. Pucynok 36 ua ctp. 206). 3amucu yrnopsiioueHbl 0 BpEMEHH PErHCTPAlliK MTaKeTa.
CIIMCOK COCTOUT U3 CIIEAYIOIINX KOJOHOK:

Jlara u Bpemst perucTpauy COOBITHS.
WuTepdetic, Ha KOTOPOM 3apETUCTPUPOBAHO COOBITHE.

Hampasnenue ABKeHHS 3apeTUCTPUPOBAHHOTO MAKeTa: «<» UCXOISIIINE, «>» BXOIAIINE
1 ¢raru coOBITHS:

o C — mmpoBaHHBIN TAKET;

o B — mmpokoBemaTeabHbIN MaKeT;

o D — OnokupoBaHHEII MMaKeT;

o T — TpaH3WUTHBIIA (MapIIPyTH3UPYEMBIii) TAKET;

o R —maker 6yner o6paboran npaBuinamu NAT oTkpeITOl cetu;

o N —maker 6p11 00paboTan npaBwiamMu NAT oTKpBITO#H ceTn.
[Ipotokom.

IP-anmpec ncrounuka.

Mectaslit opt i1 npotokonos TCP u UDP.

IP-anpec HazHavyeHHUs.

ITopT ynanennoro koMibeioTepa uist mpotokoiaos TCP u UDP.
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B mmxHel yacti okHa oToOpakaeTcss HHPOpMAIys 110 BEIOPAaHHOMY B CITHCKE COOBITHIO:
e HasBanue coObITHS, TpricBOeHHOTO [P-T1akeTy.
e Uutepoeiic.
e [IpoTokom.

e PasMep makera.

ITokaspIBaeTCsS CyMMapHBIN pa3Mep BCEX MAKETOB, OTHOCSIIUXCS K JAHHOMY COOBITHIO,
€CJIM CYCTUYMK OO0JIbIIe eqUHMIIBI. [ 3ar(ppoBaHHBIX TAKETOB IMOKA3BIBACTCS MOJTHBIN
pasMep MakeToB CO BCEMH CIYKEOHBIMH 3aroJIOBKaMH, HEOOXOUMBIMH sl paOOTHI
3aIMUIICHHON CETH.

e Yucio makeToB, OTHOCAIIMXCS K JAHHOMY COOBITHIO.
®  V3en OTHpaBUTEA.
®  V3en moyryyaTens.

View results

89-29 11:084:41|eth1|<-C-—| udp| 192.168.2.14| 2846 | 192.168.4.5| 2846

Pucynok 36: Bvi6o0 cnucka naiideHuvix 3anuceil

Buumanue! OyHKIMS 3KCIIOpTA )XypHaia B daiin, BeI3pIBaeMas 1o kiasuie F2 (export
to file), na [IAK ViPNet Coordinator HW ne paboraer!

st m000# BHIOPAHHOM B CIMCKE 3aITMCH MOXKHO MTPOCMOTPETH OoJiee JIeTaabHYO
uHpOpMaIIUIO, JJIsl STOTO HAXMHUTE KiaBuiry Enter.
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= Record details

Pucynok 37: Jlemanvras ungopmayus o codvimuu

B HwxHe# yacTH OKHA cO CIIMCKOM HalICHHBIX B )KypHale 3anuceid (cM. Prcynok 36 Ha cTp.
206) pacrnostoxens mostst Total In u Total Out, B koTopsie momemaercst ”HPOPMAIHUS O
CYMMapHOM pa3Mepe BXOSIINX U HCXOIIIINX ITaKETOB COOTBETCTBeHHO. CyMMapHBIil pa3Mep
CUHMTAETCs JUIA BCEX MAKETOB, KOTOPhIE OBUIN ITOyYeHBI B pe3yJibTate 3anpoca. Ecim s
KakuX-JIM00 3amuceil )KxypHaia IMakeToB HHPOPMAIUH O pa3Mepe MaKeToB HET, TO 3TH 3aIHCH HE
YUYHUTBIBAIOTCS TIPH NOZIcUeTe o0bema Tpaduka. B aToM ciaydae moce pasmepa B
cootBetcTBytonieM nose (Total In u/unu Total Out) orobGpaskaeTcs 3Be30UKa — IPU3HAK TOTO,
4TO He BeCh Tpaduk yureH. Ecim jxe Bo BCeX HalICHHBIX 3alMCIX HET HH(OopMaLuu o pazmepe
MakeToB, To B cooTBeTcTBYoMIeM nose (Total In w/umm Total Out) orobpaxaercs N/A
(3Be31ouKa He OTOOpaXKaeTCs).

Enununp! n3mMepenus npu oToOpaXeHHH CyMMapHOTO pa3Mepa BEIOUPAIOTCS CIIEAYIOIINM
obpa3zom:

® ecii cyMMapHbIi pazMep MeHsbIne 100 kmmobaiT, To pa3mep oToOpaxkaercs B 6alTax u K
ynciy nobasnsercs cyduke «by;

® eci cyMMapHsbIi pazmep 6ombire 100 kunmobaiiT, Ho MeHbIre 100 MerabaiiT, To pasmep
oToOpakaeTcs B Kuiio0aiTax v K uuciy aodasisercs cydpdurc «Kby;

e ccim cymMMapHsbIi pasmep Gonbine 100 merabaiit, To pa3mep oTobpaskaeTcs: B Meradaiirax
U K 9ucity Jo0aisiercs: cyppurc «Mby.
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JKypHai TpaHCIOPTHBIX KOHBEPTOB
MFTP

B nmpomiecce paboTh! TpaHCHIOPTHEII MOAYIH OCYIIIECTBIISET 3aMUCh HHpopMaIiu 00
00paboTaHHBIX KOHBEPTaX B cHenuanbHyto 0a3y naHubeix (b/l), HazpiBaeMyto KypHaIOM
KOHBEPTOB. B xypHan 3aHOCUTCS ClieAyomias HHGopManys:

® 0 [IOJHOCTHIO IPUHATHIX KOHBEPTAX;
e 00 OTHpaBICHHBIX KOHBEPTAX;
e 00 ynaneHHbBIX KOHBEPTax;

® O IIOBPCKIACHHBIX KOHBEPTaX.

AnroputMm pabotsl ¢ bJl )kypHalia OCHOBaH Ha UCHOJIB30BAHNUHU poTanuy. B HacTpolikax
TPAHCIIOPTHOTO MOJYJIS 33J]aeTCS MaKCUMAJIbHBIHN pa3mep (aiina xypHaia B Meradaiitax. [Ipu
IIPEBBILICHUH YKAa3aHHOIO Pa3Mepa OCYILECTBIIETCS 3alUCh [IOBEPX CAMBIX CTAPBIX 3AIMCEH.
Takum 00pa3zom, 3a7aBasi MAKCUMAJIBHBIN pa3Mmep Qaiiia *KypHaia, MOKHO PETYJIHPOBAThH
HEO0XOIMMOE YHMCIIO XPaHUMBIX 3alicell Ha TeKyuid MOMeHT. [Ipu usmeneHuu

MaKCHMAaJIBHOTO pa3Mepa XKypHalla B IIpoIiecce padoThl MPOUCXOAUT PEKOHCTPYKIUs (aitna b1,

B cnydae ymensiienus pazmepa (110 CpaBHEHHUIO € TIPEIBLIYIITIM 3HAYCHUEM ) TEPSIOTCS 3aiUCH
¢ Han0oJee cTapbIMU 1aTaMU.

[pu sxcniopTe HHGOPMALIUK U3 )KypHAJIA B TEKCTOBBIN ()aiiil BEIBOJSTCS 3HAUCHUS CICAYIOIINX
MOJIeH:

e ums (aiija KOHBEPTA;

® pa3Mep KOHBEPTa,

® UM y3/1a-OTIPABUTEIIS,

® UM y3/1a-TIoTydaTels;

® UM COOBITHS,

® UM MPUKJIATHON 3a7]a9i OTIIPABUTEIS,

® OIHMCaHHUC KOHBEPTA,
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® JaTa u BpEMA COOBITHSL.

[TpocMoTp KypHAIa TPAHCIOPTHBIX KOHBEPTOB OCYIECTRBISICTCS C TIOMOIIBI0 KOMaH/IbI mftp
view (cM. «Komaner rpymmsl mftp» Ha cTp. 79).
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Coop unadopmaruu o cocrosauu 110
ViPNet ¢ ucnojap30BaHHEM IIPOTOKOJIA

SNMP

I1O ViPNet B nporecce paboThI B3auMoaeicTByeT ¢ cepepoM SNMP, uTo no3Bosser
yIaJeHHO NOIy4aTh HHPOPMALIUIO O BpeMEHU paboThl CUCTEMBI, HHTep(eiicax u ux pexkumax,
KOJIMYCCTBC IMMPONYIICHHBIX U 6HOKI/IpOBaHHLIX IMaKCeTOB 1 T.[., 4 TAKXKC YBEAOMJIATH YAAJICHHYIO
CTaHIMIO ceTeBOro MeHekMenTa (NMS) o Hanbosee BaKHBIX COOBITHSIX B cucteMe. CepBep
SNMP 3anyckaetcs aBTomarnuecku npu crapte [10 [TAK ViPNet Coordinator HW.

Ecnu mnanupyercs ucnonb3oBaTh onoemeHust (SNMP Traps), To HE00X0JMMO HACTPOUTH
ajipec yIaJeHHOTO y31a, Ha KOTOPBIN OyIyT OTHPAaBIATHCS aCHHXPOHHBIE OTIOBELICHUS O
pa3iauuHbIx coObITHAX Tipu pabote [10 ViPNet. /lanHas HacTpolika OCYIIECTBISETCS KOMaHI0H
machine set snmp-trapsink (cM. «Komammel rpymmsl machine» Ha ctp. 82).

Jns nomyuenus nHpopmaiu no nporokony SNMP ucnonssyercs crienmansaoe [10 ceTeBoro
menexkmenta (NMS), nanpumep HP OpenView. [lepen naganom paboThl ¢ JaHHBIM y3JI0M
HeoOxonuMo uMIopTupoBaTh B NMS cnennansubiii MIB-datin ViPNet, KoTopblii oruchiBaeT
ucnonszyembie ViPNet 00bekTel SNMP. OToT (haiin Ha3piBaeTcs VIPNET-MIB. txt. JleficTBus,
KOTOpbIE HYXKHO MPOZENAaTh AJsl TAKOTO UMIIOPTa, 3aBUCST OT UCToyIb3yeMoil NMS 1 10JKHEI
OBITH ONMMCaHbI B JOKYMEHTALIMU Ha HEe.

ITocne umnopra MIB-¢aiina ¢ nannoit NMS mMoxHO nonydats nH(popmanuio o coctosauu [10
ViPNet Ha y3ne. [[yist 3TOr0 AOKHA MCTIONB30BAThCS BETKA

.iso.org.dod.internet.private.enterprises.infotecs.vipnet
(.1.3.6.1.4.1.10812.1)

I1O ViPNet ucnonb3yeT cieayronipe 00beKThI (JIJ1s BCeX 00BEKTOB BO3MOXKHO TOJILKO YTEHUE
JTAHHBIX):

e .136.1.4.1.10812.1.1.1 — cereroii uaentuduxarop ViPNet st taHHOTO y3I1a;
e .13.6.1.4.1.10812.1.1.2 — Ha3BaHWE JAHHOTO Y314,

e .13.6.1.4.1.10812.1.1.3 — uMs noNB30BaATENS, APOIH KOTOPOTO OB BBEJICH ISl 3aITyCKa
ViPNet;

e .136.1.4.1.10812.1.1.4 — Bpemst pabOTBI CUCTEMBI;
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.1.3.6.1.4.1.10812.1.2.1 — uyncno cereBbIX UHTEP(DEHCOB B cUCTEME;

.1.3.6.1.4.1.10812.1.2.2 — mocneA0BaTEILHOCTD (sequence) 00bEKTOB, OITUCHIBAIOIINX
ceTeBbIe MHTEP(EHCHT;

1.3.6.1.4.1.10812.1.2.2.1 — Kaxaplii U3 00BEKTOB, OMKUCHIBAIOIINX CETECBbIE HHTEPEHCHI.

B Hero BXoasT cienyromme mois:

o

o

o

1.3.6.1.4.1.10812.1.2.2.1.1 — Homep untepdetica;
1.3.6.1.4.1.10812.1.2.2.1.2 — cucteMHoe UMs HHTEpdetica;
1.3.6.1.4.1.10812.1.2.2.1.3 — pexxum padoTel nHTEpdeiica B ViPNet;

1.3.6.1.4.1.10812.1.2.2.1.4 — 4ucyio NPOMYIIEHHBIX BXOASIINX HEMIU(HPOBAHHBIX
[IAKETOB;

1.3.6.1.4.1.10812.1.2.2.1.5 — gucno O6JI0KHPOBAHHBIX BXOSIINX HEIMIH(PPOBAHHBIX
MIAKETOB;

1.3.6.1.4.1.10812.1.2.2.1.6 — 9uciI0O MPOMYIMIEHHBIX UCXOAIINX HEMTU(PPOBAHHBIX
MIAKETOB;

1.3.6.1.4.1.10812.1.2.2.1.7 — uncio OJIOKHUPOBAHHBIX UCXOAAIINX HEMIH()POBAHHBIX
MIAKETOB;

1.3.6.1.4.1.10812.1.2.2.1.8 — 9uciio MPOIMYIMIEHHBIX BXOASIINX MTH(PPOBAHHBIX
MIAKETOB;

1.3.6.1.4.1.10812.1.2.2.1.9 — gncno 6JI0KHUPOBAHHBIX BXOISAIINAX MTHU(PPOBAHHBIX
MIAKETOB;

1.3.6.1.4.1.10812.1.2.2.1.10 — yrcno MpoOMyIIeHHBIX UCXOASIIUX MH(PPOBAHHBIX
MaKEeTOB;

1.3.6.1.4.1.10812.1.2.2.1.11 — yricno OGJIOKUPOBAHHBIX HCXOASIINX MTHUPPOBAHHBIX
MaKEeTOB.

I1O ViPNet ucnionb3yet caenytorue onoserienus (SNMP Traps):

.1.3.6.1.4.1.10812.1.3.1 — 3amyck ynpaBJIsIOIIETro JIeMOHa;

.1.3.6.1.4.1.10812.1.3.2 — ocTaHOBKA YIIPABJISIOIIETO IEMOHA;

.1.3.6.1.4.1.10812.1.3.3 — 3anmyck aemoHa mftpd,

.1.3.6.1.4.1.10812.1.3.4 — ocranoBKa jaemMoHa mftpd;

.1.3.6.1.4.1.10812.1.3.7 — 3anmyck aemoHna failoverd (ToJIbKO B aKTUBHOM PEKHUME);
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e .1.3.6.1.4.1.10812.1.3.8 — ocranoBka aeMoHa failoverd (TOJIbKO B aKTUBHOM PEKHUME);

e .13.6.1.4.1.10812.1.3.9 — nepexmouenue nemona failoverd u3 maccuBHOro pexnma B
AKTUBHBIN.

Kax npaBuiio, NMS 1mo3BoIsieT HACTPOUTH OIMPEISIEHHYIO PEaKIio Ha KaKI0e U3
OTIOBEIICHMH (OTCHUIKA €-mail, sms u T.11.).
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Kypnains! yctpanenusa Henonaaok [10
VIiPNet

B mponecce pabotsr [TAK ciry:x651 (memMonsl), Bxoasmue B coctas 10 ViPNet, BexayT xypHaist
(;torn), mpenHa3HAYEHHBIE TS TPOTOKOJIMPOBAHMS U JUATHOCTUKH PaOOTHI COOTBETCTBYIOIICH
ciryxOb1. JlaHHbBIe )KypHAITBI TO3BOJIIOT JUArHOCTHPOBATH MPABIIIBHOCTH (DYHKITMOHUPOBAHUS
10, a Takke BBIABIATH HETONAIKH B padote ciy:k0 ViPNet. Madopmarnms, conepxamasics B
JKypHaJIaXx, 0COOCHHO Ha BEICOKOM YPOBHE IPOTOKOJIMPOBAHUS, COAEPIKHUT OOIBIIOE
KOJIMYECTBO JAETaJel O Mmpoleccax, MPOUCXOIAIuX BHyTpH ciryk0 ViPNet, u mpeqnazHaveHa
JUTS pa3pabOTYMKOB. DTa HHPOPMAIHS HAPSLy C JaMIIaM{ aBapUHHOTO 3aBEPIICHHUS IPOTPaMM
WCTIONB3YETCA IS UCCIIEAOBAaHMUS M BRIPAOOTKH PEKOMEH AN 110 YCTPaHESHUIO HETIOIa0K
¢ynaxmronuposanus [10 ViPNet.

3anmuch COOOUICHUH B XKYPHAIBI YCTPAHEHUSI HEMONAI0K OCYIIECTBISICTCS] CUCTEMHBIMU
CpeJICTBAMHU C HCIIONB30BaHUEM MIPOTOKONA Syslog. JKypHaibl MOTYT XpaHUTBCSI BYMSI
criocobamu:

e B crucTeMHOM XypHalle, pacrojoxeHHOM Ha xecTkoM aucke [TAK (irokanpHOE
MPOTOKOJIMPOBAHIE).

e B cucrteMHOM XypHase, pacronoXeHHOM Ha yJalleHHOM syslog-cepBepe (yaajieHHoe
MIPOTOKOJIMPOBAHUE).

Buumanue! JIokabHOE MPOTOKOINPOBAHUE BO3MOXKHO TOJIBKO Ha MOAUDHKAIIUSIX
A\ ITAK c xectkum auckom: [TAK ViPNet Coordinator HW 100 npu koMIuteKTarum
komrbtoTepa sxectkuM uckom, ITAK ViPNet Coordinator HW1000, ITAK ViPNet
Coordinator HW-VPNM.

.-

Crioco6 pOTOKOIMPOBAHUSI yCTAHABIUBAETCS C TOMOIIBIO KOMAHJIBI machine set loghost
(cm. «Komaner rpymmel machiney Ha cTp. 82), B KOTOpO#i yKa3bIBaeTcs 100 3HaUEHHUE local
Jutst xpaHeHus xypHainoB Ha [TAK, nmu6o anpec ynanennoro syslog-cepsepa. [Ipu nokanmsHoM
MPOTOKOJIUPOBAHUH KYPHAIBI MOKHO IOCMOTPETH C TIOMOIIBIO KOMaH[Ibl machine show logs.

Mpumeuanne. Ha momudukammsx [TAK c sxecTKUM JUCKOM O YMOJIYaHHUIO
YCTaHOBJICH JIOKaJIbHBIM CIIOCOO MPOTOKOJIMPOBAHHS.
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B cnyuae xpanenus Qaiina c xxypHanamu Ha [IAK mpenycMoTpeHa apTomaTHdecKast poTamus
¢haitna, 9T0OBI MPETOTBPATUTH KPUTHIECKOE YMEHBIIIEHHE CBOOOTHOTO MECTa Ha )KECTKOM
nmucke. Porarust BeImonHSAETCS TIpH JOCTOKEeHUH (aittom pasmepa 1 I'b, mpu aTom mipenpiymme
(haiibl ¢ KypHaJIaMH ITEPEUMEHOBBIBAIOTCS U CAMBI CTapbhIi (aiisl yaansercs ¢ TeM, 9TOOBI Ha
JTUCKE OCTANIOCh He Ooee 3-X mpeabaymux daitno. Kpome Toro, MoKHO BpYUYHYIO yIaIHTh
¢aiin (aiinel) ¢ )KypHAIaMH C TIOMOIIBI0 KOMAH/IBI admin remove logs (cM. «Komans!
rpymel adminy Ha cTp. 79).

HacTtpolika mpoTOKOIHPOBaHHS OCYIIECTBISIETCS C TOMOIIBIO MTAPAMETPOB, 33/1aBAEMbIX B
CEKIIUU [debug] KOH(QUTYPALUOHHBIX (haiIOB IEMOHOB. B CceKkIuu [debug] 3aJar0TCs
CIEYIOIINE TapaMeTPHI:

® debuglevel — YPOBEHb IPOTOKOIHPOBAHHUS,

® debuglogfile —ucrounuk (facility) u Baxkaocts (level) mnst cooOmennit B cicTeMHOM
KypHae, 3a0acTCsa B BUIC syslog:<facility.level>.

YpoBeHb IPOTOKOIMPOBAHUS OTIPEACISIET CTEICHD AeTanu3auuy GOPMHUPYEMBIX COOOIIECHUH U
3agaercs yucioM ot -1 1o 5. C moBBIIEHHEM YPOBHS IPOTOKOIUPOBAHHS yBEIHMUNBAETCS
KOJINYECTBO MH(OpMAIMH, IPUCYTCTBYIOLIEH B COOOIEHUAX. 151 OTKIIOUeHHUS
MPOTOKOJMPOBAHUS UCIOJIB3YETCA 3HAaUeHHE ypoBHS, paBHoe -1. [To ymonuanuio ypoBeHb
MPOTOKOIUPOBAHUS PaBeH 3.

Uctounnk coobmiennii (facility) ompeaensieT nporiecc, KOTOPBIA TeHEPUPYET COOOIICHHSL.
HcTouHrk cOOOIICHMI MOKET MPUHUMATD, B YaCTHOCTH, CJICIYIOIINE 3HAYCHHUS

e kern (s1p0);
e user (T0JIb30BaTEIbCKUE IPOTPAMMBI);
e mail (mouroBas cucrema);

e daemon (1eMOHBI).

BaxxnocTtb coobmenwuii (level) ompenenser ypoBeHb CEpbe3HOCTH COOOIIEHUH 1 MOXKET
NPUHAMATH, B YaCTHOCTH, CIICAYIONIHE 3HAYCHUS:

e err (ommoOKa);
e info (uHPOpPMAIIOHHOE COOOIIEHNE);

e debug (oTnamodHoe coobIIeHuE).

ITo ymomuanwmro facility ycranaBnuBaeTcst B 3HaU€HHE daemon, level — B 3HaueHne debug.
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Coo0mienns o padboTe KaKI0ro U3 IEMOHOB MOTYT OBITH BRIBEJIEHBI HA KOHCOIIb KOMaHTHOTO
uHTepnperaTopa. J{ist 5Toro HeoOX0IUMO BBITOIHHUTE CIETYOIIEe:

1 B xoH(uUrypamuonHom (aiie KOHTPOIMPYEMOTO JEMOHA B CEKINH [debug] 3a7aTh
ypOBEHb IIpoTOKOIMpoBaHus u TpeOyembie facility u level.

2  BKIIOYUATH BBIBOJ COOOIIEHUN HA KOHCOJIb KOMAaHIHOTO HHTEPIIPETATOPA C IIOMOILBIO
KOMaHJBI debug on (cM. «lIpoune komanas Ha cTp. 85), yKa3aB B mapaMeTpax Te ke
facility u level.

JI1s OTKITFOUEHHMS BBIBO/IA COOOIIEHHI Ha KOHCOJIb HHTEPIIPETATOPa HCIONIBh3YeTCs KOMaH
debug off (cM. «lIpoune koman by Ha cTp. 85). C mOMOIIBIO ATON KOMaH bl MOYXHO
OTKJIFOUUTh KaK BBIBOJ] BCEX COOOIICHHM, TaK M BBIBOJ] TOJIBKO TEX COOOIICHUM, KOTOPbHIE
COOTBETCTBYIOT KOHKpeTHBIM facility u level.

Hanpumep, MOXHO HACTPOUTH MPOTOKOJIMPOBAHNUE TAKUM 00pa30M, YTOOBI CIIETUTD 3a paboTON
Pa3HBIX ICMOHOB Ha Pa3HbIX TepMHUHANAX. [ 3TOro Ha/l0 BHIOJIHUTD CICAYIOIICE:

1 B xoudurypamuonHom (aiiie 0IHOTO U3 IEMOHOB B CEKIIMH [debug] 3aaTh HY)KHBIC
napaMeTpbl, HarpuMmep:

[debug]
debuglogfile= syslog:daemon.debug

debuglevel= 3

M Ha OTHOM M3 TCPMHUHAJIOB BBIIIOJTHUTh KOMAHY debug on daemon.debug.

2 B xoHburypaimoHaoMm (aiisie Ipyroro JeMoHa B CEKIUU [debug] 3aJlaTh MapaMeTPhl
NPOTOKOJIMPOBaHMs, yKa3aB apyroe 3Hauenue facility, nanpumep:

[debug]
debuglogfile= syslog:local0.debug

debuglevel= 3

M Ha IPYTrOM TCPMHHAJIC BBIIIOJIHUTHL KOMAHAY debug on localO.debug.

[Tpu Takux HACTpOWKaX Ha MEPBBIA TEPMUHAT OYAYT MTOCTYNATh COOOIIEHHUS TOJIBKO OT IIEPBOrO
JIEeMOHa, Ha BTOPOH TePMUHAI — TOJIBKO OT BTOPOTo ieMoHa. YTOoOBI Ha IEpBOM TEpMHHAIE
MOYKHO OBILIO CIIEINTH 3a pabOTON 000MX JIEMOHOB, HA HEM B JIONIOJTHEHHUE K NIEPBOM KOMaH/Ie
HaJ10 BBIIIOJIHUTH KOMAHAY debug on localO.debug.

BbIBOIMMEBIC HA KOHCOJIb KOMAHIHOTO HHTEPIPETATOPA COOOIIECHHUS 0 paboTe IEMOHOB MOT'YT
CMEIIUBATHCS C COOOIICHUSIMH CAMOT'0 MHTEPIpETaTopa U HabupaeMoil Ha KOHCOJIM KOMaHI0H.
Jlnis mpocMoTpa HaOpaHHOM K TaHHOMY MOMEHTY YaCTH KOMAaHIBI M TIPOIOKEHHS €€ BBOIA
UCIIONb3yeTcss KoMOmHaIws kiaasumn <Ctrl+L>,
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DKCIIOPT KYPHAJIOB YCTPAHCHUS
Hemoyaaok I1O ViPNet

Kypnans! yctpanenus mernonagok [10 ViPNet, kotopsie BexyTes nokansHO Ha [TAK ¢
YKECTKUM JTMCKOM, MOJKHO 9KCITOpTUPOBaTh (BEITPpYy3uTh) ¢ [TAK Ha apyroii kommbroTep
(HOyTOYK) rn Ha USB-duam. [ BEIMOTHEHNS SKCIOPTa Ha HOYTOYKe TOJDKHA OBITh
ycranoBieHa ceteBas kapta Ethernet 1 OC Windows XP nmm Windows Vista, ¢idmr-namsaTs
JIOJDKHA OBITH OT(OpMaTHPOBaHA B OJIHY W3 MOAEpKUBaeMbIX (harimoBeix cuctem: FAT32 mmn
ext2. JKypHaibl 3KCIOPTHPYIOTCS B apXUBUPOBAHHOM BHUJIE B (DAl ¢ UMEHEM logs.tar.gz.

JKCNoOpT Ha KOMMbIOTEP

: Buumanue! Bo BpeMs BBIIONHEHNS 3KCIIOPTA XKYPHAJIOB HAa APYrOi KOMIIBIOTEP OyIyT
8 OCTaHOBJICHBI BCE IEMOHBI U BBITpYKeHbI Bee ApaiiBepbl ViPNet, T.e. [IAK okaxercs
HE3allINIICHHBIM!

IIpu skcnopTe )XypHanoB ycTpanenus Henonaaok ¢ [IAK Ha npyroit koMnbroTep UCTIONb3yeTCs
crangapthas ciyxx6a TFTP. B OC Windows XP sta ciyx0a o ymonuanuto kimodena. B OC
Windows Vista 3ta ciy»0a 1o yMOJI4aHHIO OTKJIFOUSHA U €€ HEOOXOIMMO BKIIIOYUTH BPYUYHYIO.
Jns Brmouenus ciyx0b1 B OC Windows Vista BBITTOTHUTE CIeIyOIIee:

1 Bmibepure Start > Control Panel > Programs and Features.

2 3aiiaute B Merro Turn Windows features on or off u sxitounte ciryx6s1 TFTP Client u
Simple TCPIP services.

SKCHOpT BBITITOJIHACTCS B cne/:[ylomeﬁ IOCJIEA0OBATCIIBHOCTH

1 Tloxkmrounte HOYTOYK K mopty Ethernetl ITAK ¢ moMoribto KpocCUpOBaHHOTO Kabesst
Ethernet.

2 YcraHoBHTE Bpy4YHYIO Ha ceTeBOM HHTepdeiice HOyTOyKa IP-anpec 169.254.241.5.
3 Togxmounte k [IAK COM-KkoHCOIIb MitH 00BIYHYHO KOHCOJIb (MOHUTOP U KIIABUATYPY).

4  OcTaHOBHTE BCE JEMOHBI C TIOMOIIHIO COOTBETCTBYIONINX KOMAHI.
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7

BeinmonHuTe KOMaHIy admin export logs tftp (cM. «Komanmsl rpymrsl adminy Ha cTp.

79).

IIpu BBINOSHEHNN KOMaHbl IPOU3BOAUTCS apXUBUPOBAHUE KYPHAJIOB YCTPAHCHHUS
Hermosa0K. MOXHO npepBaTh apXUBUpOBaHue, HaxaB Kiasumu <Ctrl+C>. B ciydae
MIPEPBIBAaHMS apXUBUPOBAHUS DKCIIOPT IIPEKPAIIAETCS.

[Mocne 3aBepiieHNs apXUBUPOBAHUS TIOSBIISIECTCS COOOIICHNUE, coliepxaniee umsl (aiiia ¢
apX¥MBOM, U MPEUIOKEHUE CKAYaTh 3TOT (aii.

[Tepenecurte (aiin c apxuBoM Ha HOYTOYK 1o TFTP ¢ moMomsio crnenyromeil KoMaHIbl:

tftp -1 169.254.241.1 get <umsa odanna>

Hasxmure BBO.

[Mocne 3aBepleHUs KCIIOPTA WK B CIy4ae MpEephIBaHMs apXUBHUPOBAaHUS HEOOXOIUMO

3aIllyCTUTh BCC ICMOHBI C TIOMOIIBIO COOTBETCTBYIOIIMX KOMAaH/I.

Jkcnopt Ha USB-dnaw

DKCIopT KypHaIoOB ycTpaHeHus Henoia ok Ha USB-¢uain BeimonHseTcs B claeayonei
II0CJIE0BATEIbHOCTH

1

2

[onkmounte k [IAK COM-KxoHCONb MiH 0OBIYHYIO KOHCOIIb (MOHUTOP H KIABHATYPY).

BBINONTHUTE KOMaHY admin export logs usb (eM. «Komamn bl rpymier adminy Ha cTp.
79).

IIpu BEINOIHEHUU KOMaH/bI IPOU3BOUTCS APXUBUPOBAHUE )KYPHAIOB YCTPAHEHUS
HeroJa oK. MOXXHO npepBaTh apXMBHpOBaHue, HaxaB kiaBuinn <Ctrl+C>. B cinydae
IIPEPBIBAHUS apXUBUPOBAHUS SKCIIOPT MPEKPALIAETCS.

[Mocne 3aBepleHUs] apXUBUPOBAHUS MOSBIISIETCS NpeAsioxkeHrne BcTaBuTh USB-duam u
MIOATBEPAUTD IIPOJOJDKEHUE IKCIIOpTA. B cilydae 0Tkas3a OT IpOJOJDKEHUS SKCIIOPT
IIPEKPAIIAETCS.

BceraBpre USB-¢am B USB-pazsem T1AK.

Ecnu 06vem cBoGogHOro Mecta Ha USB-¢uisin MeHblte, ueM pazmep Qaiina ¢ apxuBoM,
MOSBIISIETCS] COOTBETCTBYIOLIEE COOOIICHNE U IOBTOPHOE MpeuioskeHne BcTaBuTh USB-
(o

Ecnu cBoboHOTO MecTa Ha USB-¢uai goctatouHo, daiin ¢ apxuBoM Konupyercs Ha
USB-¢dmamur. MoxHo npepBaTh KonupoBaHue, Haxas kinapumm <Ctrl+C>. B ciyyae
NpephIBaHMs KOIMPOBAHMS HKCIIOPT npekpariaeTcs. [locie 3aBepiieHust KOMUPOBaHUS
NOSBIISIETCS] COOOIIEHHE 00 OKOHYaHUH SKCIOPTA.
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VY naneanoe oonosiaeuue 110

VY nanennoe ooHoBnenue [10 [TAK ViPNet Coordinator HW mpousBoaurcs ¢ moMousio
nporpammHoro obecnieuenus: ViPNet Administrator Llentp ynpasnenus cerbro (LY C).
[Ipouenypa ynanennoro oonosnenus [10 noapoOHo onucana B fokymente « ViPNet
Administrator LlenTp ynpaBneHus ceTbio. PyKoBOICTBO aIMUHHUCTPATOPa.

C nomoripio yaaneHHoro ooHoBneHus Ha [TAK oOHoBIsitoTCst Bece kommoHeHTHI [10.

pumeuyanue. (s pasapx Mmogudurannii [IAK daiin quctpudytusa ooHOBIeHUS [10
Ha3bIBAaeTCs M0-Pa3HOMY:

¢ hwl00 vipnet <Major>.<Minor>-<Build>.lzh nma IAK ViPNet
Coordinator HW100;

F‘J ¢ hwl000 vipnet <Major>.<Minor>-<Build>.lzh gma TIAK ViPNet
Coordinator HW1000;

® hwvpnm vipnet <Major>.<Minor>-<Build>.lzh pgna INAK ViPNet
Coordinator HW-VPNM.

st nro6oii monudukanuu [TAK nepen otnpaskoit auctpuOyrisa ooHoBieHus [10
HE00X0IMMO TIepeuMeHoBaTh (aiin quctpudyTuBa B driv. lzh.
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JIoxkanpHOe 00HOBIIeHUE 11O

Jlokansnoe ooHoBeHUE 10 [TAK ViPNet Coordinator HW npou3BoIuTCs ¢ MOMOIIBIO

komaHp! admin upgrade software usb. {1t o6HOBNEHMSsT He0Ox0aMMO Hannuue USB-dmam, Ha

KOTOPYIO MPEeIBAPUTEIbHO 3anucaH (haita quctpudytisa oonosaenus 10 (daitr driv.1zh).

B3

Ipumeuanne. Ha onny USB-¢uam MokHO 3anucaTh HECKOJIBKO JUCTPUOYTHUBOB,
npegHa3HaueHHbIX 11 ooHoBIeHMS [10 Ha pasmuuneix Moandukammsix [TAK
(pa3mMecTHB MX B Pa3HBIX JUPEKTOPHAX). [Ipy BHINOIHEHUH KOMaHAbI JIOKAJILHOTO
OOHOBIIEHHS TIPOU3BOJUTCS aHAU3 conepkumMoro USB-¢uair u BHIOOP TOIBKO TeX
IUCTPUOYTHUBOB, KOTOPEIE COOTBETCTBYIOT HaHHOU Momudukanuu [TAK.

JlokansHoe oOHOBIEeHUE 110 BEITIONHSIETCS B CIEAYIONIEH TTOCIEeI0BATEILHOCTH:

1

2

Ionkmounte k [TAK COM-koHCOB MM OOBIYHYIO KOHCOJIb (MOHUTOP U KJIaBUATYPY).

Brinonuute kKOMaHay admin upgrade software usb.

[Tpu crapTe KOMaH/ABI MOABISAETCS NpeaiokeHue BcraButh USB-dmam.

BceraBpre USB-dumam B USB-paszsem [TAK u monreepaute 3t0.

Ecim USB-¢uain He HalineHa, MOsSBISIETCS COOTBETCTBYIOIIEE COOOIIEHUE U BEITIOTHEHNE
KOMaH/Ibl 3aBepIuaeTcs, OOHOBICHUE HE TPOU3BOJUTCS.

Ha USB-¢am nmpou3BouTes MOUCK (GaitiioB driv.1zh, COOTBETCTBYIONIINX JTaHHON
moaudukanuu [TAK:

o eciu (aiJIoB HET, MOSABJSETCS COOTBETCTBYIOIIEE COOOIIECHUE U BBITIOJTHCHUE
KOMAH/IbI 3aBEpIIaeTCss, OOHOBJICHUE HE MPON3BOIUTCS;

o ecnu (ailibl HalJCHBI, BBIBOJUTCS IPOHYMEPOBAHHBIIM CIICOK TUPEKTOPHIA, B
KOTOPBIX HalZIeHbI (haiiiibl 0OHOBJICHUH, U TIpe IaraeTcsi BBECTH HOMED HYKHOM
JUPEKTOpUH JINOO OTKa3aThesl OT 0OHOBIIEHU. B ciydyae oTka3a BbIIIOJIHEHUE
KOMaH/Ibl 3aBepILaeTCst, 0OHOBJIEHHE HE IPOU3BOIUTCS.

BBe,Z[HTC HOMEp JUPCKTOPUH, 3aTEM HAKMUTE BBO.

Beinonusiercst oonosenue [10 u3 BeiOpaHHOTO haiina.

Ecnu o6HoBnenue nponssoautcs Ha [TAK, Bxonsmiem B cocTaB KilacTepa ropsaero
pe3epBUPOBAHUS, TIOSBIISIETCS HAIIOMUHAHUE 0 HeoOXxoauMocTu oonoBneHus 110 Ha
BTopoM ITAK knacrepa.
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/). Buumanue! IIpn Hanmuuuy KiacTepa ropsvero pe3epBUPOBAHNUS JOKAIBHOE
obHoBnenue [10 nomkHO ObITH Ipou3sBeneHo Ha odoux [TAK knacrepa.

ITocre 3aBepuIeHUsT OOHOBIICHHS MOSIBIIIETCS COOOIIIEHNE 00 YCIIEITHOM TN HEYCIIEIITHOM
pe3ynpTaTe 0OHOBIEHHA. B cirydae ycnenmHoro oOHOBIeHHS HeoOXoanMo nepe3arpy3uts [TAK,
4TOOBI OOHOBIIEHUE BCTYIHIIO B CHITY.

[Mpouecc nokanpHOTO 0O6HOBIEHN I10 Ha KITacTepe rops4ero pe3epBUPOBAHUST HMEET Pt
ocobennocteii 1 moapodHo onmcan B fokymeHTe «IIAK ViPNet Coordinator HW. Cucrema
3aIUTHI OT cO00eB. PyKOBOZCTBO aIMHHICTPATOPAY.
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Hacrporika padotsl ITAK
ViPNet Coordinator HW-VPNM

Pexxumbl pabotel Mapiipytusatopa Huawei Secoway USG 223
Hacrpotika npu pabore MapIipyTu3aropa B pexxume transparent 225
Hactpoiika npu pabore MapIipyTu3aropa B pexume router 231
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PexxuMBbl paOOTHI MapIIpyTH3aTOpa
Huawei Secoway USG

Mapmpyruzatop Huawei Secoway USG mmeer aBa pexxnMa pabOTHI:

® PexHUM transparent, B KOTOPOM MapIIpyTU3aTop paboTaeT B KaYeCTBE CETEBOTO
KOMMYTaTopa.

B aTOM pexume MapHipyTH3aTop MpO3pavyHo MPOMycKaeT TpapuK OT KOMIIBIOTEPOB,
MTOAKIIOYEHHBIX CO CTOPOHBI MapLIPyTU3aTOpa, 10 Moyt VPNM. IIpumep cxeMbl
CETEBBIX MOJKIIOYCHUI U HACTPOUKH PabOTHI B 3TOM PEXKUME IIPHUBECH B paszesc
Hactpoiika npu paboTe Mapuipytisaropa B pexxume transparent (Ha ctp. 225).

e PexuM router, B KOTOPOM MapIIpyTHU3aTop paboTaeT B KaUeCTBE MEKCETEBOI0 SKpaHa.

B aTOM pekume AOCTYIHBI JONOTHUTENbHBIE (PYHKIIMK MapIIpyTH3aTopa, B YaCTHOCTH,
¢ynxus Tparcisan agpecos (NAT). PexxuM router MOXKET HCIIONB30BATHCS IS
MOJKTIOUCHHS KOMITBIOTEPOB JIOKAIBHON CETH K BHEIIHEH CETH MIPU OrPaHUYCHHOM
JanazoHe MyOJuYHBIX afpecoB. B aToMm cinydae Ha MapIIpyTH3aTOpe TO0HKHO OBITH
3aJaHo npeoOpa3oBaHue MyOJIMYHOrO aapeca MapIIpyTH3aTopa B apec BHYTPEHHETO
unTepdetica moxynst VPNM. Ilpumep cxeMbl ceTeBbIX MOIKIFOYCHUH 1 HACTPONKH
paloThI B 3TOM peXXUMe IpHUBeleH B pazaene Hacrpoiika npu paboTe mapmpyTusaropa B
pesxume router (aa ctp. 231).

YcraHoBKa pexxuMa paboThl MapIIpyTU3aTOpa B €r0 HaCTPOMKA TIPOU3BOIUTCS C TIOMOIIBIO
koMman1. [TocienoBaTeIbHOCTh HEOOXOIMMBIX KOMAH]I PUBE/ICHA TIPU ONMCAHUK HACTPONKHU
KXX0T0 U3 pexxuMoB. [lociie koMaH 1 laHa paBUIIbHAS KOH(PUTypaIis MapIipyTu3aTopa s
MIPOBEPKH MPOU3BEICHHBIX HACTPOEK.

Komannp! nmpuBoATCS BMECTE C IIpUTTIAIEHHEM JUTs BBoJa KoMan . [Ipuriamenue conepxut
UMl MapIIpyTH3aTOPa, 3aKIIOUYEHHOE B YTIIOBBIE WIIM KBa/IpaTHBIE CKOOKH (HampuMep,
<USG2210> WX [USG22107). YTIJIOBblEe CKOOKH O3HAYaIOT PEXUM IPOCMOTpPA HACTPOEK,
KBaJpaTHbIE CKOOKU — PEXHUM aIMUHUCTPUPOBAHHUS, TIO3BOJISIIOIINI U3MEHSITh HACTPOHKH.
Camu KOMaH/Ibl BBIJCTICHBI KUPHBIM IIPUPTOM.

[lo ymoir4anuio uMs MapHIpyTH3aTOpa COBIAAAET C HA3BAHUEM €r0 MOJIENIN U MOXKET OBbITh
MU3MEHEHO C TIOMOIIBI0 COOTBETCTBYIOIIEH KoMaHbl. [IpuBeieHHBIE HACTPOHKH
rapaHTUPOBAaHHO BepHHI st Mojaenu Secoway USG2210, nosToMy B ONMCaHUU KOMaH/
npucytcTtByeT uMs USG2210. B ciiydae n3sMeHeHH UMEHH MapuipyTH3aTOpa B MPHUTIIAMIEHIH
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JUTSL BBOJIa KOMaHJ OyJIeT MPUCYTCTBOBATH APYroe nMs. 3a 6oiee mopoOHBIMHU CBEICHUSIMH O
CHHTaKCHCe KOMaH] M MX Ha3HAYEHUH 00paTUTECh K JOKYMEHTALIUH 10 MAapLIPYTH3aTOPY
Huawei Secoway USG.
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Hactpoiika ipu padote
MapuipyTu3aTopa B pekuMme transparent

Ha npuBenenHoi HIke cxeme npeacTaBieH npumep ucrmonb3oBanus [IAK ViPNet Coordinator
HW-VPNM npu pabote mapumpytuzaropa Huawei Secoway USG B pesxume transparent. B
npuMepe MpeanoaaraeTcs, 4ro:

e [IAK paboTaeT B aBTOHOMHOM pexuMe (6e3 MCIOIb30BAHMSI BHEIITHETO MEKCETEBOTO
JKpaHa);

e Ha ogHOM U3 uHTepdeiicoB Mmoaynss VPNM ycranosieH myonnunsiii [P-agpec;

e x unTepdeiicy moayinss VPNM c nmyonuuHbM agpecoM (Ha cxeme - ethl (Ethernetl))
TIOIKITFOYEHA BHEIIIHSIS CETh;

e x uaTepdeiicy GigabitEthernet0/0/0 (ra cxeme - GE0/0/0) mapmpyTtuzaropa Huawei
Secoway USG moakiroueHa JIOKaJbHas CETh;

e BrOpOii nHTEpdeiic Moxyns VPNM (Ha cxeme - eth2 (Ethernet2)) MoxkeT OBITH
HCIIOJIb30BaH ISl OAKIIFOUCHHUS IECMUIATAPU30BaHHOM 30HbI (Ha cxeme - DMZ).

IMAK ViPNet Coordinator HW-VPNM

» MapuwpyTtusatop Huawei Secoway USG

eth2

NokaneHaga ceTb
192.168.5.0/24

BrewHan eth1
cetb

192.168.5.1

Pucynox 38: Cxema nookniouenusi npu pabome mapupymusamopa 8 pexcume transparent

B pexume transparent Mapupyruzarop Huawei Secoway USG QyHKIIMOHHPYET Kak ceTeBOH
KOMMYTAaTOp (CBUY), TPO3PAYHO MPOMYCKas TpaQHK OT y3JI0B JOKAIBHOM CETH JIO MOJLYJIS
VPNM. [lns obecrieueHus mpomycka tpaduika uHTepdeichl MapipyTu3aTopa
GigabitEthernet0/0/0 u GigabitEthernet5/0/0 00beIUHAIOTCS B BUPTYaJIbHYIO JIOKAJIBHYIO CETh,
JUTSL KOTOPOM CO3JaeTcsl BUPTyalbHBIN HHTEepdeiic (Ha cxeme - naTepdeiic vlanif2). Aapeca
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BUPTyasIbHOTO HHTEpdeiica vlianif2 u uarepdeiica ethO moxgymnst VPNM momKHBI TpUHAIIISKATD
aJIpECHOMY MTPOCTPAHCTBY JIOKAIBLHOW CETH.

Ha cxeme UCronb3yroTes CleayIoIue MPUMEPHI aIPECOB:
® JIOKaJbHAs CeTh MMEET AMarma3oH aapecoB 192.168.5.0/24;
e uHTepdeiic vlanif2 umeet agpec 192.168.5.1;

e unTepdeiic ethO umeer agpec 192.168.5.10.

Hns nacrpoiiku [1O ViPNet B pexxime paOboThl 0€3 UCTIONB30BaHUS BHELITHETO MEKCETEBOTO
dKpaHa 3amaiiTe B haiine iplir.conf CIEAYIOIINE TAPAMETPHI:

e B ceknuu [id], onuceiBatouiei! [IAK, napamerp usefirewall yCTaHOBHUTE B 3HAUCHUE
off (BHELIHUI MeXCeTeBOIl 3KpaH He UCIIOIb3YeTCs).

e B cekuuu [dynamic] mapaMmeTp dynamic proxy YCTAHOBUTE B 3HAUCHHUE of f.

L] I[HSI BCEX HUCIIOJIB3YCMbIX CETCBBIX I/IHTep(beI\/'ICOB B CCKIUAX [adapter] YCTAaHOBUTC
nmapaMeTp type B 3HAUYCHHUE internal.

Kondurypupoanue mapupyruzaropa Huawei Secoway USG st paGoThI B pesxume
transparent COCTOHT U3 3-X JIOTHYECKHX IIArOB, BBIIIOIHIEMBIX B CICAYIOLICH
H0CJIeZIOBATEIBHOCTH:

1 VYcranoBkau KOH(i)I/IprI/IpOBaHI/Ie PCeKHMa transparent

Komanna Onucanue

<USG2210> system-view Bxop B pesxuM aqMHHACTPUPOBAHHS
[USG2210] firewall mode transparent VcTaHoBKa peXknMa transparent
You must delete config_file (vrpcfg.xxx) and TpebyeTcs nepe3arpys3Ka CUCTEMBI
reboot system!

5
Are you sure?[Y/N] y [MonTBepaute mepe3arpy3ky (Haxmure Y)

[USG2210] quit Brixoza 3 pexxuMa aMHHUCTPUPOBAHNUS
<USG2210> reboot IMepe3arpyska CUCTEMBI

<USG2210> display firewall mode ITpocMmoTp Tekymero pexxnma padoThl

firewall mode transparent Ybenutech, 4TO yCTAHOBIIEH HY)KHBIH PEKUM H
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Komanna

Onucanmne

firewall mode transparent if reboot

<USG2210> system-view
[USG2210] firewall zone trust

[USG2210-zone-trust] add interface
GigabitEthernet0/0/0

[USG2210-zone-trust] quit

[USG2210] firewall zone untrust

[USG2210-zone-untrust] add interface
GigabitEthernet5/0/0

[USG2210-zone-untrust] quit

[USG2210] firewall packet-filter default
permit interzone trust untrust

YTO ITOT XKE PEKUM OYIET YCTaHABIUBATHCS MMOCIIC
nepesarpy3Ku MapLpyTu3aTopa

Bxox B pexuM aIMHHNACTPUPOBAHUS
Bxox B pexxuM KOH(OUTYpHPOBaHHS 30HBI JI0BEPHS

Jo6asnenne unrepdeiica GigabitEthernet0/0/0 B
30HY IOBEpHS

Beixoza u3 pexxuMa KOH(GHUTYpPHPOBaHUS 30HBI
JIOBEpHs

Bxox B pexxuM KOHOUTYpHPOBAHHS 30HBI HEZIOBEPHS

Jlo6asnenue unrepdeiica GigabitEthernet5/0/0 B
30HY HEJOBEPHS

Beixon u3 pexxiuMa KOHGHUTYPHPOBaHUS 30HBI
HeZoBepus

3amaHue pa3peraroiero mpaBuia QUIbTPaIim
MEXK/Iy 30HaAMU JJOBEPUS U HEIOBEPUSI

2 Kou¢urypuposanue BupTyaibHoit tokanbHoi cet (VLAN)

Komannga

Onucanme

[USG2210] vlan 2
[USG2210-vlan-2] quit
[USG2210] interface GigabitEthernet0/0/0

[USG2210-GigabitEthernet0/0/0] port link-
type access

[USG2210-GigabitEthernet0/0/0] port access
vlan 2

[USG2210-GigabitEthernet0/0/0] quit

[USG2210] interface GigabitEthernet5/0/0

[USG2210-GigabitEthernet5/0/0] port link-
type access

[USG2210-GigabitEthernet5/0/0] port access
vlan 2

Coznanue BUpTyasIbHOM okanbHOM cetn VLAN 2
Bo3sBpar B pesxuM aAMUHUACTPUPOBAHUS

Bxop B pexxuM KOHGUTYpUpPOBaHUS HHTEpdeiica
GigabitEthernet0/0/0

YcranoBka nopta untepderica GigabitEthernet0/0/0
B PEXKUM access

Bxirouenue mopra uHTEpdetica
GigabitEthernet0/0/0 B BupTyansHyto cetb VLAN 2

Brixon u3 pexxnma KOHGUTYpHUpOBaHUs HHTEepdeiica
GigabitEthernet0/0/0

Bxox B pexxuM KoH(GUTypUpOBaHHs HHTEpdeiica
GigabitEthernet5/0/0

VYcranoBka nopta unTepdetica GigabitEthernet5/0/0
B PEXHUM access

Bxrouenue nopta uHTEpdetica
GigabitEthernet5/0/0 B BuptyansHyto cetb VLAN 2
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Komanna Onucanmne

[USG2210-GigabitEthernet5/0/0] quit Beixon u3 pexxuma KoHGUTypUpOBaHUs HHTEpdeiica
GigabitEthernet5/0/0

3 Koudurypuposanue uaTepdeiica 11l BUPTyaabHOH JTOKaIbHOM CETH

Komanna Onucanne

[USG2210] interface vlanif 2 Co3nanue BUpTYyanbpHOro HHTEpdeiica it VLAN 2
[USG2210-vlanif2] ip address 192.168.5.1 Vcranoska IP-anpeca BupTyansHoro uaTepdeiica
255.255.255.0 (cepBHCHBIH azipec, KOTOPBIH UCTIONB3YETCS IS

JIOCTyTa K MapLIpyTH3aTOPy)

[USG2210-vlanif2] quit Beixoz u3 pexxuma KOHGUTYpUPOBaHUS
BHPTYaJIbHOTO HHTepdeiica

[USG2210] quit Beixon U3 pexxuma aTIMHUHHCTPHPOBAHHS

[Tocne HacTpoiiKK MpOBephTe KOHPHUTYPALIUIO MAPIIPYTH3aTOPa C TOMOIIBIO KOMaH bl display
current-configuration. [Ipu npaBuIbHON HAaCTpOKe KOHDUTYpAIUS JOKHA BBITIISACTD
CJIEAYIOMINM 00pa3oM (B MpUMepe MPUBEICHBI TOJIBKO T€ JaHHbIE, KOTOPBIE 3aTparuBaetT
NpOoM3BeIEHHOE KOH(PHUTYPHPOBaHHE):

xR rk BEGIN****publick**+#

#

sysname USG2210

#

info-center timestamp debugging date

#

firewall packet-filter default permit interzone trust untrust direction inbound
firewall packet-filter default permit interzone trust untrust direction outbound
#

firewall blacklist filter-type icmp

firewall blacklist filter-type tcp

firewall blacklist filter-type udp

firewall blacklist filter-type others

#
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firewall statistic system enable
#

vlan 2

#

interface Vlanif2

ip address 192.168.5.1 255.255.255.0
#

interface GigabitEthernet0/0/0
port link-type access

port access vlan 2

#

interface GigabitEthernet0/0/1
port link-type access

#

interface GigabitEthernet5/0/0
port link-type access

port access vlan 2

#

interface NULLO

#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
#

firewall zone untrust

set priority 5

add interface GigabitEthernet5/0/0
#
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firewall zone dmz

set priority 50
#

return
#-----END----#
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Hactpoiika ipu padoTe
MapIlpyTh3aropa B pexume router

Ha npuBenenHoi HIke cxeme npeacTaBieH npumep ucrmonb3oBanus [IAK ViPNet Coordinator
HW-VPNM npu pabote mapupyruzaropa Huawei Secoway USG B pexxume router. B
npuMepe MpeanoaaraeTcs, 4ro:

e [JAK paboTtaeT B pesKUMe CO CTaTHUECKON TPAHCIALUEH aApecoB;

e Ha 0JHOM M3 uHTepdeiicor mapiipyruszaropa Huawei Secoway USG ycraHoBIeH
nyommunbii [P-aapec;

e x unrepdeiicy GigabitEthernet0/0/0 (na cxeme - GE0/0/0) mapmipytuzaropa Huawei
Secoway USG moakiroueHa BHEIIHSS CETh;

e x oaHoMy u3 uHTepdeiicoB moaynst VPNM (Ha cxeme - ethl (Ethernetl)) moakmodyeHa
JIOKaJbHAsI CETh;

e BrOpOii nHTEpdeiic Moxyns VPNM (Ha cxeme - eth2 (Ethernet2)) MoxkeT OBITH
HCIIOJIb30BaH ISl OAKIIFOUCHHUS IECMUIATAPU30BaHHOM 30HbI (Ha cxeme - DMZ).

ITAK ViPNet Coordinator HW-VPNM B0GOHbIA

« UHTepMeiic
MapuwpyTtuzatop Secoway USG

GEO/DM,

192.168.5.1
GES/0/0

eth2 GEQ/p/O)

192.0.2.1

OKaneHaA CeTk 192.0.2.0/24

192.168.5.0/24

eth1 192.168.5.10

A

Pucynox 39: Cxema nookniouenusi npu pabome mapupymusamopa 8 pexcume router

Anpeca unrepderico GigabitEthernet5/0/0 u ethO 1omKHBI PUHAIEKATH OJHOMY
MPOCTPAHCTBY YaCTHBIX aJ[PECOB, TP 3TOM ajipec uHTepdeiica GigabitEthernet5/0/0 momken
OBITh 33J[aH B KAYECTBE MapIIpyTa 110 yModaHuto it natepdetica eth0. Aapec unrepdeiica
GigabitEthernet0/0/0 moynkeH npuHaUIeKATh aJpeCHOMY IPOCTPAHCTBY BHElIHEeH ceTH. Ha
MapIIpyTU3aTope J0JKHO OBITh 33/IaHO MPABIIIO TPAHCISIINY apeca BO BHEIITHEH CETH B apec
unTepdeiica ethO.
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Ha cxeme UCronb3yroTCs CleAYIOIIUe IPUMEPHI aIPECOB:
® JIOKaJbHAs CeTh MMEET AuMama3oH agpecos 192.168.5.0/24;
e puaTepdeiic GigabitEthernet5/0/0 mmeer agpec 192.168.5.1;
e unTepdeiic ethO umeer agpec 192.168.5.10;
® BHEIIHSSA CETh UMEET uana3oH aapecos 192.0.2.0/24;

e untepdeiic GigabitEthernet0/0/0 umeer agpec 192.0.2.1.

Hns vacrpoiiku [1O ViPNet B pexxume paOOTBI CO CTATHYECKON TPAHCIALUEH aIpecoB 3a1aiiTe
B (haiine iplir.conf CIEIYIONIUE TAPAMETPHI:

e B cekiuu [id], onuceiBaronieh [TAK:

o TapaMmeTp usefirewall YCTAHOBUTE B 3HAYCHUE on (UCIIONH3YETCS] BHEITHHIA
MEXCETEBOI 3KpaH);

o TapaMeTp proxyid YCTaHOBHUTE B 3HaYEHHE 0x00000000;

o mapaMeTp fixfirewall YCTAHOBUTEC B 3HAUCHME off.
e B CCKIMM [dynamic] IMapaMETp dynamic proxy YCTAHOBUTC B 3HAYCHME of f.

e B cekmun [adapter], COOTBETCTBYIOIIEH ceTeBoMy uHTepdeiicy eth(, mapamerp type
YCTaHOBHTE B 3HAYCHHUE external.

Kondurypuposanue mapuipyruzaropa Huawei Secoway USG st paboThI B peXKUME router
OCYIIECTBIISIETCSI CIIEAYIOLIUM 00pa3oM:

Komanaa Onucanne

<USG2210> system-view Bxoy B pexuM aJIMUHUCTPUPOBAHHUS
[USG2210] firewall mode router YcraHoBKa pexuma router

You must delete config_file (vrpcfg.xxx) and Tpebyetcs nepe3arpy3Ka CUCTEMbI
reboot system!

?
Are you sure?[Y/N] y [MonTBepauTe mepe3arpy3ky (Haxxmure Y)

[USG2210] quit Brixon 3 pexxuMa aMHUHUCTPUPOBAHUS
<USG2210> reboot IMepe3arpyska CHCTEMBI
<USG2210> display firewall mode ITpocMOTp TEKYIIEro pekuMa paboThI
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Komanna

Onucanmne

firewall mode router

firewall mode router if reboot

<USG2210> system-view
[USG2210] firewall zone trust

[USG2210-zone-trust] add interface
GigabitEthernet5/0/0

[USG2210-zone-trust] quit

[USG2210] interface GigabitEthernet5/0/0

[USG2210- GigabitEthernet5/0/0] ip address
192.168.5.1 255.255.255.0

[USG2210- GigabitEthernet5/0/0] quit

[USG2210] firewall zone untrust

[USG2210-zone-untrust] add interface
GigabitEthernet0/0/0

[USG2210-zone-untrust] quit

[USG2210] interface GigabitEthernet0/0/0
[USG2210- GigabitEthernet0/0/0] ip address
192.0.2.1 255.255.255.0

[USG2210-GigabitEthernet0/0/0] quit

[USG2210] firewall packet-filter default
permit all

[USG2210] nat server global 192.0.2.10 inside

192.168.5.10
[USG2210] quit

Y0enuTech, 4TO yCTAHOBIICH HY)KHBIH PEKUM H

YTO 3TOT XK€ PEXKUM OYyAET yCTaHABIMBATHCS TIOCIIE
nepes3arpy3Kd MapIipyTu3aTopa

Bxox B pexuM aZIMUHUCTPUPOBAHHUS
Bxox B pexxuM KOH(UTYpHPOBAHUS 30HBI TOBEPHS

Jo6asnenne unrepdeiica GigabitEthernet5/0/0 B
30HY JI0BEpHs

Beixoza u3 pexxuMa KOH(GUTYpPHPOBaHUS 30HBI
JIOBEpUsI

Bxox B pexxuM KOH(UTypUpOBaHHs HHTEpdelica
GigabitEthernet5/0/0

VYcranoBka [P-anpeca uarepdetica
GigabitEthernet5/0/0

Beixoza u3 pexxuma KoHGUTypHupoBaHus HHTEpdeiica

GigabitEthernet5/0/0

Bxox B pexxuM KOHUTYpHPOBAHHS 30HBI HEZIOBEPHS

Jlo6asnenue unrepdeiica GigabitEthernet0/0/0 B
30HY HEJOBEPHS

Beixon u3 pexxiuMa KOHGHUTYPHPOBaHUS 30HBI
HeoBepus

Bxox B pexxumM KoH(GUTypUpOBaHHs HHTEpdeiica
GigabitEthernet0/0/0

Ycranoska IP-anpeca uaTepdetica
GigabitEthernet0/0/0

Brixon u3 pexxnma KOHGUTYpUpOBaHUS HHTEepdeiica

GigabitEthernet0/0/0

3amaHue pa3pernaroiero mpasuia QUIbTPaIHi
MEXY BCEMU 30HAMU

3a,I[aHI/I€ IpaBujia TpaHCJIIUHA apeca

BbIxo U3 pexuma aJIMUHUCTPUPOBAHHUS

[locne HacTpoiiku npoBepbTE KOHPUTYPALHIO MapLIPYTH3aTOPa C TOMOIIBIO KOMaH/IBI display

current-configuration. [Ipu npaBUIIbHON HACTpOWKe KOHQUTYPAIHS JOKHA BBITIISIETh
CJIEYIOIIMM 00pa3oM (B IpUMepe MPUBENICHBI TOJIBKO T JaHHbIE, KOTOPBIE 3aTparuBaeT

Mpou3BeeHHOE KOH(PUTypHUpOBaHHE):
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#rx*Rx*BEGIN****public****#

#

sysname USG2210

#

info-center timestamp debugging date
#

firewall packet-filter default permit interzone local untrust direction inbound
firewall packet-filter default permit interzone local untrust direction outbound
firewall packet-filter default permit interzone dmz untrust direction inbound
firewall packet-filter default permit interzone dmz untrust direction outbound
firewall packet-filter default permit interzone trust untrust direction inbound

firewall packet-filter default permit interzone trust untrust direction outbound

#

nat server global 192.0.2.10 inside 192.168.5.10
#

firewall blacklist filter-type icmp
firewall blacklist filter-type tcp
firewall blacklist filter-type udp
firewall blacklist filter-type others

#

firewall statistic system enable

#

interface GigabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

#

interface GigabitEthernet0/0/1

#

interface GigabitEthernet5/0/0

ip address 192.168.5.1 255.255.255.0
#

interface NULLO
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#

firewall zone local

set priority 100

#

firewall zone trust

set priority 85

add interface GigabitEthernet5/0/0
#

firewall zone untrust

set priority 5

add interface GigabitEthernet0/0/0
#

firewall zone dmz

set priority 50
#

return
#-----END----#
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[ IpuMepbl HACTPOMKU TYHHEIEH
¢ ucnoab3zoBanueM [TAK

B 1aHHOM IIPHIOkKEHUH PACCMOTPEHBI ABE PACIIPOCTPAHEHHBIE CXEMBI HCITOJIb30BaHU
TyHHenei B ViPNet, u [u1st Kax 101 cXeMbl IPUBEICHB HEO0OX0ANMbIE HACTPOUKH.

Cxema 1

[lycts nmeeTcs aBa oduca, coequHeHHbIX yepe3 UnTepHeT. B onHoM U3 oducoB HaxoauTcs
cepBep, K KOTOPOMY 00paIaroTcsi KOMITBIOTEPHI U3 APYroro oduca, ¥ He0OX0IMMO, YTOOBI BECh
oOMeH naHHbIMU yepe3 MHTepHeT nmpousBoauics ¢ mudpoBanueM tpaduka. [Ipu sTom
ycraHoBka [10 ViPNet HenocpeacTBeHHO Ha y4acTBYIOUIME B MHYOPMAILIMOHHOM OOMEHE
KOMITBIOTEPHI HEBO3MOXKHA MJIHM IO KAaKUM-TTM00 MPUYMHAM HeXeJlaTenbHa. YToOb! pemunTh 3Ty
3agady, B KaxxaoMm u3 opucos ycranasnusaercst [IIAK ViPNet Coordinator HW, k koTopomy
MOJKITIOYAIOTCS. KOMITBIOTEPHI (CM. CXEMY).
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192,168.1.2

192 16811 192.168.2.1 192.16822
ID=0x00010101 1D=0x00020201
19216813 Komnbtotep 1 HH aes

H o, - g
& X8~ —X¢
192.168.1.4 i
Komnetotep 2 Internet
& NAK-1 MAK-2 Cepsep

Komneiotep 3

Pucynox 40: Cxema nacmpoiiku myunenei ¢ ucnonvzoganuem IHAK

Kaxnpiii u3 [IAK umeer 1Ba ceTeBbIX HHTEpdEiica, OJUH U3 KOTOPBIX KMEET pPealbHBIN aapec U
nogximoueH k aTepHeTy (BHENIHUI nHTEpdeiic), a BTOpOi UMEET YaCTHBIN aJipec u
MIOJKITIOUEH K JIOKAIBHOMW ceTu oduca (BHyTpeHHni nntepdeiic). [lycrs [TAK-1 umeer
BHYTPEHHHH ajjpec 192.168.1.1 u uaeHTHPHUKATOp B ceTH ViPNet 0x00010101, mpu 3TOM
MOAK/IIOYCHHBIE K HEMY KOMIBIOTEPHI 1, 2, 3 UMEIOT agpeca ¢ 192.168.1.2 10 192.168.1.4.
[TAK-2 umeet BHYTpeHHHI aipec 192.168.2.1 U HACHTUPHUKATOP 0x00020201, a
MOJK/TIOUCHHBIH K HEMY CEpBEp UMEET afpec 192.168.2.2. UToObI HACTPOUTH MPABUIIBHYIO
paboty TynHeneit, Ha [IAK HeoOX0oaMMOo cenath CiIeayonue HacTPOHKY B aiiiie iplir.conf
(KOMaH}:[a iplir config)Z

e HallAK-1:

o B coOcTBeHHOH ceKIuu [id] BIHCATH CTPOKY:
tunnel= 192.168.1.2-192.168.1.4 to 192.168.1.2-192.168.1.4
o B cexkuuu [id] mns [TAK-2 BoucaTe CTpoky:

tunnel= 192.168.2.2-192.168.2.2 to 192.168.2.2-192.168.2.2

e HallAK-2:

o B coOcTBeHHOH ceKIuu [id] BIHCATh CTPOKY:

tunnel= 192.168.2.2-192.168.2.2 to 192.168.2.2-192.168.2.2

o B cexkuuu [id] mns [TAK-1 BoucaTe CTpoky:

tunnel= 192.168.1.2-192.168.1.4 to 192.168.1.2-192.168.1.4

Buytpennue nntepdeiicet o0oux [TAK ne nomxHbl HaxoauThes B pexxume 1. [locne 3amycka
YIPaBIISIONIETO JEMOHA (KOMaH/Aa iplir start) C YKa3aHHBIMH HACTPOHKAMHU KOMITBIOTEPHI 1,
2, 3 cMoryT oOpamiaThcs K cepBepy 1o agpecy 192.168.2.2. [Ipy 3ToM Ha ydacTke MeXILy
ITAK-1 u [TAK-2 naketsl OyayT uATH B 321 (pPOBaHHOM BHJIE.
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ITo ymomuanuto Ha o6oux ITAK HacTpoeHs! npaBmiia, pa3periaromye Tpaduk A BCeX
TYHHEJMPYEeMbIX afpecoB. Eciu B mpruBeneHHOM TipuMepe TpeOyeTcst 3aKPBITh JOCTYII K
cepBepy KaKuM-TH00 KOMITbIOTepaM, He0OXOAMMO U3MEHHTD NIpaBmia B (aiiic firewall.conf
U SIBHO yKa3aTh, KAKAUM KOMITBIOTEPAM JOCTYT pa3pemnieH. Hanpumep, mycTs TpedyeTcs 3aKphITh
JIOCTYTI K cepBePY KOMITBbIOTEpY 1 M pa3pemmuTs AOCTyM KoMmbioTepam 2 u 3. J[ist aToro Ha
IMTAK-1 B cexnuu [tunnel] ¢aia firewall.conf HEOOXOAUMO YAAIUTH MPABUIIO 110
YMOITYAHUIO K BMECTO HETO0 3a7aTh CIEAYIOIINE IpaBuia;

rule= proto any from 192.168.1.3-192.168.1.4 to 0x00020201 pass

rule= proto any from 0x00020201 to 192.168.1.3-192.168.1.4 pass

DT mpaBuiia pa3pemaroT TpaduK B 000UX HAMPABICHUSIX TOIBKO MEKAY TYHHEIINPYEMBIMH
kommbioTepamu 2, 3 u [IAK-2, tyrrenupyrommm cepsep. B cBoto ouepens, Ha [IAK-2 nomken
OBITh pasperieH Tpapuk Mexy cepeepoM u [TAK-1. Jlns atoro Ha [TAK-2 B cexuuu [tunnel]
¢aiina firewall.conf MOXKHO OCTaBUTh MIPABMIIO 1O YMOIYAHHUIO MIIK BMECTO HETO 33/1aTh
MpaBuIIa, sIBHO pa3peliaonye Tpaguk Mexx 1y TyHHeaupyeMbim cepBepoM U [TAK-1 (B 06oux
HaIpaBJIeHUSIX):

rule= proto any from 192.168.2.2 to 0x00010101 pass

rule= proto any from 0x00010101 to 192.168.2.2 pass

B paccmoTpeHHOM npuMepe B3auMOACHCTBIE KOMIIBIOTEPOB C CEPBEPOM PA3PELICHO 10 BCEM
MPOTOKOJIaM U opTaM. YToObI OrpaHuunTh 3TO B3aUMOACHCTBUE KOHKPETHBIMHU MPOTOKOJIAMH
Y TIOpTaMH, HaJ0 B IPUBEICHHBIX MPaBHUJIax 3a1aTh Ooiee jkecTKoe ycioBue. Hampumep, myctb
Ha cepBepe yCTaHOBJIEH BeO-CepBHC, K KOTOPOMY pa3pelleHo o0paiaThest KoMIboTepam 2 1 3,
HO 3ampernieHo koMmeiotepy 1. B atom ciaydae Ha ITAK-1 B cexiun [tunnel] HEOOXOIUMO
3a1aTh CICAYIOIINE MTPaBuia:

rule= proto tcp from 192.168.1.3-192.168.1.4 to 0x00020201:80 pass

rule= proto tcp from 0x00020201:80 to 192.168.1.3-192.168.1.4 pass

Ha ITAK-2 B cexiuu [tunnel] HEOOXOIUMO 33JIaTh CIEAYIOIIHE MTPABHJIA;
rule= proto tcp from 192.168.2.2:80 to 0x00010101 pass

rule= proto tcp from 0x00010101 to 192.168.2.2:80 pass

Cxema 2

PaccMoTpum Moau(UIIMPOBaHHYIO CXEMY HCIOJIB30BaHUS TYHHEINEH, KOT/1a Ha KOMITBIOTEpHI 1,
2, 3 ycranosneHno 10 ViPNet Client, a cepep octaeTcs He3alUILEHHBIM (cM. cxemy). IlycTs B
cetu ViPNet kommbroTepam 1, 2, 3 mprcBOSHBI HACHTU(HUKATOPBI 0x00010102, 0x00010103,
0x00010104 COOTBETCTBECHHO.
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192.168.1.2

ID=0x00010102
: 192.168.1.1 192.168.2.1 192.16822
192.1681.3 ID=0x00010101 1D=0x00020201
1D=0x00010103 sea aan

Komnptorep 1

@ 192.168.1.4

KOMNLIOTEP 2 1D=0x00010104 Internet
MAK-1 MNAK-2 Cepsep

—x—

T@z

Komnororep 3

Pucynox 41: Moouguyuposannas cxema Hacmpouxu myHHenell

B sToM ciyuae, korna TyHHENnUpyeTcs TOJbKO cepsep, Ha [TAK HeoOxoaumo caenats
CIIeyIOIIMEe HACTPOUKHU B (haiiyie iplir.conf:

e HallAK-1:

o B cekuuu [id] mns ITAK-2 BoucaTe CTpoky:

tunnel= 192.168.2.2-192.168.2.2 to 192.168.2.2-192.168.2.2

e HallAK-2:

o B coOcTBeHHO¥ ceKIun [id] BOHCATh CTPOKY:

tunnel= 192.168.2.2-192.168.2.2 to 192.168.2.2-192.168.2.2

Ecnu B Hactpoiikax [TAK-2 3agano mpaBuiio o yMOJTYaHUIO JUTsl TYHHEIHPYEMBIX aJpecoB, TO
HUKaKUe JIOTIOJTHUTENIbHbIE HACTPOWKY He HykHbI. MHavye Ha [TAK-2 B cekumu [tunnel] Qaiina
firewall.conf HEOOXOIUMO 3a7aTh MPABHUIIA, pa3pematolie TpahruK MeKIy CEpBEPOM U
KoMIbtoTepamu 1, 2, 3:

rule= proto any from 192.168.2.2 to 0x00010102-0x00010104 pass

rule= proto any from 0x00010102-0x00010104 to 192.168.2.2 pass

ITycth TpeOyeTcst OrpaHU4UTh JOCTYII K CEPBEPY CO CTOPOHBI HEKOTOPHIX Y3JIOB, HAPUMED,
3aKpBITh JOCTYT K CEpBEpy KOMITbIOTEPY 1 M pa3pemunTs 1ocTyn KoMmbiotepam 2 u 3. s
storo Ha [TAK-2 HeoOxomMo N3MEHUTh MPaBWIIa B CEKIIUU [tunnel] Qaiina firewall.conf
CIIEIYIOIIUM 00pa3oM:

rule= proto any from 192.168.2.2 to 0x00010103-0x00010104 pass

rule= proto any from 0x00010103-0x00010104 to 192.168.2.2 pass
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Jlns crydasi, KOr/ia Ha cepBepe YCTAaHOBJICH BeO-CEPBHC, K KOTOPOMY pa3pelieHo o0pamarbes
KOMIIBIOTEpaM 2 1 3, HO 3alpernieHo KOMIBIOTepy 1, MprBeIeHHbIe IPaBHia HEOOX0UMO
U3MEHHTH CIIEIYIOIUM 00pa3oM:

rule= proto tcp from 192.168.2.2:80 to 0x00010103-0x00010104 pass

rule= proto tcp from 0x00010103-0x00010104 to 192.168.2.2:80 pass
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[ IppuMepbl HACTPOEK padOTHI
ITAK uepe3 (puKcupOBaHHEIC
aJIbTepHATUBHBIC KaHAJIbI

Paccmotpum ynpomiennyto cxemy Bzaumozericteus AByx [IAK ViPNet Coordinator HW 1000
(KoopauHaTopoB), KOTOpbIE IMEIOT J1Ba aJIbTEPHATUBHBIX KaHaJa JOCTYIA C YCIOBHBIMH
Has3BaHusiMu GlobalDataNet u Internet.

r= GlohalDataMNet = 73
1 I
| I

192.168.0.10 | " 172.16.1.10
e 10.0.0.1 10.0.0.2 e
- -
gﬂi LocalNat1 —@ @— LocalNat2 KE
182 168.0.100 VRouter-1 Routar-2¢  172.16.1.100
KocpamHaTop 1 :39.1 351541 2101 1_0_3: KoopavHarop 2
] : I
'- -_— . —-— -l
Internet

Pucynox 42: Cxema e3aumooeticmsus 08yx I[IAK ViPNet Coordinator HW1000 no 08ym kananam

IMAK ViPNet Coordinator HW. PykoBoacTBo agMuHHCTpaTOpa

241



0O6a Koopamaaropa MOTYT IPOU3BOIUTE CETEBOI 0OMEH 0e3 OrpaHUYeHHUH 110 JII000MY U3
paccMaTpuBaeMbIX KaHaoB. JJ1s paOoOThI Yepe3 JaHHBIe KaHAJIbl OPa3yMEBAETCS, YTO Y3IIbI
Router-1 u Router-2 ocymecTBIsIOT MapIIpyTHU3aIMIO TAKETOB [T JaHHBIX KaHaioB. [Ipu aTom
JUTSI TAKETOB, MapIIPYTH3UPYEMBIX B Internet, OyzeT BEIMOTHATHCS MTOJIMEHA apeca
OTIIPaBUTEIIS, a IS BXOJAIIUX U3 Internet makeToB ¢ mopToM HazHaueHus 55777 Oynet
BBITNOIHATHCA MTOIMEHa ajpeca noiaydarens. Ha kaxnom KoopaunaTtope 103 no yMoa4aHuUIo
YCTaHOBJICH Ha BHYTPEHHUI HHTEepdelic COOTBETCTBYOIIET0 MappyTu3aropa. Ha o6oux
Koopnunaropax ycranosineH peskum Co cTaTHYeCKOi TpaHCcasiueld agpecoB (CM.
«Hacrpoiika pexxuma ,,Co ctaTH4ecKoil TpaHcsuen aapecos» Ha cTp. 137).

Huxe MMPUBOAATCA HECKOJIBKO peIHeHI/IP'I AJI TUTIOBBIX 3a1a4 YIIPAaBJIICHUA KaHaJlaMU
B3aUMOJCHCTBUSI MCKAY pacCMaTpruBacMbIMH KOOpI[I/IHaTOpaMI/I.

1 Bui6op kanana GlobalDataNet B kauecTBe hHUKCHPOBAHHOTO KaHalla B3aUMO/ICHCTBHSI.

B nepByto ouepeap HeoOxoaumo B (aiine iplir.conf M Kaxaoro u3 Koopannaropos
CO3aTh CEKIUIO [channels], B KOTOPOH ONPEAETUTH 2 albTEpPHATUBHBIX KaHaIa
B3aMMOJIEWCTBUS C IPUBSAZKON K COOTBETCTBYIOIIUM TpyTIIIaM:

[channels]
channel= GlobalDataNet, DataNetGroup

channel= Internet, InternetGroup
[Tocne aToro HEOOXOAUMO 3a1aTh MPUBA3KY KOOpPIMHATOPOB K COOTBETCTBYIOIIEH TPyIIITe
Y 3371aTh MapaMeTpPhl TOCTYIA JUIS KKA0T0 U3 KaHaIoB. [y aToro B ¢aiiyie iplir.conf

Ha Koopaunarope 1 B cexiuu [id] ans KoopaunaTtopa 2 He0OX0AUMO 3a1aTh CIEAYIONIHE
HaCTPOWKHU:

group= DataNetGroup

channelfirewallip= GlobalDataNet, 10.0.0.2

channelfirewallip= Internet, 210.11.0.3
B ¢aiine iplir.conf Ha KoopaunaTtope 2 B cexruu [id] st Koopaunaropa 1
HE0O0XOMMO 3a7aTh CIEIYIONINe HACTPOHKH:

group= DataNetGroup

channelfirewallip= GlobalDataNet, 10.0.0.1

channelfirewallip= Internet, 89.135.15.41

[Tocne crapra ynpapisromero 1eMOHa C JaHHBIMU HacTpoiikamu oba Koopaunaropa
OyzayT B3auMoJeicTBOBaThH TONBKO yepe3 kaHai GlobalDataNet.

2 TIlepexkmouenue Ha kaHan Internet.

Hns nepexmouenusa KoopauHatopoB Ha B3auMoJIecTBHE yepe3 kaHal Internet
HE0O0XOIMMO BBITIOJIHUTH CIEAYIONINE HACTPOUKH. B (haiine iplir.conf Ha
Koopmurarope 1 B cexnmu [i1d] mis Koopauaaropa 2 HE00OX0IUMO H3MEHUTEH 3HAUYCHUE
nmapamMeTpa group Ha CICAYIOLICC:
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group= Internet

AHaOTHYHBIC HACTPOUKHN HEOOX0IuMO Ipon3BecTn Ha KoopauHaTope 2 B CEKITUH [1d]
st Koopaunaaropa 1. [ocie crapta yrmpaBIisomero 1eMoHa ¢ JaHHBIMA HACTPOWKAMH
00a KoopannaTtopa OyIyT B3aMMOIECTBOBATh TOJIBKO Yepe3 KaHau Internet.

OTKIIIOYeHHE pa6OTI)I ucpes (1)I/IKCI/Ip0BaHHBIC KaHallbl.

J1st oTKITFOUEHUsT MeXaHu3Ma pa0oThI Yepe3 (PMKCHPOBAaHHBINA KaHAI B JAaHHOM TpUMEpe
HeoOxoamMo B (aiie iplir.conf Ha KakaoM KoopauHaTope B CEKIIMM [channels]
YIAIHUTH PETUCTPAIINIO TPYII B KaHANIaX, ONPEICICHHBIX MapaMeTpaMy channel:

[channels]
channel= GlobalDataNet

channel= Internet
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IIpumep ucnoib30BaHUs
IonoJHUTENbHBIX IP-anpecoB Ha
MHTEp(EHce

B naHHOM NpUIIOKEHUH TIPUBECH MIPUMEP MCIIOJIb30BaHMs TOTIOTHUTENbHBIX [P-aspecoB Ha
onHoM u3 untepgeiicoB ITAK ViPNet Coordinator HW.

[TycTe B TOKaJIbHOM CETH HAXOJATCS CEPBEPHI, MPEIOCTABIISIONINE PA3THYHBIE CEPBUCHI
(HarmpuMep, TOYTOBEIN cepBep, BeO-cepBep u FTP-cepBep). TpebyeTcs, 4TOOBI 3TH CEPBUCHI
OBUIN JIOCTYTIHBI U3 BHEUTHEW CETH, IIPH 3TOM CEPBEPHI HE MMEIOT IMyOIHYHBIX ajipecoB. s
peleHus 3Toi 3aauu Ha rpaHulle JokanbHou cetn ycranasnuBaetcsa [IAK ViPNet Coordinator
HW, k KoTOpOMy MOIKITFOYAIOTCS CEPBEPHI (CM. CXEMY).
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Pucynox 43: Cxema nooxnrouenusi cepsepos k IHNAK

ITAK umeet nBa ceTeBbIX HHTEp(eiica, OAMH U3 KOTOPBIX UMEET peallbHBIN aJpec U MOAKIIOYECH
k UHTepHeTy (BHEIIHUI HHTEp]EC eth0), a BTOPOI MMEeT YaCTHBIN aipec U MOJKII0YEH K
JIOKaIIbHOW ceTH (BHyTpeHHm nHTepdeiic ethl). [Iycts ITAK nmeer BHemHUIT ampec
89.175.26.1, BHYTPEHHHH ajipec 192.168.1.1, a MOJKIIOYCHHBIC K HEMY CEPBEPHI HMEIOT
YaCTHBIE ajpeca c 192.168.1.2 10 192.168.1.4. [Ipeamomnaraercs, uro [TAK pabotaer B
pexume Co cTaTHYecKOii TpaHcasnuei agpecoB. YToObl 00ecednTh JOCTYH K cepBepam
u3BHe, Ha [TAK He0OX0IMMO BBIIOIHUTH CIIEIYIONIEE:

L4 3aILaTB AOIOJHUTCIIBHBIC aApCCa Ha BHCIIHEM HHTep(beﬁCG ethO ¢ TOMOMIBIO CICAYIOIINX
KOMaHA:

inet ifconfig eth0 address add 89.175.26.2 netmask 255.255.255.0
inet ifconfig eth0 address add 89.175.26.3 netmask 255.255.255.0

inet ifconfig eth0 address add 89.175.26.4 netmask 255.255.255.0

e B (ailsie firewall.conf B CEKI[MH [nat] 3aJaTh CJICIYIOIINE PaBUa TPAHCISAIMH
azpeca rnoyyqaress:

rule= change dst=192.168.1.2:25 proto any from anyip to 89.175.26.2:80
rule= change dst=192.168.1.3:80 proto any from anyip to 89.175.26.3:81

rule= change dst=192.168.1.4:21 proto any from anyip to 89.175.26.4:82

e B ¢aiisie firewall.conf B CEKIIUM [forward] 3a7aTh CIEAYIOIINE pa3peIIAONIIe
npaBuia:

rule= proto any from anyip to 192.168.1.2:25 pass
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rule= proto any from anyip to 192.168.1.3:80 pass

rule= proto any from anyip to 192.168.1.4:21 pass

IIpu yka3aHHBIX HACTPOWMKAX K TIOYTOBOMY CEPBEPY MOXKHO OYyJIET 00OpaIiaThes Mo ajipecy
89.175.26.2 1 HOMepy NopTa 80, K BeO-cepBepy — 0 aapecy 89.175.26.3 U HOMEpy nopTa
81, k FTP-cepBepy — mo agpecy 89.175.26.4 1 HOMepy nopTa 82. IIpuBeieHHas HUXE cXeMa

WITIOCTPUPYET OPTaHU3aIHIO JJOCTYIA K CEPBEPaM C UCIIOJIb30BAaHUEM JIOTIOTHUTEIBHBIX
anpecoB Ha BHemmHeM uHTepdeiice [TAK.

MoyToBRIA
CEPBED

MAK ViPNet
" Coordinator HW

A
T waa ﬂ,-a_g_'i:--
aaa '

Beb-cepaep

___________ 752, Internet

Tpadbiak Bea TPAHCNALWK afpeca

192.168.1 4-=="" ——————— TpaMk ¢ NoOMeHcR agpeca NomydaTans

Pucynox 44: Cxema opeanuzayuu 0ocmyna K cepeepam ¢ HOMOoub0 OONOIHUMETbHLIX A0Pecos
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